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FCC Information

This is an FCC Class A product. In a domestic environment this product may
cause radio interference in which case the user may be required to take
adequate measures.

This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense.

RoHS

This product is RoHS compliant.

SJ/T 11364-2006

The following contains information that relates to China.
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User Information

Online Registration

Be sure to register your product at our online support center:
+ International — http://support.aten.com
+ North America — http://www.aten-usa.com/product_registration

Telephone Support
+ |nternational — 886-2-8692-6959
+ North America — 1-888-999-ATEN

User Notice

All information, documentation, and specifications contained in this manual
are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of
the manufacturer's software described in this manual is sold or licensed “as is".
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV
interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior
to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS
CORRECT BEFORE USE.
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Package Contents

The CC1000 package consists of:
CC1000 USB Authentication Key
USB Extension Bracket

USB Cables (1 External; 1 Internal)
Software CD

User Manual*

Quick Start Guide

= = S T R S

Check to make sure that all of the components are present and in good order.
If anything is missing, or was damaged in shipping, contact your dealer.

Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the switch or to any other
devices on the CC1000 installation.

* Features may have been added to the CC1000 since this manual was printed.
Please visit our Website to download the most up to date version of the
manual.

Copyright © 2006 ATEN® International Co., Ltd.
Manual Part No. PAPE-0263-3AXG
Printing Date:05/2007

Altusen and the Altusen logo are registered trademarks of ATEN International Co., Ltd. All rights reserved.
All other brand names and trademarks are the registered property of their respective owners.
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About This Manual

Overview

Chapter 1, Introduction, introduces you to the CC1000 System. Its
purpose, features and benefits are described.

Chapter 2, CC1000J Server Installation, takes you through the
procedures involved in installing the Java version of the CC1000 (CC1000J)
on both Linux and Windows platforms.

Chapter 3, The CC1000J Manager, explains the CC1000J Manager
interface and the procedures involved in configuring the CC1000J system.

Chapter 4, The CC1000J Administrator Utility, describes in detail how
to manage users, groups, and devices.

Chapter 5, CC1000J Browser Operation, describes how to use a
standard browser to log in and access the devices on your CC1000J installation.

Chapter 6, CC1000 Installation Overview, provides an installation
overview of the Windows-based component of the CC1000.

Chapter 7, Authentication Server Setup, describes how to set up your
Authentication Server on a Windows 2000 Server or Windows Server 2003
system.

Chapter 8, CC1000 Server Setup, takes you through the steps involved in
installing the CC1000 program on your Windows 2000 Server or Windows
Server 2003.

Chapter 9, The Log Server, explains how to configure the Log Server and
how to query its records.

Chapter 10, The CC1000 Manager, explains the CC1000 Manager
interface and the procedures involved in configuring the CC1000 system.

Chapter 11, The Administrator Utility, describes in detail how to use this
utility to manage users, groups, and devices.

Chapter 12, Browser Operation, describes how to log in and access the
devices on your CC1000 installation using a standard browser.

Appendix A, Technical Information, provides technical as well as
troubleshooting information.

Appendix B, Authentication Key Utility, explains how to use the utility
to upgrade the authentication key’s firmware, and user licenses.

Xi
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Conventions

This manual uses the following conventions:

Monospaced Indicates text that you should key in.

[] Indicates keys you should press. For example, [Enter] means
to press the Enter key. If keys need to be chorded, they
appear together in the same bracket with a plus sign
between them: [Ctrl+Alt].

I. Numbered lists represent procedures with sequential steps.

. Bullet lists provide information, but do not involve sequential
steps.

- Indicates selecting the option (on a menu or dialog box, for

example), that comes next. For example, Start — Run
means to open the Start menu, and then select Run.

ﬂ Indicates critical information.

Product Information

For information about all ALTUSEN products and how they can help you
connect without limits, visit ALTUSEN on the Web or contact an ALTUSEN
Authorized Reseller. Visit ALTUSEN on the Web for a list of locations and
telephone numbers

+ International — http://www.aten.com
+ North America — http://www.aten-usa.com

Xii



Chapter 1
Introduction

Overview

The CC1000 Control Center Over the Net™ provides secure, centralized
access, administration and management of your entire network—local and
worldwide—anywhere; anytime. By consolidating the management of your
ALTUSEN/ATEN IT devices, the CC1000 allows every device to be securely
accessed and controlled by means of a single IP address.

Servers and network equipment are integrated into a single tree view, making
the CC1000 ideal for enterprises with data centers and branch offices, located
in several remote locations. An intuitive, browser-based GUI interface
provides convenient access and control of all equipment.

The system comes in two configurations: one designed to run under Windows;
the other—to allow multiplatform operation—designed to run under Java. The
Java-based configuration (for Windows and Linux) is discussed in Chapters 2—
5; the Windows-based configuration is discussed in Chapters 7-12.

Note: For Windows systems, you can install both the Java-based and
Windows-based configurations. You can run either one, but you can’t
run them both at the same time.
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Features

B Secure Centralized Management

*

Complete control of your enterprise — consolidates the management of
all ATEN IT devices

Single IP address to securely access every device on the installation

All devices are integrated into a single tree view for centralized access,
administration, and management of a worldwide network from
anywhere at anytime

Web browser access over Internet/Intranet provides secure remote
connections to all installed devices

B Highlights

*

*

Java version runs on Windows and Linux for multiplatform support

Ideal for enterprises with one or more data centers, or a number of
remote offices

Easy to use — intuitive browser-based GUI for simplified access to IT
equipment in global data centers and remote offices

Scalability — Multi-user access to hundreds of ATEN IT appliances and
more than ten thousand servers and serially controlled devices

A single login provides secure, centralized management of multiple
data centers, branch offices and remote locations

Provides centralized management, Role-Based Access and Control
(RBAC), and Reporting Capabilities

B Powerful Security

*

Powerful security features that enable integration with LDAP (Java
version) and Active Directory (Windows AP version) external
authentication tools

Robust security policies for individual user authorization to the port
level

128-bit SSL encryption of all data on the network
Flexible session time-outs
“Strong” user name and password authentication

Devices can identify themselves by Name or IP in the browser —
device’s IP can remain hidden from people passing by
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B Network Interfaces
+ TCP/IP
¢ HTTP/HTTPS
¢ SSL
+ DNS
+ LDAP/LDAPS
B Software Features

+ All features - including access, configuration and administration -
accessible over the Net

+ Powerful portal-like interface provides customized permission-based
groupings and device views

¢ ATEN IT appliance auto-discovery with device-availability status, and
alarms

B Access and Control from Anywhere at Anytime

+ An array of flexible logging and reporting options with audit trails for
diagnostics and troubleshooting

+ View and manage active user sessions and active ports in real time

+ Maximum number of simultaneous connections can be set for each
device
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Chapter 2
CC1000J Server Installation

Overview

Recognizing the increasing importance of Linux in the server environment,
CC1000J, the Java version of the CC1000 Control Center Over the NET
system makes the CC1000’s management capabilities available to both
Windows and Linux platforms that have Java 2 installed.

Requirements

+ A supported Operating System:
+ Windows: 2000, XP, 2000 Server, Server 2003 or Windows Vista

Note: Windows Vista is supported in CC1000J version 1.2.111 and
higher.

¢ Linux: (most versions)
¢ JDK Ver. 1.5 or higher

+ AIll ALTUSEN/ATEN IP products must be at a firmware level that
contains the CC Management function, and the CC Management function
must be enabled. Download and install the latest version of the relevant
firmware from our Website, if necessary.

CC1000J Components
The CC1000J comprised of two components as shown in the table below:

Component Function

CC1000 Administrator Utility Manages users and devices.

CC1000 Server Provides the user interface to the CC1000 system;
manages CC1000 sessions and access to devices.

Stores user and device information; authenticates
user access.

Stores all system logs in a searchable database.

Note: Both components get installed to the same computer. Users with proper
authorization, however, can log into the CC1000J with a browser and
download the CC1000 Administrator Utility component to any
computer to administer the installation remotely.
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Windows Version Installation

Before running the installation program make sure of that version 1.5 or higher
of the JDK has been installed on your system. If not, you need to download and
install it. You can get the latest version of the JDK from the Sun Java web site:

http://java.sun.com

After the JDK has been installed on your system, you are ready to install the
CC1000J program. To install CC1000J on a Windows system, do the
following:

1. Plug the CC1000 USB Authentication Key into a USB port on the computer
you are installing the CC1000J Server on. For security purposes, the key can
be installed inside the case. See page 196 for details.

2. Copy CC1000J-Setup-ForWindows.exe from the software CD that came
with your package to a convenient location on your server.

3. Go to the folder where CC1000J-Setup-ForWindows.exe is located, and
execute it. A screen, similar to the one below, appears:

g CC1000Java

Introduction

InstallAmavhere will guide you through the installation of
CC1000Java

Itiz strongly recommended thatyou exit all programs before
continuing with this installation.

Click the ‘Next' button to procesd to the next screen. [fyou wantto
change something on a previous screen, click the 'Previous’ button,

You may cancel this installation at any time by clicking the 'Cancel’
huttan.

Click Next to move on.
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In the License Agreement screen that comes up, scroll down to the very
bottom to activate the | accept... radio button:

& CC1000]ava Installation

License Agreement

Cancel

Installation and Use of CC1000Java Requires Acceptance of the
Following License Agreement:
7.5 Ifany action at law or in equity, inchiding an action ;l

for declaratory relief or injunctive relief, is brought to
enforce or interpret the provisions of this Agreement,
the prevailing party shall be entitled to reasonable
attorneys’ fees in addition to any other relief to which
the party may be entitled

Any waiver by either party of any default or breach
herensder shall not constitute a waiver of any

provision of this Agreement or of any subsequent

default or breach of the same or a different lind. j

Click to enable the | accept... radio button, then click Next to continue.

In the dialog box that comes up, key in your product’s serial number (the
serial number can be found on the CC1000’s CD case), then click Next to

continue.
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7. Inthe Choose Installation Folder dialog box, specify the CC1000J’s
installation folder. If you don’t want to use the default entry, click Choose...
to browse to the location that you want, then click Next to continue.

2 cC10003ava

Choose Installation Folder

Installation Folder:
[Enccionntava

Restore Default Folder Choose...

8. Inthe Choose Shortcut Folder dialog box, click one of the radio buttons to
specify where you would like to create product icons, then click Next to
continue.

9. In the dialog box that comes up, specify the Java Home location (where
the JDK has been installed). After the location has been confirmed, click
Next to continue.

Config & Setup CC1000Java

Jawa Home:

[ExProgram Fiesiavalidk: 5.0_03

Status:

1: Checking that the JDK is installed. =
..JDK s installed

Click Next to continue.

Cancel
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10. The dialog box changes to inform you that files are being copied to the
installation folder. Once the files have been copied, click Continue to
move on.

Java Home:

[Es\Program Fiesilavalick1 5,009 Bronsz

Status:

1: Checking that the JDK is installed. =l
DK s installed

Click Next to continue.

2: Copying files, please wait....
Copy files completed successfully.

Cancel Continue

11. The Pre-Installation Summary screen appears:

Pre-Installation Summary

Please Review the Following Before Continuing:
Product Name:
CC1000Java

Install Folder:
EACC1000Java

Shertcut Folder:

DiDocuments and Settingsvadministratonstart
MenutProgramsiCC1000Java

Disk Space Infermation (for Installation Target):
Required: 30,619,595 bytes
Available: 30,168,218,648 bytes

cancel Previous M instail

If you wish to change anything, click Previous to go back, If the
information is correct, click Install.

Note: If a dialog box comes up during the install informing you that a
newer version of the lax.jar file already exists, you can overwrite it
or not overwrite it — it doesn’t matter which.
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12. When the installation utility brings up a screen informing you that the
installation has completed successfully, click Done to exit the installer.

2 CC1000%ava

Install Complete

Congratulations! CC1000Java has been successfully installed to
EACC1000Java

Press "Done" to exitthe installation program.

v,
v
&
7

v

v,
o

Carcel Previnus:

13. At the completion of the installation, a CC1000J entry is created in the
Windows Start menu:

w ‘Windows Catalog
% ‘Windows Update

'n-a Programs N Administrative Tools  »
Alusentib
\—'-f‘) Documents 3 ava 3 B¢ Adminlitiiey

B CC1000IManager

Settings
I3 Uninstall CC10001ava

Search 3

Help and Support

er 2003 Enterprise Edition

BEQeTH

Run...

Log OFf Administrator. ..

Shut Down...

10
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Linux Version Installation

Before you Begin

The procedure for installing CC1000J on a Linux system is similar to that for
Windows, but there are Java considerations to take note of first.

+ Some distributions install an earlier version of Java than the JDK 1.5
required by the CC1000J program. To determine the Java version on your
system, open a terminal and enter the following:

jJava -version

If the version it displays refers to a Java version that is earlier than JIDK
1.5, you must install a JDK version that is 1.5 or higher.

Note: The above only checks the JRE (Java Runtime Environment)
version. This is usually the same as the JDK, but may not be so. If
you are unsure that the JDK is high enough, we recommend a fresh
install using a JDK version at least as high as the one specified in the
requirements section of this manual (see Requirements, page 5).

+ Make sure your PATH and JAVA_HOME environment variables point to
the new version in your /root/.bash_profile file. For example:

PATH=/usr/java/jdk1.5.0_09/bin:$PATH:$HOME/bin: ./
JAVA_HOME=/usr/java/jdk1.5.0_09

BASH_ENV= $HOME/ .bashrc

USERNAME= "‘root"

export USERNAME BASH_ENV PATH JAVA_HOME

+ Even after you install an appropriate Java version and set the new PATH
and JAVA_HOME environment variables, the distribution may still not
recognize the new version and continue to use its original Java version. If
the problem exists on your installation, correct it by doing the following:

1. Copy the CC1000J-Setup-ForLinux.bin file from the distribution CD to
a folder on your hard disk.

2. Open a terminal and go to the directory where the
CC1000J-Setup-ForLinux.bin file is located.

3. Enter the following commands:

export LAX_DEBUG=1
sh CC1000J-Setup-ForLinux.bin

Note: If the installation program starts, cancel it.

11
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4. In the screen output, look for the line (it will be in bold) that starts:
Using VWM. . .......
to see which Java your distribution is defaulting to.
5. If the Using VM entry shows a path to a file named java in the old Java

version directory, go to that directory and either delete the java file or
rename it.

6. Log out and log back in.

Installing

After making sure that the appropriate version of the JDK has been installed,
do the following:

1. If you haven’t already done so, copy the CC1000J-Setup-ForLinux.bin file
from the distribution CD to a folder on your hard disk.

2. Open the folder that you copied the installation file to, and run the
CC1000J-Setup-ForLinux.bin program.

Note: 1. You must run the installation program as the root user. For some
versions of Linux, the program must be run in a terminal.

2. Make sure that the installation file has executable permissions

3. Refer to the Windows installation procedure (see page 6), for details on
how to proceed once you start the installation program.

12
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Uninstalling CC1000J

Uninstalling from a Windows System

To uninstall CC1000J from a Windows system, do the following:
1. Open the Start menu.

2. Navigate to the CC1000Java entry (Programs — CC1000Java), and select
Uninstall CC1000Java.

\E&) indows Catalog

fﬁ windows Update

ro ns
L}; Documents ava
- ¥ B CC1000MManager
Settings -
wi "

/-_J Search »
(?)

9 Help and Support

Administrative Toals  »

Bun..,

erver 2003 Enterprise Edition

Log OFf Administratar. ..

E Shuk Down,..

P i e RN

Uninstalling from a Linux System

To uninstall CC1000J from a Linux system, as root, execute the following
command:
/install-path/Uninstall_CCl1000Java/Uninstall_CC1000Java

Where /install-path represents the directory that you specified for CC1000J’s
location when you installed the program.

13
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Upgrading the CC1000J

If CC1000J has already been installed, it is not necessary to perform a full
install. You can upgrade to the latest CC1000J version by running the
CC1000J-Upgrade program:

¢ (CC1000J-Upgrade-ForWindows.exe (for Windows)

¢ (CC1000J-Upgrade-ForLinux.bin (for Linux)
The files can be found in the CC1000 Java Version folder on the software CD

that came with your CC1000J package (CC1000 Software — CC1000 Java
Version).

When you run the upgrade program, simply follow the Wizard to complete the
procedure.

Note: New versions of the Upgrade Program are put up on our website for
download as they become available. Check the website to get the most
up-to-date version.
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Chapter 3
The CC1000J Manager

Overview

The CC1000J Manager works in tandem with the Administrator Utility, and
the CC1000J configuration parameters are set here.

To run the program make sure that the USB authentication key is attached, then
do the following:

+ On a Windows system, Open the Start menu; navigate to the CC1000Java
entry (Programs — CC1000Java), and select CC1000JManager.

w ‘Windows Catalog

% windows Update

N ) admiristeative Tocls »

.: Documents
Settings
Search
Help and Suppart

Run...

Log OFf Administrator ...

Shut Do, ..

¢ On aLinux system, open a terminal session; go to the directory that
CC1000J is installed on; and run the CC1000J Manager shell file
(CC1000JManager).

15
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The First Time

The first time the CC1000J Manager comes up, a screen like the one below
appears:

This screen appears with this message because the configuration parameters
haven’t been set yet. After a brief pause, the program automatically brings up
the Settings dialog box where you specify the configuration parameters.

16
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Once the settings have been properly configured (see page 18 for details), and

you go back to the CC1000J Manager screen, it now looks similar to this:

[ ircioooiMmager =10l

e

{00001: 20070418 153510 Some sertings are imasd.
:uum SO0FOAE AR CC1000) Surv selings s bien changid.
Innm 20070418 164219 System settings - Tomcat HTTP port: 0000 conflict,
000042 20070418 16492 DCIB00. Sorver Setings hawe been changed.
:nnm 20070418 16:4924  Starting the CC Authentication Serves and Tomeat _.
000062 200704118 164843 Starting CC 10001 spnices
:umm: SO0FOAME 1AL Connected 10 e CF Athentic tion Senver 07 1001001971},
Innm 20070418 164855  CC1000.) Authentication Hey is ready (T Version: 1.1.101).
0000 200704118 16457 Fallod to get the SMTR server's I address (Server: 100 100.781),
o010 200704118 16:4987 CCIB00. survces have bewn started.
11: 20070410 164950 Devica ( ype: KN2116, IP: 10.0.100.40 ) is onlne.

Sattings... [ Clnar About... Ext

Messages concerning events that take place on the CC1000J appear in the
Events panel.

The Settings button brings up a dialog box that lets you set configuration
values for the CC1000J system. (Details are provided in the sections that
follow.)

The Reset button stops the program and then restarts it - saving you the
trouble of having to close the window and go through the execution
procedure again.

The Clear button erases the contents of the Events panel and starts over
with a clean screen.

The About button provides information about the CC1000J Manager
program.

17
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Configuration

When you click the Settings button, the CC1000J Manager Settings dialog box
appears:

CC1000] Manager ——- Settings x|

C€C1000J Manager | System | View Licenses |

'CC1000J Manager Settings

Primary network adapter Secondary network adapter Proxy settings
[[]use secondary NIC O
P: P Port range
From:
Ports (Range: 1024-65535) Ports (Range: 1024-65535)
To:
Device port: |0 Device port:

Admin utility port: |0 Admin utility port:

Loy Server Settings

Maintain log for: |0 Days (1-255) Backup: @ Weekly ) Monthly
SMTP Server Settings
Server: | sendfrom:

The settings dialog box has three tabs: CC1000J Manager, System, and View
Licenses. Each of the tabs is described in the sections that follow.

The Manager Tab
The CC1000J Manager tab is divided into five panels as follows:

The Primary and Secondary Network Adapters:

The CC1000 makes use of one or two network adapters (two are
recommended). If you use only one, it is the Primary adapter; its checkbox is
enabled, and can’t be disabled.

If you use two adapters — one for an Intranet (internal) and one for the Internet
(external), for example — then you must enable the Secondary adapter (click to
put a check in the Use Secondary NIC checkbox), and provide the appropriate
IP address and port information.

18
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The meanings of the fields are described in the following table:

Field Meaning

P The IP address assigned to the network adapter of the
computer that CC1000J is installed on.

Device port The port is the port that the CC1000 Manager uses to
communicate with the devices on the installation (CN-
6000, PN9108, SNO116, etc.).

Admin utility port The port that the CC1000 Manager uses to
communicate with the Administrator Utility.

Note: 1. Youcannotuse 0.0.0.0 or 255.255.255.255 for the IP address of either
the Primary or Secondary NIC.

2. No two ports on the same NIC can have the same value.

Proxy Settings:

To allow users to access CC1000 managed devices over a WAN you have to
enable the proxy function (put a check in the Enable Proxy checkbox). Since
this function makes use of the Secondary Network Adapter, it only becomes

available if the Use Secondary NIC function is enabled (refer to the discussion
in the previous section).

After enabling Proxy Setting, specify a range of ports for the CC1000 Manager
to use for this function. The valid range is from 1024 to 65535, with a minimum
difference of 500.

Note: 1. If the CC1000 Server is behind a firewall, the proxy ports set here
must be allowed by the firewall.

2. Ifyou use this feature, when you Save the settings the program checks
the Secondary network adapter and Proxy settings fields. If there is
an error, it brings the cursor to the invalid field and asks you to re-
enter the information for that field.
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Log Server Settings:
There are two settings for this panel, as shown in the table, below:

Field Setting

Maintain Log For Allows you to specify the number of days that the log
entries can be kept in the current working database.

Backup Allows you to specify the timeframe for database backups.

SMTP Server Settings:
The CC1000 sends email notification of event traps (as defined by each
device), on installed devices to users of those devices.

Note: Recipients are designated in each device’s configuration settings. See
the device’s User Manual for details.

Specify the IP address or the domain name of the computer running your
SMTP server in the Server field. Specify the CC1000 administrator’s email
address in the Send From field.

Note: This field cannot be blank.

The System Tab

The System Tab lets you configure your LDAP, Apache Tomcat, and JDK
settings:

frioon Manager Setinas Edl
CCI000.) Manager | Systemn | View Licenses
COC Authentication Server Settings
Ports CC Authentication Sevver User Management.
Lo 1036 Users:
LDAPS: |106J6
Apache Tomeat Setlings
Ports
HTTR: 2000 HITPS: 0443 Shutdowen: 0005
JOH (J2SE Developmant Ki) Settings
Patre [E/Program Filesuavaldd 5.0_09 rowse-.
o Canci Apply

20



Chapter 3. The CC1000J Manager

LDAP:

*

In the Ports panel, set the ports that LDAP and LDAPS (secure LDAP)
listen on.

The LDAP User Management section becomes active after an
administrator or user logs in by clicking the Login button. After a
successful log in, the Users panel lists all the users that have been added to
the CC1000J LDAP authorization database.

Note: This is an authorization list that gives the users who are on it
authorization to access the Administrator Utility (The Administrator
Utility is discussed in Chapter 4.)

The preconfigured LDAPManager entry is for the person responsible for
managing the LDAP database. Only the LDAPManager can Add or
Delete users. Regular users can only access the Edit function to modify
their passwords.

The default LDAPManager Login name is Idapmanager; the
LDAPManager password is password. For security reasons, we
recommend that you change the password to something unique.

To add a user, click Add; fill in the user’s username and password
information; then click OK.

To delete a user, select the user from the list, then click Delete. In the
confirmation dialog box that comes up, click OK to delete the user, or
Cancel to abort the operation.

To change a user’s password, click Edit. In the dialog box that comes up,
make your changes, then click OK.

Apache Tomcat:

*

*

*

The HTTP port is the regular port that Apache Tomcat listens on.
The HTTPS port is the secure port that Apache Tomcat listens on.
The Shutdown port is the regular port that Apache Tomcat listens on.

Note: If the default port settings conflict with other programs, you can change

them to whatever you wish. You must restart CC1000J in order for the
new settings to take effect.

JDK:
This field indicates the Java Development Kit’s location.
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The View Licenses Tab

The View Licenses Tab lets you view the licenses that are related to the
CC1000J package. To view a licensg, click its radio button.

[CC10007 Manager --- Settings x|
[ €C10004 Manager [ System [ View Licenses |

Select License A, Sun Microsystems, Inc. ¢'Sun'y ENTITLEMENT for
@ JoF SOFTWARE

D

) JavaMail API Licensee/Company: Entity receiving Sofware.

) Apache Effective Date: Date of delivery of the Software o
ou.

Softwars: JavaBeans Activation Framewark 1.1

License Term: Perpetual (subjectto termination under
he SLA)

Lirensed Unit: Software Copy.
Licensed unit Count: Unlimitad
Fermitted Uses:

1. You may reproduce and use the Software for
Indiviciual, Comrmercial,

of Resgatch and Instructional Use for the purposes of
designing,

developing, testing, and running Your applets and
application{"Programs").

2. Subjectio the terms and condiions of this -

0K | ‘ Cancel ‘ ‘ Apply

Finishing Up

When you have finished making all your configuration entries, click OK to
save your settings. If there is an error in any of the entries, the pointer will move
to the invalid field. Change the entry to a valid one, then click OK, again. A
dialog box appears informing you that the CC1000J Manager must be restarted
and asks if you want to proceed. Click Yes to confirm; click No to discard the
changes.

To exit without saving any changes that you made, click Cancel. A dialog box
appears, asking you to confirm that you want to discard your changes. Click
Yes to confirm and exit; click No to return to the Configuration dialog box.

After you have saved your settings, you return to the CC1000J Manager main
screen. This time, events that have taken place are listed in the main panel.
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The CC1000J Administrator Utility

Introduction

The CC1000J Administrator Utility is a client utility that allows administrators
to manage users and devices in LDAP. The utility provides four management
functions: device management; user management; group management; and the
import/export of configuration data. All devices, folders, users, and groups are
managed in a tree view. Specific context menus can be accessed by right
clicking on each item.

Getting Started

To start the program:
+ Under Windows, open Start — Programs — CC1000Java— AdminUTtility
¢ Under Linux, as root, run AdminUtility from a terminal session.

Note: If your version of Linux supports it, you can run the program by
clicking or double clicking the AdminUtility icon.
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Logging In
After launching CC1000J, a login dialog box similar to the one below appears:
£
Username: | | | Login |
Password: | |
Authentication Server
Hame:

IP: 100100193

Key in Username and Password (set in LDAP — see page 21 for details), then
click Login to bring up the Administrator Utility Main Screen:

Devices, Users, and Groups are created and managed from this screen. The first
time you run the utility, except for a Super Administrator installed under the
Users folder, there are no device folders, devices, users, or groups listed under
the root folders. The following sections describe how to create and manage
Devices, Users, and Groups.

Note: For security purposes, the default Super Administrator password
(password), should be changed to something unique.

24



Chapter 4. The CC1000J Administrator Utility

Device Management

Creating Device Folders

Device folders are containers for devices which allow you to organize your
enterprise-wide devices into useful categories (location, department, etc.). To
create a device folder, do the following:

1. Right click on the CC1000J Devices folder.

2. In the pop-up menu that appears, select New — Folder.

% CC1000] Administrator Utility -— Auth Server IP:10.0.100.193

@ cotpeos L

| Hew | Eolder...
. ta d Dewvice...

Generic Device...

Browse...

3. The Create folder dialog box appears.

|
Hame: | |
Description: | |
[ ok | | Cancel |

4. Enter a name and a description for the folder.

Create Folder x|

Name: |Taipei |

Description: |Devices in Taipei |

[ ok || cancel |
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5. Click OK. The folder appears as a subfolder of the CC1000J Devices root
folder:

It CC10001 Administrator Utility --- Auth Server IP:10.0.100.193

File

? ﬁ CC1000d Devices

Q:] Canada
Q fover

o [ coro00) usersiroups

o W

Nesting Device Folders

You can nest device folders. For example, you could have a Taipei device
folder and a Taizhong device folder as sub folders under the Taiwan folder. Just
right click on the folder you want to put a sub folder in and select New from the
pop-up menu, as above.

Folder Properties

When you create a folder, its Properties screen appears with the name and
description you assigned it.

Folder Properties

Name: |Canada |

Description: |Devices in Canada |

This box disappears when you make another selection in the Tree List.

You can change a device folder’s name and/or description at any time by
selecting it in the tree list. When its Properties screen comes up, make your
changes and click Save.
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Adding Devices

Devices are added to the device folders that are appropriate for them. For
example, you would create a device for a PN9108 that was in Taiwan, in the
Taiwan device folder.

There are two methods to add a device. The first is to manually add it; the
second is to use the CC1000J to add it by browsing the device list (see Adding
Devices by browsing:, page 30).

Note: Devices to be added must be powered on and have CC management
enabled and configured in their settings.

Browsing the device list is the simplest way to add a device to a folder, because the
device provides information about itself, such as its name, type, and MAC address.
In this way, you ensure the accuracy of the device information and save the time
normally required to gather and type in the information.

Adding Devices Manually:
To manually add a device, do the following:

1. Right click on the folder that you want to add the new device to.

2. In the pop-up menu that appears, select New — Device.

It CC10001 Administrator Utility --- Auth Server IP:10.0.10
File

? ﬁ CC1000J Devices

E}] Canada
? W Taiwan :
E?I IEL Hew F Eole.ler...

Q e Delete | Device..
o [ ccto00) Usersmian

Generic Device...

Browse...
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3.

In the dialog box that appears, drop down the Select Model list and select
the device type that you want to add:
£
Select ml‘del: l\’

NameT | |

Description: | |
MAC address: ’7

Motify email: | |
Maximum connections: IZE
Display: [P aduress [~

Cancel

Note: In this example we are adding a PN9108. The procedure for adding
other devices is the same.

Enter a name, description, and MAC address for the device in the
appropriate fields.

Enter an email address for the person that the device will send messages to
when events (such as SNMP traps) occur, in the Notify email field.

Note: 1. This step is optional.

2. You can use the Browse button to select the address from a list of
users rather than inputting the address manually.

Specify the maximum number of simultaneous connections to the device
that you want CC1000J to allow.

Note: 1. A number of 0 (zero) means unlimited connections (up to the
maximum number of connections set in the device, itself).

2. If the number specified here is greater than number of
connections allowed by the device itself, the number allowed by
the device takes precedence over this number. More connections
than the ones allowed by the device will not be accepted.

Choose whether to display the device’s name or IP address when users log
into the CC1000J via their browsers. For security, selecting the device’s
name keeps its IP address from being visible under the Operation Notes in
the main panel when the device’s information displays in a browser.
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When your settings have been made, the dialog box should resemble the
example below:

x
Select model: |PH9108

Mame: [Taigei PON - 01

Description: \F\rsl PRY108 in Taipei
MAC address: 001074340388

Notify email: \admin@techdoc.cum |
Maximum connections: 1 DE
Display: | IP address ﬂ

| 0K | | Cancel |

8. Click OK to finish. The new device is created in its device folder:

I CC10001 Administrator Utility -—- Auth Server IH

File
? ﬁ CC1000] Devices

[ canada
¢ & Taiwan
o & Taipei

£ Taipei PON - 01
Ea Taizhong k

o [ co1oon) sersiGroups

Note: When you create the device, its Properties screen appears. Ignore this
for the time being. A complete discussion of how to configure the

screen entries is given on page 44
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Adding Devices by browsing:
Browsing is the most convenient way to add devices, since most of the device
information is automatically inserted, rather than having to be keyed in.

Note: Devices to be added by browsing must be powered on and have CC
management enabled and configured in their settings.

To add a device by browsing, do the following:
1. Right click on the folder that you want to add the new device to.

2. In the popup menu that appears, select New — Browse:

It CC10001 Administrator Utility --- Auth Server IP:10.0.
File

? W CC1000J Devices

Q:] Canada
? W Taiwan

i W Hew » Folder...

a
“q

o e

Delete Device...

Q:I Taizhong | Generic Device...
- Q] CC1000J UsersiG

Browse...

1"

3. Inthe Browse Unregistered Devices dialog box that appears, select the
device you want to add from the Found devices list, then click OK.

Browse Unregistered Devices 5[

Found devices:

2 k2116

=

Device information

Name: KMNZ2116
Model name:  KN2116

MAC address: 001074328007
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In the dialog box that appears, the Name and MAC address fields are
already filled in.

I
Select model:

Mame: [KNZ116- 03 |

Description: [Third KN2116 in Taipei |

MAC address: 001074328007

Notify email: [admingiechdoc.com |
Maximum connections: 1 DE

Display: |[IP address :

| 0K | | Cancel |

. Give the device a more descriptive name, and fill in the Description field,
if you like.

. Enter an email address for the person that the device will send messages to
when important events (such as SNMP traps) occur on it in the Notify
email field

Note: 1. This step is optional.

2. You can use the Browse button to select the address from a list of
users rather than inputting the address manually.

. Specify the maximum number of simultaneous connections to the device
that you want CC1000J to allow.

Note: If the number specified here is greater than number of connections
allowed by the device itself, the number allowed by the device takes
precedence over this number. More connections than the ones
allowed by the device will not be accepted.

. Choose whether to display the device’s name or IP address under the
Operation Notes in the main panel when users log into the CC1000J via
their browsers.
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9. Click OK to finish up. The device is added to the folder:

" CC1000] Administrator Utility ——- Auth Ser
File

? gﬂ CC1000) Devices

E?] Canada
e gﬂ Taiwan
9 % Taipei
& |
& Fon-o1 X
E}I Taizhong

- [ cernons usersicroups

e Tl

Note: When you create the device, its Properties screen appears. Ignore this
for the time being. A complete discussion of how to configure the
screen entries is given on page 44

Adding Generic Devices:

The CC1000J supports the creation of a Generic device type. This refers to a
device that is not part of the Aten / Altusen On the Net™ / Over the Net™ line
of products.

Generic devices have no provision for CC management support and, therefore,
cannot be added by browsing, or be authenticated through the CC1000J. You
must log in to them with their own Username/Password authentication
procedure. In addition, they must be capable of browser-based access.

To add a generic device, do the following:
1. Right click on the device folder that you want to add the new device to.

2. In the popup menu that appears, select New — Generic Device:

T CC1000] Administrator Utility —-- Auth Server IP:10.0.100.
Eile

? W CC1000J Devices

E?] Canada
T W Taiwan
s gﬂ Taipei

= 1 Hew P Folder...
=

2, Delete | Device...

Lo
. Generic Device...
E}] Taizhong

Browse...
- [ coto00d UsersiGroups -
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Create Generic Device

In the dialog box that appears, key in a name, description (optional) and IP
address for the device:

Name: [LPR324

Description: |

IP address: |1D.D.1DD.222

Display: |IP address

[~]

[ ok

| | Cancel |

Choose whether to display the device’s name or IP address under the
Operation Notes in the main panel when users log into the CC1000J via
their browsers.

Click OK to finish up. The device is added to the folder:

"I CC10001 Administrator Utility --- Auth Servd

File

? ﬁ CC1000J Devices

Q] Canada
T w Taiwan
? ﬁ Taipei
& Kknz116-03

£ o]

& ron-o

Q] Taizhong

o [ cero00) Usersicraups

Note: When you create the device, its Properties screen appears. The screen
displays the device’s information, and is used to configure User and
Group permissions for the device. You can ignore it for the time being.
Configuration of Users, Groups, and Devices is discussed in the
sections that follow.
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Deleting Devices

With the exception of the CC1000J Devices root folder, all folders and devices
can be deleted by doing the following:

1. Right click on the item you want to delete.

2. In the pop-up menu that appears, select Delete.

7 CC10001 Administrator Utility --- Auth Ser

File

9 @ C:C1000d Devices

%‘; LPB324
2 PoN-D1

Note: When you delete a folder, all subfolders and devices contained in it are
also deleted.

Moving Folders/Devices
Folders and devices can be moved to other folders by dragging and dropping.

Device Properties

A device’s Properties screen displays the device’s information, and is used to
configure User and Group permissions for the device (see Device Properties
Configuration, page 44). You can view it and make changes to its information
and permission configuration by selecting it in the tree list.
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User Management

The CC1000J Administrator Utility allows administrators to add, delete and
modify users and user attributes.

Note: The Administrator Utility comes with a pre installed superadmin (super
administrator) account. The Username for this account is superadmin;
the password is CC1KPassword. The password is case sensitive. For
security purposes, we strongly recommend changing the password to
something unique.

Adding Users
To add a user, do the following:

1. Expand the CC1000J Users/Groups folder.
2. Right click on the Users folder. In the pop up menu that appears, click New:

If CC10003 Administrator Utility —— Auth Server IP:10
File

? W CC1000) Devices

QI Canada
? q\‘ﬁ Taiwan
¢ ﬂ\iﬂ Taipei
&, KN116- 03
R
2, PNaI0g- 01

Eﬁ Taizhong

o 8§ coroon Usersigroups | ;

[:1 Groups

- =

e
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3. The Create User dialog box appears.
X

Username: || |
Description: | |

Email: | |
Password User status

[] Use “password" as default ) Super administrator

P a [ ]
e[ ]

) Administrator

Confirm f @ User

Session timeout

) No timeout ® Timeout after 3 minute{s)
Unexpected disconnection - ti it after (2 | inut
| OK | | Cancel |

Enter the required information in the appropriate fields.

A description of each of the items is given in the table below:

Field

Description

Username

Enter a username here.

Description

Additional user information you may wish to include.

Browse

For installations that make use of Windows Active
Directory, the information for the Username and
Description fields can be filled in automatically by
clicking Browse and selecting the user from a list of
users registered in AD.

Email

The user’s email address. If the email address is
entered here, it will show up in a device’s Notify email
list.

Use “password” as default
password

Selecting this sets “password” as the user’s
password.

Password

You must set the password unless you select Use
“password” as default.

Confirm password

To be sure there is no mistake in the password you
are asked to enter it again. The two entries must
exactly match.

(Continues on next page.)
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(Continued from previous page.)

Field

Description

User status

There are three categories: Super Administrator,
Administrator and User (see User Type Options,
page 39). There is no limitation on the number of
accounts that can be created in each category.
Note:

1. The Super Administrator is not allowed to access
devices from a browser login to the CC1000J.

2. If the User status you want to choose is already
selected, click it again to bring up its User Type
Options dialog box.

Session timeout

1. If there is no online device connected to the
CC1000J, and there is no operator input for the
amount of time specified here, the CC1000J session
is ended.

The Super Administrator timeout interval is from
1-1440 minutes; default is 3 minutes.

The timeout interval for Administrators and Users can
either be 1-1440 minutes or no timeout; default is 3
minutes.

2. If an operator is connected to a device and that
device has its own timeout interval, the CC1000
timeout interval won't begin until the operator is first
timed out of the device session.

Unexpected
disconnection timeout

If the user unexpectedly disconnects (i.e. closes the
browser), the CC1000J times out the user’s session
after the amount of time specified here. The timeout
interval is from 2 - 10 minutes; default is 2 minutes.

(Continues on next page.)
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(Continued from previous page.)

Note: If you click the Browse button (see Browse, page 36), to add the
Username and Description, a Browse Domain Users input screen

Browse Domain Lisers x|
Fid usor
Look in: |Windows Acthve Direclory -
Port: [59 Firsd Mowe
Password: seeesser
2 Johet
| Genorst intormation
CC1000-T1.comillsers
e s U Fiset nanses Joha Inftals:
CEA000-T1 comilizers Lastnamws Lew
Display name:  John Lee
Description:
Ligar for CC1000 festing
Email:
Accous information
Use login name:
Johel @CC1000-T1.com
U logn e (e Wandows. 2000):
CC1000-T1Y Jobnl
Account mepires
Mivr
aK Cancel

. Specify the AD Server’s IP address and port.
. Provide a valid Username and Password for the AD Server.

. Click Find Now to generate a list of users in the Domain Users

column.

. Select the user in the Domain Users column. The user’s

information displays in the fields to the right of the column.

. Click OK
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4. Click one of the User Status options that is appropriate for the User.
Depending on your choice, one of the following dialog boxes appears.

[ | Downiload Administrator Utility, View system log
View backup log files View device information
[¢] view system information [¥] View session information
[ | Wiew device information End session
End session
x
[ Miew session information
[] View device lng

A description of the options is given in the table, below:

Option Description

Download Administrator | This option allows a Super Administrator to download
Utility the Administrator Utility executable file from the
CC1000J Servers site. The Administrator Utility can run
as an independent module on Windows (2000 and
higher) and most Linux systems.

View backup log files Selecting this option allows the Super Administrator to
view and query the backup log files.

View system information | Selecting this option allows the Super Administrator to
view system information — such as the number of
Licenses and Connections available to the system.

View device information | Selecting this option allows the Super Administrator to
view information for all online devices on the installation.
Administrators can view information for the online
devices that they have access rights to.

End session Selecting this option allows the Super Administrator to
end Administrator and User CC1000J sessions.
Administrators can end User CC1000J sessions.

(Continues on next page.)
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(Continued from previous page.)

Option Description
View system log Selecting this option allows the Super Administrator or
Administrator to view and query the system log files.
View session Selecting this option allows the Super Administrator,
information Administrator, or User to see information regarding the

sessions currently taking place online.

View device log Selecting this option allows the Super Administrator,
Administrator, or User to view and query the device logs
for the devices they have access rights to.

Note: 1. View system log, View session information, and View device log
are the defaults for the Super Administrator; View device log is
the default for Administrators.

2. See Main Page Links, page 65 for screenshots and more details
regarding these selections.

5. Place a check in the boxes to enable the options that you want to allow,
then click OK.

6. When you return to the Create User dialog box, click OK. The new user is
added to the Users folder.

it CC1000] Administrator Utility --- Aul
Eile

? W ©C1000J Devices 4

m Canada
T w Taiwan
9 % Taipei

2 kna116- 03
B rean
£ ergiog- o1
& snoiie
Q Taizhong
? % CC1000J UsersiGroups
[:j Groups
9 W User
-

=
supkadmin

=

7. Repeat steps 2—6 for each new user you want to add.
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Deleting Users
To delete a user, do the following:

1. Navigate to the Users folder (CC1000J Users/Groups — Users) and right
click on the username.

2. Click Delete.

"% CC10007 Administrator Utility -— Autf

File

e W CC1000J Devices B
@ Canada
? q‘iﬂ Taiwan
9 ‘@ﬂ Taipei
2 kuzits-03
2 roan

==

2 Puoiog- 01
B suoiie

@ Taizhong

9 W CC1000J UsersiGroups
q Groups

? % Users

%Z femanpe———

User Properties

User accounts and permissions are managed through the User Properties
screen. See User Properties Configuration, page 47, for details.
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Group Management

Groups allow administrators to easily and efficiently manage users and
devices. Since device access rights apply to anyone who is a member of the
group, administrators need only set them once for the group, instead of having
to set them for each user individually. Multiple groups can be defined to allow
some users access to specific devices, while restricting other users from
accessing those devices.

Creating Groups
To create a group, do the following:

1. Expand the CC1000J Users/Groups folder.

2. Right click on the Groups.

3. Inthe pop up menu that appears, choose New.

7 CC10003 Administrator Utility -

File

[ % CC1000] Devices

QI Canada
? @ Talwan
? % Taipei
B knzt16-03
LPB3Z4
=, PHa108- 01
2 snotie
[3 Taizhong
¢ % CC1000) UsersiGroups
E?I Groug
o 1 vee _IMK

2
Leww.
2

4. Inthe Create Group dialog box that appears, enter a group hame and
description, then click OK.

Create Group ﬂ

Group name: |Techdoc - |

Description: |PrimaryTechdoc Team |

| OK | | Cancel |
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5. The new group is added to the Groups folder:

I CC10003 Administrator Utility --- Au

File

o [ co1o00d Devices
? W CC1000J UsersiGraups

T %.Groups

2 Toonaoe-o]
o= Ez] Lsers k

Deleting Groups
To delete a group, do the following:

1. Navigate to the Groups folder (CC1000J Users/Groups — Groups) and
right click on the Group’s name.

2. Click Delete.

Group Properties

User accounts and permissions are managed through the Group Properties
screen. See Group Properties Configuration, page 52, for details.
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Device Properties Configuration

User access and permissions for particular devices are configured through the
device’s Device Properties screen. To bring up a device’s screen, navigate to
the folder that the device resides in and click on its name. A screen, similar to
the one below, appears:

PM108 Davice Propartias

Mame: |FHO100 -

Description:

Manimam connections: 10 Display: P address -

Accass fights of uSerEaru:

Siatus rmsc | [ panl_]

Cutlit sotlings I

Dunces delined settngs:

The screen is divided into three major areas:

+ The top contains information about the device that was specified when the
device was created (see Adding Devices, page 27).

+ The middle panel lets you add the users and groups that will have access
rights to the device.

+ The bottom panel lets you specify the access rights for each user and
group.
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Adding Users / Groups to Devices

To add a user or group to the device’s access list, do the following:

1.
2.

Click the Add button at the right of the middle panel.
In the dialog box that appears:

a) Click one of the radio buttons to select whether you are adding a User

or a Group

b) Select the User or Group to be added

c) Click OK

Select User/Group

® User

) Group

%. fernando
%. frosty
%. jacoh
%. jessica

2 kelty

IS

2 iin

User name: kelly

3. The permissions dialog box comes up. Set the permissions according to
the information contained in the device’s User Manual, then click OK.

User /Group's PHO108 Access Configuration x|
Lsar indodmabion
USer nan: kil Types Usor
At tights
User stalus
Administrator @ User Device session timeoit: |1 mirte(s)
Station settings
Slation:  Station-1 - ¥ Access allowed <STATION-1»
Acoessible oullel(s) for <Station. 1>
| Dutled A ] Ouithet B v Dutled € ¥| Ouithet D
¥ Outlet E ] Outhet F | Dutlet ¥| Outhet i
Denace defined setlings:
o] [
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4. When you return to the Device Properties screen the Users and Groups
that you added appear in the middle panel.

PN3108 Device Froperties
Moded name:  FHI102 Mame: [FrzE. 1

Description: |Firs! P10 in Tapel

Displiag: 1P addiss -

Access rights for USCrsgroups

Name Time Sl Timenul | asL. |
kly Usar P 3
Marcorm 02 Group Ve £

it spttings

Stavon Aroess Al ®]c]|oD H

Durvice e settings:

Removing Users / Groups from Devices

To remove a User / Group from a device’s access list, select the User or Group
from the list, then click Remove.

Viewing / Editing User / Group Device Permissions

To view or edit the permissions for a User or Group, click on the name in the

middle panel. The information appears in the bottom panel. Make any
necessary changes, then click OK.

PN108 Davics Preparties
Mool name:  FHA1 08 Mame: [Prat 08 01

Descrigtion: |First Fria108 in Taipel

Drows...
M connections: Disphar. (1P adiess -

Access rights for usersAroups

 mame Tyt Blass Timeout Ao
ity Usr User 3

Marcom -0 up ser Remave
Outiet sestings @

Ate ] ¥ E
Y E M O E ¥ =B ® -

Dimvice: defined settings:

46



Chapter 4. The CC1000J Administrator Utility

User Properties Configuration

User accounts are configured through the User Properties screen. To bring up
the screen, open the Users folder (CC1000J Users/Groups — Users) and click
on the user’s name. The User Properties screen appears.

Usar Proparties

Mmnber of [

The screen is divided into three major areas:

+ The top contains information about the user that was specified when the
user was created (see Adding Users, page 35), as well as an area to reset or
change a user’s password (see Resetting Passwords:, below).

+ The Member of panel lets you add the user to a group. See Adding Users to
Groups, page 52 for details.

¢ The Devices panel lets you assign devices to the user. See Adding Devices
to Users, page 49 for details.

Note: Users and Groups can also be added to devices from the Device
Properties Configuration screen. See Adding Users / Groups to
Devices, page 45

Resetting Passwords:
To reset a user’s password, do the following:

1. Check Reset password. This enables the Password fields.
2. Enter the new password; then enter it again to confirm it.
3. Click Apply to finish.
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Users and Groups

Adding a User to a Group
To add a user to a group, do the following:

1. Click the Add button at the bottom of the Member of panel.

2. Inthe dialog box that appears, select the group that you want the user to be
a member of, then click OK.

Select Group x|
ﬂ Marcom -01

a Marcom -02
@ Techdoc - 01
a Techdoc -02

&7

Group name: Techdaoc- 01

3. When you return to the User Properties screen, the group can be seen in
the Member of list:

Member of

P techdoc 01
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Group Priority
If the user is a member of more than one group, you can adjust a group’s
priority by selecting and then clicking Up or Down to move it accordingly:

(e )
B rechdac-01
Pl marcom 02

B techdoc -02

Removing Users From Groups

To remove a user from a group, select the group from the Member of list, then
click Remove.

Users and Devices

Adding Devices to Users
To add a device for the user to access, do the following:

1. Click the Add button at the bottom of the Devices panel.
2. In the dialog box that appears, select the device, then click OK.

Note: You may have to expand the folders to get to the device.

Select Device x|

W CC1000J Devices

@ Canada
? W Taiwan
¢ W Taipei
& kuzi1p-03
2 rean
2 Protos-m

B
@ Taizhong k

Device name: Sh0116
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3. The Access Configuration dialog box comes up. Set the permissions
according to the information contained in the device’s User Manual, then
click OK.

SND116 Access Configuration x|

Device information

MAC address: (001074330108 Name: SNO116

Access rights
User status
) Administrator @& User Device session timeout: |3 minute(s)

Device settings
[ Port configuration allowed
Accessible ports
o1 [Jo2 o3 [Jo4a [Jos [Jos (o7 [Jos
Wos [J1w0 [J11 [z [J13 14 [J15 []16

Device defined settings: | |

4. When you return to the User Properties screen the device that you selected
appears in the Devices panel.

Devices
| Enable || Disahle |
Mame | Status | Type
SHO11E Enabled Persanal
| Add... || Remove || Convert || Properties...
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Device Panel Headings
The headings at the top of the Device panel are described in the table, below:.

Heading

Description

Name

Lists the name of the device.

Status

Indicates whether the device is set as enabled or disabled. If it
is set as enabled, it shows up in the user’s tree view. If it is set
as disabled, it doesn’t show up in the user’s tree view — even

though it is on line. The administrator can use this function to

temporarily deny a user access to a device without having to

delete it and then reinstall it.

Type

Indicates whether the device is accessed privately or as part
of a group.

Device Button Functions
The functions of the buttons associated with the panel are described in the

table, below:

Heading

Description

Enable

Highlight a device in the list box and click Enable, to allow the
user to access the device. This function only works for devices
that are accessed privately.

Disable

Highlight a device in the list and click Disable, to disable user
access to the device. This function only works for devices that
are accessed privately.

Add

Allows the administrator to add devices to the list of devices that
a user can access.

Remove

Highlight a device and click Remove, to remove a device from
the list. This function cannot be used to remove a device that the
user accesses through a group.

Convert

This function converts a device that is accessed through a group
to device that is personal to the user. To convert a group device
in the list to a personal one, select it and click Convert.

The status of the new, personal, device is Enabled; the status of
the old group device is now Disabled. If the private device is
removed, however, the status of the original group device
automatically reverts to being Enabled.

Note: A personal device cannot be converted to a group device.

Properties

To view and change device properties, select the device and
click Properties, or double click the device.

Note: Properties of devices belonging to groups can only be
viewed, not changed.

51



CC1000 User Manual

Group Properties Configuration

Groups are managed through their Group Properties screen. To bring up the
screen, navigate to the Groups folder (CC1000J Users/Groups — Groups), and
click on the name of the group. A screen, similar to the one below, appears:

Adding Users to Groups

To add a user to a group, do the following:

1. Navigate to the group folder that you want to add a user to, and click on
the name of the group.

2. Inthe Group Properties screen that appears, go to the bottom of the
Members panel and click Add.

Group Properties

Group Settings

Group name: [Techdo: - 01 |

|Primany Techdoc Team |

Members Devices

3. Inthe Select User dialog box that appears, select the user you want to add
to the group from the list of users.

selectuser x

=
=, fernando L\\g
;—.’2‘ frosty

%2-.‘ jacoh

gyj-.‘ jessica
2 kelty
%’L’ﬁ Tif1

%Z-.‘ superadmin

User name: fernando
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4. Click OK. The user is added to the group’s Members list.

Group Properties

Group Settings

Group name: [Techdac- 01 |
Description: [Primary Techdoc Team | | Apply

Members Devices

(% fernando }

Iy

| Add... || Remove | | Add... || Remove || Properties...

5. Click Exit to close the screen.

Removing Users from Groups:

To remove a user from a group, select the group in the Member of panel, then
click Remove.
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Adding Devices to Groups
To add a device to a group, do the following:

1. Navigate to the group folder that you want to add a device to, and click on
the name of the group.

2. Inthe Group Properties screen that appears, go to the bottom of the
Devices panel and click Add.

Group Properties

Group Settings

Group narme: |Tachdnc -01 |

[ [ | Anny

Members Devices

‘ Add... || Remove | ‘ Add... H Remove H Properties...

3. Select the device that you want to add to the group.
x|

i'ﬂ CC1000J Devices

[3 Canada
ks % Taiwan
Is @Q Taipei
%i KNZ116- 03
2 \paan

L
Es_ PraT0R- 01
=2
L

SMO116 k
@ Taizhong

Device name: FM3108- 01

OK | ‘ Cancel

4. Click OK.

54



Chapter 4. The CC1000J Administrator Utility

5. Inthe Access Configuration dialog box that appears, set the permissions

according to the information contained in the device’s User Manual, then
click OK.

PN9108 Access Configuration

Device information

MAC address: 001074340108 Name: PM3108 - 01

Access rights
User status

) Administrator ® User Device session timeout: |3 minute(s)

Station settings
Station: Access allowed <STATION-1>
Accessible outlet(s) for <Station-1>

[]Outlet & [] Outlet B []outletc [] Outlet D

[]OutletE [] Outlet F [ Outlet 6 [] Outlet H

Device defined settings: \

|

6. When you return to the Group Properties screen the device that you
selected appears in the Devices panel.

Group Properties
Group Settings

Group name: ‘Tanhduc -01

Description: | | | Awonby

Members Devices

2 frosty 2 PN9108.01

2

% jessica
| Add... | ‘ Remove ‘ ‘ Add... ‘ | Remove | | Properties...
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Device Conflict

If a user is a member of more than one group and each group has access to the
same device, the device’s name will appear more than once in the Devices
panel of the user’s Properties screen. Only the first entry of the device is
enabled, however. Users are only able to access the device from the group that
the first instance of the device is pointing to.

To ascertain which group a device is pointing to, hover the mouse pointer over
the device’s name in the Devices list. The balloon that appears displays which
group (if any), the device points to — as shown in the screen, below.

Member of Devices
ﬂ Techdoc - 01 Marme | Status I Twpe
SMO116R Enabled Personal
B recnuoc 02 PNG108 - 01 Enabled Graup
PM9102- 01 Q Disaharl G
Device belongs to group:Techdac - 01
PathiiTahwarTaipel

In order for a user to access the device, the group that it points to must have
first priority. The group at the top of the Member of list has the highest priority.
To change a group’s priority, see Group Priority, page 49.
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Export / Import Configurations

The Administrator Utility can export CC1000J user and device configurations
to a file. It can also import CC1000J user and device configurations from
previously generated configuration files.

Exporting Configurations
To export configurations to a file, do the following:

1. From the File menu, choose Export.

I CC1000] Administrator Utility --- Auth

File |
Export... 0J Devices :
Import... 0J UsersiGroups 5?
Refresh Fs5
ups
About...
- Marcom -01

Exit

i) Marcom -02

B Techdoc-m

The Export dialog box appears:

Export x|
File name: |CC1Kdata.LDIF |
Progress: ¢ 1

| Start | | Ext |

2. Click Start. The configurations are exported to the specified file.

Note: 1. You can change the default filename if you wish.

2. By default, the file is saved in the \CC1000Java\CC1000J-App
folder, but you can key in, or browse, to a different folder.
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Importing Configurations

To import configurations from a file, do the following:

1. From the File menu, choose Import.

i CC1000] Administrator Utility --- Aut

File |
Export... 0. Devices ;
Import... R 0J UsersiGroups |
Befresh F
ups
About...
tarcarn -01
Exit
Th Marcom -02
B rechdoe- 0

The Import Directory dialog box appears.

mpore =

Replace base DN: | |

Progress: 1

| Start | | Exit |

2. Key in, or browse to, the path and filename where the import file is

located.
[Fopen |
Look In: ‘|j CCA000.-App ‘v| g2l
I cC1KLogs

9 €C1KLogs_W070415_070421
7 CC1KLogs_W070422_070428

=] conf

CFiib

[ var

[} CC1Kdatal DIF b

File Name: ‘CCW Kdata.LDIF \
Files of Type: |LDIF File {“Idif) B
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3. When you come back to the dialog box, it looks similar to the one, below:

mport x|
File name: | 000J-AppCC1Kdata LDIF

[¢] Replace base DN: |dc:a|tusen,dc:com |

Progress: ¢

If the file was originally exported by the Administration Utility, its DN
(Distinguished Name) configuration data appears in the text box to the
right of the Replace base DN entry.

4. Choose whether to enable or disable the Replace base DN entry.
+ By default, the Replace base DN checkbox is enabled. That means that

the import file’s DN configuration data (the entries in the text box to its
right), will be replaced by the LDAP DN configuration.

If you are importing a file that was not created by exporting it from this
Administrator Utility (running on this computer), you must key in this
computer’s DN configuration in the text box.

+ If the Replace base DN checkbox is not enabled, only the data in the
import file that matches the CC Authentication Server DN will be
imported.

5. Click Start.
A cautionary message appears:

warning x|
A When you import a previously exported configuration file,
the system's status is restored to what it was at the time
that the imported file was created.
All changes since that time will be lost.

Do you wish to continue?

6. Click OK to import the configuration file’s information; click Cancel to
abort the operation.

After the file is successfully imported, a message appears on screen to inform
you of the fact.
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CC1000J Browser Operation

Devices on a CC1000J installation are accessed from a browser based GUI.
Only a single login to the CC1000J Server is required to access any of them.
An expandable tree view lets you locate and access any device on the entire
installation - no matter where in the world - with just a few clicks of the mouse.

Logging In

To log into the CC1000J, do the following:

1. Open the browser and specify the IP address of the CC1000J in the
browser's URL location bar.

Note: 1. You must include http:// or https:// before the IP address, and
you must specify the http or https port that the CC1000J listens on
when you enter its URL in your browser. For example:

http://192.168.0.30:8080
https://192.168.0.30:8443

2. The http and https ports are set in the Apache Tomcat panel of the
CC1000J Manager’s System tab (see The System Tab, page 20).

2. When the Security Alert dialog box appears, accept the certificate. The
Login page appears:

CC1000] - Login

Username: ||
Password: |

Login | Reset |

3. Provide your CC1000J Username and Password, then click Login.
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4. If this is the first time you are logging in, or your password was reset, a
dialog box comes up for you to set up your password again. Reenter and
confirm your password. You can keep your original password if you like.

CC1000] - Change Password

ok | Reset |

Note: 1. The CC1000J provides a limited number of login licenses. If no
licenses are available, a window informing you that there are no more
licenses available appears instead of the login screen.

2. If a message saying that the CC1000J Service is not available, make
sure that the CC1000J Manager is running and that its settings are
correct.

3. The CC1000J supports multiple logins for Administrators and Users;
Super Administrators are restricted to a single login.
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Main Page Layout

After you have successfully logged in, the CC1000J Main Web Page appears:

Control Center over the NET
ALTUSEN

E1600] Deace Tree
=

Descriptions CCLOOO device tree 1mat drectory.

Step 1 - Open a devioe folder.
Stop 2 - Clck the devics you mask 19 Jcoms.

i3
<o € 0043006 ATIN Irémrmatoral Co., Lt Al rightsreservecl

The CC1000J Main Page is divided into three major sections: a left panel; a
right panel; and a row of links at the top-right.

+ The left panel displays a tree view of all the device folders on the
installation that the user is authorized to access. The Tree View is
discussed in the next section.

+ The main panel provides information about the item in the Device Tree
that is currently selected.

+ Clicking a link on the row at the top-right, brings up additional screens.
The number and type of links displayed, are determined by the user’s type
(Super Administrator, Administrator, User) and the options selected when
the user was created. The links are discussed under Main Page Links,
page 65.
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Tree View

+ Only devices the user is authorized to access are listed in the Tree View
(See Adding Users / Groups to Devices, page 45 for details.)

+ Anplussign (+) in front of a folder means that there are items nested inside
of it. Click the plus sign to expand the tree and show the nested items.

+ To access a device, navigate through the folders to select it. A screen
similar to the one below appears:

ALTUSEN Control Center over the NET

D | S b | g | bt || et |

+ If the device is on line, its icon lights green, and its IP address or device
name appears under the Operation Notes heading in the main panel when
you select it.

+ Usually, there are two choices available to access a device:
+ Accessing it directly and logging in manually
+ Accessing it via the CC1000J — which doesn’t require another log in.
If the device cannot be accessed directly, however, only the CC1000J
access method appears.

¢ Click the IP address or device name to bring up a new browser window
with the device’s web page displayed.

Note: The device must be configured to operate with the CC1000J, or its
status will be displayed as Off Line. Refer to the device's User Manual
for information on how to configure and operate it.
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Main Page Links

Overview

Clicking the links at the top-right of the main page brings up additional screens.
The number and type of links displayed, are determined by the user’s type
(Super Administrator, Administrator, User) and the options selected when the

user was created.

The table below shows the relation between the User Type and link type:

Link Accessible By Access
Download Super Administrator Optional
System Info Super Administrator Optional
Device Info Super Administrator Optional
Administrator Optional
Session Info Super Administrator Default
Administrator Optional
User Optional
Log (System) Super Administrator Default
Administrator Optional
Log (Device) Super Administrator Default
Administrator Default
User Optional
Log (Backup) Super Administrator Optional
About All Default
Logout All Default

+ [Ifalink is designated as Default, it always appears on the web page.

+ Ifalink is designated as Optional, it only appears if it has been selected as
an option in the user’s configuration.

+ For further details regarding configuration of User Types, see User

Management, page 35.

Each link is explained in the sections that follow.
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Download

Download provides a way for the Super Administrator to download the
Administrator Utility executable file from the CC1000J Web Server — thereby
allowing the Super Administrator to manage the CC1000J from anywhere on
the Internet.

Note: 1. The Administrator Utility runs on most Linux systems. For Windows
systems, you must use Windows 2000 or higher.

2. Java 1.5 or higher must be installed on the computer that will run the
Administrator Utility.

To download and run the Administrator Utility, do the following:

1. Click the Download link. The following screen appears:

Control Center over the NET

ALTUSEN

2. Click the CC1KAdmin.jar link.
3. When the confirmation screen comes up, click Save.

4. In the dialog box that comes up, pick a location on your computer to save
the file to.

5. To run the program, navigate to the directory where it resides, and double
click the program icon. See Chapter 4, The CC1000J Administrator Utility
for details on using the program.

Note: Only users who have been authorized in LDAP (see LDAP:,
page 21), will be able to log in.
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System Info

When the Super Administrator clicks the System Info link, a screen, similar to
the following appears:

Control Center over the NET

ALTUSEN

System Info shows system information — such as the number of Licenses and
Connections available to the system.
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Device Info

When the Super Administrator or Administrator clicks the Device Info link, a
screen, similar to the following appears:

ALTUSEN

The screen provides information regarding all online devices.

¢ The Object ID entry represents the SNMP related OID (Object Identifier).
If the device doesn’t support SNMP, N/A will appear in this field.

+ UP Time refers to the amount of time the device has been powered on
(Up).
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Session Info

Session Info provides information regarding online active sessions. When you
click the Session Info link, a screen, similar to the following appears

Control Center over the NET

ALTUSEN

¢ The Super Administrator can end any Administrator or User session by
selecting the desired Username and clicking End Session.

¢ The numbers under the Connections heading represent the number of
connections to installed devices and the number of subconnections to
them.
For example, if the entry under the heading were 2/5, it would mean that
the user was connected to two devices through the CC1000J, and that there
were a total of five connections under those devices (the subconnections).
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Log
When you click the Log link, a screen, similar to the one below appears:

Control Ceni

aver the NET
ALTUSEN

o

To query a log record, do the following:

1.

Click the arrow at the right of the Log File field to drop down a list of
available log files. Only the log files that you have rights to view are
available.

Note: If you have rights to query the system log, it will appear in the list.

Select the items that you want to perform a query on in the Target List, and
add them to the Selected Targets list. If you are searching on more than
one item, the order of the search will follow the order of your selection.

Note: If you have rights to query backup log records, you may need to
select the main log file in the Log File Select field in order to have
the backup log file appear in the Target List.

If you want to search on a keyword, enter it in the Keywords field —
otherwise leave the field blank.

Note: The keyword can be a single word, a phrase, or even a sentence.

(Continues on next page.)
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(Continued from previous page.)

4. In the Time panel, if you want to search the entire record regardless of the
time frame, select All.

If you want to search a particular time range, click the calendar icons at the
right of the Start and End fields to bring up a dialog box to choose the
dates and times for the search, then choose whether the search will include
or exclude the date/time range.

5. When all your choices have been made, click OK to perform the search.

About

The About page provides information regarding the current version of the
CC1000J.

Logout
Clicking this button logs you out of your CC1000J session.
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CC1000 Installation Overview

System Requirements

The requirements for the computers running the CC1000 components under
the Windows-based configuration are given in the table below:

Component PC Requirements
(S:C1000 + Windows Server Family® with 1IS 5.0/6.0 and higher;
erver Certificate Services (CA)Z, and SNMP configured
¢ At least one network card installed - two are recommended
¢ A USB host controller and USB Type A (F) port installed so
that it can accept the CC1000 USB Authentication Key
CC1000 Windows 2000 / XP / or Windows Server Family! with Microsoft
Log Server Jet Database
Note: This component can either be installed on a PC running
one of the other components, or on an independent PC.
CC1000 Windows Server Family! with Active Directory (AD); and

Authenticaton Server

Certificate Services (CA) configured

Note: This component can either be installed on the PC that the
CC1000 Manager is on, or on an independent PC.

CC1000
Administrator Utility

Windows 2000 / XP / or Windows Server Family®

Note: This component can either be installed on a PC running
one of the other components, or on an independent PC.

Note: 1. For the Windows Server Family you can use any of the following
Windows operating systems: Windows 2000 Server, Windows 2000
Advanced Server, Windows 2000 Data Center, Windows Server 2003
Standard Edition, Windows Server 2003 Small Business Edition, or
Windows Server 2003 Enterprise Edition.

2. All PCs must be have all of the latest updates from the Microsoft
Update Website installed.

3. All ALTUSEN/ATEN IP products must be at a firmware level that
contains the CC Management function, and the CC Management
function must be enabled. Download and install the latest version of
the relevant firmware from our Website, if necessary.
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Installation and Operation Overview

The procedures involved in setting up and operating a CC1000 system are
explained in detail in the chapters of this manual. The diagram and descriptions
below offer a brief overview of the steps you will perform.

Installation
Installation Overview
Install Install Install
Windows Server 1S CC1000 Software
Install Install Set Up the
Windows Updates CA Web Server
Install Install Configure the
Active Directory SNMP CC1000 Manager
Set Up Plug In the Add and Configure
Password Policy Authentication Key Users and Devices
Note: 1. Installation of Windows updates is optional, but
strongly recommended.
2. It may be necessary to reboot between the
procedures.

1. Install and set up Windows Server; making sure to install AD (Active
Directory), 1S (Internet Information Services), and CA (Certification
Authority). This is described in Chapter 7, Authentication Server Setup.

2. Install and set up the CC1000 Server software - making sure that 11S and
SNMP have been properly configured, and that the USB Authentication
Key has been plugged into the computer running the CC1000 Server
software. This is described in Chapter 8, CC1000 Server Setup.
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3. Launch the CC1000 Log Server. Configuration of the Log Server must be
performed the first time that the program is launched. This is described in
Chapter 9, The Log Server.

Note: If the Log Server is installed on the same machine as the CC1000
Manager, you don’t have to launch the Log Server. It will launch
automatically when you launch the CC1000 Manager.

4. Launch the CC1000 Manager. Configuration of the CC1000 Manager
must be performed the first time that the program is launched. This is
described in Chapter 10, The CC1000 Manager.

5. Launch the CC1000 Administrator Utility to add and configure devices
and users. These procedures must be performed the first time the program
is launched, and whenever device or user information changes. This is
described in Chapter 11, The Administrator Utility.

Note: Make sure that ANMS (Authentication Network Management
Service) support has been properly set up in your ALTUSEN/ATEN
IP devices. See the User Manuals for those devices for details.

Operation
To operate the CC1000:

1. Open your browser and key the CC1000’s IP address into the URL field.
2. Accept the certificates that appear.

3. Log in with your Username and Password.

This is described in Chapter 12, Browser Operation.
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Upgrading the CC1000

If CC1000J has already been installed, it is not necessary to perform a full
install. You can upgrade to the latest CC1000 version by running the CC1000
upgrade program: CC1000SWUpgrade.exe

The file can be found in the CC1000 Windows Version folder on the software
CD that came with your CC1000J package (CC1000 Software — CC1000
Windows Version).

When you run the upgrade program, simply follow the Wizard to complete the
procedure.

Note: New versions of the Upgrade Program are put up on our website for
download as they become available. Check the website to get the most
up-to-date version.
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Authentication Server Setup

Overview

The Authentication Server component provides User and Device
authentication services for the CC1000. Since it utilizes Windows 2000 Server
or Windows Server 2003’s Active Directory and Certification Authority
services, this chapter takes you through configuring these services to work with
the CC1000 system.

Note: Since Active Directory Service is based on the Domain Name System
(DNS), the DNS service must be installed on your Windows 2000
Server or Windows Server 2003.

DNS is a component of Network services. When Setup brings up the
Network services dialog box during your installation of Windows 2000
Server or Windows Server 2003, be sure to enable Domain Name
System (put a check mark in its checkbox).

Configure Active Directory

Windows 2000 Server

After you have installed Windows 2000 server (refer to the Microsoft
documentation for this product for proper installation), make sure that the
network adapter is working correctly. Open Control Panel — Network and
Dial-up Connections.

If Local Area Connection appears in the window and the status is enabled, the
network is working correctly. If not, check if the network adapter appears
under the Device Manager. If the network adapter doesn’t show up there, it
means you have to install a driver for it. When everything is working correctly,
follow the steps described below.

(continues on next page)
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When your server comes up, the Configure Your Server dialog box appears:

o Windows 2000 Configure Yous Sewver

MWMm

Active Directory stores information sbod network objects — such os
ugar sccounte and chared printare — and provides accace to that
inforrnation. To make this server o daman contraller, you rmust install
Active Diectory.

The Acine Directary Installation wizard condgures this serner as 3
damain controfler and sets up DNS @it 5 not already arallible on the
retwurk. Use this wizard for the following scenanos:

» Noexisting domain controller — =ets up your semer as the
firz! domain controlier on the netwark

» Domain contioller already on network — sets ug your
sewer as an additunal domain contraller, new child domain,
new domgin (reg, o new frest

Important
You need a partiion fomnatted with the rersien of NTF S used
Windows 2000 10 host Active Directory

Note: If, for some reason, this dialog box doesn’t come up automatically, open
Control Panel — Administrative Tools — Configure Your Server

1. Inthe left panel, click Active Directory, then click Start at the bottom of
the right panel to bring up the Active Directory Installation Wizard:

Active Directony Installation Wizard

Domain Controller Typeo
Spacify the role pou want this zerver to have.

Do pou wark this sarver o bacoma & domain contollar for 2 new domain or an
additiohal domain controler for an exizting domain®

% Domain controllern for s new damain

Selzet thiz pption bo ereate a new child domain, rew doman bee, or new forest.
This servar will becomns the first domain contrallsr in he new domain

= Addibonal dornain cenkrolle: for an existing domain
Caution: Proceeding wih thiz option will delatz al lozal sccountz on this server.

< Back I Mest > I Canesl
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(Continues on next page.)

2. Select Domain Controller For A New Domain, then click Next.
The following dialog box comes up:

Dircctomny

Create Tree or Child Domain
r'ou can cisale a e domain tree or a new child domain

L1a you went ko creats & nee domain ree of & nev child domainin an existing domain
frea
= Cieale a rew domnain lee

IF pau don't sant the nevw domain to be a child of an exidting domain, zelect iz
opton, This wil create 4 new domain tree that is $eoarate from any existing tHees,

TOM c&n then choose (o place the new domsin Feein an existing forest, or credte a
new oresk
™ Croate a rew chid domain i an ouisting domam broe

If wau wark the new domain to be a child of 2n s«istng domain, sslect this optian.
For example. you could sreate a new demain named headquarkers, mycompary,com
at a child domein of the domain MPCompany. Com.

< Back E Nawt > I Cancsl

3. Select Create a new domain tree, then click Next. The following dialog
box comes up:

Create or Join Forest
Specify the location of the new damain,

Do pau want be create a new forest of join an cxisting forest?

& Creste s new forsst of domain trees

Select thiz option i Hhiz iz the first domain in your arganization, of if you wank the
new domain tras you are cresting to be completely independ=nt of your curent
farest.

¢ Place thiz new domain tres in an existing forest

Seml=ct thiz option if you want the users in the new domsin bres to hawve scos=ss ko
resources in existing domain trees. and vice versa.

= Back I Mkt = I Cancal

(continues on next page)
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4. Select Create a new forest of domain trees, then click Next. The New

Domain Name dialog box comes up:

Aclive Directory Installation Wizard

HNew Domain Name
Specily a name for the nev domain. ﬁ

Type the full DNS name for the new damain.

I pour organization already has & DNS domain name registerad with an Intemat naming
authority, you can use that name.

Full DMS name far navw damain:

lee1k.com

< Back I Mext > I Cancel

5. Key inaname for the new domain (in our example, we used cclk.com, but
you should give it a name that is meaningful for your installation.), then

click Next. The NetBIOS Domain Name dialog box comes up:

Active Directory Installation Wizard 3 x|

MetBIOS Domain Name P
Spacily a NetBIOS name for the nevw domain,
il

Thig iz the nama that uzers of sabier versions of Windows will use to identify the new
domair. Chek Mast Lo accepl the name shown, of enter s rew name.

Demain NetBIOS name: CCIK

<gack [ mext> | cocel |

(continues on next page)
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Key in a NetBIOS domain name (in our example, we used CC1K, but you
should give it a name that is meaningful for your installation.), then click
Next. The Database and Log Locations dialog box appears.

uctive Directory Installation Wicerd

Database and Log Lecations
Specily lhe Izcaion: of he Acive Divectary databaze and bog,

Far bz gz marice ared recaveralsiily. store he o atal arel Bha leg) oo
hard disks.

“hese Jopcu wand fo stoee the Active D recton datadsse?
Dstabass locaton:

Bycmse.. I

whete do wou ward (o zixe he Active Drecton 1207
Log kcstion:

LD wARR T M T DS Brgmze.. I

<gack [ mmtz | Cancel |

We suggest that you keep the default values, as shown in the diagram, and
click Next to move on. The Shared System Volume dialog box appears:

Active Directory Installation Wizared

Shared System Volume
Spacify the foldes to be shated a5 the system vohime,

Th Syval folde o thie s copp of tha domain’s public files, The contents of
the Spavicd folder are replicstead o all domain controlisrs @ the domain.

T Syavol lolde must be located an an NTFS 50 volume,

Ertes & location far the 5yswc lakder.

Eolder locuation:
(RN

Bewze. I

< Back I et & I Cancel I

(continues on next page)
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8. We suggest that you keep the default value, as shown in the diagram, and
click Next to move on. The Configure DNS dialog box appears:

Active Divectory Installation Wizard

Configuie DMS
Thie wazaid car conliguie DMS 1ol vour new doriarn

DN iz not avalable Would yos like this wizard to install and configure a DHS server
For o news domein?

(o= sl v e OHS or i Eempidr iscommaridacl )
£ Mg | willinztall and cerfigars DMS myzalf

< Back I Mext » I Cancel

9. Select Yes, install and configure DNS on this computer (recommended),
then click Next. The Permissions dialog box comes up:

Active Directory Installation Wizard

Feimizzions
Sedecl delaull pesrmizsans for weer and group obiecls,

Some sarves programs, such ez Windowes NT Remote Access Service, read mlomastion
Fored on domain conbicllars,

Sedect thiz option if yoU 1 2erver programs of pre-Windows: 2000 servers ar o
Swfindowes 2000 servers that sre members of pre-wivdows 2000 domaing.

£\ Ancrymous users can read information on this domain.
7 Pgamiszions compatible anly with \sindows 2000 servers
Sedecl thiz option il wou e server pragrams only on “Windews 2000 zervers hal ae

rnbiars of Windows 2000 domaing Only audbenlicabed wess can mad inlomation
o this domain,

= Back I st o I Cacal

10. Depending on your installation, you can choose either option. Click Next
to move on.

(continues on next page)
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The Directory Service Restore Mode Administrator Password dialog box
comes up:

Active Divectory Installation Wizeed

Directory Services Hestore Mode Administrator Password
Spacity an Administrator pazzsand b uss vwhen skarling the computar in Dirsctang
Smrvicaz Roxtcm Modas

Type and confirm the password pou sant bo sssign ko this serer's Adminishstcs
account, ko b uzed vian e computer iz startsd n Dimctone Services ezt Mode.

Fagswoie: |""'

Cenfem paszword [~

< Back l et I Carical

11. Key in a password; confirm it; then click Next. A Summary screen
appears, allowing you to review and confirm the options you selected:

Active Divectory Installation Wizard

S umnmany
Fieview and conlinm the oplions wou selected

You chozm o
Configues thix zerves ax the frzt doman conbiolar n s new forext of domain beez, =
T hes e elomairs e & 'CC1000-TO.COM", Thiz iz ale the faime of the rew
Toisat.

Thes MedBI0S e of B domsi (s 001 000-T0"
[ ababase losstion: DAWINNTYHTDE

Lo Files lecmbicn; O A INKT A TDS

Syl fakdar locabcn; D:WIRM TS SWV0L

The DME seivice wil be mitalled and conliguied on thiz compute:.

l

Ta charge an option, chck Back To contirws, click Mest

cBack [ Hews | Concel |

12. If you want to make any changes, click Back. If the information is
satisfactory, click Next. The wizard now configures Active Directory.

(continues on next page)
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During configuration, the wizard displays the following screen:

Configuring Active DIFectory. .
The wizard is configuning Sctive Directore. This process can taks several
minutes of considerably longer. depending on the options you have zelected

Starting. .

Cancel I

When configuration has completed, the following screen appears:

Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

(A ctive Ditactory i now stalled on iz comples o

the dioenain “CC000-T0LCOM" =l
Thee domain conbroller iz n-mgn-rl tox thes zite

CDabault-First-Sike- ame”. Sites ars mansged with the
Active Directory Siles and Service: adminiziratve ool

=

Tao close this wizard. obok Finish,

R G |

13. Click Finish to complete the procedure. A screen pops up informing you
that the system must be restarted before the changes can take effect:

ctive Directory Instalation Wizard X
indows must be restarted before the changes made by the Active
Diractary Inztallation wzard tske affect.

__ Hestart Now Dont Restart Mow

14. Click Restart Now to restart your system.
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Windows Server 2003

After installation of Windows Server 2003, make sure that the network adapter
is working correctly. Open Control Panel — Network and Dial-up
Connections.

If Local Area Connection appears in the window and the status is enabled, the
network is working correctly. If not, check the network adapter under the
Device Manager. If you can’t find the network adapter, it means you have to
install a driver for it. When you have made sure that everything is working
correctly, follow the steps described below to configure Active Directory.

1. If the Manage Your Server window is available, select Add or remove a
role, then click Next. The Configure Your Server Wizard appears:

Caonfigune Your Seryer Wizard

Server Role
“fou can set up this serves bo perform one or more spedfic roles. IF wou want to add more Bhan one =]
role to this server, you can run this wizard agan. F

Salect @ role, IF the role has not been added, wou can add i, 1F it has akeady been added, you can
remows it IF the rols you want ba add or remove is rot listed, open Add or Bemes Proorsms.

Sarver Role [ Comfigured Domain Controller (Active

File sarver ro Directary)

Fririt servar Ma

Application ssarver tllS ASPMET) Mo Damain cantrellers store directary data
Mal server (P8I, SMTF) Po and manage user Oon processes and

Terming server Mo drectory searches,
Mo

Bead showk domain controllers

DHCR girer Mo
Shreaming media sorver Mo
WINS servar Mo

cpack [ mewt> | cancd | vep |

Note: If the Manage Your Server window is not available, open Control
Panel — Administrative Tools — Configure Your Server Wizard

(continues on next page)
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2. Select Domain Controller (Active Directory), and click Next. The Active
Directory Installation Wizard appears:

Active Directory Installation Wizard . x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpe wouw incksll Aotive Dirsctany seracss o this
sereer, making the serves a doman conbicller,

UF thiz iz the first time you have installed Active Dimector, it iz
smcommended that pou fest mad the avesasee in fctive
Dirastene Halp

To cordinue, click Nest,

Canoel

3. Click Next to move on. The Operating System Compatibility screen
appears:

Active Directory Installation Wizard ;N

Syztam C tisilit
Iniproved aecuity setbngs in Wirdows Server 2003 affect olde versions of
ez,

Diamain contralisrs rumning Wirdows Seever 2003 mplamant zmcunty zettings thak
reguie cliapts and other sarvers b commuricate with those domain copdrallans in 5 more
TOCLED Way.

i fellovarsg cidar varzianz of Windowsz carnot mast Eha raw isguismasnbs:
= ‘Windows 55
= irdows MT 4.0 5P3 or carker

By default, comguters inning ose versiors of Wiedows will el be sble 1a log oh with
& domain cordrallar runrng YWindows Sarver 2003 o accezs domain razcuces.

For mor information, see Compatibiliy Helg

< Back Cangal

4. Click Next to move on.

(continues on next page)
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The Domain Controller Type dialog box appears:

Active Directory Installation Wizard o : x|

Domain Controller Type
Specify the role pou want this server to have.

Do you want this server to become 3 domain controller for 2 new domain or an
additional domain controller for an existing domain?

main controller for a new domairt

Selact this option to create a new child domain, new domain tree. or new forest.
Thiz zerver will become the first domain controller in the new domain.

" Additional domain controller for an existing damain
(& Proceeding with this option wil delete all local accounts on this server,

All crvptographic kevs will be deleted and should be exported before
continuing.

All encrypted data, such as EFS-encrypted files or e-mail. should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I et > I Cancel

Select Domain controller for a new domain, then click Next. The
following dialog box appears:

Active Directory Installation Wizard E3
Create New Domain
Select which type of domain ta create. ij

Select thiz aption if this iz the first domain in yolr arganization of if you want the new
domait ko be complately independsnt of your curment forest.

' Child domain in an existing domain tree
If wou want the news domain to be a child of an existing domain, select this option.
For example. you could create a new domain named
headquarters. example.microzoft.com as a child domain of the domain
example. microsofl. com.

€ Domain tree in an existing forest

IF wout don't wank the new domain to be a child of an existing domain, select this
option. Thiz will create a new domain tree that is separate from any existing trees.

< Back | Mest » | Cancel

(continues on next page)

87



CC1000 User Manual

6. Select Domain in a new forest, then click Next. The New D
dialog box appears:

Active Directory Installation Wizard

Mew Domain Mame
Specify a name for the new domain.

omain Name

Typs the full NS name for the nevs domain
(For mwample: headquarterz, ssampls. microzoft. coml.

Full RS rarne for rew domai:
[Eci000-T2.C0M

< Back I Mot » l Cangel

7. Key in a name for the new domain (in our example, we used

CC1000.T2.COM, but you should give it a name that is meaningful for
Name dialog

your installation.), then click Next. The NetBIOS Domain
box comes up:

Active Directory Installation Wizard

HNetBIDS Domain Name
Specify & NetBI0S name for the new domain.

Thiz iz the name that uzers of aarlier versions of Windows will use ta identify the new
domain. Click Next to accept the hame shown. of tYDe a new name,

Daorain NetBIDS name:

< Back I et > I

Cancsl

(continues on next page)
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Key in a NetBIOS domain name (in our example, we used CC1000-T2,
but you should give it a name that is meaningful for your installation.),
then click Next. The Database and Log Folders dialog box appears:

Active Directory Installation Wizard

Databaze and Log Folders
Specify the folders to contain the Active Dirsctony dstsbase and log files.

For best performance and recoverability, store the database and the log on soparate
hard disks,

Where do you want ko store the Active Directory databass?

Browse. .,

Where da you want to store the Active Directory log?

Log folder:

iE:\WINDDWS\NTDS Browss...

< Back I Mext » I Cancel

We suggest that you keep the default values, as shown in the diagram, and
click Next to move on. The Shared System Volume dialog box appears:

Shared Spstem Volume
Spacily the folds o b chased sz tha cpcien volime,

Tha S SYOL folder storms the seree's copy of the domain's pubie flee, The conterts
ol the S%EVOL folder aro iephcated 1o all domain controlions n the domain.

The S¥5EVOL foldes midst be loosted on an MTFS volians
Ertar & lacation far the S75VOL folder.
Eo :

< Baak I et = I Canoel I

(continues on next page)
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10. We suggest that you keep the default value, as shown in the diagram, and

11.

click Next. The DNS Registration Diagnostics dialog box appears:

Active Dirsctory Installation Wizard

DHS Regiztration Diagnoxtic:
Wedily DNS suppoit. of install DNS on thes compiier.

Diagnoatic Results -
Thea regeiration disgrostic hax bean un 3 timez.

Mons -?F this NS sarviss ussd by this computasr responded within thes tmsou
intarval.

Fer mors infcamation. includirg stens bo consct this problem, ses Helo

Detalls

Thee SO& quety for _ldap,_tepde._ngdes CO1000:-T2 COM bo find the prnaiy DNS =]
| hawe coimected the problerm. Pefarm the DN S diagaostio test sgain.

= Ingtall and eonfiguie the DHS server o this compuler, ared sal this compuler to utD

this DNS server a6 (o prefesred DMS server,
O | wll goneet the problen later by corfiguring DHS manual. [dyanced)

4 fack I [t = I Cancel |

Select Install and configure DNS server on this computer (etc.), then click
Next. The Permissions dialog box comes up:

Active Directory Installation Wizard o i .____ i) x|

Permissions ™
Sedect default permissions for user and group objects. %

Some server programs, such as Windows NT Remote Access Service, read infarmation
stored on domain controllers.

" {Permissions compatible with pre-Windaws 2000 server operaling systems
Select thiz option if you run server programs on pre-windows 2000 server operating
systems or on Windows 2000 or \Windows S erver 2003 operating systems that are
members of preswindows 2000 damains.

& Anonpmous users can read information on this domain.

¥ Permissions compatible anly with Windows 2000 or Windaws S erver 2003)
operating systems

Select this option if you run server programs only on Windows 2000 or ‘Windows
Server 2003 operating systems that sre members of Active Directory domainz. Orily
autherticated users can read information on this domain.

< Back I Next > I Cancel

Depending on your installation, you can choose either option. Unless you
have a specific reason to change the setting, however, we recommend that
you select Permissions compatible only with Windows 2000 or Windows
2003 operating systems, then click Next to continue.

(continues on next page)
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The Directory Service Restore Mode Administrator Password dialog box
comes up:

Active Bircalory Inskallation Wicard

Dirctoay Sovicos Fooe Modo Adminiatrates Fazzeond
Thiz paaz=oid @ uced whan pow et tha compatar in Dracloy Sevicas Fiasleom
Wiods

:mw:w-m Hres P ot 1oad v B vBskgr by s Adiminds lralnn Account used
this mmhslmﬂihnmmuﬁ etona g,
Tha soaloin mede Sdmrishialon accout d?wﬁﬁmhdamm.hhm 1t

account. The paczvords bor Hva sccounis might ba diffamant, oo s oues bo ramamban
badh

Aestons Miods Fasrwoid [mme=

Conbim parmeend [mmenl

Fet morm infarmation shoul Dirsctony Serdcs: Aactons Mods, ses Aciies Discioe ek

< Back Host = Cancel |

12. Key in a password; confirm it; then click Next. A Summary screen
appears, allowing you to review and confirm the options you selected.
T =l

5 LT
Pt ared condin th sptionr s 1eledae

o e b
dgpa e s s an e fed e A -l =5

T b romy choresan meeewy 1y CAGN0HT 2C0RE T iy i e e rurme o Hhey recew Irapd:
T b Hiod BT srecesy of bhe clors-ges o D5 QORR T

uuwmumnuuﬂmmm o, T L Soargeiad
bl ol gt 10 el trad DFEE e o 0 prodasoed Dbds ponv.

=l
T chidie'el da fdacen, ook Buvike. T beipet vl opiiline . Shok Hied

ek [ Hemr Cancal |

(continues on next page)
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13. If you want to make any changes, click Back. If the information is
satisfactory, click Next. The wizard now configures Active Directory.

Active Directory Installation Wizard

Tha wizard = configuring Acthe Deectoey. This process can bake several minutes o
considerably longes, depending on the options you have selected.

Shailieg,..

When configuration has completed, the following screen appears:

Completing the Active Directory
Installation wWizard

Aulive Diractory iz nowe installed on thiz computer for the = |
domain CC1O00-T2 COM

This dornair conbcller is aszigned Lo the site

Deatault-First-Site-Name. Stes ale managed wth the
Auctives Dirmctony Site: and Seeces admrdrative ool

To close thiz wizaid, ok Fmizh

el [ Finisn ] e |

14. Click Finish to complete the procedure. A screen pops up informing you
that the system must be restarted before the changes can take effect:

Active Directory Installation Wizard x|

“indows must be restarled before the changes made by the Active
Directary Installation wzard Eake effect.

4  Dont Restat Mow |

15. Click Restart Now to restart your system.
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Password Setup

The following sections describe how to set up the password for anonymous
users for 11S and CC1000 web access.

Windows 2000 Server

To reset the anonymous user password on Windows 2000 Server, do the
following:

1. Open Control Panel — Administrative Tools — Active Directory Users
and Computers — Users. A screen similar to the one below appears:

EE
|5 Console  window Help ISETE]

Jooon g || € » | Bm|* SRR 2|0l yEs
Tree | Users 26 ohjects
[ Actwve Dvectory Lsers and Computers | Hame [Type [ Deseription s
- techdor com w € o0r) User
(23 Builkin € Administrator User Builk-in account for admini...
(2 Computers £ AsPNET User Account used For running ...
{2 pomain Contrallers £ CCikManager User
(2 ForsignSecurityPrincipals €7 Cert Publishers Security Group .., Enterprise certffication an...
=1 <] E0HCP Administrators Security Group ... Members wiho have admiri..
€5 0HCP Users Security Group ... Members who have view-. ..
€5 Dnsdmins Security Group ... DNS Administrators Group
€7 Dnstpdatepr oy Security Group ... DNS dients who are permi...
€7 Domain Admins Security Group ... Designated administrators. ..
€T Damain Computers Security Group ... All workstations and serve...
€T0omain Contrallers Security Group ... All domain controllers in th...
€0 0omain Guests Security Group ... All domain guests
€0 Domain Users Security Group .. Al domain users
€ Enterprise Admins Security Group ... Designaked administrators. .
€72 croup Folicy Creator Ouners Security Group ... Members in this group can...
$5% Guest User Euwilt-in account for guest .
1USR_TUSI-M User Built-in account for anony...
¥ oM _TUSI 0 User Buil-in account for Intern..,
€ krbigt User Key Distribution Center Se...
€T ratshow administrators Security Group ... Members can Fully adminis. ..
€ netshowservices User windows Media services ..,
N I 2 |¢TRas and 105 servers Security Grou .. Servers in this aroup can ... %
I

2. Inthe user list, right click on the IUSR_XXXX entry (where XXXX
represents your computer name).

3. In the context menu that appears, click Reset Password... The following
dialog box comes up:

Reset Password x|

Mew password: I\

Confim passworct |

™ User must change password at next lagon

Cancel
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4. Key in the new password. For something easy to remember, you can
simply key in “password”.

Note: Make sure that you don’t have a check in the “User must change
password at next logon” check box.

5. Click OK. A confirmation message appears:

Active Directory ﬂ
@ The password For IUSR_TUSI-M has been changed.

6. Click OK to finish up.

Windows Server 2003

Since operators can log into the CC1000 with fewer characters than Windows
Server 2003’s Password Policy allows, this section describes how to adjust the
Windows Server 2003 Password Policy to allow users to log in with passwords
of fewer characters.

Although this procedure is optional, unless the Password Policy is adjusted,
CC1000 operators won’t be able to log in with simpler passwords. Be aware,
however, that by lowering the password policy you are also lowering system
security.

To adjust the Windows Server 2003 Password Policy, do the following:

1. Open Control Panel — Administrator Tools — Domain Security Policy.
The following screen appears:

il
Bl gcion  Yhew Help

=@ >*xE| 2

3 Hame Dascription

a0 Arcourk Polcies W ot Poeins Pervvemirdd arad aceownd kxbend probeams

= 2 ool Pokoes seluocal Pokies Auxdting, user rights and securky options policies:

¥ gi\:‘lt:om v g EventLog

i im:‘"‘""‘ j:\-mm:wﬂne; Syskom servics settings

o 0 pin ayem gty Riegatsy securky setlag

Cillrun system Fin SheFEy SeTegs
¥ T Wneiess Network (IEEE 802.11) 1
® I.m*.,_,.m( VT s Network (IEEE 02.1... wirsless atwark Policy Advarestration. Manage th...
51 () Saftware Restriction Pekcins (P8 ey Pl
5 3, TP Securty Potees on acte D | b Eoftwars Restriction Polces
B 17 Secunty Pokces on Active .. Internet Protocel Securty ([F56c) Administration. ...
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2. Under Security Settings, expand Account Policies then select Password
Policy. The following dialog box appears:

“iti Default Domain Security Settings (=1

Fle Action Vew Help —‘
e o] B |
[Ep Securicy Settings Policy ~ [ Palicy Setting |

=1 @9 Account Polcies | T@]Enforce password histary 24 passwords remembered

[88]Maximum password age 42 days
ACCOUNE Lockout Policy [88]Minimum password age 1 days
E¢ Kerberos Polic [R8]Minimum password length 4 characters

- g Local Policies [8¥]Password must meet complexdty requirements  Disabled

3 g Event Log
Store passwords using reversible encryption  Disabled
-8 Restricted Groups P q P

] () System Services

f [ Registry

(28 File System

7Y Wireless Netwark (IEEE 502,111 F
£l [ Public Key Policies

+1-[_1] Saftware Restriction Palicies
&, 1P Security Polices on Active Dire

3. The default setting for the minimum password length is seven. If you want
to change the default length, double click Minimum password length.
The Minimum password length Properties screen appears:

Minimum password length Properties 2lx]

Security Policy Setting |
FA  Minimum password length
=S
B

Password must be at lzast:

4 _,; characters

0K | Cancel Lpply

Change the setting, then click OK to return to the Default Domain
Security Settings dialog box.

Note: If you do change the setting, we recommend that you set it to a
length of four or greater. This is because the minimum password
length for CC1000 authentication is four, and the CC1000 login
password must match the password set in AD.
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4. In he Default Domain Security Settings dialog box, double click Password
must meet complexity requirements. The Password must meet
complexity requirements Properties screen appears:

Password must meet complexity requireme 20 x|

Secuty Policy Setting |

Passwiord must meet complexity requirements

€ Enabled
% Digabled

oK I Cancel Apply

5. Click to put a check in the Define this policy setting checkbox; click to
select Disabled; then click OK to return to the Default Domain Security
Settings dialog box.

6. Close the Default Domain Controller Security Settings dialog box.
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IIS Installation and Setup

Windows 2000 Server

By default, 11S 5.0 is installed on Windows 2000 Server. If your server did not
install 11S, do the following to install 11S now:

1. Open Control Panel - Add/Remove Programs.

2. In the left panel of the screen that appears, click Add/Remove Windows
Components.

3. In the Windows Component Wizard, enable Internet Information Services
(11S) by putting a check in its checkbox.

ﬁ Add/Remove Programs - | [m] ll
Currently installed programs: Sort beyt| Name -
i ccioon Size: 984KE ;l
£
Windows Components o

ou can add or remove components of Windaows 2000 i

#

ﬁ To add or remove a component, click the checkbox. & shaded box meang that only
part of the component will be installed. To see what's included in & component, click

a Details.

ﬁ Components:

ﬁ | %8 Indexing Service 00 Me ;I

e wj Internet Informatio 5 (1IS) 216 MB |
¥ BManagement and Monitaring Tools 52MB

e 5 Message QueLing Services 2B MB

& W 2N etwnikinn Services amn =

ﬁ Drescriptior: 115 services [web and FTP support] along with support for FrontPage,

ﬁ transactions, ASPs, database connections, and receiving of posts.

pu Total disk space fEElL!\[Ed. 129 ME Details |
Space available on disk. 1853.6 MB

< Back I Mext > I Cancel I

4. Click Next, then click Finish to close the wizard.
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Windows Server 2003

When you install Windows Server 2003 you have the option of installing 1S
at the same time. If you did not install 1S when you installed Windows Server
2003, do the following to install it now:

1. Open Control Panel — Add/Remove Programs.

2. In the left panel of the screen that appears, click Add/Remove Windows
Components.

3. Inthe Windows Components page, select Application Server and click
Details. A screen similar to the one below appears:

Application Server x|

To add or remove a component, click the check box. A shadsd box means that anly part
of the component will be installed. To see what's included in a companent, click Details.

Subcomponents of

B Enable network COM+ acoess

] &) Enable nstwork DT accsss 00ME
T Interret Infomnation Services [I15) 269 MB
B2 Message Dusuing 6.5MB
Descriptior:  Microsoft Management Console Snapin for the Application Server
administrative interface.

Total disk space required: E.5MB Detals... I
Space available on disk: B21.7 MB

Cael_|

4. Make sure that Application Server Console and Internet Information
Services (11S) are enabled (click to put a check in the checkbox).

5. Select Internet Information Services (11S) and click Details. Make sure
that Common Files, Internet Information Services Manager, and World
Wide Web Service are enabled.

6. Select World Wide Web Service, and click Details. Make sure that all the
items listed are enabled, then click OK.

(continues on next page)
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7. Click OK in all the opened dialog boxes until you are back at the main
Windows Components screen, pictured in the following diagram:

Windoms Lomponents Wizard

LI ———
“You ran add or semervn components of Windose

T il o oo & comporent, click the checkbhos: & shaded bos moans that only
pat of the L ek

ded To soe

1.4M8
11M9

7ama =

LumE

Dewcrpbon. Inchudes ASF NET . Intenel Informaton Servaces JI5) and e
Applicaion Server Convole.

Totel Sk 1pace iequred G5MD
Somitbmdl  R17MD _bess |

<lia#-|ﬂw>| I.aull

S|

8. Click Next to have the components configured. While the configuration
procedure takes place, a screen similar to the one below appears:

Windows Components Wizard

Configuring Components
Setup is making the configuration changes you requested.

2

Please wait while Setup configures the components. This may take

several minutes, depending on the components selected

Status:  Installing Distributed Transaction Coordinatar.

L]

< Back Tdewt >

Helg:

9. When a screen appears to inform you that you have successfully

completed the procedure, click Finish.
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Certification Authority Installation

Note: The examples that follow show how to install Microsoft’s CA. You may
choose a different CA (RSA, VeriSign, e.g.), to install if you wish.

Windows 2000 Server

1. Open Control Panel — Add/Remove Programs.

2.

3. Select Certificate Services, then Click Next. The Certification Authority
Type dialog box appears:

In the left side panel, click Add/Remove Windows Components. The
Windows Component Wizard appears.

To add o remove & component, click the chackbos. A shaded bos means that onls
part of the component will be installad. To zee what's included in & component, click
Detailz.

LComponents;

] [ Accezsares and Utiitiss

]

[ <> Clugter Service 2,6ME

] P Indexing Service omE |

Deasoription; Installs a cartification authority [CA] to iszue cartificates for use with
public key secuity applications,

Total dizk spacs requirsd: 3.1 MB Datais I
Space available cn disk: 407324 ME -

< Back i Mt = 1 Carcel

windows Components Yizard x|
Windows Components
“ou can add of ismove components of Windows 2000 -‘r@
|

enterprize. Should ba Inila{lnd
" Enterprizs subordinate T4 befare arw other CA. Reaguiras

Active Dlirecton,
™ Stand-alone ook T

€ Stand-alone subordinate CA =]

I advanced optionz

< Back I et = ’ Cancel

Windows Components Wizard x|
Certification Authority Type -.;
There are four trpes of certifioation authcorities. :m
Cailification Autharily boss) Qazeriplion
= g The mest rusted Canan = |
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4. Select Enterprise Root CA, then Click Next. The CA Identifying

Information dialog box appears:

windows Components Wizard

CA Identifying Information
Enter information to identify this C&

C& name;

Drganization; Im Ine.

Organizational ynit =t

= [Richmond

State o provincs: [BC— Coupkne/ aion: Ic,a_\—

E-mail I

C4 description: [

Walid for: [0 [veas =] Enplest  [Z7/2015510 Fm
cgaek [ mews | Cancel |

5. Key in the full computer name in the CA name field.

Important! You must use the server’s full computer name in this field.
See Getting the Full Computer Name, page 195, for details.

Enter whatever suits your requirements for the validity period, then click

Next. The following dialog box appears:

Windows Components Yizard

Data Storage Location

Specify the storage location for the configuration data. database and log

Caitificate database:

]
Certificate database |og

Browse. .. |

ID.' W' IMMT vspstem32iCenlag

I™ Stare configuration information in & shared folder
Shared folder

Browse...

™ Preserve evisting cemtificate database

Browss,.

< Back I Hest > I

Cancel

(continues on next page)
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6. Keep the defaults for Certificate Database settings; click Next; and follow

the instructions to complete the installation.

Note: At this time you may be asked to temporarily stop the Internet
Information Services, and insert the Windows 2000 Server CD.

7. Click Finish to close the wizard.

Windows Server 2003

1. Open Control Panel — Add/Remove Programs.

2. In the left side panel, click Add/Remove Windows Components. The

Windows Component Wizard appears.

Windows Components Wizard

Windows Components
“Y'ou can add o remove components of ‘Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click

Details.

LComponents:

Accessories and Utilities
ﬁApplication Server
‘™ £ Certific ices
E-mail Services
W] 54 Fax Servines

Description:  |nstallz a certification authority [CA] to izsue certificates for uze with

public key security programs.
Total disk space required: 8.2ME
Space available on digk: I72ME

49MB -
334 MB

11HMB
79MR T

Details... |

< Back I Mest » I

Cancel | Help |

(continues on next page)
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3. Select Certificate Services, then Click Next. The CA Type dialog box
appears:

CA Type
Selact the type of CA you want to st up.

ierpiiss subordmate CA
" Stand-alone root Cé
" Stand-alone subordinate CA

The most trusted CA in an enterprise. Should be installed before any other CA

"DESCHDtIDn of CA ype:

I™ Use custam settings ta generate the key pair and C4 cerificate

¢Bsck [ Hewt> | Cancel Help

4. Select Enterprise Root CA for the CA Type, then click Next. The CA
Identifying Information dialog box appears:

Windows Components Wizard

CA Identifying Information
Enter information ta identify this CA.

Commen name for this Cs

Distinguished name suffs
[DC=TechDas. DC=com DC=tw

Preview of distinguished name:
(CM=tusi-m.TechDoc. com.tw,DC=T echDoc,DC=com.DC=hy

Walidity period: Expiration date:
10 Vears ¥ 11/28/2015 410 PM

cBack [ Mews | Cancel Help

5. Key in the full computer name in the Common name for this CA field.

Important! You must use the server’s full computer name in the Common
name for this CA field. See Getting the Full Computer Name,
page 195, for details.

Enter whatever suits your requirements for the validity period, then click
Next.

(continues on next page)
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6. In the Certificate Database Settings dialog box that appears, keep the
default settings for the database and log locations.

windows Components Wizard

Cerlificate Database Settings
Enter locations for the centificate database, database log, and configuration
information.

Certificate databare:

Certificate database log

DA INDOWS Asystem3z:CentLog Browse
I™ Store canfiguration information in a shared folder

Shared folder

| Browse,

I Fieserve gxisting certiiicate database

cBsck [ Mews> | Cancel Help

Simply click Next, and follow the instructions to complete the installation.

Note: At this time you may be asked to temporarily stop the Internet
Information Services, and insert the Windows Server 2003 CD.

7. Click Finish to close the wizard.
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SNMP Installation

To be sure that SNMP is enabled on your server follow the procedures given
in the following sections.

1. Under the Control Panel open Add/Remove Programs.

2. In the left panel, click Add/Remove Windows Components. The
Windows Component Wizard appears:

Windows Companenis
“Viena can add of pevrecrve components of Windows 2000

To add 2 comporen, chick the checkbos. A

comporent chok

aoue |

21.6 M8

2ENE

- - v 1R MR j
Daseription: v pesamance.
Tokal chk poured 129ME m
Space w:: rln ik TEEIEME
« Back | et » | Cancel

3. Select Management and Monitoring Tools, then click Details. The
following screen appears:

[Winhiowes. Cornpuanent s Wirard x
f

To o s o comporers,cic the chech b A shaded b stk el
Hh £ To 468 whats rehided s bk Dasde.

|
Dasciption: Lnolnl: Cannaction Mansder Adminithration Kt snd the Phans Bock
e
ooty rapl i [Eez.]
oot |
S— |

4. Make sure that Simple Network Management Protocol is checked, then
click OK — Next — Finish to close the wizard.

Note: On Windows Server 2003, if you encounter any problems related to
SNMP, make sure that SNMP Service and SNMP Trap Service have
been started. (Control Panel — Administrative Tools — Services)
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Installation

Before installing the CC1000 Server software, we strongly recommend that
you download and install all the updates for the Windows 2000/2003 server.

Note: The computer you are installing the CC1000 Server on must have CA,
I1S, and SNMP services enabled. See pages 100, 97, and 105 for details.

In addition to containing the CC1000 Manager (discussed in Chapter 10), the
CC1000 Server contains the CC1000 Web pages, and provides the entry point
for users when they log in. To install CC1000 Server:

1. Plug the CC1000 USB Authentication Key into a USB port on the computer
you are installing the CC1000 Server on. For security purposes, the key can be
installed inside the case. See page 196 for details.

2. Copy CC1KSetup.exe from the software CD that came with your package
to a convenient location on your server.

3. Go to the folder where CC1KSetup.exe is located, and execute it. The
CC1000 Welcome screen appears:

[CC1000 Setup x|

‘Welcome to CC1000 Setup

This program wil install CC1000 on your compute. Itis
strongly recommended that you exit all Windows programs
elore funring this Setup program
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4. Click Next to continue. The License Agreement appears:

CC1000 Setup
License Agreement
Pleasa 12ad the folowing leense agieement caelully.

Prezs tha PAGE DOWN key to zee the ezt of the agreemsat.

LICEMSE AGREEMEMT il

LICEMNSE GRANT

TEN International Co.. Led, [“Licensor] grants to you & non-exclusive, non-tianstersble
license to access and use FIRMWARE UPGRADE UTILITY [the "Product”) dunng the
T zat forth balow. Yol may mstall the Praduct an a hard disk or ather storage davica:
inztal and usze the Product on a file serves for uze an a netwerk for the purposss of (]
permanent installation onto hard disks or other storage devices or (i) use of the Product j

Do you accept all the terme of the preceding Licerse Agieement? |Fyou choose No, the
selup will close, Toinstall CC100D, wou must sccept this agreement.

< Back Yes Ha

5. Click Yes to accept the License Agreement. In the Attention dialog box
that comes up, make sure that the indicated requirements have been
completed.

CC1000 Setup X

Altention

Alter this setup, you have to do the following additional configuration

Please make sure that the following requirements have been completed: ;I
1. AD [Active Directory] has been installed
2. DNS [Domain Mame System] has been installed
3115 [Internet Information Service] has been installed
4. C4, [Certification Authonity] has been installed
5. Al Windows updates have been performed
IF all *#indows updates have not been installed, click Cancel
ta quit the CC1000 installation, perform the updates, and start
the CC1000 software installation again

o o

IristallGHield

< Back I Fent> I Cancel |
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6. Click Next to continue. The Serial Number dialog box appears:

CC1000 Setup I

Product serial number

Please enter pour product serial number.

Product Serial Number: I I I I

< Back Mext > Cancel

The serial number can be found on the CC1000°’s CD case. Key in the
serial number.

7. Click Next to continue. The following screen appears:

CC1000 Setup

Choose CC1000 Destination Location

Setup will install CC1000 in the fallawing folder.

T install ta this falder. click Mest To install to a different folder, click Browse and select
anather folder.

Destination Folder
’7D:\CE1 RSoftware Browse...

Irzstall5Hield

< Back Next > I Cancel |

109



CC1000 User Manual

8. Select the destination folder for the CC1000 program, then click Next to
copy files and install components.

Important! CC1000 Web Pages are put in the CC1Kweb folder under the
destination folder you selected. You must specify the full path
to the CC1Kweb folder as the Home Directory of the CC1000

Website when you configure the CC1000 Website (see Web
Server Setup, page 114).

After you click Next, the following screen appears:

CC1000 Setup
Setup Type

Choose the setup type that best suits pour needs,

Click the type of Setup you prefer

Install All Cornp Description
Install Selected Companent(s] Install all of CC1000 components
inta this computer

Instal(Shield

< Back Next > I Cancel

9. Select Install All Components, then click Next.

10. In the screen that comes up, accept the default choice for the location of
the program icons, or choose another location, then click Next to complete
this stage of the CC1000 Server software installation

CC1000 Setup x|
Select Program Folder

Flease select a program folder ii%?l“'

Setup will add program icons to the Program Folder listed below. ‘Yo may type a new folder
name, or select one friom the existing folders list. Click Newt to continue

Program Folders
(CCT000)

Existing Falders:

Administrative Tools
Snaglt 7

Startup

“wfindaws Media

IrstallGhield

< Back ezt > I Cancel
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Certificate Import

After the previous stage of the software installation ends, the Certificate Import
Wizard appears:

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to &
cettificate store,

A cartificats, which is issusd by & cartification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
cettificates are kept.

To continue, click Next.

< Back I Hext > I Cancel

1. Click Next to continue. The following dialog box appears:

Cel ate Import Wizard x|

File to Import
Specify the file you want to impart.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PKES #12 {.PFY, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7E)

Microsaft Serialized Certificate Stare ((55T)

< Back I Next > I Cancel

(continues on next page)
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2. Keep the default settings; click Next to continue. The following dialog box
appears:

Cel

-ate Import Wizard x|

Password
Ta maintain security, the private key was protected with a password,

Type the password for the private key.

Password;

I™ Enable strong private key protection. Vou will be
prompted every time the private key is used by an
application iF you enabls this aption.

™ Mark the private key as exportable

< Back I Mext > I Cancel

3. Keep the default settings; click Next to continue. The following dialog box
appears:

Cel

ate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates ars kept.

Windows can automatically select a certificate store, or you can specify a location For
& putomatically select the certificate store based on the bype of certificate
" Place all certificates in the Fallowing store

(Certificate stare:

Brawse

< Back I HNext = I Cancel

(continues on next page)
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4. Keep the default settings; click Next. The following screen appears:

g
Completing the Certificate Import
Wizard

*fou have successfully completed the Certificate Import
wizard,

*ou have specified the Following sethings:

Certificate Store Selecked  Automatically determined by b
Conkent
File Mame DDOCUME 1L ADMINI~ 1110

K I—| ]

<ok [ Fnsh | coel |

5. Click Finish. A window pops up to inform you that the procedure
completed successfully:

Certificate Innpotk x|
@ The import was successful,

Click OK to move on.

6. When the following screen appears, Click Finish to close the Certificate
Import Wizard and complete the CC1000 Server installation.

CC1000 Setup

Setup Complete

Setup has finished instaling CC1000 on your computer.

¥ Open CC1000 readme file

Click Finish to complete Setup.

After the screen closes, the CC1000 readme file comes up for your
reference.
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Web Server Setup

Configure the Default Web Site

When you installed 1S, it was preconfigured to serve as a default Website. You
now need to change some of the settings, as follows:

1. For Windows 2000 Server, open Control Panel — Administrative Tools
— Internet Services Manager. For Windows Server 2003, open Control
Panel — Administrative Tools — Internet Information Services (I1S)
Manager.

A screen similar to the one below appears:

=
| acton ven || & o mm|B 28 r = 0

Computer [ Local | Connection Type | Status
B tusim Yes TCR{IP

Defaull SMTP Yirtual Server
& DeFault NNTP Yirtual Server

2. In the left panel, right click Default Web site. In the menu that pops up,
click Properties.

(continues on next page)
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3.

In the Default Web Site Properties dialog box that comes up, select the
Home Directory tab. A screen similar to the one below appears:

Default Web Site Properties 2 x|

Directory Security I HTTF Headers | Custom Errars | ASR grver Extensions |
Wb Site | Operators | Perfomance | ISP Fiters(_ Home Directoy ) Documents
When connecting to this resource, the content should come from

& directory located on this computer
£~ & share located on another computer
A rediection to a URL

Local Path: D:ACCTKSoftware\CC1K W eb Erowse...

™ Seript souice access ¥ Log visits
¥ Read [V Index this resource:
™ wite

™ Directany browsing

Application Settings

Application name: Default &pplication Remove

Starting point: <Default Wweb Sitex .
Canfiguration. ..

Execute Permissions: | Scripts anly hd

Application Protection: | M edium [Pooled) - Unlgad

T = T

4. To use a folder on the local computer, select A directory on this computer;

then click Browse to locate the folder that you want to use. This must be
the CC1Kweb directory under the CC1000 destination folder that you
specified when you installed the CC1000 program (refer to page 110, if
necessary).

Note: The default directory is c:\CC1KSoftware\CC1kWeb.

Check Read to grant read access to the folder (required).*

For Execution Permissions, select Scripts Only.*

To ensure that the program has been created, check the button to the right
of the Application name field. If it displays Remove, then the Website has
been set as a program. If it displays Create, click Create to create the
program.

If Inheritance overrides appears, select all except the root _vti_bin folder,
any subweb _vti_bin folders, and any cgi-bin folders if they exist (these
folders should have “execute” to work properly), and then click OK.

* Steps 5 and 6 are for Windows 2000 Server Only.

7. Click OK to accept the Website properties.
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Configure Directory Security for Secure Communications

1. In the Control Panel, select Administrative Tools — Internet Services
Manager. A screen similar to the one on page 114 appears.

2. Inthe left panel, right click Default Web site. In the menu that pops up,
click Properties.

3. In the Default Web Site Properties dialog box that comes up, select the
Directory Security tab. A screen similar to the one below appears:

Default Web Site Properties 2|

sl Elgrators | Performance: | ISAPI Filters | Home Directory | Documents |
Directory Secuiity ) HTTP Headers | Custom Errars | ASP.NET | Senver Extensions

- Anonymous access and authentication contral

I Enable anonymous access and edit the

authentication mathods for this resaurce

- IP address and domain name restrictian:

Grant ar deny access b this resource using
IP addresses of intemnet damain names.

Edi...

r Secure communicati
Require secure communications and B Certfical
enable client certificates when this erver —efiicate.
18source is accessed. -
iew Cerlificate.
Edi..

oK Cancel | gy | Hen |

4. Click Server Certificate..., the Certificate Wizard comes up:

‘Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
. Ceniificate Wizard
Y

This wizard helps you create and administer server
certificates used in secure Web communications
between pour server and a client.

Status of your 'Web server,

“You have a cerlificate installed for the selected
server. Certificate ‘wWizard will help you ta manage
this certificate.

T continue, click Nest

< Back I Mext » I Cancel
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5. Click Next to continue, the following screen appears:

115 Certificate Wizard x|
Server Certificate
There are three methods for assigning a certificate to a'Web site.

Select the methad you want to use far this web site:

' Create a new certificate.
™ Asgsign an existing cerlificate

" Import a cerlificate from a Key Manager backup file.

< Back I est » I Cancel

6. Select Create a new certificate, then click Next. The following screen
appears:

115 Ce ate Wizard
Delayed or Inmediate Request

‘You can prepare a request ta be sert later, or you can send one
imrmediately.

Do you want ta prepare a certificate request to be sent later, or do you want to send it
immediately ko an onling certification authority?

£~ Prepare the request now. but send it later

& Send the request immediately to an online certification autharity

< Back I Next > I Cancel

(continues on next page)
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7. Select Send the request immediately to an online certification authority,

then click Next. The following screen appears:

Name and Secunty Settings
“Your new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

Marne:
Default web Site

The bit length of the enciuption key determines the certificate's encruption strength.
The greater the bit length. the stronger the security. However, a greater bit length may
decrease performance.

Bit length:

1024 ‘I

™ Server Gated Cryptography [SGE) certificate (for export versions only)

< Back, I Hext » I Cancel

8. Make sure the Bit length is 1024; keep the other default settings; click

Next. The following screen appears:

Organization Information
“Your certificate must include information about your organization that
distinguishes it from other organizations.

Select or type your organization's name and your arganizational unit. This is typically the
legal name of your arganization and the name of your division or department.

For further infarmation, consult certification autharity's \Web site

Organization:

Qrganizational unit

Techdoc j

< Back, I Hext » I Cancel

(continues on next page)
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9. Key in the Organization and Organizational unit for the certificate, then
click Next. The following screen appears:

1IS Certificate Wizard

Your Site’s Common Name
Your Web site's common name iz its fully qualified damain name.

Tupe the comman name far pour site. |f the server is on the Intemet, use a valid DNS
name. If the server is on the intranet, you may prefer to use the computer's NetBI0S
hame.

If the commaon name changes, you will need to obtain a new certificate

Cormmon name:

« Back. I Mext » I Cancel

10. Key in the Common name for the certificate (it can be your server’s IP
address or your server’s computer name). We recommend that you keep
the default (the server’s computer name - not the full computer name),
then click Next. The following screen appears:

1IS Certificate Wizard

Geographical Information
The certification autharity requires the following geagraphical information,

Country/Region:
T [T aiwan) -

State/province:

ITaiwan j
City/locality:

|Sihin =

State/province and City/locality must be complete, official names and may nat contain
abbreviations,

« Back. I Mext » I Cancel

(continues on next page)
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11. Key in your geographic information, then click Next. The SSL Port screen

appears:

IS Certificate Wizard

S5L Port
Specity the S50 port for this web site.

S5L port this web site should use:

< Back I Nest » I Cancel

Note: The SSL Port screen is for Windows Server 2003 only. If you are
running Windows 2000 Server, ignore this step and go on to the next

screen.

12. Make sure to set 443 as the SSL port, then click Next. The following

screen appears:

115 Certificate Wizard

Choose a Certification Authority
Certificate requests are sent to a certification autharity available on your
network,

Select a certification authority ta process pour request,

Certification suthorifies:

« Back. I Mext » I Cancel

(continues on next page)
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13. Keep the default settings; click Next. The following screen appears:

115 Certificate Wizard x|

Certificate Request Submission
You have chosen to submit the following certificate request

To submit this request, click MNest
Certification Autharity: tusi-m.techdoc. com. twhtusi-m.techdoe. com. tw

Request parameters:

lssued To tusi-m

Friendly Name Drefault 'web Site
Caunt / Region T

State / Province Taiwan

City Sijhib
Organization Aten |nterational
Organizational Unit Techdoc

< Back, I Mext » I Cancel

14. Click Next to submit this request. The following screen appears:

115 Certificate Wizard x|
Completing the Web Server
Cerntificate Wizard

You have successfully completed the Web Server
Certificate wizard,

& certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To close this wizard, click Finish

< Back I Finish I Carcel

15. Click Finish to complete the Web Server Certificate Wizard.

16. When you return to the Directory Security screen, click OK to complete
the operation.
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Directory Security Setup for Windows 2000 Server

1. In the Control Panel, select Administrative Tools — Internet Services
Manager. A screen similar to the one on page 114 appears.

2. Inthe left panel, right click Default Web site. In the menu that pops up,
click Properties.

3. In the Default Web Site Properties dialog box that comes up, select the
Directory Security tab. A screen similar to the one on page 116 appears:

4. In the Anonymous access and authentication control panel, click Edit.

Default Web Site Prope: x|
wiebSite | Operators | Performance | ISAPI Fiters | Home Directory | Documents |
Dirsctor Servrbn | 0T 1B Ut | i Cmee | acomeT | e Cabopain

Authentication Methods
~&nc

¥ Enonymous access

Na user name/password 1equired ta access this resaurce

| Account used for anonpmous access: Ed.. [
FIP: i

—Authenticated acc
For the follawing authentication methods, uset name and password ars
required when

- anonymeus acoess is disabled, of

- aceess is resticted using NTFS access control lits

™ Basic authentication [password is sent in claar text]

[~ Sec
Select a default domain: Edt

™ Digest authentication for Windaws domain servers

¥ Integrated ‘windows suthentication

0K | Cancd | Helo | | |

ok | cancal | sy | Hep

(continues on next page)
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5. Make sure there is a check in the check box for Anonymous access, then

click Edit.

Default Web Site Properties 2=l

Web Site | Dperators | Performance | ISAPI Fiters I Home Directory | Documents I
Directom Secrib UTTO U . besen Cerenees ACDMET €t Eubeinng
Authentication Metho ﬂh
e

i
v Anonymous access
‘ Na user name/password required to access this resource.
Anonymous User Account 5'

Anonpmous User
Select the Windows User Account used to access this computer when an
anonymoLs user connects to this site

Usemame.  [IUSR_TUSIM Brawse...
Passward: Im

™ &llow 115 to contral passward

QK I Cancel | Help |

Ftegrated Windows aLthenticaton |
Ok I Cancel I Help I

QK | Cancel | Apply | Help

The default anonymous user username appears in the user

name field. Key

in a new password for this account. The username and password must

match what was specified for anonymous username and p

assword

information under Password Setup (refer to page 93). If the username is
not correct, click the Browse... button to get the right anonymous

username, such as IUSR_XXX.)

6. Make sure that the Allow 1S to control password check box is not

checked.
7. Click OK to accept the Website properties.
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Enable Web Service Extensions for Windows Server 2003

1. Inthe Control Panel, select Administrative Tools — Internet Services
Manager.

2. Inthe left panel, drop down the list for the local computer; select Web
Service Extensions:

t Internet Information Services (115} Manager 18l x|
‘_"g Eile Action View Window Help ‘ - E‘lﬂ

= |EERBE[Z(Z2]» =
?.‘! Inkernet Information Services
(=8 TUSI-M (local computer)

- Web Service Extensions

F-_ FTP Sites # | web Service Extension | status |
_J Application Pools “F Al Unknown Cl Extensions Prohibited
- Eb Sites il “7_allUnknown [SAPI Extension Erohibited
— : = —_— 3 Active Server Pages Allowed )
& Default SMTP Virtual Server Prohibit
F R — (% ASPNET v1.1.4322 Alloved
[¥]-ig57 Default NNTP virtual Server
Properties 3 BITS Server Extensions Allovied

gD:\WINDOWSlsystEMEZIMQISE‘.. Allowed
3 FrontPage Server Extensions 2002 Allowed

Tasks 9 Indexing Service Prohibited
§ Internet Data Connector Allovied
1 iakd & row wieb service extersion... % Internet Printing Alloved
RPC Proyy Server Frtension Allowed
a Allow all web service extensions for (§ Server Side Includes Allovied )
SDECINC 3DPICALION...
specific spplication i WelDhv Alowed
T prokibit &l Web service extensions 3 Windows Media Services Mulica,..  Allowed
@ Open Help.

Extended A Standard /

3. Inthe right panel, select Active Server Pages, then click Allow.

4. In the right panel, select Server Side Includes, then click Allow.
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Finishing Up
Before the CC1000 Server can function properly, the CC1000 Log Server and

CC1000 Manager Service must be started. If they aren’t already started, do the
following to start them:

1. From the Start menu, open Programs — CC1000 — CC1000 Log Server.
2. Click CC1000 Log Server.

Note: If the Log Server and CC1000 Server are installed on the same
computer, the Log Server cannot start independently. The Log Server
starts automatically when you start the CC1000 Manager.

3. From the Start menu, open Programs — CC1000 — CC1000 Manager.
4. Click CC1000 Manager

To test the installation in order to make sure that everything is working
properly:
1. Key the CC1000 Server’s IP address in your browser.

2. When the CC1000 Login Screen comes up key in your Username and
Password.

If all went well you should see the CC1000 Main Screen.

Note: 1. The CC1000 comes with a pre installed superadmin (Super
Administrator) account. You can use this account to test the
installation. The Username is superadmin; the password is
CC1KPassword. The password is case sensitive. For security
purposes, we strongly recommend changing the password to
something unique.

2. If this is a first time login, or if your password was reset with the
CC1000 Administrator Utility, you will need to change your
password.

3. The CC1000 USB Authentication Key that was provided with your
package must be plugged into the USB port of the computer that the
CC1000 Server is running on in order for the program to come up
successfully. For security purposes, the USB Authentication Key can
plug in inside the case. See USB Authentication Key Bracket
Installation, page 196 for details.
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The Log Server

Overview

The CC1000 Log Server records the events that take place on the CC1000
system and writes them to database file (CC1KLogs.mdb), which can be found
in the same directory as the Log Server application. The Log Server
automatically starts up when the CC1000 system starts.

To bring up the Log Server dialog box:

Open Start — Programs — CC1000, and click CC1KLogServer. The Log
Server dialog box comes up:

%% CC1000 Log Server x|

Events:

00007: Log server started successully,
00002: CC1000 Manager connected. [IP address = 10.0,13.250)

4 | 2+

g
™ Edit settings

P [0 0 13 250 Part: [BES35 (1024 - 65535

taintain log for |3[| Days [1-256)
Backup: 7 Wieekly & ffonthly —Iﬁave

Clear I Abaut... | Cloze I

Note: 1. If the Log Server is installed on the same PC that the CC1000
Manager is running on, the program cannot be executed
independently. To bring up the Log Server dialog box, you must click
the Log Server button in the CC1000 Manager dialog box (see
page 131).

2. If the Log Server is not installed on the same PC as the CC1000
Manager, the Close button doesn’t appear. An Exit button appears,
instead (see Close / Exit, page 129).
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Events

This panel displays information regarding the Log Server’s operation (if the
CC1000 Manager connected, for example). Clicking Clear clears the panel.

Fields

Initially, the fields are read only. To change the settings, enable Edit Settings
(click to put a check in the checkbox).

The meanings of the field headings are explained in the table, below:

Heading Meaning
IP This field contains the Log Server’s IP Address. This
address must match the IP address of the computer that
the Log Server is running on.
Port This is the port number of the port that the Log Server

listens on. The valid port range is from 1024 to 65535.

Maintain log for

This setting determines the number of days that the
working database file keeps a record before discarding it (it
is still available in the backup file, however). The Log
Server checks the records every hour and automatically
deletes the ones that exceed the time limit. The valid time
range is from 1 - 255 days.

Backup Weekly

If Weekly is selected, when the Log Server writes a record,
it also writes a copy to a backup file that is kept on a
weekly basis and named for the week. For example a
backup file named CC1KLogs_W050717_050723.mdb
refers to a backup file that contains all the records for the
week of July 17th to July 23rd.

Monthly

Likewise, if Monthly is selected, the backup file is kept on a
monthly basis and is named for the month — so that a
backup file named CC1KLogs_M2005_07.mdb refers to a
backup file that contains all the records for the month of
July, 2005

3. After you have configured the fields, click Save to save your changes.
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Close / Exit

+ When the Log Server is installed on the same PC that the CC1000

Manager is running on, clicking Close closes the dialog box (but the
program does not terminate).

+ Ifthe Log Server is installed on a PC that is separate from the one that the
CC1000 Manager is installed on:

¢ There is no Close button. There is an Exit button, instead. Clicking
Exit closes the dialog box and also terminates the program.

+ When the dialog box is minimized a Log Server icon appears in the
Windows system tray, as follows:

EBE]R | sasem

+ To restore the dialog box, double click the icon.

+ To bring up a context menu that allows you to either restore the dialog
box or exit the program, right click the icon.

Backup

We strongly recommend backing up the log file on a regular basis.
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Overview

Chapter 10

The CC1000 Manager

The CC1000 Manager is the central component of the CC1000 system. It
communicates with all the other components and presents status information
about overall CC1000 operation. The CC1000 Manager automatically starts up
when the CC1000 system starts.

Note: If the CC1000 Manager has been shut down, you can bring it up by
opening Start — Programs — CC1000 — CC1000 Manager.

When the CC1000 Manager comes up, a screen like the one below appears:

Events:

=10l

00016: 2006/07.414 10:26:08
00017: 2006/07./14 10:26:10
00018: 2006/07./14 10:26:33
00013: 200607414 10:26:40
00020: 2006/07./14 10:26:44
00021: 2006/07/14 10:26:48
00022 2006/07.14 10:27:15
00023 2006/07/14 10:27:18
00024: 20060714 10:27:20
00025: 2006/07./14 10:27:22
00026: 2006/07.14 10:27:51
00027: 2006/07.14 10:27:52
00028: 2006/07./14 10:27:56
00029: 2006/07/14 10:27:57
00030: 2006/07.414 10:28:00
00031: 2006/07/14 10:28:27
00032 2006/07.14 10:28:29
00033 2006/07./14 10:28:32
00034: 2006/07/14 10:28:43
00035: 20060714 10:29.02
00036: 2006/07./14 10:29:07
00037: 2006/07/14 10:33:00
00038: 2006/07./14 10:33:34
00039: 2006/07/14 10:33:35
00040: 200607414 10:34:03
00041: 2006/07./14 10:34:10
00042: 2006/07/14 10:34:39
00043 20060714 10:34:57

Device
Device
Device
Device
Device
Devics
Device
Device
Device
Device
Device
Device
Device
CC1000
Device
Device
Device
Device
CC1o00
Device
Device
Devics
Device
Device
Device
Device
Device
Device

type: KNIT1E, [P 10.0.13.138) is affline
type: KNITTE, 1P 10.0.12.199] is online.
type: KM2116, IP: 10.0.13.40) is offline.
type: KNZ116, 1P 10.0.13.40) is online.
type: KNITTE, IP: 10.0.12.199) is offline.
type: KMS116, IP: 10.0.13.198] is online.
type: KNZ116, 1P 10.0.13.40) is offline.
type: KNZ116, IP: 10.0.13.40) iz online.
type: KNI11E, IP: 10.0.13.138) is affline
type: KNITTE, 1P 10.0.12.199] is online.
type: KM2116, IP: 10.0.13.40) is offline.
type: KNZ116, 1P 10.0.13.40) is online.
type: KNITTE, IP: 10.0.12.199) is offline.

user [Usemame: administrator, [P: 10.0.13.180) Logged in.

type: KNI11E, [P 10.0.13.198] is online
type: KNZ116, IP: 10.0.13.40) iz offline.
type: KNZ116. IP: 10.012.40) is orline.

type: KNI1TE, IP: 10.0.12.199] is offline.

uger [Usemame: administrator, IP: 10.0.13.180] Logged out.

type: KNZ11E, 1P 10.0.13.40) is offline.

type: KNZ11E, IP: 10.012.40) is online.
type: SMOTT6, IP: 10.0.13.201] is online.
type: SNOTTE, [P 10.0.13.201] is offline
type: SNOTTE, IP: 10.0.13.201) is online,
type: SNOT1E, [P 10.0.13.201) is offline
type: SNOTTE, 1P 10.0.12.201] is online.
type: SMOT16, IP: 10.0.13.198] is online.
type: KNI116, 0.0.13.198) is online

Settings...

P
P
P
E

BReset Clear

Security Key FAw Upgrade...

About. . Exit

+ Messages concerning events that take place on the CC1000 appear in the

Events panel.

+ The functions of the buttons at the bottom of the screen are explained in
the sections that follow.

Note: The Log Server button only appears when the Log Server is installed
on the same PC that the CC1000 Manager is installed on.
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Button Functions

An overview of the button functions is given in the table below:

Button

Function

Log Server

The Log Server button brings up the Log Server dialog
box. See page 127 for details.

Settings

The Settings button brings up a dialog box that lets you
set configuration values for the CC1000 system. See
page 133 for details.

Reset

The Reset button stops the program and then restarts it
— saving you the trouble of having to close the window
and go through the selection procedure again.

Clear

The Clear button erases the contents of the Events
panel and starts over with a clean screen.

Security Key F/W Upgrade

The Security Key F/W Upgrade button brings up a
dialog box that lets you upgrade the USB Security Key’'s
firmware. See Upgrading the USB Authentication Key
Firmware, page 138.
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Configuration Settings

When you click the Settings button at the bottom of the CC1000 Manager’s
Main Screen, the following dialog box appears:

E
00 Managn Settrgs
Frenvey rectoerh, g Socondary etvink, adapier Fuey ey
F n ™ Use secondony NIC r
For range:
IF. . o 13 . 2% IF.
l : l - Faeen [
Pt [ 1EH4E5) Pt [Rarge 10178 £5535)
Devenget 7777 Dirce st Te |

Ak byt [7770 ek iy post

Easharigion Server 1P Eutherhe ahon Sere 1
R

‘Web Site Settings

Home deeciony: [DACCTESchtwars 1K Web o
Log Serves Settings
1% Uen kool mtmgpaied ko sovves »
7 Check and roity log snrve stahus Pot o nooe-gmm
SMTP Server Sesings
Seevee 1007350 Send hom  [c Tk admT schor. com

Save Est |

The dialog box is organized into the following main areas:
+ (CC1000 Manager Settings

+ Log Server Settings

¢ SMTP Server Settings

The settings for each of these are discussed in the sections that follow.

CC1000 Manager Settings

Primary and Secondary Network Adapters:

The CC1000 makes use of one or two network adapters (two are
recommended). If you use only one, it is the Primary adapter; its checkbox is
enabled, and can’t be disabled.

If you use two adapters — one for an Intranet (internal) and one for the Internet
(external), for example — then you must enable the Secondary adapter (click to
put a check in the Use Secondary NIC checkbox), and provide the appropriate
IP address and port information.
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The meanings of the fields are described in the following table:

Field Meaning

P The IP address assigned to the network adapter of the
computer that the CC1000 Server is installed on. (This is
the computer that the CC1000 Manager is running on.)

Device port The port is the port that the CC1000 Manager uses to
communicate with the devices on the installation (CN-
6000, PN9108, SNO116, etc.).

Admin utility port The port that the CC1000 Manager uses to communicate
with the Administrator Utility.

Authentication Server IP | The IP address of the computer that the Authentication
Server is running on.

Note: 1. You cannotuse 0.0.0.0 or 255.255.255.255 for the IP address of either
the Primary or Secondary NIC.

2. No two ports on the same NIC can have the same value.

3. You cannot use 0.0.0.0 or 255.255.255.255 for the IP address of the
the Primary Authentication Server.

4. You can use 0.0.0.0 for the IP address of the Secondary
Authentication Server (it means ignore this IP), but you cannot use
255.255.255.255.

Some setting examples are given below:
1. CC1000 Manager and the Authentication Server are both installed on the
same computer; the computer has two network adapters:

The Primary Network Adapter’s IP setting and the IP setting for the
Authentication Server must be the same.

Note: If you wish to download the Administrator Utility and access the
Authentication Server via the Secondary Network Adapter, its IP
cannot be 0.0.0.0.

(continues on next page)

134



Chapter 10. The CC1000 Manager

(Continued from previous page.)

2. The CC1000 Manager and the Authentication Server are on separate
computers; each computer has two network adapters (one for the Intranet;
one for the Internet):

¢ The IP of the Primary Network Adapter for both the CC1000 Manager
computer and the Authentication Manager computer must both be on
the same network segment.

¢ The IP of the Secondary Network Adapter for both the CC1000
Manager computer and the Authentication Manager computer must
both be on the same network segment.

Proxy Settings:

To allow users to access CC1000 managed devices over a WAN you have to
enable the proxy function (put a check in the Enable Proxy checkbox). Since
this function makes use of the Secondary Network Adapter, it only becomes

available if the Use Secondary NIC function is enabled (refer to the discussion
in the previous section).

After enabling Proxy Setting, specify a range of ports for the CC1000 Manager
to use for this function. The valid range is from 1024 to 65535, with a minimum
difference of 500.

Note: 1. If the CC1000 Server is behind a firewall, the proxy ports set here
must be allowed by the firewall.

2. Ifyou use this feature, when you Save the settings the program checks
the Secondary network adapter and Proxy settings fields. If there is
an error, it brings the cursor to the invalid field and asks you to re-
enter the information for that field.

Web Site Settings:
This field specifies the location of the CC1000’s web page directory. See
Important! page 110 and Note: page 115 for details.
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Log Server Settings
There are four settings for this section, as described in the table, below:

Field Purpose
Use local integrated log This field lets you specify whether you are using a local
server or remote log server. A local log server refers to one that

is installed on the same computer that the CC1000
Manager is installed on. A remote log server is one that
is installed on an independent computer.

Note: If you enable Use local integrated log server, the
IP and Port fields are disabled since there is no need to

set them.
Check and notify log server | If this function is enabled, and the connection to the log
status server is lost, you are notified about the status in the
Events panel. You will see either of the following
messages:

1. No records were lost:
“Failed to connect with Log Server (IP:xxxxx). No logs
were lost. Will try again in 1 minute.

2. Some records were lost:
“Failed to connect with Log Server (IP:xxxxx). A total
of yy log(s) was (were) lost. Will try again in 1 minute.

Where xxxxx represents an actual IP address, and yy
represents a number indicating how many records were
lost.

IP* If you choose to use a remote log server (you do not
enable Use local integrated log server), you have to
specify the IP address of the computer that the log server
is running on in this field.

Port* If you choose to use a remote log server (you do not
enable Use local integrated log server), you have to
specify the Port that the log server on the remote
computer is listening on.

* The IP address and port settings of the Log Server entry must correspond to
the ones you set when you configured the Log Server (see page 127).
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SMTP Server Settings

The CC1000 sends email notification of emergency occurrences on installed
devices to users of those devices.

Note: Recipients are designated in each device’s configuration settings. See
the device’s User Manual for details.

Specify the IP address or the domain name of the computer running your
SMTP server in the Server field. Specify the CC1000 administrator’s email
address in the Send From field.

Note: This field cannot be blank.

Finishing Up
To save your new settings and exit, click Save. If there is an error in any of the

field entries, the pointer will move to the invalid field to indicate so. Change
the entry to a valid one, then click Save, again.

To exit without saving any changes that you made, click Exit. A dialog box
appears, asking you to confirm that you want to discard your changes. Click
Yes to confirm and exit; click No to return to the Configuration dialog box.

Minimizing the Window

Once all CC1000 services have started successfully, the CC1000 Manager
minimizes itself. When the main screen is minimized, an icon representing the
CC1000 Manager appears in the Windows system tray, as follows:

t@gpg 3142 PM

+ To restore the main screen, double click the icon.

+ To bring up a context menu that allows you to either restore the main
screen or exit the program, right click the icon.
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Upgrading the USB Authentication Key Firmware

The USB Authentication Key’s firmware can be upgraded as newer versions
become available. New firmware versions are posted on our Website as they
become available. Check the Website regularly to look for the latest versions
and information relating to them.

To upgrade the USB Authentication Key’s firmware, do the following:

1. From the computer that the CC1000 Manager resides on, go to our
Website and download the usbkey upgrade package.

2. At the bottom of the CC1000 Manager main screen, click Security Key F/wW
Upgrade.

3. Inthe dialog box that comes up, navigate to the directory that upgrade
package is located in and select it.

Look jr: l@ Desklop j & [ cf B

:\My Docurnents: @Shurtcut tocclk

:J My Computer m Shorteut to CCIKManagers exe

(5] Secuity Configuration Wizard

,,?' Active Directary Users and Computers

M CC10005WSetup-y1.0,093 exe

If;"ﬁl Domain Security Policy

(8 Internet Information Services (I1S) Manager
(3 POP3 Service

Readme.txt

Bt services

| |

File name: I Usbkey d Open

ml
Files of bype: IFM Upgrade File [*.exe] j Cancel
4

[~ Open as read-only

4. Click Open. The following warning message appears:

& CC1000 Service will be stopped for FAA Uporade of the Security Key,

Do yau want 1o continue?

138



Chapter 10. The CC1000 Manager

5. Click Yes. The License Agreement comes up:

6. Read and agree to the License Agreement (enable the | Agree radio

button).

7. Click Next to continue. The Firmware Upgrade Utility screen appears,

& Firmware Upgrade E |

“welcome to Ihe Firmware Upgrade Utility,

Put pour device inta Fimware Upgrade Mode. Use the Fimveare Uparade Cable b conned its Firmwars
Upgrade Forl to your computer [or connect via Ethemmet), Agree to the Licerse Aresment: Then Click Next

LICEMSE AGREEMENT -

LICEMSE GRANT

ATEM Irternationd Co., Lid. ["Licensor’) arants to you a non-sxclusive, nondransferatle licenseto
access and Lse FIRMWARE UPGRADE UTILITY (he “Product] during the'Teim" set foith below.
‘oumay install the Product on a hard disk or other slorage device; instal and use the Product on a file
server fior use on anetwork for the puiposes of (il permanent installation onto hard disks or other storage
devices or [ijuse of the Product over such netwark,; and make backup copies of the Product.

RESTRICTIONS

‘ou agree not to modify, adapt, hanslate, reverse engineer, recompile, disassemble or othemise attempt
to discover the source code of the Product, or create derivative warks hased on the Product, o remaove
any proprietan nofices or labels an the Product, including copyright, trademaik or patent pending notices.
‘oumay not sublicense the Praduct or athensise sllow others to use the Product fcenced to pou, _I
-

@ |dgee | DontAgiee

Cancel |

Hep Bbout < Back

with the CC1000 displayed in the Device List:

IF Check Fimware Version is checked. the utiliy compares the device's firmware lewel with the uparade
files. If the device's version ic newer, the utility lets you decide whether ta continue ar nat. IF it is not
chacked, the utiliy petorme the uporade direcy.

Click Net tobegin

CC1000Key: 000 I

 Device Description

¥ Check Fimware Version  Progrsss |

Hep View Log <Back |{ Hety I Cancel
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8. Click Next to start the upgrade. As the Upgrade proceeds status messages
appear in the Status Messages panel, and the progress toward completion
is shown on the Progress bar.

After the upgrade has completed, a screen appears to inform you that the
procedure was successful:

%,?Firmware Upgrade Utility 5 ll

The Fiimware upg ade was successil

Click Finish ta close the utilky.
Device List: Slatus Messages:

I_ » Loading & testing fles ...

» Loading & testing fles: 0K

» Seanching for devices ..

» Preparing firmware uparade

» Firmware version is not newer than device CC1000-Key : 000
> Preparing fimware upgrade: 0K

¥ Upgiading device CCT000-Key : 000

» Upgiading device CCT000-Key : 000: DK

> Firmvare uparade: OK

i~ Dewice Description
Dewice FAw! Wer1.0.093
Uparade FAw”: \er 1.0.093
MID: 000

< B

¥ Chedk: Finnware Yeision  Progress... T

Hep View Log < Back

i

Cancel |

9. Click Finish to close the screen. The CC1000 Manager restarts
automatically after the upgrade is complete.
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Introduction

The CC1000 Administrator Utility (CC1KAdmin.exe) is a client utility that
allows administrators to manage users and devices in the Active Directory. The
utility provides four management functions: device management; user
management; group management; and configuration data import/export. All
nodes (device, folder, users, and groups) are managed from a tree view. Node-
specific context menus can be accessed by right clicking on the node.

Getting Started

1. Double click the Administrator Utility icon on the desktop. If this is the
first time that you are running the utility, a Read settings failed message
appears:

| ]

& Read settings faled. Please configure the settings correctly first,

2. Click OK to bring up the Settings dialog box

el
r—Authentication server settings . I
o L -
Exit I
— CC1000 M anager settings
P [ 0 .0 .0 .0
Pat:  |7778 [1024-65535)

(continues on next page)
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3. Key the Authentication Server’s IP address in the Authentication Server
settings field; key the CC1000 Manager’s IP address in the IP field; key
the port that the CC1000 Manager listens on in the Port field.

Note: 1. The latter two settings must correspond to the ones specified in
the CC1000 Manager’s Configuration Settings dialog box (see
page 133).

2. In the future, you can bring up this dialog box by clicking the
Settings button on the login page (see the screenshot below).

3. The Settings button doesn’t appear in the dialog box if the
program was obtained by downloading it from the web.

Logging In

After opening the,CC1000 Administrator Utility, a login dialog box (such as
the one pictured below) appears.

| S

Usemame:l Lagin I
Pazzword: I Cancel |

Suthenticalion server———————————————
Setthgs...
Mame: Iwin2ksdc|:‘| kA6.CC1000-TECO 4'

IF; |1n.u.u.215

™ Use secure connection (S5L)

1. Type your Active Directory domain administrator’s username and
password in their respective fields.

2. To modify the settings for the Authentication Server and CC1000 Server
(see Getting Started, page 141), click Settings.

3. Ifyouwould like to enable secure information exchange, select Use secure
connection (SSL).

Note: Before you can connect using a secure connection, you must install the
root certificate. If you have not yet installed the root certificate on your
computer, see Installing the Root Certificate in the next section.
Otherwise, click Login, and skip to The Main Screen, page 146.
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Installing the Root Certificate

Before you can log in to the Administrator Utility using a secure connection
(SSL), a trusted Authentication Server root certificate must exist. If there is no
trusted root certificate when you try to log in, the following dialog box appears:

The Authentication Server's root certificate is not
trusted. This may cause some operations to fail.

If vou would like to install a trusted certificate,
click "Yes'.

To disregard this warning and continue anyway,
click 'No'.

Note: If you don’t install the trusted root certificate, you can still use the
Administrator Utility to maintain all the data in the AD except you will
not be able to set/reset user passwords.

To install the root certificate, do the following:

1. Click Yes.
The Certificate dialog box comes up:

2=

General |Deta\\s| Certification Path |

Certificate [nformation

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to;  winZksdozlk-t6,CC1000-T6.COM

Issued by:  winZks4oo1k-t6,CC1000-T6,.COM

valid from 11/00/05 to 11/09/15

(rebal Gortieatan| e seaterent |
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2. Click Install Certificate to bring up the Certificate Import Wizard:

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revacation lists from your disk to a
certificate store.

A certificate, which & issued by a certification autharity, is a
confirmation of your identity and contains information Lsed
to protect data or to establish secure network
connections. A certificate store is the systemn area where
certificates are kept,

To continue, click Next,

= Bark Cancel

3. Click Next to continue. The following dialog box appears:

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates ae kept,

Windows can automatically select a certificate store, or you can specify a location,

( & Aromatically select the certificate store based on the type of certificate: ]

 Place dl certificates in the following stare

Certificate store;

I Brose, .

< Back | Mext > I Cancel |

4. Choose Automatically select the certificate store..., then click Next to
move on.
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The following dialog box appears:

Certificate Import Wizard

Completing the Certificate Import
Wizard

ou have successfully completed the Certificate Impart
wizard,

‘You have specified the following settings:
Certificate Store Selected  Automatically determined by th

Contet

Cerfificate

comes up:

& “ou are ahout ba instdll 2 certificate fom a certification autharity (CA) daiming to reprecent:

WinEesdre 1k-15, CC1000- T, COM

‘Windows canot validate that the certificate is actually from “win2ks4o-1k-16.001000-T6, COM®, You should condim
its arign by contacting “win2ksdocdk-16.0C1000-TE.COM". The folowing nunber wil asskt yau h this process:

Thumbprint {shal) 39858FA0 03546338 F1349762 EFSST3IIE B3AFGZTF

Warhing:

If youi retall this root certificate, Windmes wil sutomaticaly trust any certificate issued by this CA, Installing a
certificate with 21 uncorfirned thurrbnrint & a security risk, 1 vou dick "ves" you acknovdedae this risk,

Do you want to Instal the certificate?

5. Click Finish to close the dialog box. A Security Warning dialog box

Certificate Impor

@ Thie irnport was successful,

7. Click OK to finish up.
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The Main Screen

When you run the CC1000 Administrator Utility, the main screen appears,
showing the Devices, and Groups/Users root nodes:

2§ CCL000 Adwmindsteatr Uility --- Auth Server IP:10.0.13.160 -0l x|
e

|»-n

T3] CC1000 Devices
I3 CC1000 UsersiGroups

Devices, Users, and Groups are configured and managed from this screen. The
first time you run the utility, except for a Super Administrator installed under
the Users node, there are no device folders, devices, users, or groups listed
under the root nodes. The following sections describe how to use the CC1000
Administrator Utility to create and manage Devices, Users, and Groups.
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Device Management

Creating Device Folders

Device folders allow you to organize your enterprise-wide devices into useful
categories (location, department, etc.). To create a device folder, do the
following:

1. Right click on the CC1000 Devices folder.

2. In the pop up menu that appears, select New — Folder.

Z CCL000 Administrator Utility --- Anth Server 1P:10.0.13.180 Py ] b3

3. The Create folder dialog box appears.

i
I amne: ||

Description: I

] I Caricel
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4. Enter a name and a description for the folder.
=151
Mame: ICanada

Description: IDevices in Canadd

Ok, I Cancel

5. Click OK. The folder appears as a subfolder of the CC1000 Devices root
node:

& CC1000 Administrator Tiility — Au erver [F:10.0.13.180 ;IEI 5‘
File
7 13 CC1000 Devices

[3 CC1000 UserstGronps

Adding Devices

Devices are added to the device folders that are appropriate for them. For
example, you would create a device node for a PN9108 that was in Canada, in
the Canada device folder.

Note: You can nest device folders. For example, you could have a Vancouver
device folder and a Toronto device folder as sub folders under the
Canada folder.

There are two methods to add a device node. The first is to manually add the
device. The second is to use the CC1000 Manager to browse the device list.

Browsing the device list (see page 151), is the simplest way to add a device to a
folder, because the device provides information about itself, such as its name, type,
and MAC address. In this way, you ensure the accuracy of the device information
and save the time normally required to gather and type in the information.

148



Chapter 11. The Administrator Utility

Adding Device Nodes Manually:
To manually add a device node, do the following:

1. Right click on the folder node that you want to add the new device node to.
2. Inthe pop up menu that appears, select New — Device.

5 CC1000 Administetor Utlity — Au P:10.0.13.150 B =] 3]

®-0§ cctoooy Delee
Broperties...
Generic Devie...

Browss

3. Inthe dialog box that appears, drop down the Select Model list and select
the device type that you want to add:

x

Select mode!

M ame:

Description: I

MAC address: I

Motify email: I Browse... |
M arimum connections: IU—
Dizplay: lm

’TI Cancel

Note: In this example we are adding a PN9108. The procedure for adding
other devices is the same.

4. Enter a name, description, and MAC address for the device in the
appropriate fields.
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5.

Enter an email address for the person that the device will send messages to
when important events (such as SNMP traps) occur in the Notify email
field.

Note: 1. This step is optional.

2. You can use the Browse button to select the address from a list of
users rather than inputting the address manually. See Email,
page 158 for details.

Specify the maximum number of simultaneous connections to the device
that you want CC1000 to allow.

Note: 1. A number of 0 (zero) means unlimited connections (up to the
maximum number of connections set in the device, itself).

2. If the number specified here is greater than number of
connections allowed by the device itself, the number allowed by
the device takes precedence over this number. More connections
than the ones allowed by the device will not be accepted.

Select whether the device name or IP address appears when users log in
via their browsers. As a security precaution, selecting the device’s name
keeps its IP address from being visible under the Operation Notes in the
browser screen’s main panel.

xq
Select model: lm
M ame: IW
Description: IFirst PNS108 in Tororto
MAC address: W
Motify email: Iadmin@Techdoc.com Erowse. . |

M arimum connections: I‘I 0
Dizplay: IIF' address vl
()8 I Cancel
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8. Click OK. The new device node is created and submitted to Active
Directory.

- QT
5 CCL000 Usersfronps

Adding Device Nodes by browsing:
Browsing is the most convenient way to add devices, since most of the device
information is automatically inserted, rather than having to be keyed in.

Note: Devices to be added by browsing must be powered on and have CC
management enabled and configured in their settings.

To add a device node by browsing, do the following:
1. Right click on the folder node that you want to add the new device node to.

2. In the popup menu that appears, select New — Browse:

g Dtility = Auth Server [1:10.0.13.100 8 [= e
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3. Inthe Browse unregistered device dialog box that appears, select the
device you want to add from the Found device list, then click OK.

=101

Found devices:

)

— Device information

Mame: IKN 2116
Model name: IKN 2118
MAC address: IUm 074328007

oK I Cancel |

4. In the dialog box that appears, the Model Name and MAC address fields
are already filled in.

5. Give the device a more descriptive name, and fill in the Description field,
if you like.

6. Enter an email address for the person that the device will send messages to
when important events (such as SNMP traps) occur on it in the Notify
email field.

Note: 1. This step is optional.

2. You can use the Browse button to select the address from a list of
users rather than inputting the address manually. See Email,
page 158 for details.
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7. Specify the maximum number of simultaneous connections to the device
that you want CC1000 to allow.

Note: 1. A number of 0 (zero) means unlimited connections (up to the
maximum number of connections set in the device, itself).

2. If the number specified here is greater than number of
connections allowed by the device itself, the number allowed by
the device takes precedence over this number. More connections
than the ones allowed by the device will not be accepted.

8. Select whether the device name or IP address appears when users log in
via their browsers. As a security precaution, selecting the device’s name

keeps its IP address from being visible under the Operation Notes in the
browser screen’s main panel.

Device Properties ﬂ

Model name: IKN 2118
Narne: IKN 2116

Descriptior: IKN21 16 at Techdoc Taiwan

WAL address: IDD‘I 074328007
Notify email: Iadmin@techdoc.com Browse... |

M arimum connections: ID
Dizplay: IDevice name vl
)8 I Cancel

9. Click OK to finish up. The device is added to the folder:

3 oy (ility — & F:10.0.13.180 : _1of x|
Eile
[ CCI1000 Devises

| B[ Cenanda

B pro108-T1
| E-IR Tedwan

B sW0llG
[ CC1000 UsersiGironps
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Adding Generic Device Nodes:

The CC1000 supports the creation of a Generic device type. This refers to a
device that is not part of the Aten / Altusen On the Net™ / Over the Net™ line
of products.

Since generic devices have no provision for CC management support, they
cannot be added by browsing, and they cannot be authenticated through the
CC1000. Although they can be accessed through the CC1000, you must log in
to them with their own Username/Password authentication procedure.

To add a generic device node, do the following:
1. Right click on the folder node that you want to add the new device node to.

2. In the popup menu that appears, select New — Generic Device:

¥ CC1000 Administrator Ukility — Auth Server IP:10.0.13.193 =]
File:
E+-I§ ©C1000 Devices

-0 Canada

S|

Falder ...

0§ ccionr  Delete

Device. .
Froperties... e

Browse. .,

3. Inthe dialog box that appears, key in a name and description (optional) for
the device. Select whether the device name or IP address appears when
users log in via their browsers. As a security precaution, selecting the
device’s name keeps its IP address from being visible under the Operation
Notes in the browser screen’s main panel.

—IE
Mame: ILF'8324

Drescription: I

IP address: 10 o 100 . 200

Display: IIF' address - I

Cancel
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4. Click OK to finish up. The device is added to the folder:

¥ CC1000 Administrator Utility — Auth Server IP:10.0.100.193 =

File

=3 £C1000 Devices
B3 Canada

LB PMRLOS-TI
B3 Taiwan
SB KMZIIBKST
- LPE324

e\

€C1000 Users/Groups
3 croups
I3 Users

- &, Fernando
B, Frosty

- &y jessica
&, superadmin

Deleting Device Nodes

With the exception of the CC1000 Devices root folder node, all folder and
device nodes can be deleted by doing the following:

1. Right click on the node you want to delete. A popup menu similar to the

one below appears:

ZF CC1000 Admir

13 CCLOO0 Devices

E-[3 Conande.
-BY PN9108-T1

-1 Tabwen
-8, CHeo00
B kno116
B kN9116

I3 ccioooT:

2. Click Delete to remove the folder/device.

Note: When you delete a folder node, all subfolders and device nodes
contained in it are also deleted.
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Moving Folder/Device Nodes
Folders and devices can be moved to other folders by dragging and dropping.

Folder/Device Node Properties

To view and/or edit the properties of any folder or device node, right click on
the node and click Properties on the popup menu that appears.
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User Management

The CC1000 Administrator Utility allows administrators to create, delete and
modify users and user attributes.

Note: The Administrator Utility comes with a pre installed superadmin (super
administrator) account. This account can be used to download the
Administrator Utility via browser to a remote site for remote
administration purposes. See Download Administrator Utility,
page 161, and Download, page 185, for details).

The Username for this account is superadmin; the password is
CC1KPassword. The password is case sensitive. For security purposes,
we strongly recommend changing the password to something unique.

Adding Users
To add a user, do the following:

1. Expand the CC1000 Users/Groups folder (click the plus sign).

2. Right click on the Users folder. In the pop up menu that appears, click
New:

rIF:10.0.13.180

=10l x|

- CC1000 Vsersihromps
m Groups
=Ry

B, trosty
L supersdimin
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3. The Create User dialog box appears.

i
Uszer name: || Browse. .. |
Description: I
Email: I
— Password Uszer status

[ Use "password" as default password  Super admiristrator
Password: I 7 Admiristrator

Confirm password: I & User

— Session timeout
7 Mo timeout

Unexpected disconnection - timeout after |2 minute(s]

' Timeout after |3 rninutels]

)8 I Cancel

Enter the required information in the appropriate fields. A description of
each of the fields is given in the table below:

Field Description

User name Enter a username here.

Description Additional user information you may wish to include.

Browse The information for the User name and Description
fields can be filled in automatically by clicking Browse
and selecting the user from a list of users registered
in AD.

Email The user’s email address. If the email address is

entered here, it will show up in a device’s Notify email
list. (See Adding Device Nodes Manually:, page 149).

Use “password” as default
password

Selecting this sets “password” as the user’s
password.

Password

You must set the password unless you select Use
“password” as default password.

Note: The password must match the Authentication
Server’s password policy (see Password Setup,
page 93)

Confirm password

To be sure there is no mistake in the password you
are asked to enter it again. The two entries must
exactly match.

(Continues on next page.)
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(Continued from previous page.)

Field

Description

User status

There are three categories: Super Administrator,
Administrator and User (see page 161 for details). There
is no limitation on the number of accounts that can be
created in each category.

Note:

1. The Super Administrator is not allowed to access
devices from a browser login to the CC1000.

2. If the User status you want to choose is already
selected, click to select it again to bring up the User
Type Options dialog box.

Session timeout

1. Ifthere is no online device connected to the CC1000,
and there is no operator input for the amount of time
specified here, the CC1000 session is ended.

The Super Administrator timeout interval is from
1-1440 minutes; default is 3 minutes.

The timeout interval for Administrators and Users can
either be 1-1440 minutes or no timeout; default is 3
minutes.

2. If an operator is connected to a device and that
device has its own timeout interval, the CC1000 time-
out interval won't begin until the operator is first timed
out of the device session.

Unexpected
disconnection timeout

If the user unexpectedly disconnects (i.e. closes the
browser), the CC1000 times out the user’s session after
the amount of time specified here. The timeout interval is
from 2 - 10 minutes; default is 2 minutes.

(Continues on next page.)
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(Continued from previous page.)

Note: If you click the Browse button (see Browse, page 158), to add the
Username and Description, a Browse Domain Users dialog box

appears:
B
D
OM&IN Users: g} John Les
Login Name [ I Falder S
" Windansoetan - General infermation———————————————————
LY Fistt name: ahn Initials:

B Jarck Lastname:  [Les

Display name: puhn Lee

Description:  [CC1000 User

Email

i~ Account infor

User login name:

frorrC [@ECIO0TT com
User lagin name (preWindows 2000)

CET000-T1 fiohel

Acoount skpites

& Hever

’Vr‘ Fedor Rever

<| (2] [ |

1. Select the user in the Domain Users column. The user’s
information displays in the fields to the right of the column.

2. Click OK
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Click one of the User Status options that is appropriate for the User.

Depending on the User status that you selected in the Create User dialog
box, one of the following User Options dialog boxes appears.

Super Administrator Op Ti

Administrator Option:

V¥ Wiew backup bog files
¥ View spstem information
¥ ‘View device infarmation

¥ End ression

¥ Wiew device irfornatice
¥ Wiew session information

I End session

User Options

I View device log

A description of the options is given in the table, below:

Option

Description

Download Administrator
Utility

This option allows a Super Administrator to download
the Administrator Utility executable file from the CC1000
Servers site. The Administrator Utility can run as an
independent module on Windows 2000 and higher
systems.

View backup log files

Selecting this option allows the Super Administrator to
view and query the backup log files.

View system information

Selecting this option allows the Super Administrator to
view system information — such as the number of
Licenses and Connections available to the system.

View device information

Selecting this option allows the Super Administrator to
view information for all online devices on the installation.
Administrators can view information for the online
devices that they have access rights to.

End session

Selecting this option allows the Super Administrator to
end Administrator and User CC1000 sessions.
Administrators can end User CC1000 sessions.

(Continues on next page.)
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(Continued from previous page.)

Option

Description

View system log

Selecting this option allows the Super Administrator or
Administrator to view and query the system log files.

View session
information

Selecting this option allows the Super Administrator,
Administrator, or User to see information regarding the
sessions currently taking place online.

View device log

Selecting this option allows the Super Administrator,
Administrator, or User to view and query the device logs
for the devices they have access rights to.

Note: 1. View system log, View session information, and View device log
are the defaults for the Super Administrator; View device log is
the default for Administrators.

2. See Main Page Links, page 184 for screenshots and more details
regarding these selections.

5. Place a check in the boxes to enable the options that you want to allow,

then click OK.

6. When you return to the Create User dialog box, click OK. The new user is
added to the Users folder.

ZF CC1000 Adar

EFile

=101 |

=0 CC1000 Devices
I3 Cananda
(- I3 Taiwan
B[ CC1000 Dssrsiroups
- [ Groups
- [§ Usrs

7. Repeat steps 2—6 for each new user you want to add.
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Deleting Users

To delete a user, do the following:

1. Navigate to the Users folder (CC1000 Users/Groups — Users) and right
click on the username.

2. When the pop up menu appears, click Delete.

Managing Users

User accounts are managed through the User Properties dialog box:

1. Navigate to the Users folder (CC1000 Users/Groups — Users) and right
click on the name of the user whose properties you want to access.

2. In the menu that pops up, click Properties. The User Properties dialog
box appears.

Ulger siabus
Uses raeee [ Fernando

™ Supar admisishnier ™ Adinktryisd (O™

ot li Sasan brrmcad
1 Timeout after P rarndels]

" Mo timent

Parmroed

(ol T Uneogected diconnection - o she !2 rrnde(s]
r "

Pazowmnd

Conien prsvord: I

o ] | Lo | _owea |

Howe | T |

Exx"l

+ With the exception of Reset password (discussed below), the upper
dialog box fields are similar to the ones discussed under the Adding
Users section, page 157.

¢ The Member of panel lets you add the user to a group. See Group
Management, page 164 for details.

+ The Devices panel lets you assign devices to the user. See Device
Assignment, page 170 for details.

3. To modify a user’s properties, make the desired changes in each of the
panels. When all changes have been made, Click OK.
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Resetting Passwords:
To reset a user’s password, do the following:

1. Inthe User Properties dialog box check Reset password. This enables the
Password fields.

2. Enter the new password; then enter it again to confirm it. (Refer back to
Adding Users, page 157, for password information, if necessary.)

3. Click OK to finish.

Group Management

Groups allow administrators to easily and efficiently manage users and
devices. Since device access rights apply to anyone who is a member of the
group, administrators need only set them once for the group, instead of having
to set them for each user individually. Multiple groups can be defined to allow
some users access to specific devices, while restricting other users from
accessing those devices.

Creating Groups

To create a group, do the following:

1. From the CC1000 Administrator Utility main screen, navigate to the
Groups folder (CC1000 Users/Groups — Groups).

2. Right click the Groups folder.
3. In the pop up menu that appears, choose New.

4. Inthe Create Group dialog box that appears, enter a group name and
description, then click OK.

=101 x|

Group hame: ITECthC

Description: | Techdoc Group

oK I Cancel
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5. The new group is added to the Groups folder node.

T CC1000 Administrator Uility - Auth Server IF:10.0.13.180

File

=10l x|

E1-I3 CC1000 Devices

. @-0§ Cansnda

. w-I§ Taiwan

=10 CCL000 Usersiroups
=13 Groups
L Marcom

2[5 Users
&, administrator
(- femando
&

Lo, superadmin

Deleting Groups

To delete a group, do the following:

1. From the CC1000 Administrator Utility main screen, navigate to the

Groups folder (CC1000 Users/Groups — Groups).

2. Right click on the Group’s hame.

3. Inthe pop up menu that appears, choose Delete. The group is

automatically removed.

Adding Users to Groups

Note: Before you can add users, you must first create them. See User

Management, page 157 for details.

To add a user to a group, do the following:

1. Navigate to the Groups folder (CC1000 Users/Groups — Groups), and

right click on the name of the group that you want to add a user to.

2. In the pop up menu that appears, choose Properties.
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3. Inthe User Group Properties dialog box that appears, go to the bottom of
the Members panel and click Add

Crroup Properties =loi=l
r— Group Setting:
Gioup name: ITechdUc
Group description: ITechdoc Group Apply I
— Member - Device:
&, fernando
Add... | Femaove | Add... Femaove | Froperties. |
J
N —
Exit |

4. In the Select User dialog box that appears, select the user you want to add
to the group from the list of users.

&, administrator

&, superadmin

&, jessica
&, kelly
&, jacoh

Llser mame: IleﬂP

Ok I Cancel

(Continues on next page.)
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5. Click OK. The user is added to the group’s Members list.

=]

— Group 5 etting

Group name: ITEEthC

Group description: ITecthc Group Spply |
~ Member - Devic

£, femando
(&)

ER N Remove Add... Remave | Froperties.. |

Exit |

6. Click Exit to close the dialog box.

Removing Users from Groups:

To remove a user from a group, select the group in the Member of panel, then

click Remove.
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Adding Devices to Groups

To add a device to a group, do the following:

1. Open the User Group Properties dialog box. (See Adding Users to
Groups, page 165.)

2. At the bottom of the Devices panel, click Add.

(Group Properties P ] |
— Group Setting:
Group name: ITECthc
Group description: ITeChdoc Group Apply |
— bember — Device
& femnando
B frosty
Add... Eemove Femave | Froperties. |
Exit |
3. Select the device that you want to add to the group.
i ] 5
E|Ea CC1000 Devices
I3 Cananda
BT Taiwan
Device name:  |M21T18
oK I Cancel

4. Click OK.
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In the Access Configuration dialog box that appears, set the access rights
for the device. (See Device Access Rights, page 172 for information about

Access Configuration dialog boxes.)
6. The device is added to the group’s Devices list.

5.

_1=] x|
~Group Setting:
Group name [Techdoc
Gioup desariptior: | Techdor Group Apply
~Member ~ Dei
[, femando B kN2116
=, frosty
Add Femove Remove | | Fiopsites. |
Exit

7. Click Exit to close the dialog box.
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Device Assignment

All devices that a user accesses privately, or through a group, are listed in the
Devices panel of the User Properties dialog box:

User Properties =1o1x|
-~ User setting:
User
User name:  [frosty
" Super administrator & Administrator © User
Description: [ Tech doc editor
Session timeout
Email rif@aten com.tw
' Mo timeout " Timeout after minute(s)
CPassword
Y — Unexpected disconnestion - timeout after (2 minuts(s]
T | Use “password!’ as detault password
Password
Cenfim passward,
Apply
-~ Member Dy
Dot U Enable Disable
Techdoc Name Status Type
Marcom
B KN21E Enabled  Group
B kNatie Enabled Group
B st Enabled  Group
B Ccneoon Disabled Group
B knz11E Disabled Group
fdd Aemove | Add [EE— Convert | Propettes...|

Device Panel Headings

The headings at the top of the Device panel are described in the table, below:.

Heading Description
Name Lists the name of the device.
Status Indicates whether the device is set as enabled or disabled. If it

is set as enabled, it shows up in the user’s tree view. If it is set
as disabled, it doesn’t show up in the user’s tree view — even

though it is on line. The administrator can use this function to
temporarily deny a user access to a device without having to

delete it and then reinstall it.

Type Indicates whether the device is accessed privately or as part
of a group.
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Device Button Functions

The functions of the buttons associated with the panel are described in the

table, below:

Heading

Description

Enable

Highlight a device in the list box and click Enable, to allow the
user to access the device. This function only works for devices
that are accessed privately.

Disable

Highlight a device in the list and click Disable, to disable user
access to the device. This function only works for devices that
are accessed privately.

Add

Allows the administrator to add devices to the list of devices that
a user can access.

Remove

Highlight a device and click Remove, to remove a device from
the list. This function cannot be used to remove a device that the
user accesses through a group.

Convert

This function converts a device that is accessed through a group
to device that is personal to the user. To convert a group device
in the list to a personal one, select it and click Convert.

The status of the new, personal, device is Enabled; the status of
the old group device is now Disabled. If the private device is
removed, however, the status of the original group device
automatically reverts to being Enabled.

Note: A personal device cannot be converted to a group device.

Properties

To view and change device properties, select the device and
click Properties,.

Note: Properties of devices belonging to groups can only be
viewed, not changed.
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Device Access Rights

Before a user can access a device, access rights to the device must first be
granted. To grant a user access rights to a device, do the following:

1. Open the User Properties dialog box (see page 163).
2. In the Devices panel, click Add.

3. When the Select Device dialog box appears, Select the device that you
want to grant the user access to, then click OK.

_ioi x|
E‘Q CC1000 Devices
[ Cananda
I3 Taiwan
Device name: I
)8 I Cancel

Note: You may have to expand the folders to get to the device.
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An Access Configuration dialog box that allows you to set user access
permissions for the device appears:

CN-6000 Access Configuration = |EI |1|

— Device information

MAC address: IDD4854855559 Mame: IENBDDD

—Access ight:
Device sefting:
[ Configure V' Wwirdows client v Java client
¥ Powermanagement ¥ Log IV Yiew only

Device defined zetting: I

QK Cancel Apply

Note: 1. The screenshot shows a dialog box for the CN-6000. Each
Administrator Utility device has its own Access Configuration
dialog box. The makeup of the dialog boxes vary, reflecting the
device’s function. Refer to each device’s User Manual for
information about setting its user access rights.

2. The CC1000 supports the creation of a Generic device type (a
non-Administrator Utility product), such as the LP6324 in the
screenshot on page 172. This type of device doesn’t have an
Access Configuration dialog box.

3. The Device defined setting field is reserved at the current time,
and should be left blank. It may be given a particular function in
future versions.
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Group Membership

If a user is a member of more than one group and each group has access to the
same device, the device’s name will appear more than once in the Devices
panel. Only the first entry of the device is enabled, however. Users are only
able to access the device from the group that the first instance of the device is
pointing to.

To ascertain which group a device is pointing to, hover the mouse pointer over
the device’s name in the Devices list. The balloon that appears displays which
group (if any), the device points to — as shown in the screen, below.

_1olxl
~User seting
User
User name:  [frosty
© Super & Admini © User
Desciiption: ITech doc editor
- Siession timeou
Email rif@aten com
I £+ Notimeout " Timeout after minute(s)
I Fleset passuond Unexpected disconnection - timeout sfter |2 mifite(s)
I | Wse ' password!” =5 default password
Passward
Confim password:
Apply
~ Member ~De
D; i )
;'”"I _pl Device belongs to growp: Techdor |
g Techdos Name | TaduTevan
Marcom 2 cNEDOD Enabled Group
BL KN3T16 Enabled  Gioup
= snonie Enatled Group
B4, cueoon Disabled  Group
B KN211E Disabled  Group
. Fenave | Add Herove | Convent | Propetties..|

In order for a user to access the device, the group that it points to must have
first priority.

The group at the top of the list has the highest priority; the second in the list has
second priority, etc. To change a group’s priority, do the following:

1. Inthe Member of list, select the group that you want to change.

2. Click Down to move it lower in the list (and thereby decrease its priority);
click Up to mave it higher in the list (and thereby increase its priority).

Note: Devices for which there is only one entry, or that are accessed privately,
are always enabled. They do not need to be prioritized.
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Export / Import Configurations

The Administrator Utility can export CC1000 user and device configurations
contained in Active Directory to a file. It can also import CC1000 user and
device configurations from previously generated configuration files and
incorporate the data into Active Directory.

Exporting Configurations

To export configurations to a file, do the following:

1. From the CC1000 Administration Utility File menu, choose Export.

2% CC1000 Administrator Utility - Auth Server [F:10.0.13.180 =13l x|

[Ee.
BT
Import o

Refresh

NA000

Abowt n2116

NO116
it 0116

=-I3] CC1000 Ussrsiiroups
=[5 Groups

Marcom
-4k Techdoc

I [ 5

File narme: I':C'IKdata.LDIF Browsze... |
Progress: |

[ st | Ei |

2. Key in a filename for the output configuration file, then click Start. The
configurations are exported to the specified file.

Note: By default, the file is saved in the \CC1KSoftware\CC1KApp folder.,
but you can key in, or browse, to a different folder.
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Importing Configurations

To import configurations from a file, do the following:

1. From the CC1000 Administration Utility File menu, choose Import.

=10l

Exort evices
EETTHY
Refresh
NE00D

About 2116
; o116
e 0116
=13 CC1000 Dsersiroups
=-[§ Groups

-4 Marcom
Techdoe

=101 x|

File name: I

V¥ Replace base DN:

Frogress: |

Start Exit
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2. Key in, or browse to, the path and filename where the import file is
located. If the file was originally exported by the Administration Utility,
its DN (Domain Name) configuration data appears in the text box to the
right of the Replace base DN entry.

=101 x|

File name: IE:\EE‘I kS oftware\CC1KAPPACCTE,

¥ Feplace base DM:  |DC=cclk.DC=com

Frogress: |

Start | Exit |

3. Choose whether to enable or disable the Replace base DN entry.

+ By default, the Replace base DN checkbox is enabled. That means that
the import file’s DN configuration data (the entries in the text box to its
right), will be replaced by the AD’s DN configuration.

If you are importing a file that was not created by exporting it from this
Administrator Utility (running on this computer), you must key in this
computer’s DN configuration in the text box.

+ If the Replace base DN checkbox is not enabled, only the data in the
import file that matches the Active Directory DN will be imported.

4. Click Start.
A cautionary message appears:

Then you import a previously exported configuration file, the systemn's status is restored to what it was at the time that the

imported file was created. A1 changes since that time will be lost.

Do you wish o continue?

5. Click Y to import the configuration file’s information; click N to abort the
operation.

After the file is successfully imported, a message appears on screen to inform
you of the fact.
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Additional Installation Options

Installing the Administrator Utility Separately

In the previous sections, it has been assumed that you are installing all of the
CC1000 components on the same host. The Administrator Utility can be
installed and run separately on a stand-alone host, however. To install the
Administrator Utility separately, do the following:

1. Follow steps 1-5 in the Installation chapter for installing the CC1000
(see Installation, page 107). The following screen appears:

|
Setup Type vl
Choose the setup type that best suits your needs, iia""

Click the type of Setup you prefer.

Install & Comporents - Deseription
Install zelected CC1 000
companet(s) bo this computer

LInstall Selected Companeri{z]

InstalShield

< Back I Mewt » I Cancel

2. Inthe list box, select Install Selected Components, then click Next. The
following screen appears:

Select Components #
Choose the components 5 etup will install. iro-_n

Select the components you want ta install, and clear the components vou do not wank to
inztall.
[ ]CC1E Manages Description—————————————
+[JOCTK Log Server
1+ OCIK Admin Utility
o[ CCTK Auth Server

Space Requied on D: 1660 K
Space Availabls on D: 1505500 k.

|IrstallShield
< Back I Next > I Cancel
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3. Inthe list, select CC1K Admin Utility, then click Next. The following
screen appears:

CC1000 Setup
Select Program Folder

Please select a program folder,

Setup will add program icons ta the Pragram Folder listed below. You may type a new folder
name. or select one from the existing folders list. Click Next o continue,

Program Falders:
ICC1 0008

Ewisting Falders:

Adrinistrative Tools

windows Media

Irzstall5Hield

< Back Next > I Cancel

Click Next. The following screen appears to indicate that the stand alone
installation of the Administrator Utility installed successfully:

CC1000 Setup

Setup Complete

Setup has finished installing CC1000 on your computer.

[V Open CC1000 readme file

Click Firish to complste Setup.

<k
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Chapter 12
Browser Operation

Devices on a CC1000 installation are accessed from a browser based GUI.
Only asingle login to the CC1000 Server is required to access any of them. An

expandable tree view lets you locate and access any device on the entire
installation - no matter where in the world - with just a few clicks of the mouse.

Logging In

To log into the CC1000, do the following:

1. Open the browser and specify the IP address of the CC1000 in the
browser's URL location bar.

2. When the Security Alert dialog box appears, accept the certificate — it can
be trusted. (See Trusted Certificates, page 200, for details.) The Login
page appears:

CC1000 Login

Uzername: ||
Pasgword: |

‘ Login I Rezet |

3. Provide your CC1000 Username and Password, then click Login.

If this is the first time you are logging in, or your password was reset, a
dialog box comes up for you to set up your password again. Reenter and
confirm your password. You can keep your original password if you like.

Note: 1. The CC1000 provides a limited number of login licenses. If no
licenses are available, a window informing you that there are no more
licenses available appears instead of the login screen.

2. Ifamessage saying that the CC1000 Service is not available, make sure
that the CC1000 Manager is running and that its settings are correct.

3. The CC1000 supports multiple logins for Administrators and Users;
Super Administrators are restricted to a single login.
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Main Page Layout

After you have successfully logged in, the CC1000 Main Web Page appears:

Control Center over the NET

| Download | System Info | Device Info| Session Info | Log | About | Logout |
CC1000 Device Tree Welcome superadmin
Node Information

CC1000 device treeroot directory.

Operation Notes

Step 1 - Open a device folder.
Step 2 - Click the device you want to access.

Copyright @ 2004-2006 ATEN International Co., Ltd., All rights reserved,

The CC1000 Main Page is divided into three major sections: a left panel; aright
panel; and a row of links at the top.

*

The left panel displays a tree view of all the device folders on the
installation that the user is authorized to access. The Tree View is
discussed in the next section.

The main panel provides information about the node in the Device Tree
that is currently selected.

Clicking a link on the row at the top, brings up additional screens. The
number and type of links displayed, are determined by the user’s type
(Super Administrator, Administrator, User) and the options selected when
the user was created. The links are discussed in the Main Page Links
section, page 184.
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Tree View

*

*

Only devices the user is authorized to access are listed in the Tree View
(See Device Access Rights, page 172 for details.)

A plus (+) sign in front of a folder means that there are items nested inside
of it. Click the plus sign to expand the view and show the nested items.

To access a device, navigate through the folders to select it. A screen
similar to the one below appears:

Control Center over the NET

ALTUSEN

| Device Info | Session Il | o4 | Aboat | Lagost |
|CC1000 Deace Troe ] ™ oy
Mode Information

Dascription: CC1000 davics tres root dractoey.

Step 2 - Cick the device you want to access.

(Copyright (£ 2004-2006 ATEN Interraonal Co., Lid. . Al rights reserved.
If the device is on ling, its icon lights green, and its IP address appears
under the Operation Notes heading in the main panel when you select it.
Usually, there are two choices available to access a device:
+ Accessing it directly and logging in manually
+ Accessing it via the CC1000 — which doesn’t require another log in.
If the device cannot be accessed directly, however, only the CC1000
access method appears.

Click the IP address to bring up a new browser window with the device’s
web page displayed.

Note: The device must be configured to operate with the CC1000, or its status

will be displayed as Off Line. Refer to the device's User Manual for
information on how to configure and operate it.
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Main Page Links

Overview

Clicking a link on the main page’s top row at the top, brings up additional
screens. The number and type of links displayed, are determined by the user’s
type (Super Administrator, Administrator, User) and the options selected when
the user was created.

The table below shows the relation between the User Type and link type:

Link Accessible By Access
Download Super Administrator Optional
System Info Super Administrator Optional
Device Info Super Administrator Optional
Administrator Optional
Session Info Super Administrator Default
Administrator Optional
User Optional
Log (System) Super Administrator Default
Administrator Optional
Log (Device) Super Administrator Default
Administrator Default
User Optional
Log (Backup) Super Administrator Optional
About All Default
Logout All Default

+ Ifalink is designated as Default, it is always available on the web page.

+ Ifalink is designated as Optional, it is only available if it has been
selected as an option in the user’s configuration.

+ For further details regarding configuration of User Types, see User
Management, page 157.

Each link is explained in detail in the sections that follow.
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Download

Download provides a way for the Super Administrator to download the
Administrator Utility executable file from the CC1000 Web Server — thereby
allowing the Super Administrator to manage the CC1000 from anywhere on
the Internet.

Note: The operating system that the Administrator Utility runs on must be
Windows 2000 or higher.

To download and run the Administrator Utility, do the following:

1. Click the Download link. The following screen appears:

ALTUSEN Control Center over the NET
| Dwerdiocaed | Syt I | Device o | Session Info | Log | Aboat | Logaat |

‘Welcome frosty

File Download

CC1000 Adnsinistrator Utility:

LKA min. e

Copright © 200+-2005 ATEN Inkernetiondl Co., Ltdl, Al rights reserved.

2. Click the CC1KAdmin.exe link.
3. When the confirmation screen comes up, click Save.

4. In the dialog box that comes up, pick a location on your computer to save
the file to.

5. To run the program, navigate to the directory where it resides, and double
click the program icon.

See Chapter 11, The Administrator Utility for details on using the program.
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System Info

When the Super Administrator clicks the System Info link, a screen, similar to
the following appears:

Control Center over the NET

ALTUSEN

| Dwnlnsed | Syt Indo | Dovice edo | Sesston Info | Lag | About | Logoat

|CC1000 Davica Trae Welcome frosty

Program Information:
Mama: Control Cantar over the NET
Model; CCL000
License: 5 wsers, unlimited connections

sorver Information:

Domain name: 10.0.13.180

IF addrass: 10.0.13.180

Wb sarver: Maroeoht-15/5.0

HITPS statug: on

DN status: on

Copright © 200+-2005 ATEN Inkernetiondl Co., Ltdl, Al rights reserved.

System Info shows system information — such as the number of Licenses and
Connections available to the system. This information is set and stored in the
USB Authentication Key.
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Device Info
When the Super Administrator or Administrator clicks the Device Info link, a
screen, similar to the following appears:

Control Center over the NET

ALTUSEN

| Dwnlnsed | Syt Indo | Dovice edo | Sesston Info | Lag | About | Logoat

CC0n ‘Welcome frosty

Cnline Information

Deviee TP UP tame

0.0.13.351 ? 00 1h SEm 4ls

Copright © 200+-2005 ATEN Inkernetiondl Co., Ltdl, Al rights reserved.

The screen provides information regarding all online devices.

¢ The Object ID entry represents the SNMP related OID (Object Identifier).
If the device doesn’t support SNMP, N/A will appear in this field.

+ UP Time refers to the amount of time the device has been powered on
(up).
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Session Info

Session Info provides information regarding online active sessions. When you
click the Session Info link, a screen, similar to the following appears

Control Center over the NET

ALTUSEN

| Dirwnlcnsel | Syt Indo | Device iedo | Sesston Info | Lag | About | Logoat |

‘Welcome frosty

Select | Usemame | Userstatus | Chent P Login time
[ wer admn Super Admwn 0.0.13.29 20050503 12:03:46

|

Copright © 200+-2005 ATEN Inkernetiondl Co., Ltdl, Al rights reserved.

¢ The Super Administrator can end any Administrator or User session by
selecting the desired Username and clicking End Session.

¢ The numbers under the Connections heading represent the number of
connections to installed devices and the number of subconnections to
them.
For example, if the entry under the heading were 2/5, it would mean that
the user was connected to two devices through the CC1000, and that there
were a total of five connections under those devices (the subconnections).
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Log
When you click the Log link, a screen, similar to the one below appears:

Control Center over the NET

ALTUSEN

| Downbaad | System Info | Device Infio | Session Info | Log | Aboat | Logoat
‘Welcome frosty

i3

(CC 4000 system lng Add

[PHE) 208 T1 (D0 10 74340028)

Py sng-Te1 (oo caT43401 14 Rarmay

Add Al =»
Haywords:
— F ke T Enchde T M
Stan: [rmos txarzr 8 End: [Fimoe 1z

_o |

| Copyright £ 2004-2006 ATEN intermatonal Co., Lid., All ights reserved,

To query a log record, do the following:

1. Click the arrow at the right of the Log File field to drop down a list of
available log files. Only the log files that you have rights to view are
available.

Note: If you have rights to query the system log, it will appear in the list.

2. Select the items that you want to perform a query on in the Target List, and
add them to the Selected Targets list. If you are searching on more than
one item, the order of the search will follow the order of your selection.

Note: If you have rights to query backup log records, you may need to
select the main log file in the Log File Select field in order to have
the backup log file appear in the Target List.

3. If you want to search on a keyword, enter it in the Keywords field —
otherwise leave the field blank.

Note: The keyword can be a single word, a phrase, or even a sentence.

(Continues on next page.)
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4. In the Time panel, if you want to search the entire record regardless of the
time frame, select All.

If you want to search a particular time range, click the calendar icons at the
right of the Start and End fields to bring up a dialog box to choose the
dates and times for the search, then choose whether the search will include
or exclude the date/time range.

5. When all your choices have been made, click OK to perform the search.

About

The About page provides information regarding the current version of the
CC1000.

Logout
Clicking this button logs you out of your CC1000 session.
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Technical Information

Safety Instructions

*

*

*

General

Read all of these instructions. Save them for future reference.
Follow all warnings and instructions marked on the device.

Do not place the device on any unstable surface (cart, stand, table, etc.). If
the device falls, serious damage will result.

Do not use the device near water.
Do not place the device near, or over, radiators or heat registers.

The device cabinet is provided with slots and openings to allow for
adequate ventilation. To ensure reliable operation, and to protect against
overheating, these openings must never be blocked or covered.

The device should never be placed on a soft surface (bed, sofa, rug, etc.) as
this will block its ventilation openings. Likewise, the device should not be
placed in a built in enclosure unless adequate ventilation has been
provided.

Never spill liquid of any kind on the device.

Unplug the device from the wall outlet before cleaning. Do not use liquid
or aerosol cleaners. Use a damp cloth for cleaning.

The device should be operated from the type of power source indicated on
the marking label. If you are not sure of the type of power available,
consult your dealer or local power company.

The device is equipped with a 3-wire grounding type plug. This is a safety
feature. If you are unable to insert the plug into the outlet, contact your
electrician to replace your obsolete outlet. Do not attempt to defeat the
purpose of the grounding-type plug. Always follow your local/national
wiring codes.

Do not allow anything to rest on the power cord or cables. Route the
power cord and cables so that they cannot be stepped on or tripped over.

If an extension cord is used with this device make sure that the total of the
ampere ratings of all products used on this cord does not exceed the
extension cord ampere rating. Make sure that the total of all products
plugged into the wall outlet does not exceed 15 amperes.
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To help protect your system from sudden, transient increases and
decreases in electrical power, use a surge suppressor, line conditioner, or
uninterruptible power supply (UPS).

Position system cables and power cables carefully; Be sure that nothing
rests on any cables.

When connecting or disconnecting power to hot pluggable power supplies,
observe the following guidelines:

Install the power supply before connecting the power cable to the power
supply.
Unplug the power cable before removing the power supply.

If the system has multiple sources of power, disconnect power from the
system by unplugging all power cables from the power supplies.

Never push objects of any kind into or through cabinet slots. They may
touch dangerous voltage points or short out parts resulting in a risk of fire
or electrical shock.

Do not attempt to service the device yourself. Refer all servicing to
qualified service personnel.

If the following conditions occur, unplug the device from the wall outlet
and bring it to qualified service personnel for repair.

+ The power cord or plug has become damaged or frayed.

+ Liquid has been spilled into the device.

¢ The device has been exposed to rain or water.

+ The device has been dropped, or the cabinet has been damaged.

+ The device exhibits a distinct change in performance, indicating a need
for service.

+ The device does not operate normally when the operating instructions
are followed.

Only adjust those controls that are covered in the operating instructions.
Improper adjustment of other controls may result in damage that will
require extensive work by a qualified technician to repair.
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Rack Mounting

*

Before working on the rack, make sure that the stabilizers are secured to
the rack, extended to the floor, and that the full weight of the rack rests on
the floor. Install front and side stabilizers on a single rack or front
stabilizers for joined multiple racks before working on the rack.

Always load the rack from the bottom up, and load the heaviest item in the
rack first.

Make sure that the rack is level and stable before extending a device from
the rack.

Use caution when pressing the device rail release latches and sliding a
device into or out of a rack; the slide rails can pinch your fingers.

After a device is inserted into the rack, carefully extend the rail into a
locking position, and then slide the device into the rack.

Do not overload the AC supply branch circuit that provides power to the
rack. The total rack load should not exceed 80 percent of the branch circuit
rating.

Ensure that proper airflow is provided to devices in the rack.

Do not step on or stand on any device when servicing other devices in a
rack.
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Technical Support

International

Email Support

Email your questions and concerns to:
support@aten.com

Online Support
¢ Technical Support

* Troubleshooting
¢ Documentation

+ Software Updates

1. Online technical support is available to ALTUSEN cus-
tomers through our e-Support Center:
http://support.aten.com

2. Online troubleshooting that describes the most com-
monly encountered problems and offers possible solu-
tions to them; online documentation (including
electronically available manuals); and the latest drivers
and firmware for your product are available at our web-
site: http://www.aten.com

Telephone Support

886-2-8692-6959

North America

Email Support

Email your questions and concerns to:
support@aten-usa.com

Online Support
+ Technical Support

¢ Troubleshooting
¢ Documentation

+ Software Updates

1. Online technical support is available to ALTUSEN cus-
tomers through our e-Support Center:
http://www.aten-usa.com/support

2. Online troubleshooting that describes the most com-
monly encountered problems and offers possible solu-
tions to them; online documentation (including
electronically available manuals); and the latest drivers
and firmware for your product are available at our web-
site: http://www.aten-usa.com

Telephone Support

1-888-999-ATEN

When you contact us, please have the following information ready beforehand:

+ Product model number, serial number, and date of purchase.

+ Your computer configuration, including operating system, revision level,
expansion cards, and software.

+ Any error messages displayed at the time the error occurred.

+ The sequence of operations that led up to the error.

+ Any other information you feel may be of help.
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Getting the Full Computer Name

When you install the CA (Certification Authority) function, and configure the
CC1000 Authentication Server, you will need to specify the full computer
name. The following sections show you how to get the full computer name.

For Windows 2000 Server
1. In the Control Panel, Double click System.

2. Click the Network Identification tab. In the screen that appears, the full
computer name is displayed in the Full computer name field:

System Properties i
Gereral  Metwork [dentification | Hardwars | Ussr Prafiles | sdvansed |

Swiindows Lees the following inlormation b identify pour computer
o the netuark.

Full computer name:

Cramain: CE1000 com

ormpLter of [oin & dormesin, clhick Propertics I

Mote: The identification of the computar cannct be changad becsuse:
- The computer = 2 domain contiollar.
- The Certification Authority Servioe iz nstalled on this oomouter.

ok || cereal | sply |

For Windows Server 2003
1. In the Control Panel, Double click System.

2. Click the Computer Name tab. In the screen that appears, the full
computer name is displayed in the Full computer name field:

System Properties g el =
Advanced 1 Automatic Updates | Femate 1
General Computar Name Hardware

= }g ‘wfindows uses the following information to identify pour computer
. on the netwerk.

Computar descrnption: i

For sxample: IS Production Server!! or
Ancnun[mg Server”

Full computer nams:

D omain:

Tex srersaamne: this camputer o join & domain, click Change

Note- The identification of the computer cannot be changed because:
- The Certification Authority Service iz installed on this computer.

ok || Concel | apow |
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USB Authentication Key Bracket Installation

For security purposes, the USB Authentication Key can be installed inside the
case. The key can either connect to an external USB port or, if your computer
has an internal USB connector on the mainboard, you can connect to the
internal port.

External Cable Installation

To connect to an external USB port, refer to the diagram below as you perform
the following steps:

1. Install the USB Authentication Key bracket that came with your CC1000
package into one of the computer’s expansion slot openings.

2. Plug the USB Authentication Key into the USB socket on the bracket.

3. Plug the “B” end of the USB cable into the bracket’s USB port; Plug the
“A” end of the cable into one of the computer’s USB ports.
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Internal Cable Installation

If your computer has a USB connector on the mainboard and you would prefer
to connect to it rather than to an external USB port, do the following:

1. Install the USB Authentication Key bracket according to steps 1 and 2 of
the External USB Installation procedure, described above.

2. Plug one end of the USB internal connector cable onto the bracket’s
connector pins.

Note: The red wire goes to pin 1 (at the bottom of the bracket).

B
/)

Red Wire

3. Plug the other end of the cable into a USB connector on the mainboard.
See your mainboard manual for the connector’s location.

Internal Cable Pin Assignments

The internal connector cable’s pin assignments are as follows:

Pin Signal Color
1 USB +5V Red
2 D- White
3 D+ Green
4 GND Black
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USB Authentication Key Specifications

Function Key | Bracket

Environment Operating Temp. 0-40° C

Storage Temp. -20-60° C

Humidity 0-80% RH
Physical Composition Metal and Plastic
Properties -

Weight 14 9 32¢9

Dimensions 8.36 x 1.37cm 1.209 x 2.14 x 4.65 cm

CC1000 Capable ALTUSEN/ATEN IP Products

The following is a list of ALTUSEN/ATEN IP products that are capable of
being managed in a CC1000 Control Center Over the NET™ installation:

+ CN5660; CN6000

+ 1P8000

+ KH1516i

+ KL8108; KL9116

+ KN2108; KN2116; KN9108; KN9116
+ PN9108

+ SNO0108; SN0116
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Running CC1000 on 64-bit Windows

To run CC1000 on a 64-bit Windows system, you must run ASP.NET 2.0 in
32-bit mode — not 64-bit mode.

Note: You must use a CC1000 version that is higher than V1.0.094. CC1000
V1.0.094 and lower do not run properly on 64-bit Windows.

To run ASP.NET 2.0 in 32-bit mode, follow these steps:
1. Click Start — Run
2. Key in cmd, then click OK

3. Key in the following command (all on one line) to enable 32-bit mode:

cscript %SYSTEMDRIVE%\inetpub\adminscripts\adsutil.vbs
SET W3SVC/AppPools/Enable32bitAppOnWin64 1

Note: There is a space between adsutil.vbs and SET

4. Key in the following command (all on one line) to install the 32-bit
version of ASP.NET 2.0, and to install the script maps at the IIS root and
under:

%SYSTEMROOT%\Microsoft.NET\Framework\v2.0.40607\aspnet_
regiis.exe -1

Note: There is no space between aspnet_ and regiis.exe

5. Make sure that the status of ASP.NET version 2.0.40607 (32-bit) is set to
Allowed in the Web service extension list in Internet Information Services
Manager.

Note: The build version of ASP.NET 2.0 shown above (40607), is for
example purposes. The build number on your version may differ
depending on what the currently released build version is.
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Trusted Certificates

Overview

When you try to log in to the device from your browser, a Security Alert
message appears to inform you that the device’s certificate is not trusted, and
asks if you want to proceed.

ri‘l Information you exchange with this site cannot be viewed or
?- changed by others. However, there is a problem with the site’s
. securty cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the cerifying authorty.

e The security certificate date is valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes I MNo I View Cerificate

The certificate can be trusted, but the alert is triggered because the certificate’s
name is not found on Microsoft list of Trusted Authorities. You have two
options: 1) you can ignore the warning and click Yes to go on; or 2) you can
install the certificate and have it be recognized as trusted.

+ If you are working on a computer at another location, accept the certificate
for just this session by clicking Yes.

+ |f you are working at your own computer, install the certificate on your
computer (see below for details). After the certificate is installed, it will be
recognized as trusted.
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Installing the Certificate

To install the certificate, do the following:

1. In the Security Alert dialog box, click View Certificate. The Certificate
Information dialog box appears:

21

General | Detais | Certifcation Patn |

[ Cen+te Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Aten

Issued by: Aten

Valid from 2003-11-26 to 2013-11-23

Install Certificate. Issuer Statement

Note: There is a red and white X logo over the certificate to indicate that it is
not trusted.

2. Click Install Certificate.

3. Follow the Installation Wizard to complete the installation. Unless you
have a specific reason to choose otherwise, accept the default options.

4. When the Wizard presents a caution screen:

‘Security Warning xl
'E You are about to install a certificate from a certification authority (CA) daiming to represent:
== Aten

Windows cannot validate that the certificate is actually from "Aten”. You should confirm its erigin by contacting "Aten”, The following number will assist
you in this process:

Thumbprint {sha1): F3866088 A134DD25 1E6FO9BC 895FEDCD B3OFE7AF

WWarning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed
thumbeprint is & security risk. If you dick "Yes” you adinowledge this risk.

Do you want to install this certificate?

Click Yes.
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5. Next, click Finish to complete the installation; then click OK to close the
dialog box.

Certificate Trusted

The certificate is now trusted:

Security Alert x|

ri“l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
. security cerificate.

[ o The security certificate is from a trusted certifying authority. ]

o The security certfficate date is valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you wart to proceed?

Yes | No I View Certificate

When you click View Certificate, you can see that the red and white X logo is
no longer present — further indication that the certificate is trusted:
2ix]

General | petais | Certfication Path |

=

This certificate s intended for the following purpose(s):
« Ensures the identity of a remate computer

Issued to: Aten

Issued by: Aten

valid from 2003-11-26 to 2013-11-23

Install Certificate. .. Issuer Statement
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Troubleshooting

Installation

Problem

Resolution

While installing the CC1000
software, | get the following
error message: “The Active
Directory is not installed
properly. Setup failed.”

The Active Directory may not be installed yet. Finish
installing the CC1000 software, install the Active
Directory, then run CC1KSetup.exe to successfully
complete the CC1000 software installation.

While installing the CC1000
software, | get the following
error message: “Setup failed
to complete successfully.
Error code:0003"

Finish installing the CC1000 software, then run
CC1KSetup.exe to successfully complete the CC1000
software installation.

CC1000 Server

Problem

Resolution

An error occurred and the
CC1000 Manager no longer
seems to be providing
authenticaton services.

A USB Authentication Key error occurred. This happens
if an illegal operation is performed, or the CC1000
Manager ends abnormally.

When this happens, the key automatically locks for
about 10 minutes. You can wait until the key
automatically unlocks itself, or else you can unlock it by
simply unplugging and replugging it.

I am not receiving email
notifications of event trap
situations

1. Check that the email server settings have been spec-
ified correctly in the CC1000 Manager.

2. Check that the email address specified in the related
device’s settings has been set correctly.

3. Check that the event trap settings for the related
device has been specified correctly.
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CC1000 Browser Operation

Problem

Resolution

| key in the IP address for
the CC1000 Website, but |
can't bring up the CC1000
login page.

The CC1000 only allows HTTPS requests. HTTP
requests from a browser are automatically redirect to
HTTPS requests. The default port for HTTP is 80; the
default port for HTTPS is 443. If either of these ports has
been set to something else by the administrator, the port
number must be entered as part of the URL string.

For example, if the CC1000’s IP address is 10.10.10.10,
and the SSL port has been set to 8443, then the URL
string that you enter in the browser should be:
https://10.10.10.10:8443

| cannot log in to the
CC1000.

Make sure your Username and Password are correct.

If the login dialog box title (CC1000 — Login) is in a color
other than white, the total number of User licenses has
been reached. Only the Super Administrator is allowed
to log in at this point. You must wait until a license
becomes available (i.e., another users logs out) before
you can log in.

When | try to log in, | get the
following message: “Login
failed. You are attempting to
log in from a computer that
already has a browser
session open.”

Netscape and Firefox (as well as other Mozilla based
browsers), share the same session ID for multiple
connections to the same server. The CC1000 will deny a
login request once there already is a session open with
the same session ID.

Either: end the currently open session and log in again;
log in from a different computer; or log in with a
non-Mozilla based browser.

Note: This condition occurs in some versions of IE
running on Windows98, as well.

When | log in, the browser
generates a CA Root
certificate is not trusted, or a
Certificate Error response.

The certificate’s name is not found on Microsoft’s list of
Trusted Authorities. The certificate can be trusted,
however. See Trusted Certificates, page 200, for details.

After | log in to the CC1000,
| cannot bring up the page
for the device | want to
access.

Check with your CC1000 administrator to find out
whether you are authorized to access that device.

(Continues on next page.)
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(Continued from previous page.)

Problem

Resolution

When | try to access my
Generic device from the

Tree View nothing happens.

Generic devices are accessed directly by clicking the
device's IP address. If the IP address has changed
(because of a DHCP change, for example), then clicking
the old IP address will not connect to the device at the
new address. Ascertain the device’s new IP address and
change its settings accordingly.

| could not change
passwords after a first-time
browser login.

1. Make sure you have installed the a root certificate in
the CC1000 Server (the server that CC1000 Man-
ager is running on).

2. If the CC1000 Server uses a firewall, make sure port
445 (Microsoft-DS), or port 139 (NETBIOS), or port
636 (LDAPS) is allowed.

3. Make sure that your new password matches the
Authentications Server’s (AD Server’s) password pol-
icy (Domain Security Policy — Account Policies —>
Password Policy).

CC1000 Authentication Server

Problem

Resolution

Even though | give the
CC1000 a proper username
and password, | cannot log
in.

1. Make sure that the username has not been changed
or deleted.

2. Make sure that the password has not been reset.
3. Do not use third party LDAP tools to add or change

CC1000 configuration data in AD.
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CC1000 Control Center Over the NET

Problem

Resolution

| cannot log in to the
CC1000 Control Center
Over the NET with my
CC1000 username and
password.

You must log in with your domain administrator’s
username and password as set in the Active Directory. If
your CC1000 username and password is different from
this, then you will not be able to log in to the CC1000
Control Center Over the NET with it.

| cannot log in to the
Authentication Server with
the CC1000 Control Center
Over the NET even though |
enter the correct Username
and Password.

If Use secure connection is enabled, the Authentication
Server’s root certificate must be installed. Make sure
that the root certificate has been properly installed.
Install the Authentication Server root certificate, if
necessary.

The device | want to add
cannot be found.

1. Make sure the CC1000 Manager is running and all
services have started successfully.

2. Make sure that CC Management has been enabled
and specified correctly in the device’s ANMS settings.

The Administrator Utility that
| downloaded could not
connect to the CC1000
Server.

1. The CC1000 Server settings may have changed after
you downloaded the Administrator Utility. Download
the utility again.

2. If you are behind a firewall, make sure that the LDAP
and LDAPS ports (389 and 636) are allowed.

3. If you are using LDAPS, make sure you have
installed the server root certificate.

| could not reset/change a
password using the
Administrator Utility.

1. Make sure that you have installed the root certificate
in the computer that the Administrator Utility is run-
ning on.

2. If you access the AD Server remotely and it uses a
firewall, make sure port 445 (Microsoft-DS), or port
139 (NETBIOS), or port 636 (LDAPS) is allowed.

3. Make sure that your new password matches the
Authentications Server’s (AD Server’s) password pol-
icy (Domain Security Policy — Account Policies —>
Password Policy).
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CC1000J

Problem

Resolution

| cannot log in to the
CC1000J.

1. Make sure your Username and Password are correct.

2. If the login dialog box title (CC1000J — Login) is in a
color other than white, the total number of User
licenses has been reached. Only the Super Administra-
tor is allowed to log in at this point. You must wait until
a license becomes available (i.e., another users logs
out) before you can log in.

After | log in to the
CC1000J, | cannot bring
up the page for the device
| want to access.

Check with your CC1000J administrator to find out
whether you are authorized to access that device.

The device | want to add
cannot be found.

Make sure that CC Management has been enabled and
specified correctly in the device’'s ANMS settings.

I am not receiving email
notifications of event trap
situations

1. Check that the email server settings have been speci-
fied correctly in the CC1000 Manager.

2. Check that the email address specified in the related
device’s settings has been set correctly.

3. Check that the event trap settings for the related device
has been specified correctly.

USB Authentication Key
errors.

Stop the CC1000J Manager; unplug the key; replug the
key; restart CC1000J Manager.

The CC1000J Manager
reports “System settings -
Tomcat HTTP port:8080
conflict.”

Tomcat did not finish loading:
1. Wait a few moments and try again.
2. Try using a different port for Tomcat.
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Authentication Key Utility

Overview

The Authentication Key Utility (CCAuthKeyStatus.exe), is a program for
accessing and updating the information and data contained in the CC1000
Authentication Key. CCAuthKeyStatus.exe, can be found on the CD that comes
with the CC1000 package. This file should be copied to a convenient location
on your computer.

Note: CCAuthKeyStatus.exe only runs under Windows.

When you run the program, a screen, similar to the one below, appears:

e}
ey status: |Key found: Activated |@
r~ Key Information
FAW version: [Ver. 11101 SN [TLAVADWAZI 2V TD

- License Information

Concunent users: |3
F/d Upgrade... Exit

Save | Upagrade |

" License Upgrade

Key Status Information
Three sections of the screen provide information about the key’s status:

Section Purpose

Key Status Informs you whether or not the key has been found and
whether or not it has been activated. If the key has not been
found, or if it has not been activated, contact your dealer

Key Information Displays the key’s current firmware version and serial number.

License Information Displays the number of concurrent users currently allowed to
access the CC1000

Key Utilities

The remaining two sections offer utilities that allow you to upgrade the number
of user licenses (License Upgrade), and to upgrade the key’s firmware (F/W
Upgrade...).
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Key License Upgrade

The CC1000 has a feature that allows user licenses to be added to an
authentication key. Although key license upgrades are usually handled by a
distributor/dealer, there may be times when users have to perform the upgrade
themselves. In case of that eventuality, the necessary procedures are described
in this section.

To add licenses to a key, an order is placed with an ALTUSEN sales
representative, specifying the number of licenses to be added. Upgrades can be
requested for as many keys as desired in the same order.

After a Key License upgrade order has been placed, a confirmation email,
similar to the example below, is sent:

Your order is ready to be processed. Please go to
http://192.168.3.100 to upgrade your key"s license.

Login Information:

* Username: test207@aten.com.tw
* Password: test_032307062634_MA_780a_e00a

Order Information:
* Order ID: 1017000125, This order requests 30 more
license(s)
* Order ID: 1017000124, This order requests 30 more
license(s)

* Order ID: 1017000127, This order requests 30 more
license(s)

From here, there are two methods for upgrading the key:

+ Off Line: A Windows-based authentication key utility
(CCAuthKeysStatus.exe) is used to generate a key information data file
(CC1KAUpload.dat). This file is then used to obtain an upgrade file
(Keyupgrade.dat), that gets loaded into the key. A step-by-step procedure
for this is given in the next section.

Note: CCAuthKeyStatus.exe, can be found on the CD that comes with the
CC1000 package. This file should be copied to a convenient
location on your computer.

¢ On Line: The key license gets upgraded “live”, over the internet. A step-
by-step procedure for this is given after the Off Line section.
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Offline Upgrade

Preliminary Steps
To perform an offline upgrade, the user must generate a Key Information Data
File (CC1KAUpload.dat). To do that, follow these steps:

1. With the authentication key plugged in, run the Key Status Utility
(CCAuthKeyStatus.exe).

Note: CCAuthKeyStatus.exe only runs under Windows.

2. Inthe License Upgrade panel of the dialog box that comes up, click Save.

D CC-Auth Key Status Utility =101x]

Key status: |Kay found: &ctivated. @

Key Information
’VFIW wersion: [ver 11107 54N [123456753 ‘

License Information Teense Upgrade
’VCDncurrenl users: |41 Upgrade
F Upgrade. About... Exit |

The Key Information Data File (CC1KAUpload.dat) is created in the same
directory that the Key Status Utility resides in. You will use that file to
perform the Offline upgrade.

Performing the Upgrade
To perform the upgrade, follow these steps:

1. Open a browser and log into the URL indicated in the email (refer to
page 210), with the Username and Password provided.

Note: Accept the certificates when asked.
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2. Inthe screen that comes up, key in the order number indicated in the email
that applies to the upgrade (refer to page 210), then click Continue.

\\IEH "CC Authentication Key License Upgrade

> User Infarmatian Iéa
I

Usser Information

nnnnnnnnn

3. Inthe License Upgrade Order Information screen that comes up:

a) Key in the current number of licenses in the From field. If you don’t
know what the current number is, ask your customer. It appears in the
License Information panel when CCAuthKeyStatus.exe is run (see
page 211). The To field is automatically filled when you click in it.

b) Select that this is to be an Offline upgrade

¢) Click Continue to move on.

\\IEN "CC Authentication Key License Upgrade

* License Upgrade Order Infermation i

Order Information:
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4. When the Upload Key Information screen comes up, click Browse and
load the CC1KAUpload.dat file that was generated in the Preliminary
Steps section (see page 211), then click Continue.

\3TEN "CC Authentication Key License Upgrade

> Upload Key Infarmation S e
===

* Upload the Key Information Data File :
- Way infarmaticn duts file: [—
_Cortrum |

* Changing your order request

If you wish 1o change the order request. dick Changs order b0 90 badk to the Order Info page.

ATEN.com Is published by ATEN tesamavions] Co. Led. Taiman. Al rights ras

5. The next screen that comes up summarizes the transaction so far. Click
Continue to move on.

6. Inthe screen that appears next, click Download to download the key
license upgrade data file (Keyupgrade.dat).

\31§H "CC Authentication Key License Upgrade

» €8 Authentication Key License Upgrade by Bistributor
-t

 Gasery information:

* Blassa kosp tha following rafarance numbar for fuburs use.
Raberarin Numbars 0304071344272900

+ Filo Downinad

.. T ———
-
o e

7. When the browser asks what to do with the key upgrade file, select Save to
disk. After the file is saved to disk, click Continue to go on.
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8. In the confirmation popup that appears click Yes. A summary page
confirming the order appears:

ATEN "CC Authentication Key License Upgrade

* Ovder summary ©
- Ordas 10: 1017000133

+ Lismnses changed from 31 ko 41

Wy serial numbers 123438789

ot | _Logeu |

ATEM.Com |8 ublishad by ATEN Lazemuticnnl Co. Lod, Tabuan, All rights resarved.

9. Click Logout to exit, or Continue to process another order.

Final Steps
To finish the upgrade, follow these steps:

1. With the authentication key plugged in, run the Key Status Utility
(CCAuthKeyStatus.exe) again.

2. Inthe License Upgrade panel, click Upgrade.
-IClx|

Key status: [Key found: Activated @

i~ Keey Infarmation

Fowd version: [er 11101 S/N: [123456703
i License Infarmation License Upgrade,
Concument Lisers: |41 ’V Save Upgrade

Fw Upgrade About. Ezit
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3. In the dialog box that comes up, navigate to the upgrade file
(KeyUpgrade.dat) and select it.
Once you click Open, a window pops up stating that the upgrade was
successful

The figure for the number of concurrent users in the License Information
panel changes to reflect the upgrade.

D CC-Auth Key Status Utility g s 3

Key status: |Key found: Activated. |@

r— Key Information

Fw version: [ver 11100 S/N: [123456783

cense Information

License Upgrade
< Concurent users: |71 ) ’7 Save
Fw Upgrade... About.. Exit

Note: When the upgrade file is downloaded, an email is sent containing the
particulars, along with a copy of the upgrade file in case there was a
problem with the downloaded file — as shown in the example, below:

Offline upgrade email response:

Your CC-Authentication key"s upgrade data file is
attached. Please upgrade your CC-Auth key with the
attached file.

Key Info:

* F/W Version: 1.1.101

* Serial number: 123456789
License Upgrade Info:

* From 31 to 61 concurrent users
Confirmation Info:

* Username: CC-Auth-Key-123456789

* Password: 0404071455055016

IT you have any problem with upgrading your CC-
Authentication key"s license, please confirm it online
at http://192.168.3.100 using the username and
password above.
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Online Upgrade
To perform an online upgrade, follow these steps:

1. Plug the authentication key into a USB port on your computer.

2. Open a browser and log into the URL indicated in the email (refer to
page 210), with the Username and Password provided.

Note: Accept the certificates when asked.

\\TEN "CC Authentication Key License Upgrade

oo s—al
l S ——

Submit

ALLN com s ittt by &0 ietarrbornd o L, Tatwan, 48 nghts rasarvad

3. Inthe screen that comes up, key in the order number that applies to the
upgrade (refer to page 210), then click Continue.

‘..\IEN "CC Authenfication Key License Upgrade

7 dnerintamason 'g

Ut Inftemation
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4. When License Upgrade Order Information screen comes up, key in the
number of licenses information in the From and To fields.

Note: 1. If necessary, you can use the Windows-based Key status utility
(CCAuthKeyStatus.exe) to see the current number of licenses.
The To field is automatically filled in when you click in it.

2. Select that this is to be an Online upgrade, then click Continue.

\\IE':' "CC Authentication Key License Upgrade

= License Upgrade Order Information IJ
=

5. When the CC Authentication Key License Upgrade screen comes up, click
Download.

\\IEH "CC Authentication Key License Upgrade

e =—al
=

Changing our ceder request

A you w3 changa the crder recueat. cick Charas srd 10 g0

6. When the browser asks what to do with the file (KeyUpgrade.exe), select
Save to disk.
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7. Leave the browser open, exactly as it is; go to where you downloaded the
file and execute it.
The upgrade utility comes up and starts the upgrade. The actions it
performs are reported in the main panel:

[ CC-Auth Key License Upgrade U ==
Erysone Ky lound Ackrated 1 \‘Q
Koy Information
FM s [V n\ﬁh S [1MseTEs
Licence Infomation Liceris Upgrade

Concumentwrers: [7 To [F7 =] Uses I

8. When the upgrade is finished, a window pops up to inform you that the
upgrade was successful. Click OK to close the popup.

The browser screen provides a summary of the upgrade:

‘,}I_EN "CC Authentication Key License Upgrade

oo —

* Orider summary :

Ordar [0: 1087000883

gad from 100 31
123436780

R

I Ca. Los, Tabean. Al ights resarva

AIEN.cam is published by ATEN Tnramasisns

9. Click Logout to exit, or Continue to process another order.
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Firmware Upgrade

The CC1000 Authentication Key’s firmware is upgradable. As new revisions
of the firmware become released, upgrade file are posted on our web site.
Check the web site regularly to find the latest files and information relating to
them.

Starting the Upgrade

To upgrade your firmware do the following:

1. Go to our website and download the new firmware file to a convenient
location on your computer.

2. With the authentication key plugged in, run the Key Status Utility
(CCAuthKeyStatus.exe).

Note: 1. CCAuthKeyStatus.exe only runs under Windows.

2. CCAuthKeysStatus.exe, can be found on the CD that comes with the
CC1000 package. This file should be copied to a convenient location
on your computer.

3. Inthe screen that appears, click F/W Upgrade...

S el)
Ky status: |Kep found: Activated |@
r— Key Information
FAw version: [Ver. 1.1.101 SN [TLAVaDWAZI 2V TDe

i~ License Information

Concurrent users: |3

Save | Upgrade: |

" License Upgrade

(Continues on next page.)
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(Continued from previous page.)

4. Inthe File Open dialog box that appears, select the firmware upgrade file,
then click Open.

- B oF B

Look in I@sluh‘

|55 CC 1KY _install_Windows
|L2)CC 1000 Documentation
I£5)CC 1000 Software

|25 fwuparade

12) KeyUpgrade exe

File name Joc-Auth-Key-Fri-v1.1.101-030207 exe | Open

Flesoftype:  [FAW Upgrade Fie (exe) i =

™ Open as read-only

v

5. Read and Agree to the License Agreement (enable the | Agree radio
button).

2% Firmware Upgrade Utility x|

‘welcome to the Firmware Uparade Uiy,

Put your devics into Fimiare Upgrade Mode, Use the Fimware Uparade Cable to connect its Fimware:
Upgrade Pat to your camputer [ cannect via Ethemet). Agree ta the License Agreement; Then Click Nest

LICENSE AGREEMENT -

LICENSE GRANT

ATEN International Co., Ltd, ["Licenser”)] grants ta you a narexclusive, noniansteratle icense ta
access and use FIRMWARE UPGRADE UTILITY Tthe "Praduct’] during the "Tem” set forth below.

‘ou may install the Praduct on a hard disk of other storage device: install and use the Product on a fle
semver for use on @ netiwark for the purposes of [ permanent instalation arta hard disks or other storage
devices of (il use of the Fraduct over such network: and make backup copies of the Product

RESTRICTIONS

ou agiee not to mody, adapt, translate, reverss endineer, rscompile, disassemble or otherviss attempt
ta discaver the saurce cade of the Praduct, or create derivative works based on the Product, o remave
any proprietary nofices or labels on the Product, including copyright, trademark or patent pending noticss.
‘ou may ot sublicense the Product or athensise allaw athers ta use the Product licensed to you.

k]

@ |Ages ' |Dontéges

Help About < Back Newts | Cancel |

(Continues on next page.)
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(Continued from previous page.)

6. The utility searches your installation. When it finds your device, it lists it
in the Device List panel.

9% Firmware Upgrade Utility x|

f Check Fimuware Version is checked, the utility compares the device's firmusare level with the upgrade
files. If the device's wession is newer, the utility lets you decide whether to continue or not. If it is not
checked, the utility performs the upgrade directly.

Click Next o begin.

Devics List Status Messages

CC1000-Key : 000 > Loading & testing fles ...
> : 0K

- Device Description

¥ Check Firmware Version  Progress. .|

Help View Log < Back Newt> | Cancel

Note: If you enable Check Firmware Version, the Utility compares the
device's firmware level with that of the upgrade files. If it finds that
the device's version is higher than the upgrade version, it brings up
a dialog box informing you of the situation and gives you the option
to Continue or Cancel.

If you don't enable Check Firmware Version, the Utility installs the
upgrade files without checking if they are a higher level.

Click Next to continue.

(Continues on next page.)
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(Continued from previous page.)

Upgrade Succeeded

After the upgrade has completed, a screen appears to inform you that the
procedure was successful:

2% Firmware Upgrade Utility x|

The Firmare upgrads was successful

Click Finish to clase the uiit.
Devics List Status Messages

ECINDREOOOM | Lo=dina & testn fies
> Loading & testing files: OK.
» Gearching for devices ..
> Preparing firmware upgrade ..
 Preparing fimmware upgrade: DK,
> Upgrading device CC1000-Key : 000 .
> Uparading device CCT000-Key : 000: OK.

> Firmware upgiade: OK

~Deviee Description
Devics FAW: Ver 1.0.033
Upgrads FAW: Ver 1.0.092
MID: 000

IV Gheck Fitmuare Yersion Progress.T

Help Yiew Log <Back Fish | Cencel

Click Finish to close the Firmware Upgrade Utility.
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Export/Import, 175
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Importing, 176
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Convert, 51, 171
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adding, 147
Adding devices, 27
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Events, 128
Fields, 128
Overview, 127

M

Main Screen, 146
Manager settings, 133
Managing Users, 21, 163
Moving devices, 34, 156
Moving folder nodes, 156

O

Online
Registration, iii
Overview, 1

P
Password Policy Setup
Windows 2000 Server, 93
Windows Server 2003, 94
Passwords
resetting, 47, 164

Q

Query the logs, 70, 189

R

Removing Users, 167
Reset anonymous password, 93
Reset password policy, 94
Resetting Passwords, 47, 164
RoOHS, ii
Root Certificate

installing, 143

S
Safety Instructions
General, 191
Rack Mounting, 193
Serial number, 7, 109
Session Info, 69, 188
SJIT 11364-20086, ii
SNMO Server settings, 137
SNMP, 105
SNMP Server settings, 20
System Info, 67, 186
System Requirements, 73

T

Technical Information, 191
Technical Support, 194

225



CC1000 User Manual

Telephone support, iii User properties
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CC1000 Server, 203 adding, 35, 157
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