AlEN

Simply Better Connections

CC2000

Centralized Management Software
User Manual



CC2000 User Manual

User Information

Online Registration

Be sure to register your product at our online support center:

International | http://eservice.aten.com

Telephone Support
For telephone support, call this number:

International 886-2-8692-6959

China 86-400-810-0-810

Japan 81-3-5615-5811

Korea 82-2-467-6789

North America 1-888-999-ATEN ext 4988
1-949-428-1111

User Notice

All information, documentation, and specifications contained in this manual
are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of
the manufacturer's software described in this manual is sold or licensed as is.
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior
to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS
CORRECT BEFORE USE.
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Package Contents

Check to make sure that all components are in working order. If you encounter
any problem, please contact your dealer.

The CC2000 package consists of:
1 CC2000 USB License Key
1 software CD

Product Information

For information about all ATEN products and how they can help you connect
without limits, visit ATEN on the Web or contact an ATEN Authorized
Reseller. Visit ATEN on the Web for a list of locations and telephone numbers:

International http://www.aten.com
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About this Manual

This manual is provided to help you get the most out of your CC2000 system. It
covers all aspects of the software, including installation, configuration, and
operation. An overview of the information found in the manual is provided below.

Chapter 1, Introduction, introduces you to the CC2000 System, with its
purpose, features, and benefits described.

Chapter 2, Server Installation and Utilities, provides step-by-step
instructions for installing the CC2000 on both a Windows and Linux system.

Chapter 3, Web Console Overview, explains how to log into the CC2000 with
a browser, and describes how to use the CC2000’s browser GUI interface.

Chapter 4, Dashboard and Basic Operation, explains the dashboard of the
CC2000 server and goes over the basics of using the interface.

Chapter 5, Device Management, explains how to access, control, add,
configure, and organize the devices that will be managed over the CC2000
network.

Chapter 6, User Management, describes how to add, modify, and delete user
accounts; create user groups and assign users to them; specify device access
rights for users and groups; and specify the user authentication method.

Chapter 7, System, provides an overview of the CC2000 organizational
concept, and demonstrates how to deploy, configure, and manage the CC2000
primary and secondary servers on your installation.

Chapter 8, Logs, explains the CC2000’s logging function and how to access,
filter, and search the various logs that are kept by the CC2000.

Chapter 9, Asset Management, provides information on how to create 2D
representations of the managed data centers that allow you to manage assets
from a remote site.

Appendix A Technical Information, provides technical as well as
troubleshooting information.

Appendix B The CC2000 Utility, shows how to configure a number of the
CC2000’s parameters from the desktop of the computer that the CC2000 runs
on, without having to invoke the browser GUI.

Xiv
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Appendix C Authentication Key Utility, describes how to access and update
the information contained in the CC2000 Authentication Key.

Appendix D External Authentication Services, discusses the use of
authentication via external third-party services. It also provides examples and
configuration suggestions for setting up these authentication services.

Appendix E SSO HTML Sample Codes, provides sample codes for the Single
Sign-On function.

Appendix F CC2000 MIB Reference , documents the MIB objects and SNMP

traps supported by CC2000. It provides detailed information required for inte-

gration with network management systems, automated monitoring, and event
handling.

Note:

+ Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the unit or connected
devices.

+ ATEN regularly updates its product documentation for new features and
fixes. For an up-to-date CC2000 documentation, visit
http://www.aten.com/global/en/

Conventions

This manual uses the following conventions:

Monospaced Indicates text that you should key in.

[1 Indicates keys you should press. For example, [Enter] means
to press the Enter key. If keys need to be chorded, they appear
together in the same bracket with a plus sign between them:

[CtrI+Alt].

1. Numbered lists represent procedures with sequential steps.

. Bullet lists provide information, but do not involve sequential
steps.

> Indicates selecting consecutive options (such as on a menu or

dialog box). For example, Start > Run means to open the Start
menu, and then select Run.

A Indicates critical information.

XV
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Chapter 1
Introduction

Overview

ATEN’s CC2000 Centralized Management Software provides IT Teams in
every industry with a comprehensive solution that enables central management
of their IT infrastructure locally and worldwide through a single portal. The
software consolidates the management of all ATEN KVM over IP switches,
serial console servers, ATEN PDUs and third-party devices such as embedded
service processors, blade servers, and physical and virtual servers for in-band
and out-of-band management. The brand new CC2000 provides an easy-to-use
yet robust interface — making system management more efficient and
productive.

Featuring concise and intuitive HTML 5-based web interface, the CC2000
delivers a better user experience and advanced usability. By utilizing
consolidated data, task-based navigation, and simplified menus, administrators
can access, configure, and manage all of the IT equipments with ease.

The CC2000 also features a consolidated portal, the Dashboard, to help IT staff
quickly attain a full grasp of all the important information and to complete
monitoring tasks with minimal effort and time. The Dashboard displays an at-
a-glance overview of device status, device events, task results, online users,
and licensed nodes usage. With the device status and device events sections,
administrators can be immediately notified about the condition of the
connected devices, as well as quickly receiving the generated critical logs. The
task results section delivers vital messages about operation success or failure.
Administrators can also view details of currently logged-in users and terminate
suspicious user sessions. The Dashboard’s enhanced notification functionality
helps users to promptly handle issues and fix problems efficiently.

With the asset management functions, CC2000 enables users to quickly gain
access to the specifications, appearance, installed location of the managed
assets, providing complete control over floor space, rack space, IT equipment,
power, and connectivity. Users can easily find assets with previously created
tags and export all equipment details, simplifying the asset verification
process. Featuring a floor map, CC2000 provides users the flexibility to
observe the status of installed equipment from a location level down to the
device level in both 2D and 3D images, facilitating comprehensive capacity
planning and meticulous capacity management. It empowers users to assess,
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optimize, and allocate resource, ensuring efficient utilization of infrastructure
resources in alignment with organizational goals and requirements.

By integrating ATEN SN11XX series, PDU series, and Energy Box, the
CC2000 supports real-time environment and power monitoring. This allows
users to recognize potential hot spots in racks, , monitor power status of
connected PDUs, and inspect other important info through the system
dashboard, ensuring 24/7 availalbility of IP equipment.

When monitored figures exceed their configured thresholds, users will get real-
time alerts through Dashboard, message center, email, SNMP trap, and Syslog.
IT administrators can get actionable insights about server room's temperature,
humidity, air pressure, voltage, current, and power dissipation from the trend

chart.

The CC2000's patented Panel DynaArray mode lets administrators view the
output of multiple ports in individual panels on the same screen. The panel
configuration can combine the ports from different over-IP KVM devices and
give administrators a flexible choice to select which devices they wish to
monitor and how the ports appear on the screen. Ports can be accessed and
managed simply by clicking on the panel it is displayed in.

The CC2000 Centralized Management Software uses Primary-Secondary
architecture to offer service redundancy. When the Primary CC2000 server
goes down, the CC2000 management system will keep functioning since one
of Secondary units can provide the required management services until the
Primary unit is back online. This feature ensures that you are able to access all
your devices whenever required.

With the help of the CC2000, users can promptly handle issues and fix
problems efficiently. As a secure and centralized system management solution,
the CC2000 software meets the requirements of IT administrators in
centralized management and easy monitoring, putting them in complete
control of their data centers, server rooms and branch offices wherever they are
deployed.
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Deployment Example:

(AT [e—
-

%

€C2000
Primary Server

Headquarters
Washington D.C.

@KVM @ Network @ Cat 5e

C€C2000 Secondary Servers

(Redundancy)
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Features

+ Asset management — effortlessly view the specifications, appearance,
location, and configuration of every asset in the data center, enabling users
to improve the efficiency and reliability of data center operations.

¢ Visualized floor map — allows users to view the layout of server rooms and
the configuration of server racks in 2D or 3D floor maps, providing
insights on the overall the capacity and status of the infrastructure.

¢ Environment and power monitoring — monitors temperature, humidity,
air pressure, voltage, current, power dissipation, water leakage and door
entry for server rooms and data centers

+ Real-time notification — for ensuring 24/7 availability of critical alerts,
CC2000 notifies users when monitoring data exceed a user-configured
threshold

+ Trend charts and auditing — allow users to gain insight, analyze findings,
and take strategic actions

+ Single sign-on to consolidate the management of ATEN’s KVM over IP
switches, serial console servers, intelligent PDUs, and third party devices
such as embedded service processors, and physical and virtual servers

¢ Intuitive User Interface with HTMLS5 to deliver friendly user experience

+ At-a-glance Dashboard portal to display an overview of device status,
device events, task results, online users, and licensed nodes usage

+ Flexible remote access to service processors including Redfish iDRACS8/
iLOS5), Dell iDRACS5/6/8, IBM RSA II, HP iLO2/3/5, Dell CMC, IBM
AMM, HP OA, IPMI, IMM, or to IT equipment using RDP, VNC, SSH or
Telnet IP tools

* Supports access and control to virtualized environment over VMware
vSphere 6.0/6.5/6.7/7.0/8.0, Windows Server 2008, 2012 & 2016, or Citrix
XenServer 6.5

+ Supports management of APC PDUs (AP79xx, AP89xx, and AP86xx)

+ Supports LDAP, AD, Kerberos, RADIUS and TACACS+ for centralized
authentication and authorization -

¢ Centralized role-based policy for user access privilege control
+ Military level encryption (AES 256-bit) for secure end-to-end node access

* Access control to grant or restrict user access by IP or MAC address, and
SAS 70 compliance for configurable failed login attempts and lockout

* Supports certificates signed from third-party authorities (CA)
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TLS v1.3 data encryption and RSA 2048-bit certificates to secure user
logins from browser

Supports strong user password policy to enhance the security of user
accounts

Consolidates logs from ATEN’s KVM over IP switches, serial console
servers, and other devices through syslog protocol for audit trail

Universal virtual media support for easy software deployment (mount ISO
image, boot, or upgrade the device remotely)

Event notification support through Dashboard, message center, email,
SNMP (v1, v2¢, v3), and Syslog

Task scheduling for backing up CC2000 database and configuration,
exporting logs, and controlling power on/off on PDU devices

Message Box — shows internal system messages or critical logs that can
be viewed in full detail with just one simple click.

Panel Array Mode — allows administrators to monitor multiple video
outputs of remote servers in one screen

Mouse DynaSync — automatically synchronizes the local and remote
mouse Cursors

Delivers server redundancy through primary/secondary architecture for
service availability

Quick device access and management — go to Recent and My Favorite
side menus to see and manage a list of recently visited and bookmarked
devices, respectively

Online Chat — Instant communication and collaboration between users
(e.g. for quick problem troubleshoot)

Supports MOTP (Mobile One Time Password) and two-factor
authentication to provide an additional layer of protection against account
hijacks.
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Requirements

Server Requirements

Systems that the CC2000 server will be installed on should meet the following
requirements:

¢ Hardware Requirements

Small Installation
(<100 devices)

Medium or Large Installation
(> 100 devices)

CPU Intel Core i3 2+ GHz or above | Intel Core i5 3+ GHz or above
Memory 4 GB or above 8 GB or above

Hard Drive 20 GB or above 40 GB or above

Ethernet At least 1 Ethernet adapter (100 Mbps or above)

— Giga LAN recommended

¢ Operating System Requirements

JRE 8 OpenJDK 8
Windows: Windows:
¢ Server 2019 ¢ Server 2019 x64
¢ Server 2016 ¢ Server 2016 x64
¢ Server 2012 * 10 x32/x64
¢ Server 2008
* 10
*8
Linux Linux

*

*

*

*

*

*

*

Red Hat Enterprise Linux V. 4

Novell SUSE Enterprise Server 9 and 10

Ubuntu 15.10 x64
Ubuntu 15.10 x86
Debian 8.2 x64
Fedora 23 x64
Fedora 23 x86
OpenSUSE 13.1 x64
CentOS 7 x64

¢ Ubuntu 16.04 x64

¢ Ubuntu 20.04 x64

¢ Fedora 32 x64

Red Hat Enterprise 8.1 x64
¢ CentOS 8.1 x64

*
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Client Requirements

Hardware Requirements

*

CPU: We recommend that the computers used to access the switch should
have at least a Pentium 4 2GHz processor, with a screen resolution set to
1024 x 768.

Memory: At least 512MB (1GB or more recommended)

Ethernet: At least 1 Ethernet adapter — 10Mbps or higher (100Mbps
recommended)

Browsers must support 128-bit SSL encryption.

For the browser-based Java Web Start (JNLP) Viewer, the latest version of
Java Runtime Environment (JRE) 8 or OpenJDK 8, with IcedTea-Web
must be installed. To download IcedTea-Web, go to https://azul.com.

At least 205MB of memory must be available for accessing the first
viewer after logging in from the browser, and another 100MB for each
additional viewer that is opened thereafter.

Operating Systems

*

*

Supported operating systems for client workstations connecting to the
CC2000 are listed below:

0s Version

Windows 8 or later
Linux Red Hat 7.1 or later

Fedora Core 2 or later

SuSE 9.0 or later

Mandriva (Mandrake) | 9.0 or later
UNIX AIX 4.3 or later

FreeBSD 4.2 or later

Sun Solaris 8 or later

Supported operating systems for CC2000 users include:

+ Windows 2000 or later

¢ Platforms running OpenJDK 8

¢ Platforms running Java Runtime Environment (JRE) 8
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Browsers

Supported browsers for users logging into the CC2000 include the following:

Browser Version
Edge 42 or later
Chrome 56 or later
Firefox Windows 60 or later
Linux 60 or later
Sun 52 or later
Safari Mac 10 or later
Opera 57 or later

Device Requirements

All ATEN KVM IP products must be at a firmware level that contains the CC
Management function, and the CC Management function must be enabled.
Download and install the latest version of the relevant firmware from our
Website, if necessary. For details on upgrading the firmware, see Update &
Restore on page 145.

Note:

+ Devices must be configured to communicate on the same port that as the
CC2000’s Device Port (see Device port, page 15).

+ For a list of supported devices, refer to the ATEN website.
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Licenses

The CC2000 license controls the number of secondary servers and nodes
permitted on the CC2000 server installation. License information is contained
on the USB License Key that came with your CC2000 purchase.

Licensing Policy

+ Upon completion of the CC2000 server software installation, a default
license for one primary (no secondaries), and 16 nodes is automatically
provided.

+ To add anything more (secondary servers and nodes), you must upgrade
the license. For detailed information, see License on page 244.

+ A maintenance license is required for updating the system from v3.3 to
v4.0 or later. With an expired maintenance license, the CC2000 can still
operate normally. However, updates will be limited to minor fixes, for
example, from v4.0.109 to v4.0.201.

+ For more details on our licensing policy, please go to:

Note:

+ When an expired maintenance license is renewed, the passed period of
time will also be counted toward the purchased period of time.

+ To purchase or update a maintenance license, contact your local sales
representative for more information.

¢ An order of two maintenance license (e.g. CCMAS512, a license
supporting up to 512 nodes) is an equivalent of a two-year license.

+ To apply a renewed maintenance license to the CC2000 system, see
License on page 244.

Nodes

¢ Anode can either be an aggregate device or a physical port (e.g. KVM
port on a KVM device, serial port on a Serial Console Server, or a sensor/
outlet port on a PDU). Each node requires a license.

+ Aggregate devices can be created when a device (router, server,
Ethernet switch, etc.,) managed through the CC2000 is capable of
being accessed through several ATEN device ports*. By consolidating
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those ports into a single Aggregate Device, the Aggregate Device
counts as a single node, and only requires a single license.

Note: Maximum of 2 KVM ports, 4 serial ports and 8 outlet ports.

+ Ports on ATEN devices, when not part of an aggregate device, must be
unlocked (see Locking / Unlocking Devices, page 124) in order to be
used. Each unlocked port counts as one node.

+ Generic devices (routers, switches, etc.) are not counted.
+ Direct Web Access devices are not counted.

¢ Group Devices do not count as nodes. They are made up of unlocked
physical ports that are grouped together. The same physical port can be
added to more than one Group device, but it only requires one node license
no matter how many Group devices it is added to.

+ Blade Server & Host VM: takes N+1 node license (N = number of Blades
/ Virtual Machines)

Note: See By Devices - General Operations on page 68 for detailed
information on each of the device categories.

Secondaries

The license specifies how many secondaries you can register with the primary
CC2000. See CC2000 Secondary Servers, page 25 for details on registering a
Secondary with the Primary.

10



Chapter 2
Server Installation and Utilities

Overview

Recognizing the increasing prominence of Linux systems in server
environments, the CC2000 Centralized Management Software system has
made its management services available on both Windows and Linux
platforms. This chapter describes how to install the CC2000 server on each.

Windows Version Installation

Before You Begin

Before installing, make sure OpenJDK 8 or Sun’s Java Runtime Environment
(JRE) 8 has been installed on your system. If not, download and install it first.

You can find the latest version of JRE here:
http://java.com

You can find the latest version of OpenJDK here:
http://www.azul.com/

After OpenJDK or JRE has been installed on your system, you can start
installing the CC2000 program.

1"
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Starting the Installation

To install CC2000 on a Windows system, do the following:

1. Put the software CD that came with your package into the computer’s CD
or DVD drive.

2. Go to the folder where the installation file (e.g.
CC2000_Setup V3.0.0 ForWindows.exe) is located and execute it. The
installer will appear as shown below:

€C2000 Installation - X

d to the next screen. If you want to change
en, click the 'Previous' button.

allation at any time by clicking the 'Cancel' b

Click Next to continue.

12
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3. The installer will display the License Agreement. Read it and should you
accept, click to check I accept the terms of the License Agreement. Click
Next to continue.

€C2000 Installation — X

End User Software License Agreement For CC2000 Series

This END USER SOFTWARE LICENSE AGREEMENT is entered into
as of the date of installment of the Licensed Software by you

"Effective Date"), by and between ATEN International Co. Ltd., having
its principal place of business at 3F, No. 125, Sec. 2, Da-Tung Rd., Si-
hih, Taipei, Taiwan 221, R.0.C. ("ATEN") and YOU.

This Agreement is a legal agreement between you (either an individual
or a single entity) and ATEN. PLEASE READ THIS AGREEMENT
CAREFULLY. BY INSTALLING OR USING THE SOFTWARE THAT
ACCOMPANIES THIS AGREEMENT ("Software"), YOU AGREE TO
THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE, DC
NOT USE THE SOFTWARE. YOU have the rights below:

4. The installer will prompt you to enter a serial number. Key in the
CC2000’s software serial number (the serial number can be found on the
CD case) and click Next to continue.

Enter Serial Number X
1l Number
Please enter your product serial number.

Serial Number:
| | |

Cancel [ Next

Note: We recommend that you save your software serial number in a safe
place in case you need to use it for re-installation.

13
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5. The installer will bring you to the Choose Installation Folder page and ask
you to specify the CC2000’s installation directory. If you don’t want to use
the default entry, click Choose... to browse and select a location. Click
Next to continue.

€C2000 Installation — X

Restore Default Folder | Choose...

6. In the Choose Shortcut Folder dialog box, click the radio buttons to
specify where you would like to create software shortcuts. Click Next to
continue.

€C2000 Installation - >

here would you like to create product icons?

(®)In a new Program Group: |CC2000Pro

(Oln the Start Menu
(O On the Desktop

(O In the Quick Launch Bar

() other: ‘ Choose...

() Don't create icons

[Jcreate Icons for All Users

Previous Next

14
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7. In the Configuration dialog box, fill in the fields according to the
information provided in the table below.

Config & Setup CC2000 X

CC2000 Server Contiguration

Server name: BOBOP

CC2000 port: 8001 | Device port:
HTTP port: 80RO | HTTPS port:
Viewer port: 8003

Status:

1: Configure the server.

Heading

Explanation

Server name

The dialog box presents the default name of the server — as defined
in the Windows Computer Name setting. You can define a name to
identify the server on the CC2000 installation, if you wish. The name
can be of 2—-32 bytes in any supported language.

Note: 1. The following characters may not be used: " '\

2. This name is only for CC2000 server purposes — it doesn’t
change the actual computer name.

CC2000 port

The port that the CC2000 server uses to communicate with other

CC2000 servers. The default is 8001.

Note: 1. This is the CC2000 Port referred to on the Redundant
Servers web page (see Redundant Servers, page 269).

2. Although each CC2000 server on the system can use its
own port setting, for ease of management, we recommend
that all CC2000 servers use the same port setting.

Device port

The CC2000 server uses this port to communicate with the
connected devices (ATEN/Altusen IP products) on the installation.
The default is 8000.

Each CC2000 can have a separate Device port number, but in order
to communicate with the devices connected on its network
segment, those devices must be configured to use the same port as
the one set here.

HTTP port

The port that the CC2000 server uses for web communication. The
default is 8080. If you use a different port, users must specify the
port number in the URL of their browsers.

15
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Heading Explanation

HTTPS port | The port that the CC2000 server uses for secure web
communication. The default is 8443. If you use a different port,
users must specify the port number in the URL of their browsers.

Viewer Port | The default is 8003.

8. After the fields have been filled, click Next to continue.

Note: You can still change any of these settings following the installation.
See System Info, page 215, for details.

9. The dialog box changes to inform you that files are being copied to the
installation folder. Once the files have been copied, click Continue to
move on.

10. The Pre-Installation Summary screen appears:

CC2000 Installation — X

eh\AppData\RoamingiMicrosofti\Windows\Start Menu\P

ation (for Installation Target):

0
313,083,587 Bytes
415,198,986,240 Bytes

If you wish to change anything, click Previous to go back, If the
information is correct, click Install.

11. When completed, the installer will ask you whether to restart the system to
complete the installation or not. Click Done to exit the installer and restart
the system. Choose No, I will restart my system later if you do not wish to
restart your system.

16
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€C2000 Installation — X

o
o
o
o
o
v
o
=

Id restart the system to complete the insta

000Pro Utility
Database Migration Utility
Java_Version_Checker

New
Uninstall Ct

CCKM KE Matrix Manager

Connect

Evernote

Excel

FileZilla FTP Client

Fuji Xerox Print Extension

GanttProject

Google Chrome

o | @ 6
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Post-installation Check

After the installation, the CC2000 program starts automatically (and starts

automatically upon Windows startup).

To check that the CC2000 has started, go to the Services desktop app and see
if Running is shown under the Status column.

i Services
File  Action

e @

£, Services (Local)

View Help

= HrE »eonwn

CC2000Pro Service

Stop the service
Restart the service

Description:
CC2000Pro Service for ATEN Control
Center

Name Description
& AppX Deployment Service (A.. Provides infr...
G Assig Ser.. Assig

& Auto Time Zone Updater Automaticall...
& Background Intelligent Tran...  Transfers file...
& Background Tasks Infrastruc.. Windows inf...
) Base Filtering Engine The Base Filt...
& BitLocker Drive Encryption S..  BDESVC hos...
€. Block Level Backup Engine S.. The WBENGL..
£ Bluetooth Handsfree Service ~ Enables wire...
& Bluetooth Support Service  The Bluetoo..
& BranchCache This service ...
16}, Capability Access Manager S...Provides faci

Status

Running
Running

Runnin

Startup Type
Manual
Manual
Disabled
Manual
Automatic
Automatic
Manual (Trigg..
Manual
Manual (Trigg..
Manual (Trigg..
Manual
Manual

Automatic (De.

[T
L
Le
L
L

EhcovsR nnng . Automatic L
& Certificate Propagation Copies user.. Running  Manual L
€. Client License Service (ClipSV... Providesinfr.. Running  Manual (Trigg... Lc
{6} ONG Key Isolation TheCNGke. Running  Manual (Tiigg.. Lc
£}, COM+ Event System Supports Sy..  Running  Automatic L
&), COM+ System Application ~ Manages th... Manual L
& Computer Browser Maintainsa.. Running  Manual (Trigg.. L
B oo Devicee Do  onnninn oo 1
\ Extended ( Standard /’
If Running is not shown, you can click Start to start the service.

2% Services - 0o X

File Action View Help

CX Ml : >mun

., services (Local) _|

(CC2000Pro Service

Description:
CC2000Pro Service for ATEN Control
Center

Name Description
& AppX Deployment Service (A.. Provides infr...
Q. Assig Ser.. Assig

€, Auto Time Zone Updater Automaticall..
6, Background Intelligent Tran...  Transfers file...
1€} Background Tasks Infrastruc..  Windows inf...
&), Base Filtering Engine The Base Filt..
€. BitLocker Drive Encryption .. BDESVC hos...
€ Block Level Backup Engine S.. The WBENGL..
€ Bluetooth Handsfree Service ~ Enables wire..
Gl Bluetooth Support Service The Bluetoo...
€ BranchCache This service ..
€}, Capability Access Manager S... Provides faci..
£, cC2000Pro Service CC2000Pro S..
Ehcovsk

& Certificate Propagation Copies user ..
& Client License Service (ClipSV... Provides infr..
£ CNG Key Isolation The CNG ke..
1. COM+ Event System Supports Sy...
. COM+ System Application  Manages th...
& Computer Browser Maintains a.
B4 P nrtnd Poiienr Dlatbncm  Thic oo

<

Status

Running

Running
Running

Running
Running
Running
Running
Running

Running

Startup Type
Manual
Manual
Disabled
Manual
Automatic
Automatic
Manual (Trigg...
Manual
Manual (Trigg...
Manual (Trigg...
Manual
Manual
Automatic (De..
Automatic
Manual
Manual (Trigg...
Manual (Trigg...
Automatic
Manual
Manual (Trigg...

Austarmntic Pn

TEFEEFERRRRRZEARSESESESSERESR &

\ Extended A Standard /
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Linux Version Installation

Before you Begin

The procedure for installing CC2000 on a Linux system is similar to that of
Windows, but with Java considerations to take note of before starting.

+ [IfJavaisn’t already installed on your system, you will need to download it
from the Java web site:

http://java.com

Installation instructions are provided on the Java download page.

¢ (CC2000 program requires the system to run OpenJDK 8 or JRE 8. Some
Linux distributions may have different versions of JRE installed. To find
out your Java version, open a terminal and enter the following:

java -version

IMPORTANT: Both the OpenJDK and CC2000 must be installed using the
Linux’s root user, otherwise certain functions may not work properly.

If the version displayed does not fit the system requirement, please make
sure you have OpenJDK 8 or JRE version 8 installed. (See the previous
point regarding downloading and installing Java.)

¢ Make sure your PATH and JAVA__HOME environment variables point to
the new version in your /root/.bash_profile file. For example:

JAVA HOME=/usr/java/jrel.6.0 0-bll
PATH:$JAVA_HOME/bin:$PATH:./

BASH ENV= $HOME/.bashrc

USERNAME= "root"

export JAVA HOME PATH BASH ENV USERNAME

+ Even after you install an appropriate Java version and set the new PATH
and JAVA_HOME environment variables, the distribution may still not
recognize the new version and continue to use its original version of Java.
If this problem occurs, correct it by doing the following:

1. Copy the CC2000Setup Linux.bin file from the distribution CD to a
folder on your hard disk.

2. Open a terminal and go to the directory where the
CC2000Setup _Linux.bin file is located.

3. Enter the following commands:

export LAX DEBUG=1
sh CC2000-Setup-ForLinux.bin

19
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Note: If the installation program starts, cancel it.

4. In the screen output, look for the line (it will be in bold) that starts with:
Using VM.........

to see which Java your distribution is defaulting to.

5. If the Using VM entry shows a path to a file named java in the old Java
version directory, go to that directory and either delete the java file or
rename it.

6. Log out and log back in.

Installing

After making sure that the appropriate version of the OpenJDK or JRE has
been installed, do the following:

1.

Put the software CD that came with your package into the computer’s CD
or DVD drive.

Go to the folder where the installation file (e.g.
CC2000_Setup V3.0.0 ForLinux.exe) is located and execute it.

IMPORTANT: Both the OpenJDK and CC2000 must be installed using the

Linux’s root user, otherwise certain functions may not work properly.

Note: 1. Make sure that the installation file has executable permissions

2. For some versions of Linux, the program must be run in a terminal.

A screen, similar to the one below, appears:

Install&nywhere will guide you through the installation of CC2000

It is strangly recormencied that you exit all programs before
cantinuing with this installation

Click the 'Next' button to proceed to the next scraen. If wou want 1o
change something on a previous screen, click the ‘Previous' button

‘fou may cancel this installation at any time by clicking the 'Cancel'
hutton

Installénywhere by Macrovision

Click Next to move on.

20
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3. From here, the installation procedure is the same as that of Windows.
Refer to the Windows installation procedure (see page 11) for details.

Post-installation Check

+ After the installation completes successfully, the CC2000 program starts
automatically (and starts automatically upon every startup).

To check if the CC2000 has started, or to start, stop, or restart the service,

issue the following commands (as root) from a terminal console.

Purpose

Command

To start the service

/root/CC20000pro start#

To stop the service

/root/CC20000pro stop#t

To restart the service

/root/CC20000pro restart#

To check the service status

/root/CC20000pro status#

If the above commands fail, try commands that use legacy paths:

Purpose

Command (Legacy Path)

To start the service

/etc/init.d/cc2000service start#

To stop the service

/etc/init.d/cc2000service stop#t

To restart the service

/etc/init.d/cc2000service restart#

To check the service status

/etc/init.d/cc2000service status#

+ To check on the Java version your system is running, do the following:

1. Open the Start menu.

2. Navigate to the CC2000 entry (Programs — CC2000), and select Java

Version Checker.
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Post-Installation Setup

The CC2000 software comes with a default demo license that allows the server
to be a primary server with no secondaries and 16 nodes (all of which must be
on the same network as the server). For anything beyond this minimum, you
will need a purchased license key that allows secondary servers and additional
nodes.

Once the software is installed on the server, the next step is to specify whether
the server will be a Primary or Secondary.

+ If this server is going to be a Primary, insert the CC2000’s USB license
key into a USB port; log into the server (see Logging In, page 30); go to
the License page, and click Upgrade (see To update the license, contact
your dealer to purchase a license key for the number of Secondaries and
nodes desired. After receiving your purchased USB license key, you can
update the license of the CC2000 through one of the two following
methods: on page 245, for details). The number of Secondaries and nodes
allowed depends on your license key purchase.

Note: After upgrading the license, remove the key and place it somewhere
safe, since you will need it for future upgrades.

+ [If this installation is going to be a secondary server, there is no need to
insert a license key — you simply need to register it with the primary. See
View Properties on page 270, for details.
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Uninstalling the CC2000

Uninstalling from a Windows System

To uninstall the CC2000 from a Windows system, do the following:
1. Open the Start menu.

2. Navigate to the CC2000Pro entry (Programs — CC2000Pro), and select
Uninstall CC2000Pro.

Note: The removal program does not remove a number of the CC2000 files
and folders that were created during operation. For a complete removal
(necessary if you plan on reinstalling), you must remove them yourself
from the location that the CC2000 was installed at (the default folder is
C:\CC2000Pro).

Uninstalling from a Linux System

To uninstall the CC2000 from a Linux system, as root, execute the following
command:

/install-path/Uninstall CC2000Pro/Uninstall CC2000Pro

Where /install-path/ represents the path and directory that you specified for the
CC2000’s location during installation.

Note: The removal program does not remove a number of the CC2000 files
and folders that were created during installation. For a complete
removal (necessary if you plan on reinstalling), you must remove them
yourself. The default is /home/CC2000Pro.
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Updating the CC2000

To update CC2000 from v3.0 to v4.0 or later, follow the steps below.

1. Purchase a maintenance license and upgrade the USB key.
For more information, see Key License Upgrade, page 382.

2. Apply the license to CC2000 v3.x using one of the following methods:
¢ Upgrade License with USB Key (page 246)
* Upgrade License with License File (page 247)

3. Update CC2000 v3.x to v4.0 using the CC2000-Upgrade program:
+ (CC2000Upgrade Win.exe (for Windows)
+ CC2000Upgrade Linux.bin (for Linux)

Note: When you update, you must update the primary and each of the
secondaries.

New versions of the Upgrade Program are put on our website for download as
they become available. Check the website to get the most up-to-date version.

Preliminary Steps

These steps make sure that the installation database is indeed most up-to-date
across all of the CC2000 servers. Should a problem occur after the update, you
can use the backup to restore the database to its latest working level.

We recommend you take the following backup steps on each CC2000 server
before you begin.

1. Replicate the database of each of the secondaries; use Run Now for the
schedule setting (See Replicate Database on page 266).

2. After replication completes; go back and set the schedule to a time that
will not take place during the update time (next week, next month, etc.).

3. On the primary unit, do a Database Backup.

Once you have finished these preliminary steps, you can update the primary
and each of the secondaries. When you run the upgrade program, simply follow
the Installation Wizard to complete the procedure.
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CC2000 Secondary Servers

A complete CC2000 installation can comprise of 1 Primary and up to 31
secondary servers, located anywhere throughout the world. The primary server
is automated to be designated at the server where you updated the license of
your CC2000 software. See License, page 244, for details.

Once the primary server has been set, you can then register each of the other
CC2000 server as a Secondary with the Register function. See View
Properties, page 270, for details.

CC2000 Redundant Secondary Servers

To provide CC2000 server redundancy, at least a secondary CC2000 server
must be installed.

Should the primary server fail (due to network failure, CC2000 failure, etc.),
one of the secondary servers will act as the deputy primary server, maintaining
the connected devices and normal operation. However, administrators will not
be able to configure any of the settings until a primary server is present (fixed
or newly assigned).

Refer to Redundant Servers on page 269 on how you can appoint one of the
secondary servers as the redundant server.
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Database Migration Utility

For system updates from version 2.8 to version 3.2 or any later version, use
database migration utility to migrate your system database. For system updates
from version 3.2 to any later version, the server will automatically migrate the
database. The database migration utility is a pure Java utility and can be used
on Windows and Linux systems.

Before you begin

Make sure the CC2000 server you are trying to migrate from is version 2.8.271
(or later). If not, download the update file from the “CC2000 3.0” product page
on the ATEN website and install it.

Make sure the CC2000 server you are trying to migrate to is version 3.2.312
(or later). If not, download the update file from the CC2000 3.0 product page
on the ATEN website and install it.

Note: To update the CC2000 server from v2.x to v2.8, download the installer
from ATEN eSupport or contact ATEN Tech Support for further
assistance.

Migrating the System Database

Follow the procedures below to migrate the database:

1. On the computer running CC2000 v2.8, download the DB Migration
Utility installer from the “CC2000 v3.0” product page on the ATEN
website.

S

CC2000_V28 DB
MigrationUtility-F
orWindows
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2. Run the installer and follow the on-screen instructions.

CC2000 Update for DB Export Utility — X

oceed to the next screen. If you want to
previous screen, click the ‘Previous’ button.

installation at any time by clicking the

-
iy -
[ canca |

3. Use DB Migration Ultility to export the system database.

Note: Make sure CC2000 v2.8 is running, with the Operation Status
appear connected. If not, click Refresh to refresh the status.

=
® CC2000Pro Database Migration Utility (V1.0.094)

= o X
| Database Migration from V2.8 |
rOperation Status
S———
Export
Password: [ ‘
Confirm Password: | |
| o

a) Enter the password, and click Browse to select a destination folder.

b) Click Start to begin the export. A database backup file (*.cbk) and a
log file (*.1og) appear in the destination folder.

4. After the export process, stop the CC2000 v2.8 server.
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5. Copy the *.cbk file to the computer running the CC2000 v3.2 (or a later
version).

Note: Make sure that this server is a primary server and that it is running.

6. Launch the CC2000Pro utility and go to the Restore tab.

% CC2000Pro Utility — O X

( System Settings ﬁ’ Restore rView Licenses

Ready for operation.

Server Restore

File name: | |

Progress: | |

Administrator Management

Username: administrator

Description:

c¢) Click Browse and select the *.cbk file. The utility prompts you to enter
the password.

d) Enter the password and click Start to begin the import (restore)
process.
7. After the import process:
+ Log into the CC2000 v3.2 (or a later version) server to check:

+ the export log file to see the affected items (authentication server,
user type, user account, notifications, etc.)

+ the device connection settings (CC management settings, server
IP, device port, etc.).

+ Find the secondary CC2000 servers originally on the CC2000 v2.8
server and re-register them to the primary CC2000 v3.2 server.
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Notes About the Migration

*

User Types: Some user types are remapped and user-created user types
will be renamed without any roles. Review and reconfigure where
necessary.

Folder: All folders will be removed during the migration and the devices
under these folders will be moved to the device root.

Events: Some events have been changed or removed in CC2000 v3.2and
related events will also be changed or deleted. The corresponding logs will
be kept and available for display.

Notifications: Some event types have been removed in CC2000 v3.2 and
their notifications will also be removed.

Detached Devices: This function is not supported in CC2000 v3.2 or any
later versions and will be removed during the migration.

Maintenance setting: Due to setting range changes, some maintenance
settings (log options, device log options, serial console history options and
SNMP trap options) may be changed, refer to the corresponding section
for the updated ranges.
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To ensure multi-platform operability, access to the CC2000 is available
through most standard web browsers and supports several authentication
methods. This chapter provides details on the login procedures and an
overview of the CC2000 web console.

Logging In

CC2000 accounts require only a username and password for login. To improve
security, consider implementing additional authentication methods. For full
information, see Authentication Services, page 191.

Logins through Account Credentials

To log in the CC2000 web console using account credentials (username and
password), follow the steps below.

1. Open a browser and specify the IP address of the CC2000 in the browser's
URL location bar.

If you created a shortcut on the desktop, opening the shortcut will bring
you to the URL on your default browser.

Note: Ifthe system administrator has configured the HTTP or HTTPS port
setting as something other than the default ports 8080 and 8443, you must
include http:// or https:// before the IP address, and specify the port
number along with the IP address. For example:

https://192.168.1.20:8443

Where 8443 is the https port number, with a colon separating it and the IP
address.
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2. If any Security Alert dialog boxes appear, accept the certificate — it can be
trusted. See Trusted Certificates, page 359 for details. After a moment, the
Login page appears:

Welcome

Note: If you are using MOTP authentication or Dual authentication, refer
to Logins through MOTP Authentication and Logins through Dual
Authentication.

3. Enter your CC2000 username and password, and then click Login.

Note: The administrator account’s default username is “administrator”
with the default password being “password”.

The system immediately prompts you to change the login password.

CC2000 - Change Password

New password New password -

Confirm password | Confirm password
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4. Enter a new password, confirm the password again in the next field, and
click Save. A maximum of 32 English alphanumeric characters is allowed.

The system will bring you to the Dashboard.

aTEN cooo [l EE— > £ : 0 &

Device Status Name

Events Narme Model Xl [ Tasks Name T Y

0 © Failed
No criical device logs received within the past 3 months.

Critical 1

® Succeeded

Users » Time License

13

oniine 00

Available

Logins through MOTP Authentication

If you have chosen to use MOTP authentication, the login page only requires
you to enter the username. Upon entering your username, a MOTP
authentication dialog window appears. Follow the on-screen instructions to log
in via MTOP authentication.

For more information on the different types of MOTP authentication, refer to
Two Factor on page 201.

Logins through Dual Authentication

If you have chosen to use Dual Authentication, you will need to enter the
username and password of a CC2000 user, followed by the MOTP
authentication.

For information related to MOTP or Dual authentication, refer to the MOTP or
Dual authentication sections in Authentication Services on page 191.
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Logins through Single Sign-On (SSO)

Logins through SSO require a series of configuration on Entra ID and CC2000.
For a suggested procedure, see Single Sign-On Using Microsoft Entra ID,
page 202.

To log in an account via SSO:

1. In a web browser, enter the URL of the CC2000 web console. This screen
appears.

Welcome

Or sign in with

MS Entra ID v
2. From the drop-down menu, select the Entra ID service and click Login.

3. Select an account or click Use another account to log in. The account can
be a standalone user or a user that belongs to a group.

B® Microsoft

Pick an account

to continue to Qutlook

[ G

—'— Use another account
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The Interface

The general interface of CC2000 and its components (sections and items) are

shown below:

Events

0

Critieal

Users

Oniine

1

= ATEN cc2000 I']—I:I

Dashboard

Device Status

The devi

Name
oosso

> Ecion0_ov

Name Model Logs ¥
No ca devi log rceivedvithin e past 3 moriths.
Usename w» Time

—N
—w

o—N
(o))

o—O

=]
Wodel [ Y
onssso .
ecion0 w0z e
rertois 009083
Rowazzva 035830
Tasks Name Time ¢
o8 Sackup a2 @
© Failed
® Succesded
e Name Model Licensed Nodes

13

Rowsavs  mowivA
(o o]

Available
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Screen Components

The screen components are described in the table below:

No. Item Description

A | Sidebar Menu ¢ The sidebar menu section is the main selection menu.
Section Click to select the menu you wish to view/configure.
Clicking the menu may expand submenus for further
configurations.

¢ To collapse the menu, click E The sidebar menu
becomes collapsed as illustrated:

mEoe N

With a collapsed menu, click on any of the icons
to open its submenu. For example:

| KRR

Nevire Staflis

System
Monitoring l
Floor Maps
CN
The device

B | Task Bar Section | The task bar section contains function search,
notifications, personal settings (language & password),
help and logout.

C |Interactive Display | This section is your main work area. The screens that
Panel Section appear reflect your menu choices and submenu item
selection. The use of this panel is discussed later in this
chapter.
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No.

Item

Description

Function Search

You can use this item to search for functions in the
CC2000 browser GUI.

For example, if you wish to find “SNMP”, enter it into the
search bar. All the SNMP related functions will be
displayed (shown below). Click the desired search result
and CC2000 will bring you to the function’s configuration.

snmy X ‘

System > Notification > SNMP Traps
System > SNMP > SNMP Agent
System > SNMP > SNMP Manager

Logs > SNMP Traps > SNMP Traps

Online Chat

Clicking this icon will bring up a chat window.
Refer to Chat on page 43 for more information.

Notification

If there are natifications, the bell icon will have a number
displayed on it.

The information displayed here will depend on the user’s
permission.

Clicking this icon will display the 50 newest natifications.

These include, from newest to the oldest, critical logs,
warning logs and system messages.

Click Clean all to clear all notifications.

Click View logs to go to System Logs (see System Logs,
page 277).

Click View message box to open message box window.
Refer to see Message Box, page 39 on how to use
message box.

Personal

Clicking this icon to see or access the following settings:
¢ The username of this session

¢ The time the user last logged in

¢ User preferences

Click this option to change the interface language or to
resume to the previous logout status.

¢ Change password

¢ Two-factor authentication

About

Clicking this icon to view CC2000 information.
Click Help for the CC2000 user manual.
Click About for information of your CC2000.

Logout

Click this icon to log out of your CC2000 session.
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My Favorites

The My Favorites page is similar to bookmarks. Devices and ports that you
frequently access can be marked as favorites and you can come to this page to
quickly access them. Simply open this page and select the device/port instead
of hunting for devices and ports in the Devices submenu. This feature is
especially handy on large, crowded installations.

Clicking My Favorites will bring you to the page shown below:

ATEN Ccc2000

Search Functons ® 4 2 0 B

Dashboard Rl My Favorites
Device Management

Here wil st the enties you sarred in Device Management for quick acess or managemen.
User Accounts

SIEET) Edit Remove Launch viewer u Al devices

Logs

Name Model Port type Alias Operation Status
Asset Management
KN8164VV_abc KNB164V @ Offline

SNO148CO est @ Ofiine

Ooooao

SN9116CO @ Offine

W My Favorites

D Recent

Note: Editing and operations are the same as those in the Devices submenu.
Refer to By Devices - General Operations on page 68 for more information.
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Add Favorites

Follow the steps below to add a favorite.

1. Go to the Devices submenu (Device management > Devices).

Devices ( Available nodes: Unlimited)
[ ca - TS LEEO  vore - | = | ~
O ¢ Name o Model & 1P Department & Location & server & Operation Status =
O ¢r 0o-Genenicoev Generic device 10.0.1.100 wieo v ewa
O ¢r 000 AgaregateDev-1 181 10090180  Deptt Loct WINZ012-ABCDE Getstass W @ Unknown
o ~ 002-SIM-PE72161G-011074FF0102 PET2161G @ Offiine.
o PET216/G @ oriine
O % PETI24B @ oriine
o pETS241B @ orine
o sNotis @ oriine
o or1074FF0107 snotts @ ofine
O ¢ 00B-Sim-KNA140V-011074FFO108 KNat40v @ orine
O 77 009-Sim-KNAT40V-011074FFO108 Knat40v @ orine
n O0CORT520676 APRA41 10090 215 WIN2012-ARBCNF  Get status. w @ linknown e
Port
Edit Launch Viewer Delete More
O ¢ Name Port Port type & Option & Operation Status -
O v 1ka7175y 1 KaT175 @ofine
O v 2kari75y 2 KaT175 @orine

2. Find the device/port you wish to add to My Favorites in the device/port
list.

3. Astaricon should be visible on the left of the device/port name, click
it.

4. The star icon will change to an orange star ¥+ to indicate you have
successfully added the device/port to My Favorites.

Remove Favorites

To remove a device/port from My Favorites, check the check box of the device/
port and click Remove. The system will ask if you would like to remove the
device/port, click Yes to continue.

Are you sure to remove the selected items from the favorite list?
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Recent

The Recent page is similar to history. Devices and ports that you have
previously accessed are listed here (up to 100 recent devices/ports) and you can
come to this page to quickly access them. Simply open this page and select the
device/port instead of hunting for devices and ports in the Devices submenu.

This feature is especially handy on large, crowded installations.

Clicking Recent will bring you to the page shown below:

= aTEN cozoo [l > £ : 0 &

mm D d Recent

D Device Management

- Here will st the entries that have been accessed recently for quick access or management

-

] Edit Launch viewer ﬂ

[ — Model Port type Alias Operation
PE4104G Getstaws W

CNgeso

RCM432VA

My Favorites

Recent

Status it
@ Power On
@ Offline

@ Ofiline

Note: Editing and operations are the same as those in the Devices submenu.
Refer to By Devices - General Operations on page 68 for more information.

Message Box

Go to the Message Box by clicking the notification icon followed by View

message box.

Message box G

Sent

Drafts O Subject" Priority O Sender
O Helo Normal administrate
O Helio Normal administrate
O eecee Normal 1
O dadda Normal administrate
O werewrt Normal 1
O cccec Normal administrato
O bbbbd Normal administrator
O aasaa Normal 1
o Normal administrator
O normal-test Normal 1
O nigt-notify High 1
O Test Normal administrate
o w2 High 1

Date C

2019-05-06 15:21:48
2019-04-23 16:08:49
2019-04-09 06:58:28
2019-04-09 01:38:59
2019-04-09 01:36:43
2019-04-09 01:24:25
2019-04-09 01:23:01
2019-04-09 01:22:15
2019-04-09 01:17:09
2019-04-09 01:15:12
2019-04-09 01:12:13
2019-03-06 10:46:29

2019-03-06 06:03:54
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Note: The Sent and Draft options are Administrator-only function.

You can select Inbox, Sent or Drafts folders to respectively find incoming
messages, messages you have sent, or unsent messages.

Use the search option on the upper-right corner to filter the messages.

Click the column headings to sort the order of display.

Inbox

B Create Notification
Follow the steps below to create a notification:

1. Click Create for the following pop-up window:

Compose message X

Subject Subject

Message

Message

Priarity Normal v
Expiration @ Never

Specificdate  Specific date
Recipients
O Name Type In group Authentication Server Description
O » Allusers Users
O » CC2000 groups Groups

O » Third-party groups  Domain groups

Save in drafts Send

2. Fill in the Subject and Message fields.
3. Select a priority type using the Priority drop-down menu.

4. Select the Expiration option: Never or Specific date. Set the date for the
system message to expire if Specific date is selected.

5. Select the Recipients by checking the check box(es). You can expand
recipients in the Name column by clicking the arrowhead to select
individual users.

40



Chapter 3. Web Console Overview

6. Click Save in drafts or Send.

Messages are respectively copied into the Drafts or Sent items folder in the
sidebar.

Note: 1. High priority messages appear on the first page when a user logs
in as shown below:

Read message PG

From

Specific date

Subject

Message

Priority High

2. Normal priority messages will appear with a notification in the
Notification icon as shown below:

ATEN CC2000 ESFarthunrMm: | ® o 2 @ B

B Delete Notification

To delete a notification(s), check the check box(es) of the notification(s) and
click Delete. A confirmation message will be shown, click Yes to confirm.

Sent

Clicking this folder allows you to edit and delete sent notifications.
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B Edit Sent Notification

Follow the steps below to edit a notification:

1. Check the check box of the notification and click Edit.

Edit message X

Subject abc
abc high

Message

Priority High

Expiration @ Never

Specific date
Recipients
O Name O

O ~ Allusers

o 12345678901234¢

a

12345678901234%

=

administrator

test123

testadmin

writetest

Wwwwww

B EEBEE

» CC2000 aroups

Specific date

Type & In group
Users

User 458

User

User

User

User

User writetest2

User

Groups

e e otcon ] o |

Authentication Server O Description
CC2000
©C2000
©C2000
©G2000
©G2000
©C2000

€C2000 w

2. Make your desired changes and click Save as new draft or Send as new

notification.

B Delete Sent Notification

To delete a sent notification(s), check the check box(es) and click Delete. A
confirmation message will be shown, click Yes to confirm.

Drafts

Clicking this folder allows you to edit and delete unsent notifications.

Note: The Edit and Delete options works similar to the ones described in the
Sent folder. Refer back to page 41 where necessary.
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Chat

Click the chat icon §® to bring up the Chat panel. An example is shown

below:

Chat - administrator@10.3.41.138

Sentby & administrator@10.3.41.138 — 2019-10-02 11:54:26

hi

Send to:

& All users

& administrator@10.3.41.138

Use <Enter> to send message, and <Ctrl+Enter> to insert a carriage return

Send

Send to lists the users currently online. Click to select the user you wish to send

the chat to. You can select multiple users, or click “All users” to send to all.

The selected user(s) will be highlighted.

Click the X icon (top right) of the panel to exit the Chat function.
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Overview

Dashboard provides a visual summary of the system and monitored ports and
equipment. It provides an overview of the current system status and draws your
attention to critical events that need intervention. For more information, refer
to the following sections.

¢ System Dashboard (page 44)
* Monitoring Dashboard (page 48)
¢ Floor Maps Dashboard (page 54)

System Dashboard

The system dashboard page displays status overview regarding added devices,
events and tasks executed, online users, and license usage.

Device Status Name

Events Name Model Logs Y Tasks

0 Failed
Critical 6
® Succeeded
Users > License
10.3.66.12
10.0.47.103 364
2 Used
Online 148

Available

Note: Dashboard page access is only for Super Administrators and System
Administrators.

44



Chapter 4. Dashboard and Basic Operation

Device Status

The Device Status panel lists and displays the status of all added devices. Those
that may require intervention, for example, devices that are detected with
abnormality or are offline, are shown on the left of the panel, as illustrated
below:

Device Status Name Model P Y

10.3.166.152 Generic

> 10.3.167 149 VMware vGenter 10.3.167.149

99999 Generic

10.3.166.152 (Generic)
agg Generic

The status is not available
Agag Generic

© © e O @0 o

aggregate_PDU_test_pe9 Generic

* To check out devices that are detected with abnormality, unknown status,
or are offline, click the left or right arrow on the left of the Device Status
panel to cycle through these devices.

Note: Ifthe environment information is turned on for KN and SN devices,
abnormal temperature or fan operation will also be displayed here.

+ To filter the displayed entries by status, click ¥ and select from the pop-
up menu.

+ To sort the order of display, click the column headings of the table.
+ The last entry of the table is a visual status display of the device.

¢ @ represents normal.

+ @ represents offline.

¢ represents abnormal.

¢ @ represents unknown.
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Events

The Events panel displays critical device logs of the past 3 months.

Events Name O Model £ Logs Y
IP-KVMSW A KNE164 7
kng164_123 kng164 2027

2034

Critical

¢ The number on the left is the total number of critical logs collected.
+ To filter the displayed critical events by duration (e.g. for the past two

months), click ¥ and select from the pop-up menu.

¢ Click the number in the last entry column for the logs of a particular
device. A window will pop-up displaying the detailed logs. An example is

shown below:

No. Description Date O

1 SYS: Abnormal speed: fan3=0! 2019-03-08 09:47:06
2 SYS: Abnormal speed: fan2=0 ! 2019-03-08 09:47:06
3 SYS: Abnormal speed: fan1=0! 2019-03-08 09:47:06
4 SYS: Too high temperature: spot4=521 2019-03-08 09:47:06
5 SYS: Too high temperature: spot3=49 1 2019-03-08 09:47:06
6 SYS: Too high temperature: spot2=34 1 2019-03-08 09:47:06
7 SYS: Too high temperature: spot1=401 2019-03-08 09:47:06

Tasks

This panel displays the scheduled tasks of the past 3 months and the status of
the tasks.

Tasks Name Time _ Y
backup-170 2023-08-01 05:45:48
2 backup-170 2023-08-01 05:35:51
© Failed backup-170 2023-08-01 05-34°35

1

@ Succeeded
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¢ The red number on the left is the number of failed scheduled tasks.

¢ The green number on the left is the number of successful scheduled tasks.

+ To filter tasks by duration, click ¥ and select from the pop-up menu.

Users

This panel displays which user(s) is currently online. An example is shown:

Users Username IP Time
administrator @ WIN2012--ABCDEFG 10.3.41.138 06:33:49
writetest @ WIN2012--ABCDEFG 10.3.41.138 00:00:45 (]

2

Online

The number on the left shows how many users are currently online.
The table gives you the details of the users currently online.

The second to last entry column includes a “kill this session” icon € . Click it
to log this user out.

The last entry column includes a “Disable User Account” icon @ . Click it to
disable this user account. To reactivate the user account, refer to Reactivate
Disabled Users on page 180.

License

This panel displays the number of used and available nodes. An example is
shown:

License Name Model Licensed Nodes

00C0B7520626 APB941 24

97 1 00_PES316X_111 PE5316X 14

Used 00_PE5324G PE5324G 24

00_PE8324A_W2 PES324A 24

w 000_AggregateDev-1 IBM IMM 1

Available 002-Sim-PE7216rG-011074FF0102 PET216rG 16
003-Sim-PE7324rB-011074FF0103  PET324rB 24 ¥

47



Chapter 4. Dashboard and Basic Operation

Monitoring Dashboard

The Monitoring dashboard provides a graphical summary of monitored ports
and equipment (Creating a Monitoring Rule on page 159).

ATEN cc2000

C

21 Dashboara Root v

System
Monitoring Warning (5)

Floor Maps

WD Device Management v
&  UserAccounts
@ system
B Lo
BB AssetManagement v v
h PE7324kJA_S. +V PET324G_SR. hv PE7324G_SR. *ﬂ PE7324k.A_S. *M« PET7324G_SR.
110.2vot  218.1vort 399.55w 445.07w | 39511.07aws
24K I ik B ors B o=
B *M PET324kJA_S. Eil e D1 D1 C1 02
2 40081.40un  24.1°C__ Notattached _ Offline ___ Offline

The status and value of each monitored

port/equipment is represented using a card.

For example:

Use the drop-down menu to navigate
between different levels and folders of the
Monitoring dashboard.

The displayed levels and folders are based
on the organization of added folders in the
Monitoring Settings page. To configure
the organization, see Adding a Folder,
page 160.

+ PDU_41012
JA | Loc2

32.8Amp

ServerRoom#1 (O
v
v
v
v © ServerRoom#1 k

© Japan
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Warning Events

When monitored equipment or ports exceed its threshold or warning status
(such as a door opened), the system will identify it as a warning event and
indicate it using banners on top of the dashboard and changing the card to red.
For example:

Root + @ severRoom#t m ]E Installation Place

Warning (9)

S4 S4 (=) D1_EARA
Temperature Pressure Door Entry Flood/Water

test

Offline Offline Not attached | Offline

D1_F§2202
Door Entry

Offline

PE9222B_JC
Current

1.1Amp

A banner indicates the total number of warning events and the folder name
which contains these events. For example, the banner below shows that there
are 11 warning events in the ServerRoom#1 folder.

@ serverRoomt1

To check out the current status of warning events, you can click on the banner
to bring the dashboard view to these equipment/ports, and mouse over any card
to show more information.

Warning (11)

c1 A%l PD1 T
Current Voltage Power Dissipation Temperature
RACK#1 RACK#1 RACK#2

RACK#2

Offline Offline 31.0-c

T T2
Temperature Temperature
RACK#1 RACK#1 d Source: PE7324KJA_SVR_110V(10.3.167.24)

Description:
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Re-arranging Cards

To re-arrange a section of cards, click on the dots and select Move Section Up
or Move Section Down.

v Humidity (1) ‘W
Move Section Up
PE9324B_ClI
Move Section Down

Voltage

Show history

108.5 vort

To re-arrange a card within a section, click on the card to drag-and-drop it to a
new place.

Viewing Analysis Chart

To see trend charts of a group of monitored equipment/port, click the dots icon
and select Show History. The trend charts appears. For more information
about trend charts, see Viewing Charts of Monitored Equipment, page 164.

v Humidity (1) ‘W
Move Section Up
PE9324B_ClI
Move Section Down

Voltage

Show history

108.5 vort
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Basic Operations

A number of basic operations can be seen throughout the CC2000 interface and
are explained in the following sections.

B Filter

Filter allows you to refine the number and the type of items being displayed.
Filter for a particular table is located at the top right-hand corner above the
table:

Devices  ( Available nodes: Unlimited)

Zn e o EZE o]

Nar

3 Department & Location Server Operation
ce 1001100

10090180 Deptt Loct WIN2012-ABCDE Gel stalus

= = = = I = e

apaat 10090915 WINO1-ARCDF Gefstatis W @ linknown v

Click the filter bar for a drop-down menu that includes different filter options.

An example is shown:
All devices

+/ All devices

By device ———--
ATEN device
ATEN PDU / UPS
KVIV over IP switch
Sernial console server
Aggregate device
Blade chassis
Virtual host
Generic device
Group device

By department -————

By location -———-
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Click to select any of the filter to control which items are being displayed. The
table will be updated to reflect your filter selection.

B Search

Search allows you to search for items using keywords relating to the search
options. Search for a particular table is also located at the top right-hand corner
above the table:

In the blank field, enter the keyword you wish to search for and press Enter.

The table will be updated to reflect your search result. An example is shown:

EE - o EEE &= o] - -

O 77 Name Model IP Department’  Locatidil
[m] SN00916-test-QAbbbaa SN9116CO

[m] sn1148-test-145 SN9116

You can click the x icon to cancel your search, the table will also be updated
accordingly.

To refine your search, you can click the magnifying glass for a list of search

options:
E Name

Model

P
Department
Location
Server

Status

Click the search options (multiple selections available) to check the categories
you wish to search for. For the example shown here, you can check Model,
Location, and enter something in the blank field to search for something in the
Model and Location categories.
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B Table Headings
Click the table column headings to sort the display priority.

Note: The headings at the top of the table don’t all appear for each view. Click
the + icon to select the headings you wish to view.

PET328 0.2.166.177 3700T15243  Gelstaws W @Poweron

B Edit / Further Options

As an alternative to the Edit or More options, you may move your cursor over
an item and a pencil icon and/or option icon will appear. An example is shown
below:

O ¢ Name Model P Department & Location server Operation status

O # swotseco [£F] SNO148CO 103167208 3700715243 Webaccess W @ Oniine

Click one of the icons for a drop-down menu and click to select what you wish
to configure. For information on these options, refer to Editing Devices on
page 111 or on page 119.

B Modifications on Interactive Display Panel

When editing a page on the interactive display panel, some background areas
will turn gray (as shown in the example diagram below), this is to remind that
any modification has not been saved.

Device/PortAlias  Serial Ports Broadcast ~ Misc

Name Folder Alias
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Floor Map Dashboard

Overview

The floor map dashboard provides status information of monitored assets, such
as available rack space, rack temperature, environment humidity, device
voltage, and power etc., in 2D and 3D images, as shown below.

Floor Map Dashboard (2D)
 Roomtot v @e =
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Floor Map Dashboard (3D)

< Roomor + Oveniew | (G @ 2

Note: To create a floor map, go to Asset Management > Floor Maps. For
more information, see Chapter 9, Asset Management.
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Basic Controls and Operations

* To access the floor map dashboard, go to Dashboard > Floor Maps.

* Refer to the illustrations below for an overview of the controls on 2D and

3D floor map dashboard:
2D Floor Map

Click to open the operation guide
or to reset viewing angle & size

Click to select a room

4 Room101 =

Click to open floor map
in a separate window
Click to select the

status info to display cabinet view

|__Overview v| @ =z

2D Floor Map —,
3D Floor Map

cabinet name —

A7

Click to open the
information panel
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3D Floor Map

Appears light blue when

Appears navy blue when Appears gray when oot
the cabinet contains the cabinet contains thiﬁabmet s sel!elt(:ted
one or more assets one or more assets (with & mouse click)

Click to select a room - )
Click to access operation € Reem101 ~ [oveniew | v|[OF] € &
guide or reset the view m
to its default angle

and size

Appears red when a
monitored item exceed
its threshold

cabinet name

Monitor from 2D Floor Maps

¢ To switch the dashboard view to 2D, click [E] from the dashboard tool
bar.

4 Roomi101 =

L 801
802
— Height' 26 / 42 U
Weight: 434/ 800 kg
02

+ Status information is indicated on the cabinet icon. Mouse over a
cabinet or asset to display more information.
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¢+ When a monitored item exceeds its threshold, the info is displayed in
red.

¢ Blue icon indicates that the cabinet contains one or more assets; gray
indicates that the cabinet is empty.

+ To change the displayed information, click the drop-down menu from the

top-right corner.

X Roomi01 + Blo| (€ &

I
- = h .

* Overview: displays height, weight, humidity and temperature
information, provided that the required sensors are also installed.

* Weight: displays (total asset weight/maximum allowed weight).
+ Space: displays (total occupied unit space/total allowed unit space).

¢ Temperature, Humidity, Air Pressure, voltage, Current, Power,
Power Dissipation: displays detected values.

To view detailed information of a specific cabinet, double-click on the
cabinet icon to open the information panel, or click on a cabinet and then
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click @l . An information panel may contain up to 4 tabs, as illustrated

below.

Room Info Rack View Assets Sensor

@ Front (O Rear

+ Rack View tab

+ This tab shows a front and rear view of the cabinet. To switch
views, click the Front or Rear radio button

RE42U100
Name Al
Maker ATEMN
Medel RE42U100
Height (U) 42
U space (used / total) 2874z U
o _,"::iifrf;c{“:]"h“' 805.85 /1102171 b
Weight Capacity 176211 b
Contact
Warranty expiration
Notes
Properties | | View spec.

+ To see the properties and specifications of an installed asset, click
the asset from the rack photo (on the left), the photo and specs of

the asset appear on the right. Click Properties or View spec to

view more information.
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+ Assets tab

This tab shows a summary of assets installed to this cabinet.

Room Info Rack View Sensor

Name

BP

CL5716M
CNE000A
CN9850
EA1140
EA1240

ES A1
KG_A01
Patch Panel 1
PG96330_L
PG96330 R
PowerEdge MX7_
R750_1_A01
R750_2 AD1
R750_3 A01
R750_4_A01
R750_5_A01
SN_AD1

test

Model
BP36V18
CL5716M
CNS8000A
CN9850
EA1140
EA1240
ES0154
KGO016
PP-248-C.
PG96330B
PG96330B
PowerEd
PowerEd..
PowerEd
PowerEd..
PowerEd
PowerEd..
SN1132C0

SN1132C0O

Position
U(08 ~ 09)
uR7)
F(31)
F(31)

Top
Middle
u(d1)
U{40)
F(20)

Left

Right

u(10 ~ 16)
(38 ~ 39)
U(36 ~ 37)
U(34 ~ 35)
(32 ~ 33)
U8 ~ 19)
U(42)

u(o1)

Action

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.
| Properties | | View spec.
| Properties | | View spec.
| Properties | | View spec.
| Properties | | View spec.
| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.

| Properties | | View spec.
| Properties | | View spec.
[ Properties | | view spec. ||[ SN viewer v |l

| Properties | | View spec.

+ To see detailed asset information, click Properties or View spec.

+ Remotely access SN Viewer / Web console of ATEN KVM, serial
consoles, or PDUs using the drop-down list (as shown above). To

allow this access, make sure to select Enable operations in

Dashboard > Floor Maps in device properties.
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+ Sensor Tab

Room Info Rack View Assets Sensor

Temperature
Location Value Action
EA1240 Middle 24.60°C Show History
Humidity
Location Value Action

EA1240 Middle 55.40 % Show History
Show All History

This tab shows the current detected value and historical values for all
the sensors installed to this cabinet. To see history values, click Show
History. To see historical values for all sensors, click Show All
History. For example:

Show History =2

Period (days) [ 30 v | suatstc | Average v |

Hold down the left mouse button and move the mouse for panning. Hold down the CTRL key and scroll the mouse wheel for zooming.

Temperature Trend
Tt 538
) MR S, PO -
200 3 s i j 2024-12-09 (GMT)
538
150 |. 3 e ] e 2471°C
10.0 i
5.0
0.0 '
1124 11-26 1128 11-30 1202 12-04 12-06 12-08 1210 12-12 12-14 12-16 12-18 1220 12-22 (GMT)

2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024 2024

¢ Use the drop-down lists to apply a time period and value type
(average, minimum, or maximum value) to the displayed data.

* Mouse over the dots on the chart to see detected values for
specific dates.
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Monitor from 3D Floor Maps
To switch the dashboard view to 3D, click @| from the dashboard tool bar.

4 Roomi01 «

o - :
A1
Height 287421
Weight: 806/ 1762 b
> 01:22.10 C

+ Status information is indicated on the cabinet icon. Mouse over a cabinet
or asset to display more information.

+ When a monitored item exceeds its threshold, the cabinet is displayed in
red. Blue icon indicates that the cabinet contains one or more assets; gray
indicates that the cabinet is empty.

+ To change the displayed information when a cabinet or asset is moused
over, click the drop-down menu from the top-right corner.

B O

* Overview: displays height, weight, humidity and temperature
information, provided that the required sensors are also installed.

Overview ~ ‘

* Weight: displays (total asset weight/maximum allowed weight).
+ Space: displays (total occupied unit space/total allowed unit space).

¢ Temperature, Humidity, Air Pressure, voltage, Current, Power,
Power Dissipation: displays detected values.
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+ To view detailed information of a specific cabinet, double-click on the
cabinet icon to open the information panel, or click on a cabinet and then

click @l . For more information, see Monitor from a Cabinet View on
page 63.

Monitor from a Cabinet View

You can view the cabinets in a direct front or rear view, as illustrated below.

— e @ o
[ ] (= |

To access this view:
1. To access the floor map dashboard, go to Dashboard > Floor Maps.

2. Click to select a cabinet or multiple cabinets by holding the Ctrl button.

3. Click |G . The selected cabinets appear in a cabinet view.
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For example:

« Room101 = Cle @z
[ or ] (=

¢ To view detailed information of a specific cabinet, double-click on the
cabinet icon to open the information panel, or click on a cabinet and

then click @l . For more information, see Monitor from a Cabinet
View on page 63.

+ Click the Front or Rear tab to switch views.
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Chapter 5
Device Management

Overview

The Device Management menu is used to add, configure, and organize the
devices that will be managed over the CC2000 network.

Clicking Device management will bring you to the Devices submenu, which
shows a device list:

= areEN oo G N > £ : 0 &

Dashboard v By Device By Port ( Available nodes: Unlimited )

Device Management  ~

Update & Restore Root v

FEZEED o Name Model P Department. Location Server Operation status  fif
Monitoring Seftings CN9950 CN9950 @ offline

Advanced EC1000_dev EC1000 10.0.90.132 8222N-WillyK2 Get status ¥ @ PowerOn

o
o

User Accounts O ¢ PE4104G PE4104G 10.0.90.83 ¥ ®Foweron
o

System RCM432VA RCMa32VA @ orline

Logs.

&
@
-]

Asset Management

Note: The Device Management page access is for Super Administrators,
System Administrators, Device Administrators and Auditors. Auditors can
only view the items in this menu. Users with device access right can also access
parts of this page.

The Interactive Display Panel for Devices is divided into an upper and lower
screen.

In the upper screen, 2 tabs are available: By Device and By Port.

All devices that have been configured for use on the CC2000 server and have
been added into its database are listed in the upper screen under the By Device
tab. An example is shown above.
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The buttons at the upper-left corner are the general operations of the By Device
tab, as shown below. Refer to By Devices - General Operations on page 68 for
more information.

Root =

All the ports/outlets of the added devices are listed under the By Port tab. An
example is shown below.

= aTEN ccano [l > £ : 0 &
Dashboard v By Device By Port ( Available nodes: Unlimited)
Device Management ~  [E——
— El - CECO oo - | = [ v
Update & Restore Root v
(FEEEED O ¢ Name Model P Department > Location Server Operation status it
Monitoring Settings O ¢ cNesso cN99s0 @ offline
Advanced O vy EC1000_dev EC1000 10.0.90.132 8222N-WillyK2  Get status w @ FPoweron
User Accounts O v Pest0se PE4104G 10.0.90.83 8222N-WIyK2  Gelstais W @ PowerOn
System o RCM432VA RCM432VA @ Offline

Logs

Asset Management

My Favorites.

9 Recent

The lower screen also lists the ports/outlets of the selected device. Click to
highlight a device in the upper screen to display its ports/outlets in the lower
screen.

The general operations for the By Port tab and the lower screen is shown
below:

Edit Launch Viewer Delete More

Refer to Ports on page 140 for more details.
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Preliminary Procedures

Before devices can be managed, they must first be added into the system,
which is done through four basic steps:

1. Connecting the devices to a network segment which can be reached by
CC2000. You must do this for the Primary and each of the Secondaries.

2. Once the devices have been connected to an accessible network segment,
the CC2000 managing that segment must be made aware of them. This can
be done either by enabling the CC Management function on the device’s
ANMS page (see Device ANMS Settings on page 352), or with the
Initialize devices IP/Port function in System Broadcast (see System
Broadcast on page 169). Each of the Secondaries, then notifies the
Primary of the devices connected to it.

Note:

+ On the Devices page of the Primary, clicking the Add — Auto
Discovery lists all the available devices including all of the ones
connected to its Secondaries.

+ Devices that already have been added to the CC2000 management
system do not show in the list of available devices.

3. From the Primary CC2000 unit, the devices recognized in step 2 must be
added to the CC2000’s management system (see page 77).

4. Finally, devices can be created either as actual physical port devices (by
unlocking each port), or by combining various ports into logical device
constructs (Aggregate Devices, Group Devices, etc.). See Adding an
Aggregate Device, page 100, for details.

Using VPN

In some installations, you may prefer to use a VPN (virtual private network)
environment for your CC2000 management functions. In this configuration, it
is not necessary for the device to be recognized by the CC2000 that manages
its network segment. It can be recognized directly by the Primary unit. This is
accomplished by enabling the CC Management function (on the device’s
ANMS page — see page 352) and keying in the IP address of the CC2000
Primary you want the device to be recognized by. See VPNs, page 353, for
details.
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By Devices - General Operations

Introduction

Device Table Column Headings

An explanation of the column headings is provided in the table below.

Heading Explanation
Name The name given to the port when it was added to the CC2000
installation.
Model The model of the device.
IP Address |For physical devices — the device’s IP Address is displayed.
MAC For physical devices — the device’s MAC Address is displayed.
Address
Alias If you gave the port an alias, the alias name appears here.
Department | The department category of the device.
Location The location category of the device.
Server The server the device is connected to.
Operation | The default action for accessing the device appears in this cell.
+ Click the arrow at the right of the table cell to see what other
actions are available.
+ Click your choice to open a session for the device. The
various device operation choices are described in Operation
on page 125.
Type The type category of the device.
Status + For KVM devices, indicates whether the port is online or

offline.

+ For Serial devices, indicates whether the port is online or
offline.

+ For PDU devices, indicates whether the outlet port’s power
socket is On or Off.

+ For Blade chassis, indicates whether the port is online, offline
or unknown.
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Device Types

Device types that can be added and configured are found under the Add drop-
down menu at the top of the main panel.

By Device By Port

Edit De
ATEN KVM / Serial Console

ATEN PDU / UPS

ATEN eco DC

APC PDU

Virtual host

Blade chassis

Aggregate device

Generic device
Group device

Folder

Auto discovery

Search by IP

The device types and an explanation of their purposes are described in the

following table:

Type

Purpose

ATEN KVM /
Serial Console

Select this type to add ATEN KVM devices into the CC2000
management system. CC2000 supports CN, CS, KG, KH, KL,
KN, PN, SN and PE series devices. The “PE series” here only
refers to the ARM-based products.

If you want to add PE series products that are not ARM-based,
see Adding an ATEN PDU / UPS, page 82, for details.

Note: When devices are added, all of their ports are locked by
default and must be unlocked. See Transfer Settings, page 120,
for details. This allows you to add devices containing ports
beyond the number allowed by the license. You can then select
specific ones to unlock — thereby gaining access to critical ports
while remaining within the license restrictions.
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Type

Purpose

ATEN PDU /
UPS

Select this type to add PE Series Energy Intelligence PDUs or
UPS into the CC2000 management system.

Note: The “PE series” here excludes ARM-based PE series
products.

If you want to add PE series products that are ARM-based see
Adding an ATEN KVM or Serial Console Device, page 77, for
details.

ATEN eco DC

Select this type to add eco DC into the CC2000 management

system. eco DC by itself is a web-based GUI allowing users to
manage and control PDUs through a web browser.

To add an ATEN eco DC, refer to Adding an ATEN eco DC on
page 85.

APC PDU

Select this type to add an APC Power Distribution Unit (PDU)
into the CC2000 management system. The CC2000 supports
simple device configuration, WebSSO, and power management
for the following models: AP79xx, AP89xx, AP86xx. See Adding
an APC PDU, page 89.

Aggregate
Device

Select this to create a logical device consisting of ports selected
from ATENKVM devices and some SPMs (e.g. IPMI, HP iLO2/3/
5, IBM RSA II, Dell DRAC 5/6/8, Redfish-enabled device) that
have been added to the CC2000 management system.

This type of device is used to manage a device with multiple
connection methods (KVM, power, and serial ports, for
example), without having to use a separate connection for each.
Each Aggregate Device counts as one node regardless of the
number of ports it contains, so that creating aggregate devices
and adding ports to them allows you to manage a number of
ports beyond what the physical license restrictions permit.

See Adding an Aggregate Device, page 100, for details.

Note: 1. A port that has been made part of an aggregate device
can only be used with that device. It cannot be
assigned to any other device without being removed
from the aggregate device.

2. Once a port has been made part of an aggregate
device, it is no longer treated as an individual port, and
cannot be locked or unlocked manually. If at some
point you want to treat this port as a physical port, or
add it to a group device, you must first delete it from
the aggregate device.

Blade Chassis

Select this to add a blade chassis.

Virtual host

Select this to add a VMware / Hyper-V / Citrix virtual host.
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Type

Purpose

Generic Device

Generic devices (routers, switches, etc.) can be any third-party
device that contains an Ethernet interface and can be accessed
by its URL or IP Address via HTTP/HTTPS, or Telnet/SSH.

Since these devices have no provision for CC management,
they cannot be authenticated through the CC2000, and are not
part of the CC2000’s single sign on configuration. Generic
devices do not occupy device node licenses. There is no proxy
support for these devices (see page 355)

When you select this type of device, the CC2000 redirects to the
device itself. You must log in to the device using its own
authentication procedure.

Note: Generic Devices do not count against the number of
licensed nodes.

Group Device

Up to 64 ports can be added to a group device. Group devices
are also created as a composite of ports that exist on actual
ATEN/KVM devices. The differences between Group and
Aggregate Devices are as follows:

Once a physical port is added to an Aggregate device, it cannot
be used by any other Aggregate Device — whereas a physical
port can be added to any number of Group Devices
Note 1. Group Devices do not count against the number of
licensed nodes.
2. A physical port that is added to more than one Group
Device only counts as one license no matter how many
Group Devices it is added to.
3. Group devices and the added ports are related to the
display of panel array, please see Panel Array Mode
on page 135.

Refer to Adding a Device on page 75 for details on how to add a device.

If you wish to edit a device, check the device and click £dit for the drop-down

menu:

& o

Access rights
Device settings
Properties

All nodes properties

Refer to Editing Devices on page 111 for details on how to edit a device.
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If you wish to delete device(s), check the device(s) and click Delete.

More configuration options are available here. Click More for the drop-down

menu as shown:
More @v

Transfer settings

Maove to

Category management
Lock

Unlock

Diagnose & fix

Go to associate

Export device list

Refer to on page 119 for the option details within More.
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Navigating the Device List

When devices and folders are organized into multiple levels with folders and
sub-folders, you may need to navigate to and from different levels and folders
in the device list while making configurations. The CC2000 offers a few ways
to help you navigate the device list to a specific level or folder.

B To navigate to a specific level or folder:
+ Double-click the target folder directly from the device list.

3 HQ ~

O Monitoring T

O | &2 Building#1

O ©o Building#2
¢ Use the device tree drop-down menu to select the target folder/level.

1. In the By Device tab, click the Root drop-down button to open the
device tree. A menu appears.

By Device By Port

<4 Building #1 «

(m 7 Name
O 1

O GD

(] SN1132C0O

2. Click to select a level. For example:
By Device By Port

4 Building #1

[m] 7 Name _
[ ] 1

() GD

O SN1132C0O
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3. The view switches to the selected folder.

PDU
O Name O Model O
O v B3 Ground Floor Folder
O 7 B Second Floor Folder
O <7 £ Third Floor Folder

B To return to a previous level:
+ Click the return icon.

PDU -

O
O
O
O

Name O Model O
7 B3 Ground Floor Folder
77 B3 Second Floor Folder
77 B3 Third Floor Folder

¢ Click the device tree drop-down menu and select a level/folder.

By Device By Port

o

O
O

Name Model O
77 10.0.47 114 Generic
77 10.3.166.65 Generic
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Adding a Device

Follow the steps below to add a device. Optionally create folders first before
add devices into the created folders. For detailed instructions, see Adding a
Folder on page 76.

1. Go to Device Management > Devices.
2. Click Add for a drop-down menu.

By Device By Port

Edit Del

ATEN KVM / Serial Console
ATEN PDU / UPS

ATEN ecoDC

APC PDU

Virtual host

Blade chassis

Aggregate device

Generic device
Group device

Folder

Auto discovery

Search by IP

3. Click to select the type of device you would like to add from the list. A
window pops up. The interface of the window depends on your selection.
For more details on adding each device type, refer to the following
sections:

*  Adding an ATEN KVM or Serial Console Device on page 77
* Adding an ATEN PDU / UPS on page 82

*  Adding an ATEN eco DC on page 85

*  Adding an APC PDU on page 89

¢ Adding a Virtual Host on page 92

*  Adding a Blade Chassis on page 96

¢ Adding an Aggregate Device on page 100

*  Adding a Generic Device on page 105
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Adding a Folder

You can create folders and sub-folders to help you organize added devices by
type, location, or product series, depending on your needs. To add a folder, use
one of the following method.

B Using the add == button.
1. In the devices list page, mouse over the target folder.

2. Click 4 to open a selection menu and then select Folder.

B Using the navigation menu

1. Inthe devices list page, navigate to a level or folder where you wish to add
a folder.

2. Click [JE¥THI-

3. In the pop-up menu, click Folder. This screen appears.

Name ‘ATEN PDU |

4. Name the folder and then click Save.

To edit a folder name, mouse over the target device, click #° and then
select Properties.

76



Chapter 5. Device Management

Adding an ATEN KVM or Serial Console Device
This item refers to adding ATEN KVM / Serial Console device into the

CC2000 management system. CC2000 supports CN, CS, KG, KH, KL, KN,

PN, SN and ARM-based PE series devices.
To add PE series products that are not ARM-based see Adding an ATEN PDU

/ UPS, page 82, for details.

Note: Before attempting to add an ATEN KVM device to the CC2000 server,
make sure it has been recognized. See Preliminary Procedures, page 67, for

details.

To add an ATEN KVM:

1. Select ATEN KVM / Serial Console from the drop-down menu. A
window pops up listing all the online devices that can be added.

ATEN KVM / Serial Console X

@ Select devices to add @ Properties

O Name Model IP MAC -
[0 001-Sim-PE7216rB-011074FF0101 PET2161B8 10.0.90.180 011074ff0101

[0 004-Sim-PE7324rG-011074FF0104 PET3241G 10.0.90.180 0110740104

00  005-Sim-PE7324rJ-011074FF0105 PET3241) 10.0.90.180 01107410105

O  010-Sim-KN4140v-011074FF010A KN4140v 10.0.90.180 011074ff010a

O  013-Sim-KN4124v-011074FF010D KN4124v 10.0.90.180 011074ff010d

O 014-5im-KN4124v-011074FFO10E KN4124v 10.0.90.180 011074ff010e

O  015-Sim-KN4124v-011074FFO10F KN4124v 10.0.90.180 011074ff010f

[0 016-3im-KN4124v-011074FFO110 KN4124v 10.0.90.180 0110740110

O 017-5im-KN4124v-011074FF0111 KN4124v 10.0.90.180 0110740111

O 019-Sim-SN0108-011074FF0113 SNO108 10.0.90.180 0110740113

[ 020-Sim-KN2140v-011074FFO114 KN2140v 10.0.90.180 0110740114

00 021-Sim-KN2140v-011074FF0115 KN2140v 10.0.90.180 0110740115

O  023-Sim-KN2124v-011074FF0117 KN2124v 10.0.90.180 011074ff0117 -
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2. Click to check the checkbox of the device you wish to add and click Next.
This window appears.

ATEN KVM / Serial Console »

@® Select Devices to Add @ Properties
Basic Information =
Name KN4132VA |
Model KN4132VA
MAC 00:10:74:B5:24:96
Description ‘ |
Department | — Select Department — v |
Location — Select Location — v
Type ‘ --- Select Type — b |
Contact Information
Contact ‘ |
Restrictions
(J Hide IP address from general users
-
[ Hide MAC address from general users
[ [
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3. Fill in the fields according to the information provided in the table below:

Field

Information

Basic Information

Name: Provide a name of 1-48 characters to identify the device.
The default is the name given to the device under its
independent configuration. If you change the name here, the
change only takes place in the CC2000 database. The name on
the original configuration remains the same.

Model: The CC2000 recognizes the device model and fills in
this field automatically. It cannot be edited. If the device is a
Cat5e KVM switch, the KVM Adapter Cable model is displayed
here.

MAC Address: The CC2000 fills in this field automatically. It
cannot be edited.

Department: For organizational purposes, you can establish
department categories (R&D, for example), and assign devices
to them. If you wish to assign this device to a department, drop
down the list of departments (you have previously created — see
Category Management on page 122), and click on the one you
want the device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them. If you wish to assign this device to a location,
drop down the list of locations (you have previously created —
see Category Management on page 122), and click on the one
you want the device to belong to.

Type: For organization purposes, specify the device type. If you
wish to do so, drop down the list of types (you have previously
created — see Category Management on page 122), and click on
the one you want.

Description: If you wish to provide extra information to describe
the device, enter it here. This field is optional.

Contact
Information

Click Browse to add a contact. This field is optional. To create a
new contact, go to System > Contacts.

79



Chapter 5. Device Management

Field

Information

Restrictions

Hide IP Address from general users: This is an added
security measure. Enable this setting to prevent the device’s IP
address from appearing in the Device List when users log in via
their browser.

Hide MAC Address from general users: This is an added
security measure. Enable this setting to prevent the device’s
MAC address from appearing in the Device List when users log
in via their browser.

Enable operations in Dashboard > Floor Maps: Select this
setting to allow remote operations of a selected device via SN
Viewer or Web browsers from dashboard floor maps (page 60).
Note that this setting is only available for super administrators,
system administrators, and device administrators.

CC2000 Options

Allow users to access the device through viewer or its web
login pageAs an added security measure. If this feature is not
enabled, the device will only accept logins through the CC2000.
While the device is connected to the CC2000 system, users
cannot log in to the device using the device’s own authentication
system, and they can only manage the device through the
CC2000’s interface.

Note: 1. If the device becomes disconnected from the CC2000
system, users will be able to log into the device using
its own authentication system.

2. If the checkbox is checked, it means that other
authentication is enabled and users can log into the
device using its own authentication system.

Enable device logs to be sent to CC2000If this feature is
enabled, the CC2000 acts as the device’s log server — receiving
and storing the device’s tick event information, and having it
available for retrieval.

Disable PDU local schedule: Checking this option will disable
the PDU’s local schedule.

Device session timeoutA web-accessed session to a device
will time out if the session receives no input for a duration. Set
the timeout duration by entering a number (2-99 minutes) in the
field here. If 0 is entered, the session will never time out.
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4. When you have finished, click Add to complete the procedure.

Note:

*

For Cat5 KVM switches, only the ports that have a KVM adapter cable
attached and are online can be recognized and added to the Device
List. This is because each adapter cable has its own independent
identity and if it is not online, there is no way for it to be recognized.
Once a port has been added, it will appear in the list even if it is off
line.

If you have difficulty adding ARM-based PE series PDU, refer to
Adding ARM-based PE series PDU on page 360 for more details.
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Adding an ATEN PDU / UPS

This item refers to adding ATEN PDU(s) or UPS into the CC2000 management
system:

ATEN PDU / UPS X

1.

@ Administrative

@ Properties

SNMP Model | PE/PG series v]

Administrative Settings:

Auto detect (Administrator privilege required)

Detect interval | 120

| (seconds)

@ Specify IP |

(O Scan subnet

IPv4 only. For a range of addresses, put a dash between the start
address and the end address (e.g. 192.168.0.1-192.168.0.200).

Port [181

SNMP version | v1

¥

Write community |

Timeout | 10

| (seconds)

Server [ 8222N-WillyK2 v 7

Next Cancel

Fill in the fields according to the information provided in the table below:
Field Information
SNMP Model Use the drop-down menu to select between PE/PG series

or OL series. Note that the “PE series” here refers to
Energy Intelligence PDUs that are not ARM-based
products.

Note: To add ARM-based PE series products, see Adding
an ATEN KVM or Serial Console Device, page 77, for
details.

Auto detect

Enable this function to allow the system to automatically
check if the device is online or not. Only a user with
administrator privileges can enable this function.

Note: For ATEN PDUs, Auto detect is always enabled.

Detect interval

Set the detect interval by entering a value between 30 and
300 seconds. This sets how often the system shall
automatically check if the device is online or not.
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Field

Information

Specify IP

Key in the IP address of the device. Click the Test
connection button to confirm that the IP address has been
detected.

Scan subnet

Key in a range of subnet IP addresses that can help search
for the device.

Port Key in the port number used to access the device. The
default port is 161.

SNMP version Select the SNMP version to use: v1, v2c, or v3.

Write community | Key in the community value(s) if required by the SNMP
version.

Timeout Key in the server timeout value. The range is between 10
and 120.

Server Select a server to use.

2. When you have finished, click Next. The Properties page appears.

ATEN PDU / UPS X

® Administrative

@ Properties

Basic information

Name

[PET2166

123

Model [PET2160

Description

Descripti

Department I <- Select

Department ->

Location I <- Select

Location ->

Type I <- Select
Contact Information
Contact

Restrictions

Type ->

]
]
M

[ Hidz IP address from general users
[J Hide MAC address from general users

B Cnable operations n Dashboard > Moor Maps

- e I
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3. Fill in the fields according to the information provided in the table below:

Field

Information

Device Information

Name: Provide a name to identify the device.

Model: The CC2000 recognizes the device model and fills
in this field automatically. It cannot be edited.

Description: If you wish to provide extra information to
describe the device, enter it here. This field is optional.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices to them (see Category Management on
page 122). If you wish to assign this device to a
department, use the drop-down menu of departments (you
have previously created) and click the one you want the
device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them (see Category Management on page 122).
If you wish to assign this device to a location, use the drop-
down menu of locations (you have previously created) and
click the one you want the device to belong to.

Type: Use the drop-down menu to select the device type.

Contact Information

Click Browse to add a contact. This field is optional. To
create a new contact, go to System > Contacts.

Restrictions

Hide IP Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s IP address from appearing in the Device List when
users log in via their browser.

Hide MAC Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s MAC address from appearing in the Device List
when users log in via their browser.

Enable operations in Dashboard > Floor Maps: Select
this setting to allow remote operations of a selected device
via SN Viewer or Web browsers from dashboard floor maps
(page 60). Note that this setting is only available for super
administrators, system administrators, and device
administrators.

4. When you have finished with this page, click Add.

Note: After adding a device, its ports are locked. See Locking / Unlocking

Devices, page 124.
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Adding an ATEN eco DC

This item refers to adding an ATEN eco DC to the CC2000 management
system:

ATEN ecoDC X

@ Administrative @ Properties @ Connectivity

Device model

Administrative module settings

IP address > address Test connection

Server 37007.15243 -

To add an ATEN eco DC, do the following:

1. Select the Server using its drop-down menu and click Next. The Properties
page appears.

ATEN eco DC b 4

@ Administrative @ Properties @ Connectivity

Basic Information -

Name

Model ecoDC

Description ‘ |

Department [ — Select Department -— |

Location | — Select Location — v

Type | — Select Type — M

| Browse...

Contact Information

Contact

Restrictions
[ Hide IP address from general users
Power Control Options

(0 confirmation for power operation
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2. Fill in the fields according to the information provided in the table below:

Field

Information

Basic Information

Name: Provide a name to identify the eco DC.

Model: The CC2000 recognizes the server and fills in this
field automatically. It cannot be edited.

Description: If you wish to provide extra information to
describe the server, enter it here. This field is optional.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices/servers to them (see Category
Management on page 122). If you wish to assign this
server to a department, use the drop-down menu to select
the department (you have previously created) you want the
server to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices/servers to them (see Category Management on
page 122). If you wish to assign this server to a location,
use the drop-down menu to select the location (you have
previously created) you want the server to belong to.

Type: Use the drop-down menu to select the type of device
it is.

Contact Information

Click Browse to add a contact. This field is optional. To
create a new contact, go to System > Contacts.

Restrictions

Hide IP Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s IP address from appearing in the Device List when
users log in via their browser.

Power Control Options

Set the Power Control Options as outlined below:
+ Click the box to enable confirmation for power operation

+ Click the box to enable delay for power operation, and
set the Power on delay / Power off delay / Power restart
delay fields in seconds.

86



Chapter 5. Device Management

3. When you have finished with this page, click Next. The Connectivity page

appears.

ATEN ecoDC X

@ Administrative @ Properties

@ Connectivity

Network information

Primary v

?_or_Domam/singlesignen do

4. Fill in the fields according to the information in the table below:

Field Explanation
Network Select network: If the server of the eco DC only has one network
Information interface, select Primary. If it has more than one network interface,

after you finish configuring the Primary one, come back to choose the
additional ones and configure each of them in turn.

Name: For convenience, each of the network interfaces can be named.
IP Address: Enter the eco DC'’s IP address here.
Access Type: Use the drop-down menu to select the access type.

Web Session

Check to enable web operation.
URL: To access the eco DC server via the Web, enter the URL that will
bring up its management page.
Enable SSO: Check this box to enable single sign on functionality, and
select which credentials to use.

* Select Use login user credentials to use the same username and password as
the CC2000 user account.

* Select Use following credentials and enter new credentials in the fields below.

* Login name, Password: Fill in these fields according to the ecoDC server's
authentication and authorization procedures.

VNC Session

Check to enable VNC operation.
VNC Port: Enter the port number for the VNC session

Enable SSO: Check this box to enable single sign on functionality, and
enter the View only and Full control passwords.
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Field Explanation

RDP Session |Check to enable RDP operation.
RDP Port: Enter the port number for the RDP session.

Always use local RDP client on Windows platform: Check the check
box to enable this function.

Note: If this option is checked, SSO will be disabled.

Enable SSO: Check this box to enable single sign on functionality, and
then select which credentials to use.

* Select Use login user credentials to use the same account username and
password as the CC2000 user account.

* Select Use following credentials and enter new credentials in the fields below.

5. When you have finished with this page, click Save. The system will
display a list for you to select which devices are to be added to the ATEN
eco DC. Check and select the device(s)/port(s) you wish to be associated
with the ATEN eco DC.
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Adding an APC PDU

This item refers to adding APC PDU into the CC2000 management system:

APC PDU X

@ Administrative @ Properties @ Connectivity
@ Auto detect (Administrator privilege required)
Detect interval | 120
» P
Connect method ssH ¥
SSH port 22
Username Usemame
Password Password
Timeout 10 (seconds)
Server WIN2012--ABCDEFG v

To add an APC PDU, do the following:

1. Fill in the fields according to the information provided in the table below:

Field Information

Auto Detect |Enable Auto detect for the CC2000 to check if the device is online or
not.
Only a user with administrator privileges can enable this function.

Detect Set the detect interval by entering a value in seconds. This is how

Interval often the system shall automatically check for the online status of
the APC PDU.

P Key in the APC PDU’s IP address. Click Test Connection to
confirm that the IP has been correctly detected.

Connect Select either SSH or Telnet from the drop-down menu.

Method

SSH Port Key in the access port used to connect to it (via browser). The
default SSH port is 22; Telnet is 23.

Username/ |Key in a username and password that will be required to access the

Password APC PDU (via Telnet only).

Timeout The amount of time to wait for a connection request to complete
before canceling the request.

Server Select the CC2000 unit that the APC PDU server is connected
under.
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2. When you have finished with this page, click Next. The Properties page

appears.

APC PDU X

@ Administrative @ Properties & Connectivity

Basic information

Name [aPCPDU_APTOIIG0IE
Model [aprss
[<SelectDeparment > V]
Location [<Seectloaton> ¥

Department

Description

Contact Information

Type < Select Type > v

Contact

Restrictions

[ nide 1P address from general users

([T Hide MAC address from general users

Cancel

3. Fill in the fields according to the information provided in the table below:

Field

Information

Device Information

Name: Provide a name to identify the device.

Model: The CC2000 recognizes the device model and fills
in this field automatically. It cannot be edited.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices to them (see Category Management on
page 122). If you wish to assign this device to a
department, drop down the list of departments (you have
previously created), and click on the one you want the
device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them (see Category Management on page 122).
If you wish to assign this device to a location, drop down
the list of locations (you have previously created), and click
on the one you want the device to belong to.

Type: Use the drop-down menu to select the type of device
it is.

Description: If you wish to provide extra information to
describe the device, enter it here. This field is optional.

Contact Information

Click Browse to add a contact. This field is optional. To
create a new contact, go to System > Contacts.
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Field

Information

Restrictions

Hide IP Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s IP address from appearing in the Device List when
users log in via their browser.

Hide MAC Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s MAC address from appearing in the Device List

when users log in via their browser.

4. When you have finished with this page, click Next. The Connectivity page
appears. Check to enable web / SSH / Telnet sessions.

APC PDU X

@ Administrative @ Properties @ Connectivity
[CJenable Web session
[Jenable ssH sessien
[Jenable telnet session
=n

5. When you have finished, click Add to complete the procedure.
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Adding a Virtual Host

This item refers to adding Virtual Host into the CC2000 management system.

Virtual host e

@ Administrative @ Properties @ Connectivity @ Virtual server/machine
Device model VhMware v
Administrative module settings
@ Auto detect (Administrator privilege required)
Detect interval | 120 (seconds)
1P address IP address
Mapped 1P Mapped IP
Port 443
Username Username
Password Password
Server WIN2012--ABCDEFG x

1. Fill in the fields according to the information provided in the table below:

Field Information

Device Model |Select either VMware, Citrix or HyperV from the drop-down
menu.

Note: For CC2000 to manage HyperV hosts, make sure to
install CC2000 on Windows 10, 11, or Server 2016/2019/2022.

Auto Detect Enable this function for the system to automatically check if the
virtual machine is online or not. Only a user with administrator
privileges can enable this function.

Detect Interval | Set the detect interval by entering a value in seconds. This is
how often the system shall automatically check for the online
status of the virtual machine.

IP Address /  |Key in the virtual machine’s IP address and the access port
Port used to connect to it (via browser). The default port is 443. Click
Test Connection to confirm that the IP and port settings have
been correctly detected.

Mapped IP The Mapped IP function is for VMware remote console support
(VMRC through router/firewall).

To enable the function, enter the virtual host’s external IP
address in the Mapped IP field.

Username / Key in a username and password that will be required to access

Password the virtual machine (via browser).
Server Select the CC2000 unit that the Virtual Host server is connected
under.

92



Chapter 5. Device Management

2. When you have finished with this page, click Next. The Properties page

appears.

Virtual host x

@ Administrative @ Properties @ Connectivity @ Virtual server/machine

Basic information -~
Name I WIN-KQB517IUBCQ

Madel I HyperV Server

Description Desczipticn |

Department I <- Select Department > ﬂ

Location I <- Select Location -> ﬂ

Type I <- Select Type -> ﬂ

Contact Information

Contact |

Restrictions

[JJHide IP address from general users

[J Hide MAC address from general users v
=

3. Fill in the fields according to the information provided in the table below:

Field

Information

Device Information

Name: Provide a name to identify the device.

Model: The CC2000 recognizes the device model and fills
in this field automatically. It cannot be edited.

Description: If you wish to provide extra information to
describe the device, enter it here. This field is optional.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices to them (see Category Management on
page 122). If you wish to assign this device to a
department, drop down the list of departments (you have
previously created), and click on the one you want the
device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them (see Category Management on page 122).
If you wish to assign this device to a location, drop down
the list of locations (you have previously created), and click
on the one you want the device to belong to.

Type: Use the drop-down menu to select the type of device
it is.
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Field Information

Contact Information Click Browse to add a contact. This field is optional. To
create a new contact, go to System > Contacts.

Restrictions Hide IP Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s IP address from appearing in the Device List when
users log in via their browser.

Hide MAC Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s MAC address from appearing in the Device List
when users log in via their browser.

4. When you have finished with this page, click Next. The Connectivity page
appears.

Virtual host X

@ Administrative @ Properties @ Connectivity @ Virtual server/machine

Network information

Select network | Primary V]

Name [nett

1P address [1P address

Access type | Hyperv' Iv]

[JEnable Web session

[JEnable S5H session

[JEnable telnet session

[JEnable VNC session

[JEnable ROP session

Co | I
5. Fill in the fields according to the information in the table below:

Field Explanation
Network Select network: If the server for the virtual host only has one network
Information interface, select Primary. If it has more than one network interface,

after you finish configuring the Primary one, come back to choose the
additional ones and configure each of them in turn.

Name: For convenience, each of the network interfaces can be named.
IP Address: Enter the Virtual Host's IP address here.

Access Type: Use the drop-down menu to select the access type.
Sessions Check to enable the sessions.
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6. When you have finished with this page, click Next. The Virtual server/
machine page appears.

Virtual host X

@ Administrative @ Properties @ Connectivity @ Virtual server/machine
[0 index Name Department Location Type Description
[1 ubuntu | < Select Department -] [ <~ Select Location ->[v| [ <-Select Type ->[»]  [Description

- e

7. Check the information and click Save to complete.
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Adding a Blade Chassis

This item refers to adding Blade chassis into the CC2000 management system:

Blade chassis e

@ Administrative

Device model

Detect interval
1P address
Connect method
SSH port
Username

Password

Administrative module settings

Timeout

Server

Next

@ Properties @ Connectivity @ Blade
Auto detect v
@ Auto detect (Administrator privilege required)
120 (seconds)
IP address
SSH x
22
Username
Password
10 (seconds)
WIN2012--ABCDEFG M

1. Fill in the fields according to the information provided in the table below:

Field Information
Device Model Use the drop-down menu to select the model type you are adding.
Auto detect Enable Auto detect for the CC2000 to check if the device is online

or not.
Only a user with administrator privileges can enable this function.

Detect Interval

Set the detect interval by entering a value in seconds. This is how
often the system shall automatically check if the blade server is
online or not.

IP Address / If Auto detect is not being used, key in the blade server’s IP

Connect method / |address and the access port used to connect to it (via Telnet or

SSH Port SSH). Select the connection method. The default port is 22 (SSH).
Click Test Connection to confirm that the IP and port settings have
been correctly detected.

Username / Key in a username and password that will be required to access the

Password blade server (via Telnet or SSH).
Note: Use an account with administrator privileges to get needed
information.

Timeout The amount of time to wait for a connection request to complete
before canceling the request.

Server Select the CC2000 unit that the Blade server is connected under.
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2. When you have finished with this page, click Next. The Properties page

appears.

Blade chassis X

Model

Description
Department
Location

Type

Contact Information
Contact

Restrictions.

@ Administrative @ Properties & Connectivity @ Blade

Basic information a
Name 1BM-Be-E| x

IBM BladeCenter E

[OHlide 1P address from general users

[JHide MAC address from general users V|

=] |

<~ Select Department -> v
- Select Location > v
<- Select Type > v

3. Fill in the fields according to the information provided in the table below:

Field

Information

Device Information Name: Provide a name to identify the device.

Model: The CC2000 recognizes the device model and fills
in this field automatically. It cannot be edited.

Description: If you wish to provide extra information to
describe the device, enter it here. This field is optional.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices to them (see Category Management on
page 122). If you wish to assign this device to a
department, drop down the list of departments (you have
previously created), and click on the one you want the
device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them (see Category Management on page 122).
If you wish to assign this device to a location, drop down
the list of locations (you have previously created), and click
on the one you want the device to belong to.

Type: Use the drop-down menu to select the type of device
it is.

Contact Information Click Browse to add a contact. This field is optional. To

create a new contact, go to System > Contacts.
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Field

Information

Restrictions

Hide IP Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s IP address from appearing in the Device List when
users log in via their browser.

Hide MAC Address from general users: As an added
security measure, if this feature is enabled, it prevents the
device’s MAC address from appearing in the Device List
when users log in via their browser.

Power Control Options | Set the Power Control Options as outlined below:

+ Click the box to enable confirmation for power operation

+ Click the box to enable delay for power operation, and
set the Power on delay/ Power off delay fields in
seconds.

4. When you have finished with this page, click Next. The Connectivity page

appears.

Blade chassis b4

@ Administrative

@ Properties @ Connectivity @ Blade

Maximum number of slots [ 14

¥ Enable hotkey

Network information

Switching hotkey sequence | NumLock + NumLock + SlotNumbe|™/]

[Jenable web session
[JEnable SSH session
[Jenable telnet session

[JEnable VNC session

=u] |

select network | Primary v
Name [ et

IP address [1P address

Access type | Generic ﬂ

Cancel
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5. Fill in the fields according to the information in the table below:

*

*

The Maximum number of slots field is for information purposes and
can’t be configured on supported chassis. It can only be set on generic
chassis.

For the Blade switching hotkey, this information is filled in
automatically with the details of the assigned model.

Field Explanation

Network Select network: If the server for the blade chassis only has one
Information network interface, select Primary. If it has more than one network

interface, after you finish configuring the Primary one, come back to
choose the additional ones and configure each of them in turn.

Name: For convenience, each of the network interfaces can be named.
IP Address: Enter the Virtual Host’s IP address here.
Access Type: Use the drop-down menu to select the access type.

Sessions Check to enable the sessions.

6. When you have finished with this page, click Next. The Blade page
appears.

Blade chassis X

@ Administrative @ Properties @ Connectivity @ Blade

[1 SslotNo. Name Department Location Type Description o)
@ [1 [sn#vkiosorcrt 1z | <-Select Department -[v| [ <- Select Location ->[v] [ <- Select Type ->[v| [Description

7] |z ISN&ZK!EdXTtGMV | <- Select Department - V| | - Select Location ->[v] | < Select Type V| | Description

[m] |3 I\BMVE:—E;\DLG I«Seled Department - V| I«Seled Location ->[v] |<, Select Type V| |Desmpucn

a |: I\BMrE:rEis\DLA |<'SB|EM Deparlmem—ﬂ |<'SB|EM Location r>ﬂ |<, Select Type r>ﬂ IDsscnptmn

[m] |5 |\BM-E:-E,s\m,5 I(-Salett Deparlmem-ﬂ I(-Salett Location ->ﬂ |<- Select Type ->ﬂ IDeﬁcnptiun

ofe [1B1-Bc-E_siot_6 | <-Select Department -[v| [ <- Select Location ->[v] - [ <- Select Type ->v| [Description

[m] |7 |\BM7EE—E§\\>L7 | < Select Department - v/| | < Select Location ->|v| | < Select Type ->|v| | Description

[m] |s I\BMrEc—Eis\oL& IcSeIem Department - V| |<,Seleu Location ->[v] |<, Select Type V| IDescnpucr\

a |5 I\BMVE:—Eis\DL‘J |<'SB|EM Deparlmem—ﬂ |<'SB|EM Location r>ﬂ |<, Select Type »ﬂ IDsscnptmn

[m] |1o |\BMVE:—E75\DUD I<'SE|EH Deparlmem—ﬂ I<'SE|EH Location r>ﬂ |<, Select Type r>ﬂ |Descnptiun v
[ ]

7. For each blade, you can specify its Department, Location, and Type, and
provide a brief Description.

8. When you have finished, click Save to complete the procedure.
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Adding an Aggregate Device

This item refers to adding Aggregate device into the CC2000 management
system:

Aggregate device X

@ Administrative @ Properties @ Connectivity

Device model Generic v

Administrative module settings

Auto detect (Administrator privilege required)

Detect interval | 120 (seconds)

Connect method None v

Timeout 10 (seconds)

server WIN2012--ABCDEFG v

e

Note: See Aggregate Device on page 70 for an explanation of aggregate
devices.

Follow the steps below to add an Aggregate Device.

1. On the administrative page, select the Device Model from the drop-down
menu and fill in the fields according to the information provided in the
table below:

Note:
+ The available fields depend on the selected Device Model.

+ Redfish-enabled HP iLO 5 and Redfish-enabled Dell iDRAC 8 are
supported if you select Redfish-enabled Device as the Device Model.

Field Information

Auto Detect Enable Auto detect for the CC2000 to check if the device is online
or not.

Only a user with administrator privileges can enable this function.
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Field Information

Detect Interval | Set the detect interval by entering a value in seconds. This is how
often the system shall automatically check if the Aggregate Device
is online or not.

IP Address Enter the Aggregate Device’s IP address. Click Test Connection
to confirm that the IP has been correctly detected.

Connect For IPMI devices, connect method will be IPMI only.

Method For Redfish-enabled Device, connect method will be HTTPS only.
For everything else, select either SSH or Telnet from the drop-down
menu.

Port Enter the access port used to connect to it.

Default SSH port: 22
Default Telnet port: 23
Default IPMI port: 623
Default HTTPS port: 443

Username / Enter a username and password required to access the Aggregate

Password Device.

Timeout The amount of time to wait for a connection request to complete
before canceling the request.

Server Select the CC2000 unit that the Aggregate Device server is
connected under.

2. When finished, click Next for the Properties page.

Aggregate device X

@® Administrative

@ Properties @ Connectivity

Basic information
Name

Model

Description
Department
Location

Type

Contact Information
Contact

Restrictions

(O Hide MAC address

[JHide IP address from general users

=N - |

[Dell server

[ <- select Department ->

[« select Location ->

L<l [l <]

[ < select Type ->

from general users v
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3. Fill in the fields according to the information provided in the table below:

Field

Information

Device
Information

Name: Provide a name to identify the device.

Model: The CC2000 recognizes the device model and fills in this
field automatically. It cannot be edited.

Description: If you wish to provide extra information to describe
the device, enter it here. This field is optional.

Department: For organizational purposes, you can establish
department categories (R&D, for example), and assign devices to
them (see Category Management on page 122). If you wish to
assign this device to a department, drop down the list of
departments (you have previously created), and click on the one
you want the device to belong to.

Location: For organizational purposes, you can establish location
categories (West Coast, for example), and assign devices to them
(see Category Management on page 122). If you wish to assign
this device to a location, drop down the list of locations (you have
previously created), and click on the one you want the device to
belong to.

Type: Use the drop-down menu to select the type of device it is.

Contact
Information

Click Browse to add a contact. This field is optional. To create a
new contact, go to System > Contacts.

Restrictions

Hide IP Address from general users: As an added security
measure, if this feature is enabled, it prevents the device’s IP
address from appearing in the Device List when users log in via
their browser.

Hide MAC Address from general users: As an added security
measure, if this feature is enabled, it prevents the device’s MAC
address from appearing in the Device List when users log in via
their browser.

Power Control
Options

Set the Power Control Options as outlined below:
* Check the box to enable confirmation for power operation

+ Check the box to enable delay for power operation, and enter the
Power on delay/ Power off delay fields in seconds.
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4. When finished, click Next for the Connectivity page.

Aggregate device X

[JEnable web session
[Jenable SsH session
[JEnable telnet session
[JEnable YNC session

[JEnable RDP session

@ Administrative @ Properties @ Connectivity
Network information

select network | Primary ﬂ

Name [ et

1P address [1P address

Access typa | Generic ™

[]Eenable SPM (Service Processor Management)

=
5. Fill in the fields according to the information in the table below:
Field Explanation
Network Select network: If the server for the aggregate device only has one
Information network interface, select Primary. If it has more than one network

interface, after you finish configuring the Primary one, come back to
choose the additional ones and configure each of them in turn.

Name: For convenience, each of the network interfaces can be
named.

IP Address: Enter the Virtual Host's IP address here.
Access Type: Use the drop-down menu to select the access type.

Web Session

Check to enable web operation. The drop-down menu of the
Operation column in the device list (upper screen) will reflect its
availability.

URL: To access the Aggregate Device server via the Web, enter
the URL that will bring up its management page.

Enable SSO: Check this box to enable single sign on functionality,

and then select which credentials to use.

* Select Use login user credentials to use the same username and
password as the CC2000 user account.

* Select Use following credentials and enter new credentials in the fields
below.

Login name, Password: Fill in these fields according to the

Aggregate Device server’s authentication and authorization

procedures.
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Field Explanation
SSH/Telnet Check to enable SSH/Telnet operation. The drop-down menu of the
Session Operation column in the device list (upper screen) will reflect its
availability.

IP address, Login name, Password, SSH / Telnet port: To
access the Aggregate Device server via an SSH / Telnet session,
enter appropriate information into these fields according to the
Aggregate Device server’s authentication and authorization
procedures.

Note: An SSH session also requires entering login string
information

VNC Session |Check to enable VNC operation. The drop-down menu of the
Operation column in the device list (upper screen) will reflect its
availability.

Port: Enter the port number for the VNC session

Enable SSO: Check this box to enable single sign on functionality,
and then enter View only and Full control passwords.

RDP Session |Check to enable RDP operation. The drop-down menu of the

Operation column in the device list (upper screen) will reflect its

availability.

RDP Port: Enter the port number for the RDP session.

Enable SSO: Check this box to enable single sign on functionality,

and then select which credentials to use.

* Select Use login user credentials to use the same account username and
password as the CC2000 user account.

* Select Use following credentials and enter new credentials in the fields
below.

SPM (Service |Check to enable SPM operation. The drop-down menu of the
Processor Operation column in the device list (upper screen) will reflect its
Management) |availability.

SPM Method: Select from the drop-down menu. Options are IPMI,
HPiLO 2, HPiLO 3, HPiLO 5, IBM RSA I, IBM IMM, Dell DRAC 5,
Dell iDRAC 6 Blade (modular), Dell iDRAC 6 Standard (monolithic),
Dell iDRAC 8, Redfish-enabled Dell iDRAC 8 and Redfish-enabled
HP iLO 5.

Port: Enter the port number for the SPM session.

Login name, Password: Fill in these fields according to the SPM
server’s authentication and authorization procedures.

Timeout: Set the amount of time to wait for a connection request to
complete before canceling the request.

6. When finished, click Save to complete the procedure.

For operations in the drop-down menu of the Operation column, refer to
Operation on page 125.
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Adding a Generic Device

This item refers to adding Generic device into the CC2000 management

system:

Description Pescription

Contact information
Contact person | Cor
Contact phone
Network information

1P address IP address
SSH port 22

Telnet port 23

@ Properties

Basic information

Name Name

Department < Select Department -> v

Location <- Select Location > v

Type <- Select Type -> v

-

Note: See Generic Device, page 71 for an explanation of generic devices.

1. Fill in the fields according to the information provided in the table below:

Field

Information

Basic Information

Name: Provide a name to identify the device.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices to them (see Category Management on
page 122). If you wish to assign this device to a
department, drop down the list of departments (you have
previously created), and click on the one you want the
device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them (see Category Management on page 122).
If you wish to assign this device to a location, drop down
the list of locations (you have previously created), and click
on the one you want the device to belong to.

Type: Use the drop-down menu to select the type of device
it is.

Description: If you wish to provide extra information to
describe the device, enter it here. This field is optional.

Contact Information

Click Browse to add a contact. This field is optional. To
create a new contact, go to System > Contacts.
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Field Information

Network Information | Fill in the fields according to the following information:

+ If the Generic Device is to be accessed via a web
browser, key its web (or IP) address in the URL field.

+ If the Generic Device is to be accessed via Telnet or
SSH, key in the IP Address in the IP Address field and
the Telnet and/or SSH port numbers in their
corresponding fields.

+ |f the Generic Device has all three methods available,
you can fill in all or any of them that you wish.

Restrictions As an added security measure, if Hide IP Address from
general users is enabled, the device’s IP address won’t
appear in the Device List. This setting is optional.

2. When you have finished, click Add to complete the procedure.

Adding a Group Device

This item refers to adding Group device into the CC2000 management system:

Group device X

@ Properties

Basic Information

Name ‘ |

Department | --- Select Department --- v |
Location | — Select Location — v
Type | — Select Type — v|

Description ‘ |

Contact Information

| |
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1. Fill in the fields according to the information provided in the table below:

Field

Information

Basic Information

Name: Provide a name to identify the device.

Department: For organizational purposes, you can
establish department categories (R&D, for example), and
assign devices to them (see Category Management on
page 122). If you wish to assign this device to a
department, drop down the list of departments (you have
previously created), and click on the one you want the
device to belong to.

Location: For organizational purposes, you can establish
location categories (West Coast, for example), and assign
devices to them (see Category Management on page 122).
If you wish to assign this device to a location, drop down
the list of locations (you have previously created), and click
on the one you want the device to belong to.

Type: Use the drop-down menu to select the type of device
itis.

Description: If you wish to provide extra information to
describe the device, enter it here. This field is optional.

Contact Information

Click Browse to add a contact. This field is optional. To
create a new contact, go to System > Contacts.

2. When you have finished, click Add to complete the procedure.

Note: 1. Refer back to Group Device, page 71, for an explanation of the
differences between Aggregate and Group devices.

2. A port can belong to any number of Group devices. When a port is
made part of a Group Device it retains the locked/unlocked status of
the original physical port. If you lock or unlock any of these ports, all
the ports — including the original physical port — change to the new
locked/unlocked status .
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Auto Discovery

This item refers to adding devices into the CC2000 management system using

the Auto discovery option.

The Auto discovery window is shown below:

® ATEN KVM (136) ATEN PDU (0) Other servers or devices (0)
O Name Model & IPO MAC

O 001-Sim-PE7216rB-011074FF0101 PE7216r8  10.0.90.180 011074110101
O 004-Sim-PE7324rG-011074FF0104 PE7324rG  10.0.90.180 01107410104
O 005-Sim-PE7324rJ-011074FF0105 PE7324rJ 10.0.90.180 01107410105
O 013-Sim-KN4124v-011074FF010D KN4124v 10.0.90.180 011074ff010d
O  014-Sim-KN4124v-011074FFO10E KN4124v  10.0.90.180  011074ff010e
O  015-Sim-KN4124v-011074FFO10F KN4124v  10.0.90.180 011074110107
O 016-Sim-KN4124v-011074FF0110 KN4124v 10.0.90.180 01107410110
O 017-Sim-KN4124v-011074FF0111 KN4124v. 10.0.90.180 01107410111
O 019-Sim-SN0108-011074FF0113 SNO108 10.0.90.180 01107410113
O  020-Sim-KN2140v-011074FF0114 KN2140v 10090180 01107470114
O 021-Sim-KN2140v-011074FF0115 KN2140v. 10.0.90.180 011074110115
O 023-Sim-KN2124v-011074FF0117 KN2124v 10.0.90.180 011074110117
O 024-Sim-SN0132-011074FF0118 SN0132 10.0.90.180 01107470118

Server

Description
Dummy PE7216r8 (for test only;
Dummy PE7324rG (for test only
Dummy PE7324rJ (for test only)
Dummy KN4124v (for test only)
Dummy KN4124v (for test only)
Dummy KN4124v (for test only)
Dummy KN4124v (for test only)
Dummy KN4124v (for test only)
Dummy SNOT16 (for test Only)

Dummy KN2140v (for test only)
Dummy KN2140v (for test only)
Dummy KN2124v (for test only)

Dummy SNO132 (for test Only)

Use the radio buttons to select what type of devices to display in the table

(ATEN devices, ATEN PDUs or Other servers or devices).

Check to select the device you wish to add and click Add.

Auto discovery (004-Si E7324rG-011074FF0104)

@ Properties

Basic information

Name 004-Sim-PE7324rG-011074FF0104
Model PE7324rG

MAC 01:10:74:FF:01:04

e Dummy PE7324rG (for test only)
Department < Select Department ->

Location <- Select Location >

Type < Select Type ->

Contact Information

Restrictions

(0 Hide 1P address from general users

(J Hide MAC address from general users

Fill in the Properties fields and click Add.

Refer to the sections above if you wish to modify any of the information fields.
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Search by IP

This item refers to adding devices into the CC2000 management system using

the Search by IP option.

The Search by IP window is shown below:

Search by IP X

@ search options

@ Select devices to add

Start 1P Start IP

1-255) 1

@ Search via HTTP/HTTPS
Protocol HTTP
Port 80

@ Search via SNMP vi/v2c
SNMP version SNMPV1

Port 161

Write community | Write communit

Tim 10
Search via SNMP v3

Next

Please enter a specific IP address and range to discover devices

WIN2012--ABCDEFG

[ cancel

1. Fillin the fields according to the information provided in the table, below:

Field

Information

Start IP

Enter the IP address to set the beginning of the search
range.

IP Range (1~255)

Enter a number (1~255) to set the end of the search
range.

Server

Use the drop-down menu to select the CC2000 server
that the device is connected to.

Search via HTTP/HTTPS

If you check this box, use the drop-down menu to select
the Protocol and enter the Service port number. This
will search for devices that match the HTTP or HTTPS
settings.

Search via SNMP v1/v2c

If you check this box, fill in the related SNMP
information for the Port, SNMP version, Write
community and Timeout. This will search for devices
that use the SNMP v1/2c protocol.

Search via SNMP v3

If you check this box it will search for devices that use
the SNMP v3 protocol.

2. Click Next and a table will appear with the results. Use the radio buttons to
select the types of devices to be displayed in the table (ATEN devices,
ATEN PDUs or Other servers or devices):
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ent

Search by IP X

@ Search options @ Select devices to add

® ATEN KVM (136) ATEN PDU (0) Other servers or devices (22)

O Name Model 14 MAC Server Description

O 001-Sim-PE7216rB-011074FF0101 PE72161B 10.0.90.180 011074ff0101 Dummy PE7216rB (for test only’

[ 004-Sim-PE73241G-011074FFO104 PE73241G  10.0.90.180 01107410104 Dummy PE73241G (for test only
O 005-Sim-PE7324rJ-011074FF0105 PE73241J 10.0.90.180 01107470105 Dummy PE7324rJ (for test only)
O 013-Sim-KN4124v-011074FF010D KN4124v 10.0.90.180 011074ff010d Dummy KN4124v (for test only)

O 014-Sim-KN4124v-011074FF010E KN4124v 10.0.90.180 01107470 10e Dummy KN4124v (for test only)

O 015-Sim-KN4124v-011074FF010F KN4124v  10.0.90.180  011074f0107 Dummy KN4124v (for test only)

O 016-Sim-KN4124v-011074FF0110 KN4124v 10.0.90.180 011074ff0110 Dummy KN4124v (for test only)

O 017-Sim-KN4124v-011074FF0111 KN4124v 10.0.90.180 01107410111 Dummy KN4124v (for test only)

O 019-Sim-SN0108-011074FF0113 SNO108 10.0.90.180 01107410113 Dummy SNO0116 (for test Only)

O 020-Sim-KN2140v-011074FF0114 KN2140v  10.0.90.180  011074fi0114 Dummy KN2140v (for test only)

O 021-Sim-KN2140v-011074FF0115 KN2140v  10.0.90.180  011074ff0115 Dummy KN2140v (for test only)

M (22 Qim WNID42 A NAANTAEENA1T POl IRV annanen A41NTARNA17 i ENIDAD Ay (o tact Anli v
add

The Description column reveals one of three results:

Result Information

Empty No such device or server found.

IP Matched A device or server has been found in CC2000 with the same IP
address but of a different type.

Matched A device or server has been found in CC2000 that matches both
the IP address and type.

3. Check the check box of the device or server you would like to add and
click Add.

4. Fill in the Properties fields and click Add.

Refer to the sections above if you wish to modify any of the information

fields.
5. When you have finished, click Add to complete the procedure.
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Editing Devices

Follow the steps below if you wish to edit a device.

1. Check the device you wish to edit and click Edit for a drop-down menu:

ey oo

Access rights
Device settings
Properties

All nodes properties

2. Click to select what you wish to edit and refer to the following sections.

Access rights

Clicking Access rights will bring out a window. An example is shown:

Access Rights (CN9000) X

Edit Deny CGrant Default | Al ‘

(m] Name C User/Group C Current configuration ri Configuration r Current access right Access right

1 User Denied Denied No Access No Access

007 User Denied Denied No Access No Access

O 222222 User Allowed Allowed Full access (operation and ¢ Full access (opera
O 654321 User Denied Denied No Access No Access

[0 12345678001234 User Denied Denied No Access No Access

O  12345673901234567390123456 User Denied Denied No Access No Access

[0 aaazaa User Denied Denied No Access

0O adad user Denied Denied No Access

O aominoot User Denied Denied No Access No Access

O aoministrator User Denied Denied No Access No Access

O demouser User Denied Denied No Access No Access

M1 Pinn Adminicteatar Vienr Faminn Pamina e Arnnnn Nn Arraes -]

Fage.’AT b B "D itemsper page[ 100 v] Displaying 1-100 of 4605

To edit access rights of a user, check the user and click Edit. Another window
will pop up. Access rights options will be different for different device type,
refer to the sections below.

111



Chapter 5. Device Management

Note: You can also use the pencil icon to edit the access rights of a user when you move
your cursor over a user row.To grant the same access / configuration rights to multiple
users and/or user groups at the same time, click Grant Default. The following dialog box

appears.

Grant Access Rights

Configuration
@ Allowed
O Denied
Web Direct Connection
® Full access (operation and configuration)
O Operation only
O View only
(O No Access
Power Outlet Access
@ Allowed
O Denied lk

Serial Port Access
55H session B Telnet session

® Full access and broadcast
O Full access

() View onlv

For details on each of the access / configuration rights that can be granted, please refer
to the sections below.
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B ATEN KVM / Serial Console
The options for ATEN KVM devices is shown below:

Configuration rights & Access rights (administrator, SN0148CO)

- e

Set the configuration rights for the user or group:
+ Allowed — The user or group can configure the device’s settings.

¢ Denied — The user or group cannot configure the device’s settings.

Set the access rights for the user or group:

+ Full access (operation and configuration) — The user or group can
perform all configurations and operations.

+ Operation only — The user or group can perform all operations.
¢ View Only — The user or group can only view the device.

+ No Access — The user or group cannot access the device.

m ATEN PDU
The options for ATEN PDU is shown below:

Configuration rights & Access rights (administrator, PE7328J_1)
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Set the configuration rights for the user or group:
+ Allowed — The user or group can configure the device’s settings.

¢ Denied — The user or group cannot configure the device’s settings.

Check to set the access rights for the user or group:

+  Web — The user or group can access the device via a web session.

m APC PDU
The options for APC PDU is shown below:

Configuration rights & Access rights (01, 00C0B7520626) X
onfiguration

Set the configuration rights for the user or group:

+ Allowed — The user or group can configure the device’s settings.

+ Denied — The user or group cannot configure the device’s settings.
Check to set the access rights for the user or group:

+ Web — The user or group can access the device via a web session.

+ Telnet — The user or group can access the device via a Telnet session.

+ SSH — The user or group can access the device via a SSH session.
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B Virtual Host

The options for Virtual Host is shown below:

Configuration rights & Access rights (test123, WIN-JC2KKFUPSKL) > 4
cces:

[ [

Check to set the access rights for the user or group:

*

*

*

Primary NIC — Specify the network protocol(s) for this NIC.

Additional NIC1 — Specify the network protocol(s) for this NIC
Additional NIC2 — Specify the network protocol(s) for this NIC.
Additional NIC3 — Specify the network protocol(s) for this NIC.

KVM settings — Select the access rights. Refer to the table below:

Rights

Explanation

Full access and
VM (Read / Write)

The user can access the device (or specified ports on the
device), view the screen and can perform I/O operations on it
with the keyboard and mouse. The user also has read/write
rights to use the virtual media function.

Full access and
VM (Read Only)

The user can access the device (or specified ports on the
device), view the screen and can perform I/O operations on it
with the keyboard and mouse. The user also has read only
rights for the virtual media function.

Full access

The user can access the device (or specified ports on the
device), view the screen and can perform I/O operations on it
with the keyboard and mouse.

View only

The user can access the device (or specified ports on the
device), and view the screen, but cannot perform any opera-
tions on it.

No access

The user has no access to the device (or specified ports on the
device). The device (or the specified ports) will not show up in
the Port Access Sidebar or List.
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+ Serial settings — Select the network protocol(s) and the access rights (full
access and broadcast, full access and view only).

+ Power via PDU — Check/uncheck to enable/disable.

B Blade Chassis / Aggregate Device

The options for blade chassis / aggregate device is shown below:

Configuration rights & Access rights (01, BLADE) X

Access rights

Primary NIC

- e

Check to set the access rights for the user or group:

¢ Primary NIC — Specify the network protocol(s) for this NIC.

+ Additional NIC1 — Specify the network protocol(s) for this NIC
+ Additional NIC2 — Specify the network protocol(s) for this NIC.
+ Additional NIC3 — Specify the network protocol(s) for this NIC.
+ KVM settings — Select the access rights. Refer to the table below:

Rights Explanation

Full access and The user can access the device (or specified ports on the
VM (Read / Write) |device), view the screen and can perform 1/O operations on it
with the keyboard and mouse. The user also has read/write
rights to use the virtual media function.

Full access and The user can access the device (or specified ports on the
VM (Read Only) |device), view the screen and can perform I/O operations on it
with the keyboard and mouse. The user also has read only
rights for the virtual media function.

Full access The user can access the device (or specified ports on the
device), view the screen and can perform I/O operations on it
with the keyboard and mouse.
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Rights Explanation
View only The user can access the device (or specified ports on the
device), and view the screen, but cannot perform any opera-
tions on it.
No access The user has no access to the device (or specified ports on the
device). The device (or the specified ports) will not show up in
the Port Access Sidebar or List.

+ Serial settings — Select the network protocol(s) and the access rights (full
access and broadcast, full access and view only).

+ Power via PDU — Check/uncheck to enable/disable.

Note: The access rights configured for an aggregate device takes priority over
the access rights configured for each port of the aggregate device. The access
rights for each port only become effective when the port is removed from the
aggregate device.

B Generic Device

The options for generic device is shown below:

Configuration rights & Access rights (1, 00-GenericDev) X
c

Check to set the access rights for the user or group:
+  Web — The user or group can access the device via a web session.
+ Telnet — The user or group can access the device via a Telnet session.

+ SSH — The user or group can access the device via a SSH session.
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Device Settings

To configure an added device, check the device’s checkbox and select Device
settings. A window pops up, as shown below:

Device settings (SN1132C0O) X

Device Information
System Settings

Date/Time
Name SN1132C0 |
Network Setfings
ANMS Description
Security £
Summa

Maintenance 2

Device Name: SN1132C0O
Sensor Information Model Name: SN1132CO

Firmware Version: v1.0.079

H/W: AXA

MFG: A104-007-0011
Uptime: 00:00:24:02 (DD"HH:MM:SS)
eth0 MAC address: 001074248050
ipv4 address: 10.3.66.104 Mask: 255255 2550
ipv6 address: fe80::210:74ff.fe24.8050/64 Scope:Link
eth1 MAC address: 001074248050
ipv4 address: 10.3.66.104 Mask: 255255 255.0
ipv6 address: fe80::210:74ff.fe24:8050/64 Scope:Link
bond0 MAC address: 001074248050
ipv4 address: 10.3.66.104 Mask: 255255 2550
ipv6 address: fe80::210:74ff:fe24:8050/64 Scope:Link A

Save ‘ Close

Use the side menu to select the configurable category, configure the
appropriate fields and click Save. The available options may differ based on
model and/or the configuration set to the device. For details of the configurable
fields, refer to the device’s manual.

If you wish to go to the device’s configuration web page, click the drop-down
menu under the Operation column and select Web access. An example is
shown:

O v cater # % PGB20BA 10316205 O00-1074:9D13:41 WIN2012-ABCDE Get status @j @ Foweron
O 7~ 037-PN9108-011074FF0125 PN9108 @orine
o 2.2N0108 PNO108 Vb access @orine
aon
o 3.oN0108 PNO108 @orine
Aot
o 4-PN0108 PNO108 @ offline
AllRestart
Page[ 1 v ]2 B B D ttemsperpage| 100 v View PDU status Displaying 1-100)

You can modify Properties of devices here. For information of the options
available for different devices, refer to the corresponding device type in Adding
a Device on page 75.
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All Nodes Properties

Clicking this button brings up a page listing all of the items nested underneath
the device. This page allows you to configure (or reconfigure) the Department,
Location, Type, Description, and Trap Destination of each nested (child) item.

Deleting Devices

To delete a device(s), check to select the device(s) and click Delete.

A confirmation message will pop up, click Yes to delete the device(s).

Note: 1. You can delete more than one device by checking as many of them as
you require. You can delete all of them at once by checking the box
at the top of the column.

2. When you delete an Aggregate Device, all of its ports return to their
original physical devices with their status changed to locked.

More

More configuration options are available here. Click More for a drop-down
menu as shown:

uiE ,@6

Move to
Category management
Lock

Unlock

Export device list

Note: You can also use the More icon : to access the More configuration
options when you move your cursor over a user row.

The configurations are described in the following sections.
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Transfer Settings

This function allows you to transfer the device settings and access rights from
a source device to the selected device.

Check to select a device (e.g. device A) and click Transfer for the pop-up page
shown below:

Transfer settings (KN8064V) X

Name Model 1P MAC Server Description
O KN8064VB KN8064VB
O KN8084V_SyncT KNB0BAV
O KN8116V_HeySYOQ KN8116Y
O KN8164V KN8164V

Choose a source device (e.g. device B) and click Transfer (bottom right-hand
corner). A confirmation message will appear asking you to confirm the
transfer. The CC2000 will transfer all device settings (excluding Device ID,
model name and port number) and access rights of the source device (device
B) to the selected device (device A). The transfer does not affect the settings of
the source device.

Moving Folders and Devices
Use the Move To function to move and organize added devices.
To move one or more added devices:

1. In the device list, mouse over the target device or folder, and then click the

More icon i .

Note: To move two or more devices/folders, click to select (tick) these
items from the device list, and then click the m button.
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2. From the pop-up menu, click Move to. A structure view appears.

Please select a destination folder

¥ Root
KE6922R

¥ PDU

I

4

Ell

i

ServerRoom#1

ServerRoom#2

-

Move Cancel

3. Click to select a location and click Move to finish the setting.
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Category Management

For convenience and ease of management, the devices can be organized into
Departments, Locations, and Types categories. To use this organizational
scheme, you would first create appropriate categories (such as R&D and
Manufacturing under Departments; East Coast Operations under Locations;
and Power under Types), and then assign devices to them (from the device’s
Properties page), as described in the sections that follow.

To create a Department, Location, or Type, do the following:

1. Click More and click to select Category management. A Category
management page will pop up:

Category management

Department  Location  Type

m Edit Delete

O Name O Description

O newzealand

2. Click Add. The Add Department (or Location or Type) page will pop up:

Add - Department v

Name Name

Description

Description

3. Fill in the Name and Description fields, and click Add.
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To edit a Department, Location, or Type, check the item and click Edit. Edit

the name and description fields and click Save.

To delete a Department, Location, or Type, check the item(s) and click Delete.
A confirmation message will pop up, click Yes to delete the item(s).

To assign a device or port to a Department, Location, or Type, do the

following:

1. Check to select a device/port on the Device page.

2. Click Edit and select Properties. A properties window will pop up as

shown:

Properties (SN1132C0) X

Basic Information

Name [sN1132c0 ‘
Model SN1132C0

MAC 00:10:74:24:80:50

Description ‘ ‘
Department ‘ -— Select Department -—- v ‘
Location ‘ --- Select Location --- ol ‘
Type ‘ -— Select Type — N ‘
Contact Information

Contact ‘

Restrictions

[J Hide IP address from general users
(O Hide MAC address from general users

M Fnahle nneratinns in Nashhnard > Flnar Mans

Identify where Department, Location and Type is, click their

corresponding drop-down menu to select the category you wish to assign

the device/port to.

4. Click Save to save the configuration.
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Locking / Unlocking Devices

To make a port unavailable for monitoring, click More and then click Lock. A
lock icon appears in the last column of the port table. A locked port does
not take up a count toward the total number of nodes.

To unlock a device, check to select the device(s) on the upper screen. Click
More and click Lock or Unlock.

Note:

+  When physical devices are added to the CC2000 management system,
their ports are locked by default.

+ Ports are automatically unlocked when they are added to an Aggregate
Device, but if you only want to use one or two of the device’s physical
ports, it is not necessary to go through the procedure involved in creating
an Aggregate Device to do so. Simply select the target port(s) and click
Unlock.

Diagnose & Fix

When a device encounters a problem (e.g. changing dongle port), you can click
Diagnose & fix to fix the problem. The problem will be logged and a warning
icon may appear in the last column of the device table (upper screen).

If a device can be diagnosed & fixed, a Diagnose & fix icon (@ will appear
in the last column of the upper screen (device) table.

Go to Associate

Devices/ports with the ¢ icon at the end of their name means they have
associated devices/ports.

Selecting this option or clicking the icon will bring you to the associated
device/port table.

Associate is used for aggregate devices that can associate different ports on
different devices in order to more easily manage ports.

Export Device List

You can generate and export a device list along with information such as its
name, description, model, IP address, MAC address, or location in a CSV file.
Use one of the following methods to export a device list:
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+ Click the m button and then click Export device list.

¢ Clickthe : icon from an added device, and then click Export device
list.

Operation

Depending on the selected device, various port operation methods are available
for access and control. Click the drop-down menu in the Operation column to
select an operation method, as explained below:

By Device By Port (Available nodes: 22)

m Edit Delete m I: ‘! All devices |
Root w
[u] Name Description Model P Department & | Server Status
[m} CNB8000A_test200 HE CN8000A @ Offline
o CNB000A_ aly CN8000A @ Offline. U
a CNB8600 205 CN8600 @ Offline.
[u] CN9000 CN9000 newzealand @ Offline
a CN9600 , 2 CN9600 10.3.167.207 3700T-15243 KVM Viewer @ Online
o CN9950 CN9950 @ Offline.
a EC1000 EC1000 10.3.166.157 @ Offline.
A et enenr
Get Status

To update the status of the device/server, click to select Get Status.
Shutdown

To shut down the device/server, click to select Shutdown.

Force Off

To force the device/server to shut down, click to select Force Off.
Restart

To restart the device/server, click to select Restart.

Force Restart

To force the device/server to restart, click to select Force Restart.

On

To turn on the device/server, click to select On.
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WebClient Viewer

For KVM devices supporting WebClient Viewer, users can choose to launch

KVM viewer sessions in a new tab directly on the browser without installing a
Windows or Java Client app when clicking KVM Viewer from the drop-down
menu. See p. 157.

CC Viewer /| KVM Viewer / SN Viewer

Clicking CC/KVM/SN Viewer from the drop-down menu opens viewer
sessions directly to the ports of the selected device. The session opens a
window with that device’s port(s) on your desktop.

Controlling the viewers is the same as controlling the viewers opened from the
KVM/SN devices.

For example, on an aggregate device that contains ports from a KN2124v
KVM switch and an SN0108 serial device. When opening the CC Viewer, the
first port of the KN2124v’s in the aggregate device is displayed:

,,,,,

= |eca | NREEHAE Trun

To switch ports in the viewer, open the hidden Control Panel (by hovering over
the top center of the viewer window), and select the Port List icon. The port list
choices include all the ports belonging to the device.

I 2124y v §O

= 1 coms
el 2coM2
i 3com3
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+ In the list, select the device the port belongs to and click the port you want
to access.

+ The device or port name (port ID) displays in the CC Viewer title bar.

+ The viewer window of each port has a hidden Control Panel. To switch to
a different port on the device, bring up the port list and click the desired
port.

+ If the target device is associated with a PDU, additional power controls
appear in the CC Viewer Control Panel.

+  When you have finished with your session, open the Control Panel and
select the Exit icon.

B CC/KVM Viewer

The Control Panel of the CC/KVM viewer is hidden in the upper (default) or
lower center of the screen, and becomes visible when you mouse over it. The
panel consists of three rows: an icon row at the top, and two text rows below it:

Sl DR E MM G e @O

0.3.41.46/KN2124VA

*  You can right-click your mouse in the text row area to bring up a menu-
style version of the toolbar.

@ Macro

A Video Settings

Video AutoSync

[ Screen Mode ’
@Snapshot

‘g Message Board

Bl Ctrl+Alt+Del

) Set To Grayscale

..j Virtual Media

@), Zoom 3
& On-screen Keyboard

Tz Mouse Pointer ’
s Mouse Sync Mode ]
=[nSpeaker

[E\ Macro List J
M First Port

44 Previous Port

M Mext Port

M Last Port

# Scan Ports

A Array Mode

& Open GUI

(& Customize Control Panel
i Exit
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Control Panel Functions

The Control Panel functions are described in the table below.

Function

This is a toggle. Click to make the Control Panel persistent —i.e., it
always displays on top of other screen elements. Click again to have
it display normally.

Click to bring up the Macros dialog box (See the KVM device manual
for more information).

Click to bring up the Video Options dialog box. Right-click to perform
a quick Auto Sync (See the KVM device manual for more
information).

@ B S

Click to perform a video and mouse autosync operation. It is the
same as clicking the Auto Sync button in the Video Options dialog
box (See the KVM device manual for more information).

Toggles the display between Full Screen Mode and Windowed Mode.

Click to take a snapshot (screen capture) of the remote display (See
the KVM device manual for more information).

.umh_‘l

Click to bring up the Message Board (See the KVM device manual
for more information).

@

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to toggle the remote display between color and grayscale
views.

Click to bring up the Virtual Media dialog box. The icon changes
depending on the status of the virtual media function (See the KVM
device manual for more information).

Click to zoom the remote display window.

Click to bring up the on-screen keyboard (See the KVM device
manual for more information).

Click to select the mouse pointer type.

FE L = NEBEB|
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Icon

Function

Click to toggle Automatic or Manual mouse sync.
* When the selection is Automatic, a green \/ appears on the icon.

* When the selection is Manual, a red X appears on the icon.
See the KVM device manual for more information.

Click to toggle sound from the remote server to be heard on the client
computer’s speakers on or off. The “prohibited” symbol (a red circle
with a diagonal bar) displays on the icon when the speaker is toggled
Off.

Click to control the power outlet of a connected PDU, between On,
Off, and Restart.

Note: This function is only available on aggregate devices with at
least 1 KVM port and 1 outlet port.

i

Click to display a drop-down list of User macros in order to access
and run macros more conveniently than using the Macros dialog box
(See the KVM device manual for more information).

The Extended Displays icon allows you to select monitors to view in
an extended display setup (See the KVM device manual for more
information).

Under an accessed port, click to skip to the first port accessible to the
user on the entire installation without having to recall the Port Access

page.

Under an accessed port, click to skip to the first port accessible to the
user that is previous to the current one without having to recall the
Port Access page.

Under an accessed port, click to skip to the first port accessible to the
user that is after the current one without having to recall the Port
Access page.

Under an accessed port, click to skip to the last port accessible to the
user on the entire installation without having to recall the Port Access
page.

Under an accessed port, click to begin Auto Scan Mode. The KVM
over IP switch automatically switches among the ports that were
selected for Auto Scanning with the Filter function (See the KVM
device manual for more information). This allows you to monitor their
activity without having to switch among them manually.

Under an accessed port, click to invoke Panel Array Mode.

Under an accessed port, click to recall the GUI.

ElEHHEH ¢ | ¥ 2 %

Click to bring up the Control Panel Configuration dialog box (See the
KVM device manual for more information).
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Icon

Function

Click to exit the viewer.

GBEE

These icons show the Num Lock, Caps Lock, and Scroll Lock status

of the remote computer.

+ When the lock state is On, the LED is bright green and the lock
hasp is closed.

+ When the lock state is Off, the LED is dull green and the lock hasp
is open.

Click on the icon to toggle the status.

Note: These icons and your local keyboard icons are in sync.

Clicking an icon causes the corresponding LED on your keyboard to

change accordingly. Likewise, pressing a Lock key on your keyboard
causes the icon’s color to change accordingly.
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B SNViewer

The SNViewer provides a Control Panel that is hidden at the center top of the
screen, and becomes visible when your mouse moves over it. The panel
consists of three rows: an icon row at the top, and two text rows below it:

Control Panel Functions

The Control Panel functions are described below and in the following sections:

Icon

Function

This is a toggle. Click to make the Control Panel appear Always On
Top — i.e., always displays on top of the SNViewer screen. Click
again to have it display in Auto Hide mode— allowing it to only
appear when the mouse is moved over it.

i | =

Use this to copy the selected text on the screen.

&

Use this to copy all text that is displayed on the screen.

Ly

Use this to paste the copied text.

Use this icon to toggle Logging on / Logging off. This starts a log file
of characters sent from the serial device to the SNViewer. You must
first create and import a text based log file (See the SN device
manual for more information).

B

Use this to browse for data files to import (See the SN device
manual for more information).

==
=5

Use this to change the page encoding (See the SN device manual
for more information).
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Icon Function
Use this icon to enable broadcasting. Broadcasting allows you to
access and make changes on a single port and the same changes
- will be made across all Broadcast Ports. Before using the

broadcast function, set the Broadcast Timeout and Broadcast Ports
(See the SN device manual for more information).

For broadcasting to work, you must first access a port set as a
Broadcast Port and then click the Broadcast icon on the control
panel.

Click to send a Break command.

@ o

Use this to reset the terminal to its default settings.

Click to bring up the Message Board (See the SN device manual
for more information).

diiy

Click to open a window and create a list of custom text macros
(See the SN device manual for more information).

e

Use this to change the font, color and other SNViewer settings
(See the SN device manual for more information).

-

Use this button to adjust the width of the SNViewer window.

v

Click to exit the viewer.
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B WebClient Viewer

The WebClient Viewer provides access to the devices’ ports directly on the
browser without requiring Windows or Java Client app installation. Its control
panel is explained below:

S R EELE R

1920X1080/C1 /1

Note: To launch WebClient Viewer when clicking KVM Viewer, see

page 157.

Control Panel Functions

Icon

Function

This is a toggle. Click to pin the Control Panel —i.e., it always
displays on top of other screen elements. Click again to have it
display normally.

Click to adjust the video settings (refer to the respective CC / KVM
manual for details).

IEJ |E

Click to perform a video autosync operation.

rA
LJ

Click for a Screen Mode drop-down menu. Choose between Full
Screen Mode and Fit to Window.

Click to toggle the remote display between color and grayscale
views.

Under an access port, click to invoke Panel Array Mode (refer to the
respective CC / KVM manual for details).

Click for a drop-down menu of the available online port(s) and click to
select the port you wish to connect to.

Click to send a Ctrl+Alt+Del signal to the remote system.

BEEm B e

Click to access an on-screen English keyboard (refer to the
respective CC / KVM manual for details).
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Click to select the mouse pointer type.

Note: This icon changes depending on which mouse pointer type is
selected (refer to the respective CC / KVM manual for details).

¢

Click for a menu of mouse sync modes (refer to the respective CC /
KVM manual for details).

Click to bring up the Virtual Media dialog box. The icon changes
depending on the status of the virtual media function (refer to the
respective CC / KVM manual for details).

©

Click to toggle sound from remote server to be heard on the client
computer’s speakers on or off. The “prohibited” symbol displays on
the icon when the speaker is toggled off.

Web Access

Clicking Web Access opens a browser session for the device/server on your
desktop just as if you had opened your browser and logged into from the URL
bar. An example is shown below:

&%) CNB0OD - Remote Console - Mozilla Firefox =101 x|
Eile Edit View Higtory Bookmarks Tools Help
lm hittps://172. 17.17. 10/view. htm?pid = 1C 15E89053345C 49BDF 2 770

—

0]

Log
ibb_-l

A
Logout

Information Management Management

¥

Remote Console

Power Management

User Preferences

o .

NP wD e 8@ DO

Device Network ~ ANMS  Security User Console Session  Customization Date/Time Maintenance

Remote Console Preview

Exit Macro

‘ Exit Macro: | Mane - Save

134



Chapter 5. Device Management

Power ON / OFF

+ For Aggregate and Power devices you can choose All ON or All OFF to
turn all the outlets belonging to that device on or off.

+ For Power outlets, you can choose ON or OFF. If the port’s status is ON,
the choice is OFF — click OFF to turn the power to the outlet off.

Note: The change doesn’t show in the table until you leave the page and
come back to it.

SSH / Telnet Session

Choose to open an SSH or Telnet session to the selected port. You get an SSH
or Telnet viewer window just as if you had logged into the serial device
(SNO0108, for example), with your browser and had chosen Telnet on the Main
Web page.

Panel Array Mode

After you create a group device, you can launch panel array mode of the device
by clicking the CC Viewer button (Operation column) and click the Start Panel
Atrray icon in the control panel.

-W@)‘l wwzJ 3 Qs SR E o« & R o GEE

10.3.166.252/KN8164V

An example of the array display is shown below:

CC Viewer [-Te s
W mE =3 TV Wall OSD : i =
T A aag gy
“l% s awolngunas
(L1 F SR TN PRI
CRAFEE R L LR
;..uu:' CEELE
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Use the icons hovering over the CC Viewer to adjust the panel array view
settings.

A quick video reference is available in the link below:

https://www.youtube.com/watch?v=tbaQWK1vh60

SPM Session

Clicking SPM in the operations drop-down menu will bring up a window with
3 tabs: System Information, Monitoring Information and Event Logs.

Note: The displayed information and options are different between the two
supported Redfish-enabled Devices (HP iLO 5 and Dell iDRAC 8).

B System Information
This tab displays the system information of the server.

¢ Dell iDRAC 8 Example
You can also turn the server On, Shutdown, Force Off and Restart here.

Redfish---Dell iDRAC 8 - net1 X

System information  Monitoring information  Event logs

System summary
ServerName MINWINPC
Name idracJ517WL2
MAC address S0:9A4CAEBATE
Firmware Version  2.63.60.61
1P address 103.166.46
KVMIP 5900/ Enable
HTTPS 443/ Enable
SSH 22/€nable
HTTP 80/ Enable

Power control

o [ s | [ ]

Close
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® HPiLO 5 Example
You can also turn the server On, Force Off and Force Restart here.

Redfi HP iLO 5 - net1

System information  Monitoring information  Event logs

System summary
ServerName aaaaa
Name ILOSGH7385M6S
MAC address 98:F2BIEC:TO:DA

Firmware Version iLO 5v1.40

1P address 10.3.166.42
KVMIP 17990/ Enable
HTTPS 443/ Enable
SSH 22/ Enable
HTTP. 80/ Enable

Power control

N oo eorceresun |

=n

B Monitoring Information

The information and the details being presented are different for the two
supported Redfish-enabled devices.

+ Dell iDRAC 8 Example

Redfish---Dell iDRAC 8 - net1

System information  Monitoring information ~ Event logs

Fans A
Fan Location Status  Speed
System Board Fan1A SystemBoard OK  1630RPM
System Board Fan2A SystemBoard OK  1630RPM
System Board Fan3A SystemBoard OK  1630RPM
System Board FandA SystemBoard OK  1680RPM
System Board FansA SystemBoard OK  1630RPM
System Board Fan6A SystemBoard OK  1680RPM
System Board Fan7A SystemBoard OK  1630RPM
System Board Fan1B SystemBoard ok 15
System Board Fan28 SystemBoard OK  1560RPM
System Board Fan38 SystemBoard OK  1560RPM
System Board FandB SystemBoard OK  1560RPM
System Board Fans8 SystemBoard OK  1560RPM
System Board Fan6B SystemBoard OK  1560RPM ¥
Svstem Board Fan78 SvstemBoard oK 1560RPM

close |

137



Chapter 5. Device Management

® HPiLO 5 Example

Redfish---HP iLO 5 - ne

Monitoring information  Event logs

Fans

Fan
Fan3
Fan4
Fan5

Fan6

Temperatures

System information

Temperature

Ot-inlet

Ambient

02CPU1

04-P1 DIMM
15

06-P1DIMM

712

Location Status  Speed
System oK 13%
System oK 13%
System oK 13%
System oK 1%

Location status
Intake oK
cPy oK
SystemBoard oK
SystemBoard oK

Reading
(CIF)

2475
01104

2517

2678

Caution
Threshold(C/F)

a2n07
70158

01194

901194

Critical
Threshold
(CIF)

ame

NA

H Event Logs
Dell iDRAC 8 Example

*

Redfish---Dell iDRAC 8 - net1

System i i itoring i Event logs
Select an event log category | DRAC Log V] A
Display Last 20 records v
No. Severity Source Date/Time Description
. ok om 20190926 Successfully logged in using kobby, from 10.0.90.180 and
07:05:56+08:00 REDFISH.
B - opm 20190926 The session for kobby from 10.0.90.180 using REDFISH is logged
07:05:55+08:00 off.
. OF oM 20190926 Successfully logged in using kobby, from 10.0.90.180 and
07:05:54+08:00 REDFISH.
” ok o 20190926 The session for kobby from 10.0.90.180 using REDFISH s logged
07:05:27+08:00 off.
2019-09-26 Successfully logged in using kobby, from 10.0.90.180 and
H oK OEM
07:05:22+08:00 REDFISH
o ok opm | 20190926 The session for kobby from 10.0.90.180 using REDFISH s logged
07:05:21+08:00 off.
) o om 20190926 Successfully logged in using kobby, from 10.0.90.180 and o
07:05:19+08:00 REDFISH.
Close
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® HPiLO 5 Example

Redfish---HP iLO 5 - net1 X

System information  Monitoring information ~ Event logs

n event log category [ System Event Log M A
Last 20 records v

No. Severity Source Date/Time Description
20190926 o
1 oK | oM [ o0 S5H logout: aten1220 - 10.0.92.88(DNS name not found).
2| ok | o 22226 Browser logout: aten1220 - 10.0.92.88(DNS name not found).
05154:35+00:00
20190926
3 oK OM Browser login: aten1220 - 10.0.92.88(DNS name not found)
05:54:34+00:00 A R R
| o) | fopui :2i5B 20 S5H login: aten1220 - 10.0.92.88(DNS name not found)
05:54:08+00:00 & ' Y
s | ok | om 29082 SSH login: aten1220 - 10.0.92.88(DNS name not found)
05:53:28+00:00 SomeE ittt
20190926 Browser login: Administrator - 10.0.90.180(DNS name not
6 0K OEM 4sis3:02400:00 found)
20190926 Browser logout: Administrator - 10.0.90.180(DNS name not
Vi
70K OEM 553:04400:00 found)
Close

View PDU Status

Click View PDU Status in the operations drop-down menu to look up the
following statuses for the selected device:
+ general device status (voltage, current, power, power dissipation)
* sensor status
+ current sensor values (temperature, humidity, and/or pressure)
+ number of sensors
+ sensor status (open/close)
+ bank status (voltage, current, power, power dissipation)

+ outlet status (outlet name, on/off status, voltage, current, power, power
dissipation)
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Ports

Selecting By Port will list all ports in the system.

If you select a device in By Device, the lower screen will list all the ports of the
added devices.

Port Column Headings

Heading Explanation
Name The name given to the port when it was added to the CC2000
installation.
Alias If you gave the port an alias, the alias name appears here.
Port The port’s port number on the device it belongs to.
Port Type Indicates the kind of device that the port belongs to.
Status * For KVM ports, indicates whether the port is online or offline.

* For Serial ports, indicates whether the port is online or offline.

* For Power outlets, indicates whether the outlet port's power socket is
On or Off.

Note: This category does not apply to Blade Chassis or individual

blades, therefore N/A (not applicable) displays in this field for Blade
Chassis, and Unknown displays for individual blades.

Operation The default action for accessing the device/port appears in this cell.

+ Click the arrow at the right of the table cell to see what other actions
(if any), are available.

+ Click your choice to open a session for the port.

All the operations are the same as the device (By Devices - General Operations
on page 68), except that configurations are at the port level, and it includes a
Launch Viewer option.

Launch Viewer

If you want to launch viewers to see the screen of the port, check the port and
click Launch Viewer. The system will open the viewer in a new window (Java
or Winclient).

Refer to Operation on page 125 for more information.
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Properties - System Macro

On the edit properties page (Edit — Properties), everything is the same as the
Properties page for devices (Properties on page 118) except that a System
Macro item is present. An example is shown:

Properties (KA82) DK

Basic information

Name KA82

Model KA7175

PortID 01a401b80000000f

Port Number 1

Description Description

Department <- Select Department -> v
Location <- Select Location -> v
Type <- Select Type -> v

Contact information

Contact person Contact person
Contact phone Contact phone
System macro

System macro used <- Select Macro -> v

If system macros were created (in the CCViewer), click the drop-down menu
to select the one you want.

This item only appears on ports that have servers connected to them.
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Port Settings
Click Edit — Port Settings to edit Port Attributes. An example is shown:

Port settings (KA82) PX4

Port Attributes.

V0 Port Attributes
Port name KAB2
MACRO None v
os Windows
Language US English

Multiuser mode | Share

Save Close

The meanings of the attribute headings are described in the table below:

Heading Meaning

Port Name |This is the name given to the port.

Macro If system macros were created (in the device’s viewer, e.g. WinClient),
click the drop-down menu to select the one you want. When you save the
changes, the macro will be sent to the server connected to this port and
the server will run it.

oS Specifies the operating system that the computer on the connected port is
using.

Language |Specifies the OS language being used by the computer on the connected
port.

Multiuser This corresponds to the Access Mode setting on the original device

Mode (Share, Occupy, Exclusive). It defines how the port is to be accessed

when multiple users have logged on.

+ Exclusive: The first user to switch to the port has exclusive control over
the port. No other users can view the port. The Timeout function does
not apply to ports which have this setting.

* Occupy: The first user to switch to the port has control over the port.
However, additional users may view the port’s video display. If the user
who controls the port is inactive for longer than the time set in the
Timeout box, port control can be transferred to the user who operates
its mouse and/or keyboard next.

+ Share: Users simultaneously share control over the port. Input from the
users is placed in a queue and executed chronologically.

To configure the settings, refer to the device’s User Manual to obtain the
necessary information.
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Unsupported Devices

Unsupported devices are ATEN/Altusen devices whose firmware level is not
compatible with the current version of CC2000.

When unsupported devices appear in the system, the submenu will appear in
the sidebar menu as shown below:

ATEN CcC2000

Dashboard

Device management -~
Devices

Unsupported devices
Update & Restore
Preferences

Monitoring Settings
Advanced

User Accounts

System

Logs

The interactive display panel will list the unsupported devices. An example is

as shown:

To make these devices available for management under the CC2000, their
firmware must be upgraded to the latest version. To do this, do the following:

1.

Add the device’s firmware upgrade file to the CC2000. See Firmware
Repository on page 149 on how to do this.

Once the device’s firmware upgrade file is stored on the CC2000, its
checkbox on this page becomes active. Check the checkbox.
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3. Click Firmware Upgrade.

4. A confirmation message will pop up, click Yes to upgrade the device’s
firmware.

Once the firmware upgrade completes, the device is removed and will now
appear in the upper screen of the Devices submenu.
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Update & Restore

This submenu allows you to manage firmware and back up files.

= ATEN cc2o00 Q] | s £ 2 0 E
Dashboard b Firmware Upgrade pository Backup Confi i Restore C:
Device Management A
e Upload a File to Upgrade Upgrade with Firmware Repository m:
BpcaiSnehe Name Model P Server Firmware Ver. ~ Status
Preferences EC1000_dev EC1000 10.0.90.132 8222N-WillyK2 1.3.122 Idle
Monitoring Settings PE4104G PE4104G 10.0.90.83 8222N-WillyK2 9.1.108 Idle

Advanced
User Accounts
System

Logs

OO

Asset Management

My Favorites

(CR 2

Recent

The table here shows the ATEN and Redfish-enabled devices that have
recently firmware upgraded.

The status column shows the firmware upgrade status of the device:

Status Description
Idle This status will show if you restart CC2000 when the device does not
have any firmware upgrade lined up.
Waiting The device is waiting for firmware upgrade.
Uploading Uploading firmware upgrade file to the device.

Upgrading Upgrading device.

Succeeded Firmware upgrade/upload has just completed successfully.

Failed Firmware upgrade/upload has just failed.
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Firmware Upgrade

In this tab, you can choose one of the two ways to upgrade the devices.

Upload a File to Upgrade

One of the ways to upgrade a device is Upload a File to Upgrade. Follow the
steps below to upgrade this way:

1. Identify which device you need to upgrade and download its firmware
from the ATEN website.

2. Click Upload a File to Upgrade, a window will pop up.

Upload a File to Upgrade X

® Upload afile @ Select devices to upgrade

Redfish-enabled devices

Select a local file to upload

3. Click Browse, find the firmware file in your system and click Next.

Upload a File to Upgrade X

@ Upload a file @ Select devices to upgrade
Upgrade with newer firmware version only
Name Model 13 Server Description
O sN0108A_CCA SNO108A 103167205 3700715243

4. Select the device you wish to upgrade and click Upgrade.
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5. A confirmation message will pop up, click Yes to upgrade the device’s
firmware.

Upgrade Redfish-enabled Device

If you have a Redfish-enabled device, upgrade it using Upload a File to
Upgrade. Follow the steps below to upgrade this way:

1. Identify which Redfish-enabled device you need to upgrade and download
its firmware from the ATEN website.

2. Click Upload a File to Upgrade, a window will pop up.

Upload a File to Upgrade X

® Upload afile @ Select devices to upgrade

Redfish-enabled devices

Select a local file to upload Browse...

Next Cancel

3. Check Redfish-enabled devices. A drop-down menu will appear to allow
you to select the type of Redfish-enabled device.

¢ Redfish-enabled devices HP iLO v

Dell iDRAC
® Local firmware file Re e URL

4. Select the Redfish device type, click Browse to select the firmware file
and click Next.

5. The devices belonging to this Redfish device type will appear in the list.
Check the device(s) you wish to upgrade and click Upgrade.
While upgrading, the status column of the device(s) currently upgrading
will show “Upgrading...” and the device(s) waiting will show “Waiting...”

147



Chapter 5. Device Management

Firmware Upgrade  Firmware itory  Backup C i Restore C
Upload a File to Upgrade Upgrade with Firmware Repository
Name Model & PG
HPE DL380 G10-1 Redfish 192168.1.4
HPE DL380 G10-2 Redfish 192168.1.5

server &

WIN2012--ABCDE  10.8.0(A)

Firmware Ver.  Status

WIN2012--ABCDE  10.9.0

Upgrading.
Waiting...

-

Upgrade with Firmware Repository

One of the ways to upgrade a device is Upgrade with Firmware Repository.

Follow the steps below to upgrade this way:

1. Identify which device you need to upgrade and make sure the upgrade file
is in the firmware repository. Refer to Firmware Repository on page 149

on how to upload firmware into firmware repository.

2. Click Upgrade with Firmware Repository, a window will pop up.

Upgrade with Firmware Repository X

@ Select a firmware file @ Select devices to upgrade
Appliance Type ¢ Firmware Ver.  Date Firmware Type S Description
O KNstes V20135 2019-04-25 Application i
O SNO132/ SNO148/ SNO108A/ SNOT16A/ SN9108/ € V1.6.153 2019-03-19 Application 0
O SNO132/ SNO148/ SNO108A/ SNOT16A/ SNO108/ € V1.6.152 2018-11-21 Application 123
Next Cancel ‘
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3. Select one of the firmware files and click Next.

Upgrade with Firmware Repository X

@ Upload a file @ Select devices to upgrade

Upgrade with newer firmware version only

Name. Model P Server Description
O 1@sNot4sco_ SN0148CO 10.3.167.203 3700T-15243 1
O sNo10sA_CCA SNO108A 10.3.167.208 3700T-15243

Back Upgrade Close

4. Select the device you wish to upgrade and click Upgrade.

5. A confirmation message will pop up, click Yes to upgrade the device’s
firmware.

Firmware Repository

The Firmware Repository tab is shown below:

Firmware Upgrade ~ Firmware Repository  Backup Configuration  Restore Configuration

[ [ a
O Appliance Type Firmware Ver. Date Firmware Type Description

This page lists all the firmware upgrade files stored on the CC2000 — showing
you at a glance the specific information about each of them.

By making the latest firmware upgrade files available for distribution from this
single location, you can easily perform upgrades from within the CC2000, and
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ensure that all the devices on your installation are operating at the same and
most up-to-date firmware level.

Note: 1. Firmware upgrades can be also be performed under the Task Manager
submenu. See page 250 for details.

2. New firmware upgrade packages are posted on our website as they
become available. Check the website regularly to find the latest
packages and information relating to them.

Adding Firmware Files

1. To add a firmware file to the list, click Add, a window will pop up:

Add firmware files X

Browse...

Filename  Select alocal file to upload

Description | Description

save [ cancel

2. Click Browse to select the firmware file.

3. Enter a description and click Save.

Note: If the firmware file isn’t a CC2000 compliant one (even though it is
compliant for the device in a stand-alone configuration), the CC2000 will
not let you load it.

Deleting Firmware Files
To remove a firmware file(s) from the list, check the file(s) and click Delete.

A confirmation message will pop up, click Yes to delete the firmware file(s).
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Backup Configuration

This tab will show the devices currently added to CC2000 and their
information in the table.

Firmware Upgrade  Firmware Repository ~ Backup Configuration  Restore Configuration

sackup Y s erane
Name o " sever | Description
.

O sNotosa_cca SNo108A 103167205 370075243

To backup a device’s configuration, select the device and click Backup.

The system will ask if you would like to enter a password for encryption
purpose.

Password for encryption

Click OK to backup the configuration.
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Restore Configuration

This tab will show the device configurations currently in CC2000 and their
information in the table.

Restore Delete

Name
sNot48CO

SN0148C0

o
o
o
O snotosa_coa
o s
o

Restore

Firmware Upgrade  Firmware Repository

Backup Configuration  Restore Configuration

Model P
sNo148CO 103167203
sNot4aco 10316
sNot0sA 103.167.205
sngtt6co

snottsco

a

Server
3700715243
3700715243

3700715243

Date

2019-05-27 132306

20190515 16:47:10

20190515 15.44:30

20190515 16.47.20

20190515 16.47.35

1. To restore configuration, check the configuration file from the table and
click Restore. A window will pop up:

Restore Configuration X

Password for decryption

Restore options

O Name

O sNotosa_cca

Selectall
ooBC

Account

Port configuration

Network

Model

SNO108A

Device configuration ANMS.
Security DaterTime
P MAC Server
10.3.167.205 00107448004e  3700T-15243
Restore

Description

Cancel

3. Select the restore options by checking the checkbox(es).

If you know the configuration file is password encrypted, enter the
password into the password field.
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4. Select the device you wish to restore by checking the device(s) you wish to
restore.

5. Click Restore. A confirmation message will pop up, click Yes to restore.

Delete

To remove a configuration file(s) from the list, check the file(s) and click
Delete.

A confirmation message will pop up, click Yes to delete the configuration
file(s).
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Preferences

This submenu allows you to configure user preferences in different tabs.

= ATEN cc2o00 Q] ] s £ 2 0 B
Desnbes M Device/Port Alias  Serial Ports Broadcast ~ Misc
Device Management A —
Devices E—
Update & Restore Name) Folder Alias
Monitoring Settings * EC1000_dev
Advanced

User Accounts.
System

Logs

i KoM

Asset Management

My Favorites

Recent

S *

Save Discard

Device/Port Alias

This tab allows you to give your devices, ports, and outlets a nickname (as
alias) that may help you identify these items.

Device/Port Allas  Serial Ports Broadcast ~ Misc
Alias

12

b KHisTEA

> KN4T4OVA_abe

b KNBTESVY_abc

b WIN-JC2KKFUPSKL

locan

» localhost localdomain

sasd

save Discard

+ The default view only shows devices. To give an alias to a port or outlet,
click the arrowhead in front of the device’s name to show them.
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+ Key the alias into the Alias field that corresponds to the device, port, or
outlet and click Save.

Device/PortAlias  Serial Ports Broadcast ~ Misc

=
Name Folder Alias 5
10.3.166.152
10.3.167.149 1
» 123456789A123456789B123456789C12
Aggg ’—‘
aggregate_PDU_tesi_pe9 /]
agg_kn3
» CNBO0OA_test200
» CN8000A_____ aly
Bl o |

Note: Aliases only appear for the particular user that creates them. Other users
will only see the original name (or any aliases that they have created).
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Serial Ports Broadcast

This tab allows you to select ports on a serial device to receive broadcast
commands. Selecting multiple Broadcast Ports allows you to access and make
changes on a single serial port and the same change will be made across all
Broadcast Ports.

Device/Port Alias ~ Serial Ports B ast  Misc

coms s

cour

coms s

ER= I == == = = = = = iy = = =

For broadcasting to work, you must access a Broadcast Port using the
SNViewer and turn Broadcast on from the Control Panel. Refer to the SN user
manual (under Control Panel Functions) for details.

Broadcast timeout: If there is no user input for the amount of time set here,
the Broadcast function (to other ports) is automatically ended. Key in a value
from 0-240 seconds. A setting of 0 (zero) has the same effect as disabling the
function.

You can check Broadcast Ports on the last column of the table to check all
serial ports in the table.

You can check Broadcast among all ports for a particular device to check all
of its serial ports.

Expand the serial device to see all serial ports by clicking the arrowhead in
front of the device. You can check individual port for broadcasting.

Note: The CC2000 will only list serial devices which are connected to a
switch that supports broadcast ports.
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Misc

This tab allows you to set viewer client settings, and change the path at which
the CC Viewer cache is saved.

Device/Port Alias Serial Ports Broadcast  Misc

Viewer client settings

® Auto-detect system

Iways use WebClient

O Always use Java

[0 Use Win32 PUTTY Telnet/S5H client for serial port operation

Scan duration seconds
CCViewerCache location System Partition w

+ Ifyou choose Auto-detect system, the CC2000 will check to see if you
logged in with IE or other browsers. If you logged in with IE, it will open
with Windows Client Viewer when you access a device or port. If you
logged in with a browser other than IE, it will open with WebClient
Viewer, if supported, or Java Client Viewer.

+ Ifyou choose Always use WebClient, the CC2000 will always access
devices via WebClient Viewer, if supported. When WebClient Viewer is
not supported, Java Client Viewer will be used.

Note: For ATEN KVM over IP switches supporting WebClient Viewer,
please refer to their product web pages for details.

¢ Ifyou choose Always use java, the CC2000 will open the Java Client
Viewer no matter which browser you logged in with.

+ Checking the option Use Win32 PuTTY Telnet/SSH client for serial
port operation will open the PuTTY Telnet/SSH client software when
connecting to a serial device via CC2000 with IE.

+ Scan Duration: sets the interval time for scanning ports when viewing
ports in panel array mode.

+ CCViewerCache location specifies the drive at which the CC Viewer
cache is saved. By default, it is set to system partition for saving it at the
system drive of the client PC.

Note: If you choose a drive that’s non-existent, the CC Viewer cache will
be saved at the client PC’s system drive.
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Event Monitoring

To monitor sensors (e.g. temperature, humidity, air pressure, door entries) or
power status (voltage, current, dissipation, consumption), create monitoring
rules. With monitoring rules, the CC2000 system monitors and records the
status of ports and sensors over time, allowing you to:

+ Dbe notified of critical events (based on your specified criteria) via e-mail or
messages

+ view historical data

¢ export historical data

Note:

+ The data size acquired for obtaining the value of a monitored device/port
each time is 8 Bytes. Assuming CC2000 updates readings every 15
seconds, it will take around 4.5 MB a day for 100 monitoring rules (100 x
8 x 60/15 x 24 x 60).

¢ The system does not support backup of monitoring data to secondary/
redundant server. To back up monitoring data, create a backup task to
another server. For details, see Backup Primary Server Database,
page 252.

To access the Monitoring Settings page, go to Device Management >
Monitoring Settings. This page appears.

Monitoring Settings

Value Classification Status |, Installation Place Threshold  Description Source o

Door Entry ® Wami

1100 -~ 250]

9.0~ 11.0]

5136.90 kWh ATEN HQ

1086V Humidity

¢ On the Monitoring Settings page, you can find a list of created monitoring
rules, along with the following information (column):

+ Value: This is the current value or status for the monitored equipment
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*

Classification: This field indicates the type of the monitored

equipment.

Status: This identifies the general status of the monitored equipment to

be normal, off-line, locked, or warning.

Source: This field indicates the model and IP address of the source
device. Click on the source text (blue) to redirect to the corresponding

device list page.

+ To re-arrange the entries based on column headers, click the sign next to
each column text.

+ To hide displayed columns, click and select from the pop-up menu.

+ The system supports up to 10,000 monitoring rules.

Creating a Monitoring Rule

1. Make sure have added the devices or equipment you wish to monitor into
the device list (Device Management > Devices). For details, see Adding a
Device, page 75.

2. Go to Device Management > Monitoring Settings.

3. Click m and then select Monitoring. A list of available devices
appears.

Monitoring

‘

@ Add Monitoring

@ configure Monitoring

Please select the following items as monitoring.

m]
[m]
o
o
o
o
o
[m]
[m]
[m]

Device/Port Name

» PG96330G

» PE9222B_JC

v PE4104A)
D1

~ PE7324G_SRV220_1
D1

~ PE7324kJA_SVR_110V
PE7324kJA_SVR_110V

D1

1P
10.3.166.139
10.3.167.116

10.3.166.167

10.3.167.52

10.3.167.24

Port Type
PGY6330G
PE9222B
PE4104AJ
EA1440
PE7324G
EA1441

PE7324kJA

EA1441

Classification O

Door Entry

Door Entry

Current

Door Entry
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4. Click to select one or more devices and/or ports to create monitoring rules
and then click Next. This screen appears.

® Add Monitoring @ Configure Monitoring

Please configure the selected monitoring.

Monitoring [+4 i Place Thr o) Threshold(Hi) Description Source

Current [ | | amp | | Amo [ | PES2228_3C(10.3.167.116
Door Entry l:l l:l PE4104AJ(10.3.166.167;
Door Entry l:l l:l PE7324G_SRV220_1(10.3

5. Enter and edit the settings and descriptions as needed.

Note: To receive notifications when a threshold is exceeded or when a
monitored door is open, make sure that related notification settings are
configured. For more information about setting up notifications, see
Notifications, page 222.

6. Click Add. The selected device(s)/port(s) appear in the monitoring list.

Note: If you create a monitor for a sensor port, check to make sure it is
unlocked.

Editing a Monitoring Rule

+ To edit a single monitoring rule, click # .
+ To edit two or more monitoring rules at a time, select (tick) these items
from the Monitoring Settings page, and click [JETI .

Adding a Folder

You can create folders and sub-folders to help you organize added monitoring
rules by location or product series, depending on your needs. To add a folder,
use one of the following method.

B Using the add = button.

1. In the Monitoring Settings page, mouse over the target folder.

2. Click 4= to open a selection menu and then select Folder.
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B Using the navigation menu

1. In the Monitoring Settings page, navigate to a level or folder where you
wish to add a folder.

2. click [IETH .

3. In the pop-up menu, click Folder. This screen appears.

Folder X

Name ‘ATEN PDU

4. Name the folder and then click Save.

To edit a folder name, mouse over the target device, click # and then
select Properties.
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Moving the Added Monitoring Rules

To move added monitoring rules:
1. In the Monitoring Settings page, mouse over the target monitoring rule or

folder, and then click the More icon

Note: To move two or more monitoring rules or folders, click to select
(tick) these items from the Monitoring Settings page, and then click the

m button.

2. From the pop-up menu, click Move to. A structure view appears.

Please select a destination folder

¥ Root

KEG922R

ServerRoom#1

ServerRoom#2

-

Move Cancel

3. Click to select a location and click Move to finish the setting.

i
1
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Exporting Records of Monitored Ports / Devices

To export data of monitored ports and devices in CSV files:

1. In the Monitoring Settings page, click to select one or more monitoring
rules.

2. Click m and then select Download Records. This screen appears.

Download Records X

From 2023-01-01 09:00:00 GMT

To 2023-01-31 18:00:00 GMT

3. Click to specify the time period and click Export.

The record will be exported in CSV format. If multiple monitoring rules
are selected, the data for each monitor will be saved into separate CSV file
and zipped together.
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Viewing Charts of Monitored Equipment

You can generate and view trend charts (as shown below) of monitored ports

and equipment to observe the changes using the Show History function.

Show History (-Real Sensors) 22X

Period (days) | 30 v| Statistic | Averags v|
Hold down the left mouse button and move the mouse for panning. Hold down the CTRL key and scroll the mouse wheel for zooming
T
Temperature Trend
300 [ T i : T 1 Temp S...
29.0 [TILTITTIATIIIIIIITIININIIIN B X- SR S Temp S...
: : : : : j Temp S...
20 |- :
§ § g § g 1 51
F- 2 T . [ S Wy AW Lol s
] SRR SO e B )
P Y T S Y SR UV AU, SO S O SO
PP Y S U S SR U 40« | Y P NP N R
P P S SRS NUP o AR Lot Wi NS0 GO - S
0611 06-14 0617 0620 0623 0626 0629 0702 0705 0708 0711 O7-14 (GMT)
2022 2022 2022 2022 2022 2022 2022 2022 2022 2022 2022 2022
% —
Humidity Trend
T T T Humidit...
65.0 51
0.0
55.0
50.0
45.0

B Generating Trend Charts

o

1. Select one or more monitors, and click m and select Show History.

The Show History screen appears.

2. To change the display duration, click the Period drop-down menu and

select a duration. The default is 30 days.

3. To change the analysis, click the Statistic drop-down menu, and then
select an option. The default is Average.

Trend charts are immediately generated. Ports or equipment of the same
type, e.g. temperature sensors on different devices, will be shown in one

chart.
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B Reading the Analysis Charts

+ To maximize the Show History screen, click m at the top-right corner.

+ To display the value for a specific date, mouse over the dot in the chart.

Temperature Trend
; T ; 52
. S S — . s3
- S1(A01)
2023-12-22 (GMT)
1 (A01)
221°C
'
0.0 : H
12-04  12-06 12-08 12-10 12-12 1214 1216 1218 12-20 1222 12-24 12-26 12-28 12-30 0101 (GMT)

2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2023 2024

¢ To see figures on an earlier time, click and hold on the graph to drag
the view left and right.

+ To see a 24-hour chart, click on the date underlined in blue, for

example, , @ 24-hour chart appears.

Temperature Trend

J\\_ ol T T
0o .
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General Settings for Monitors

To change the retention period, temperature unit, detection interval (for
obtaining the value of a monitored equipment), or to delete data of monitoring
records, click m and select Options.

Keep monitoring’ records 180 days w
Delete Records

Update readings interval (seconds) 15 w

Temperature Unit Cow

Save Close
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Locating Monitors Using Search and Filters

Use the search box and filters to quickly locate one or more monitors based on
your specified criteria. You can access these features from the top-right corner
of the Monitoring Settings page. The functions of the search box and filter are

described below.

Control Element

Description

0. I

Type in the search box to search monitors based on key
words.

Click on the search icon to change the search range.

e

Monitoring

v Classification
T Sou
+ Status
+ Installation Place
+ Description

+ Source

Advanced Search PET

Advanced Search

Use advanced search to search all fields of the added
monitors, including monitor name, description, device
model, device IP address, department, server, and device
status. To access this feature, click on the search icon and
then select Advanced Search.

Y All devices
-

Use the filter box to further filter your search by selected
filter. Click on the filter search box and select a filter from the
pop-up menu:

All menitoring

+ All monitoring
By classification
1 Temperature
Humidity
Pressure

Flood/Water

Door Entry
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Advanced

The advanced submenu includes many tabs for advanced configurations.

= ATEN cc2000 EQ| | » £ 2 0 &
Dashboard General  Default Access Rights  System Broadcast  Device Sync
Device Management . .
Automatic Name Push Settings
Devices 3 .
Push name from CC2000 to devices automatically

Update & Restt

pdate estore KM
Preft

references Serial
Monitoring Settings

Py Power

CEETEE) Automatic Name Pull Settings

User Accounts Pull names from devices to CC2000 automatically
System KvMm

Logs Serial

Power

My Favorites

Recent

Save Discard
The General tab is as shown below:
General  Default Access Rights ~ System Broadcast  Device Sync
Automatic Name Push Settings
Automatic Name Pull Settings
Save Discard

This page lets you configure automatic syncing of names between the CC2000
and the installed devices. Check the boxes for the features you want to enable,
then click Save.
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Default Access Rights

The Default Access Rights tab is as shown below:

General  Default Access Rights  System Broadcast  Device Sync

Configuration
® Alowed
Denied
Web Direct Connection
o peration and configuration)

Power Outlet Access

This page allows you to set the default access rights for all new devices added

to the CC2000 installation.

System Broadcast

The System Broadcast tab is as shown below:

General  Default Access Rights ~ System Broadcast  Device Sync

Broadeast P address and port number (o the devices.

Broadcast Now

Broadcast IP address and port number to the devices

Before a device can communicate with the CC2000, its ANMS settings have to
specify the CC2000’s IP address and device management port number.
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Selecting this option from the top drop-down menu allows the CC2000 to
broadcast its IP address and device management port number to the devices
connected to it on its network, which automatically sets them on the devices
(instead of having to set them manually on the device itself). This is done the
first time that you connect a device to the CC2000 network, or if a device has
been reset to its default settings.

Note: 1. This function uses UDP to broadcast the information. Therefore the
devices must be on a network segment that can be reached by CC2000
(VPN will not work). UDP uses port 18768 — make sure that the
network settings for computers that the CC2000 is installed on have
this port open.

2. For heightened security, once the broadcast is done and the
information has been sent to the device, the device will not accept
UDP broadcasts from any other CC2000.

3. If you change CC2000s, you must use the ANMS settings page to
specify the IP Address and port number.

On the next drop-down menu, select All Devices or Specific IP Address. If
you choose Specific IP Address, enter the IP address in the next field.

Click Broadcast Now to start broadcasting.

Broadcasting IP Address or Port Number Changes to Devices

This feature is used when the CC2000’s IP address and/or device management
port number changes.

Selecting this option from the top drop-down menu allows the CC2000 to
broadcast its new IP address and/or device management port number to the
devices connected to it on its network — automatically updating their ANMS
settings accordingly.

Note: 1. This function uses UDP to broadcast the information. Therefore the
devices must be on a network segment that can be reached by CC2000
(VPN will not work).

2. For heightened security, the receiving devices will only accept UDP
broadcasts from the CC2000 that originally initialized them.

On the next drop-down menu, select All Devices or Specific IP Address. If
you choose Specific IP Address, enter the IP address in the next field.

Click Broadcast Now to start broadcasting.
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Device Sync

Use this function to sync device names between the selected device(s) and the
stored names on CC2000.

1. Go to Device Management > Advanced. The General page appears.

2. Click the Device Sync tab. This page appears.

General  Default Access Rights ~ System Broadcast  Device Sync

Manually name syne | Sync names from CC2000 to devices v
O Name Model IP MAC Server Sync Results
O KN4132VA KN4132VA  10.3.66.83 001074b52496  8222N-WillyK2

O sNt132co SN1132C0 10.3.66.104 001074248050 8222N-WillyK2

Sync Now

3. Click the drop-down menu to select an option.

General Default Access Rights  System Broadcast  Device Sync

Manually name sync | Sync names from CC2000 to devices hd

Sync names from CC2000 to devices
O Name : : Results
Sync names from devices to CC2000

O KN4132vA NINF TIZVA U5 0003 UUTUTHUDZH IO CZZZN=VVITYIRZ

O sN1132Cc0 SN1132C0O 10.3.66.104 001074248050 8222N-WillyK2

Sync Now

+ Sync names from CC2000 to devices: Push the names from CC2000
to the selected devices.
+ Sync names from devices to CC2000: Pull the names from the
selected devices to CC2000
4. Click to select one or more devices.

5. Click Sync Now.
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Overview

The User Management page is used to perform the following functions:

*

*

*

Add, modify, and delete user accounts
Create user groups and assign users to them

Specify device access rights for users and groups based on system default
or custom defined user types

Specify whether the user's authentication will be performed via the
CC2000 (internal) or via an external authentication server

Below is the displayed page when User Accounts is selected:

aTEN cczooo [l C DR > £ : 0 G

2 Dashvoard

Device Management v

User Accounts Edit Unblock Delete m

o Authentication server Group Status Description s

Groups ad or ups ministrator  CC20 Normal

Authentication Services

Normal

System
Logs

Asset Management

My Favorites

D Recent

The submenus include Users, Groups, and Authentication Services.

Note: The User Accounts page access is for Super Administrators, System
Administrators, User Administrators and Auditors. Auditors can only view the
items in this menu. The maximum numbers of users and user groups that can be
created are 4096 and 512, respectively.
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User Accounts

The Users submenu looks similar to the one below:
ATEN cc2000 [ O EREEEEN s £ 2 0 B

Dashboard v User  User Types
Device Management o
P EREEEE - v e o
e O Name Type & Authentication server & Group Status Description & H
Groups O sdministrator Super Admin Normal
Authentication Services O willykuo Asset Admin Normal
System
Logs
Asset Management
My Favortes
Recent
User
Adding a User Account
1. Go to User Accounts > Users.
2. Click Add. This dialog box appears.
Add X
® General @ Contact Information
Username ‘ |
| v
Confirm password ‘ |
Description ‘
A
User type ‘ Super Administrator v |
Authentication server ‘ CC2000 ~ |
Session timeout E | minute(s)
Disallow the user to change account password
User must change password at next login
Password never expires
() Disable this account
Immediately -
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3. Enter the required information in the appropriate fields. A description of
each of the fields is given in the table below:

Field

Description

Username

Internal (CC2000) Accounts: A maximum of 32 English
alphanumeric characters is allowed. The minimum number of
characters is based on the CC2000’s account policy settings
(see CC2000'’s Built-in Authentication Service, page 204).

External Authentication: The Login name should be one that
exists on the external authentication server.

Note: These external servers provide authentication services
only — they do not provide authorization services. Authorization
is provided through the CC2000 management system,
therefore the access rights need to be set in the CC2000.

Password / Con-
firm password

Enter a password of up to 32 alphanumeric characters and
confirm the password.

Description Additional information about the user that you may wish to
include. A maximum of 256 Bytes is allowed.

User type Click the drop-down menu to select the User Type you want to
assign the new user to. See p. 181 for information about User
Types.

Authentication For authentication by the CC2000, leave the selection as is.

server For authentication by an external authentication service, drop

down the list to select the one you wish to use.

Note: Before you can make this selection, an external authen-
tication server must first be added. See Adding a Third-party
Authentication Server, page 192, for details.

User base RDN

If the authentication server is an LDAP server, the user’s base
RDN setting must be in this field.

Session Timeout

If you want to have a login session time out after the user has
been idle for a specified amount of time, select a time in the
drop-down menu. The default is 3 mins.

If you don’t want to have a login session time out after the user
has been idle for a specified amount of time, select Never in
the drop-down menu.

Note: This setting takes effect upon the user’s next login.

Apply the session timeout to all users: Select this option to
apply the timeout setting to all users. The setting is applied
immediately once you save the changes in the Properties
window. If you open the Properties window again, the option will
appear unchecked.

Note: This option is only available when editing the properties
of an existing user.
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Field Description

Other Information | Check the checkbox(es) for the extra policies governing this
account.

4. Click Next for the personal information page. The information entered
here is to help identify the user only. You may browse for contacts that you
have created.

Add b4
® General @ Contact Information
Company

Home address

Business address

Home phone

Business phone

Mobile phone

Pager

Primary email

Additional email 1

Additional email 2

Fax

Note
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5. Click Save to save the information. The system will bring you to the Add

to Group page where you can add the user to group(s).

Add to group (writetest) X

O Name
O writetest

O writetest2

Description £

Add

Close

6. Check the group you wish the user to be added to and click Add.

7. Click Close to complete the process.
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Importing User Accounts

If you have many user accounts to add you can simplify this process by using
the Import Users. Clicking this button lets you import a previously saved users
list saved using *.csv format.

To create the list, do the following:

1. Create a spreadsheet with a list of users using the following format to
define the data for each user’s account:

K19 ~ Conmmnedia

A | B | C | D
1 Username Password Description Email (primary)
2 jacksonchen 123456 PM jacksonchen @aten.com.tw
3 davidwu 123456 RD davidwu @aten.com.tw
4

Note: Make sure there’s a space between Email and (primary).

2. Save the spreadsheet as a *.csv file.

To import the list, do the following:
1. Go to User Accounts > Users.

2. Click Import Users for the following dialog window:

You can upload a user list (*.csv) to create multiple user accounts at once

Apply Cancel

3. Click Browse to choose file to upload.

4. Locate the list in the choose file window and open it (double-click or
select and click Open).

5. Click Apply.
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6. When completed, a success message will be shown.

If import isn’t successful, check the format of your *.csv file.

Editing User Accounts
You can edit the Access Rights and the Properties of a user.

B Editing Access Rights
1. Check the user and click Edit.

Alternatively, you can move your cursor over the user and click the pencil

icon.

2. Click Access rights and a window will pop up. An example is shown:

Access Rights (CN9000) X

O Namel C  Current T r Currentaccess right  Access right

1 User Denied Denied No Access No Access

007 User Denied Denied No Access No Access

o 222222 User Allowed Allowed Full access (operation and ¢ Full access (opera
O 6532 User Denied Denied No Access No Access

O 12345678901234 User Denied Denied No Access No Access

[ 12345678901234567990122458 User Denied Denied No Access No Access

O aaaaaa User Denied Denied No Access No Access

O adad User Denied Denied No Access No Access

O adminddi User Denied Denied No Access No Access

O  administrator User Denied Denied No Access No Access

O  demouser User Denied Denied NoAccess No Access

M Poien Anmininteatnr tenr Panind Penind Na Annnoe Ne Annnca -}

Pagem » MO \Iemsverpage Displaying 1-100 of 4605
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3. Check a device or port and click Edit.

Alternatively, you can move your cursor over the device or port and click
the pencil icon.A window will pop up. An example is shown:

Configuration rights & Access rights (writetest, KH1516Ai)

Configuration rights
Allowed ¥
Access rights

Full access (operation and configuration) ¥

4. Refer to the information in Access rights on page 111 to help you edit the

rights.

B Editing Properties

1.

Click Properties and a window will pop up. An example is shown:

Check the user and click Edit.

Alternatively, you can move your cursor over the user and click the pencil
icon.

General  Contact Information  Group membership
a
Username administrator
[ Set password
Confirm password
Description
7~
User type dministrator b
Authentication server v
Never V| minute(s)
Session timeout
[JJ Apply the session timeout to all users
(O Disallow the user to change account password
(O User must change password at next login
Password never expires
[ Disable this account v
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3. Edit the options in this tab. You can change to a different tab by clicking it.

Refer to User on page 173 for information about the three tabs shown
here.

B Unblocking User Accounts
A user may be blocked out due to exceeding the number of login attempts.
To unblock user(s), check to select the blocked user(s) and click Unblock.

A confirmation message will pop up, click Yes to unblock the user(s).

Note:

¢ You can unblock more than one user by checking as many names as you
require. You can check all accounts by checking the box at the top of the
column.

¢ Ifall users — including the System Administrator — gets blocked, the
System Administrator can use the CC2000Pro Utility to restore his
account and then unblock the locked out users. See Restore, page 373.

B Deleting User Accounts
To delete user(s), check to select the user(s) and click Delete.
A confirmation message will pop up, click Yes to delete the user(s).

+ Reactivate Disabled Users

When you wish to reactivate a disabled user, go to bottom of the properties
page. An example is shown:

Uncheck the “Disable this account” option and click Save.

An Operation succeeded message will be shown on top of the page.
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User Types
Click the User Type tab to show a list of user types. An example is shown:

User  User Types

You can use the following predefined user types or create a custom one o assign it to  user for the access control of CC2000.

[~ TR a

O Name category Description

O Super Administrator System ©C2000 system defined user type. User has default Super Administrator privileges
O System Administrator System ©C2000 system defined user type. User has default System Administrator privileges
O Device Administrator System ©C2000 system defined user type. User has defaut Device Administrator privileges
O User Administrato System ©C2000 system defined user type. User has default User Administrator privileges
O User System ©C2000 system defined user type. User has default User privileges

O Auditor System ©C2000 system defined user type. User has default Auditor privileges

O WiiteTest Custom

O WiteTest2 Custom User has all administrator privileges

There are System and Customer user types where the Category column helps
you identify which is which.

The CC2000 supports six system user types and are predefined in the system.
The roles assigned to members of these user types are fixed and cannot be
changed.

The Custom user type category provides you with the convenience and
flexibility of assigning various combinations of roles that best suit your
installation’s requirements.
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System User Types

The supported functions and features for each user type are fixed, and they are
summarized in the table below:

°
i 5 | Ec £ | 8s | ge 5 | 85
Mo | 8 | 22| B2 |SE |85 | B | £ |53
eatures a3 2 | 2% | 83 | <3 =} 2 §S
System Management N N 0
System tasks v v O
Authentication services \ \/ 0
User / Group v N 0
management
User / Group device ~ N N 0
access rights
Device management v < v O
Asset Management \/ \/ N 0
Log configuration and v v v v v 0
settings
View logs / reports v N N \/ \/ 0
Users can change their \ \/ \/ \ v \ \ \/
own passwords

Symbols:
V: Full Access
O: View Only

Note:

1. The differences between Super Administrators and System Administrators
are as follows:

+ Super Administrators are authorized for all roles automatically, and
includes access to all devices, ports, and outlets. The roles are fixed
and cannot be changed.

2. Auditor:

+ Auditors can access all tabs and pages, but is restricted to View Only
rights.

* For Logs, Auditors can export and print logs in addition to viewing
them, but cannot change any settings.

+ For Preferences, Auditors can change his/her Web Options and
Password.

3. Dashboard Viewer: Dashboard Viewers have view-only rights to
dashboards and the rights to change their own login credentials.
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Custom User Types

You can create custom user types with any combination of roles assigned to
them to suit your requirements.

B Add User Type
Follow the steps below to create a custom user type:

1. Click Add for a pop-up window as shown:

Add X
Name Name
Description

Description

Roles 1 - System management

¥

- System tasks

w

- Authentication services

S

- User / Group management

w

- User / Group device access rights

6 - Device management

2. Enter a name, description and check the roles you want the new user type
to have.

Note:

¢ The Name can be from 2—-32 English alphanumeric characters, but
cannot contain the following: " '\

¢ The Description can be up to 256 Bytes.

3. Click Save to complete.

183



Chapter 6. User Management

B Editing User Type
1. Check the user type you wish to edit and click Edit.

Alternatively, you can move your cursor over the user type and click the
pencil icon.

2. Edit the name, description and check/uncheck the roles you want this user
type to have.

3. Click Save to complete.

Deleting a User Type
Check the user type and click Delete.

A confirmation message will pop up, click Yes to delete the user type(s).

Note: You can only delete non-system user types.
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Group Accounts

= ATEN cc2000 Q] |

Dashboard v GTDUPS

Device Management v

User Accounts A m Edit Delete
Users O Name

Groups O group1

Authentication Services O growp2

System

Logs

Asset Management

My Favorites

Recent

Groups Tab

Adding a Group

Click Add and a window will pop up:

Groups allow administrators to easily and efficiently manage users and
devices. Since device access rights apply to anyone who is a member of the
group, administrators only need to set them once for the group, instead of
having to set them for each of the members individually. Multiple groups can
be defined to allow some users access to specific devices while restricting other
users from accessing them.

The Groups submenu looks similar to the one below:

Description
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2. Enter a name and description.

Note:
¢ The Name can be from 2—-32 English alphanumeric characters, but
cannot contain the following: /\[]:;|=,+*?<>@""'

¢ The Description can be up to 256 Bytes

3. Click Save.

4. The system will ask you to add members to this group. An example is
shown:

Add group members (WriteTest1) X

5. Check the users you wish to include into the group and click Add.
6. When you have finished adding the users, click Close.
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Editing a Group

B Editing Group Access Rights

Follow the steps below to edit the access rights of a group:

1. Check the group and click Edit.

Alternatively, you can move your cursor over the group and click the

pencil icon.

2. Click Access rights and a window will pop up. An example is shown:

Access rights (writetest2) X

Au

Edit Deny m
O DeviceName{ Model S Portname{ | Current configurationri Configuration r Currentaccess right
O » sNotdsco SNO148CO Denied Denied
O » 00_PE7328J PE7328) Denied Denied
o 2 Generic dev
O aasaa Generic
O dsdasdasd Generic dev
O » KH1516AI KH1516A1 Denied Denied
O » KN4140VA_z KN4140VA Denied Denied
O » KN8164VV_: KN8164V. Denied Denied
O » locamostioc VMvare ES
O » localhostloc: Citrix XenS:
O » PE8316G2 PES316G2 Denied Denied
O » PEs324A PE8324A Denied Denied
O sasd Generic
O » SNO108A_CC SNO108A Denied Denied

3. Check a device or port and click Edit.

Access righfl ~
No Access
No Access
No Access
No Access
No Access
No Access
No Access
No Access
No Access
No Access
No Access
No Access
No Access

No Access

Close

Alternatively, you can move your cursor over the device or port and click

the pencil icon.

A window will pop up. An example is shown:

Configuration rights & Access rights (writetest2, KH1516Ai) X

Configuration rights
Allowed ¥
Access rights

Full access (operation and configuration) ¥
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4. Refer to the information in Access rights on page 111 to help you edit the

rights.

Note: When a user is assigned to two or more groups, and the access rights of
those groups conflict, the CC2000 applies to the most permissive access level.

B Editing Properties
1. Check the group and click Edit.

Alternatively, you can move your cursor over the group and click the
pencil icon.

2. Click Properties and a window will pop up. An example is shown:

User group (writetest2) X

General

Name

Group members

writetest2

Description

Description

Save

Close

3. Edit the options in this tab. You can change to a different tab by clicking it.

Refer to Adding a Group on page 185 for information about the two tabs
shown here.

Deleting a Group

Check the group(s) and click Delete.

A confirmation message will pop up, click Yes to delete the group(s).
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Domain Groups tab

Create one or more domain groups if you are using a third-party authentication
server or Active Directory System to manage users.

The Domain Groups tab is shown below:

Groups Domain Groups

m Edit Delete

[0 Name Authentication server Description

O groupo1 Idap su/administrator

Note: When a user is assigned to two or more domain groups, and the access
rights of those groups conflict, the CC2000 applies to the most permissive
access level.

Adding a Domain Group

1. Make sure you already have an external authentication service set up.

For more information about how to add an authentication service to
CC2000, see Adding a Third-party Authentication Server on page 192.

2. Click Add for the Add domain group pop-up window:

Add Domain Group ol

@ General @ select Groups/Users

Authentication server [ ad v

Session timeout [3 ] mins)

(O Browse AD group only
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3. Select the Authentication server and Session timeout by clicking and
selecting from their corresponding drop-down menu.

Note: When AD Server is selected as your authentication server, you can
optionally check Browse AD group only to only browse for AD groups and
omit individual AD users.

4. Click Next. Where necessary, the server may prompt you for credential
input. An example is shown:

Input credentials X

Username | administrator

Password [

o [

5. After entering the credentials, click Apply. You will be taken to the Select
users page.

Add domain group X

@ General @ Select users
C I
O Group name & Username & In folder & Description In Auth group & Status & -
[ Access Control Assistar CN=Access Control Assistance Operators,CN=t  Members of this group can acce
O Account Operators CN=Account Operators, CN=Builtin Members of this group can acce
O - Administrators CN=Administrators, CN=Builtin Members of this group can acce
Administrator CN=Users Members of this group can acce €C2000 user
[ Allowed RODC Passwo CN=Allowed RODC Password Replication Grou  Members of this group can acce
[0 Backup Operators CN=Backup Operators, CN=Builtin Members of this group can acce
[ - CertPublishers CN=Cert Publishers, CN=Users Members of this group can acce
[u] 3700V-15253-S12  OU=Domain Controllers Members of this group can acce
[ Certificate Service DCC CN=Certificate Service DCOM Access.CN=Buill Members of this group can acce
[ Cloneable Domain Cont CN=Cloneable Domain Controllers. CN=USers  embers of this group can acce
O Cryptographic Operator CN=Cryptographic Operators.CN=Builtin Members of this group can acce
[ - Denied RODC Passv CN=Denied RODC Password Replication Groug Members of this group can acce -
L] >
[ R

6. Check the group(s) and click Apply.
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Authentication Services

CC2000 supports login authentication via its built-in server, as well as a variety
of third-party, external authentication servers. These external servers can be
added to the system and made available as options when configuring user
accounts. The supported external authentication servers include:

*

*

*

Active Directory
Kerberos server
LDAP server

MOTP server
RADIUS server
TACACS+ server
Windows NT Domain
Dual Authentication
Microsoft Entra ID

Two-factor authentication

Note:

¢ Authentication refers to determining the authenticity of the person logging

in; authorization refers to assigning permission to use the device’s various
functions.

These external servers provide authentication services only — they do not
provide authorization services. Authorization is provided through the
CC2000 management system.

The CC2000 supports Mobile One-Time Password (MOTP) servers that
can be used as 3rd-party authentication servers to improve security. For
more information, see MOTP Settings, page 410, or visit our web site at
www.aten.com/CC2000-OTP

For LDAP and Active Directory there is an additional authentication
method in which the user attempting to log in does not have an account on
the CC2000. In this case, the CC2000 checks the external server to see if it
contains an account with the username and password of the user
attempting to log in. If it does, the CC2000 checks to see if the user
belongs to a group that corresponds to a CC2000 domain group. If it does,
the CC2000 lets the user log in and assigns him the access rights of the
group. See Domain Groups tab, page 189, for details.
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Adding a Third-party Authentication Server

Follow the steps below to add authentication services:
1. Go to User Accounts > Authentication Services.
2. Click Add. This window appears.
Add X

@ General @ Connection Settings

Server name | Server name
Server type Active Directory v

Description

Description
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3. Enter the Server name, choose the Server type using the drop-down menu,
and optionally enter a description for the server.

Note:

¢ The Server name can be from 2-32 English alphanumeric characters,

but cannot contain the following: "'

¢ The Description can be up to 256 bytes.

4. Click Next for the Connection Settings page. This page will be different
for different Server type.

Add X
@ General @ Connection Settings
Server IP/Domain Server IP/Domain m
Base DN
Security connection | Use SSL in Trust All mode A
Browse method User must input credentials when browsing ¥
Username Usermname
Password Password

Note: To edit the permission of domain groups. please go to "User Accounts” > "Groups" > "Domain Groups”

. Enter information on the page. Refer to the corresponding section below

for the information fields.

*

*

*

Active Directory (page 194)

Kerberos (page 195)

LDAP (page 195)

Microsoft Entra ID (SAML) (page 196)

MOTP (Mobile One-Time Password)* (page 197)
RADIUS and TACACS+ (page 199)

Windows NT Domain (page 200)

Dual Authentication (page 200)

Enter the server IP/domain and click Connect to test the connection.
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7. Select the Security connection and Browse method using the
corresponding drop-down menu.

8. Click Save.

Server Information

An explanation of the information required for each of the servers is provided,

below.

+ Active Directory

Heading

Information

Server IP/Domain

Get the information for these fields from the Active Directory
administrator. For example settings see Active Directory Set-
tings Example, page 397.

Security connection

Use the drop-down menu to choose whether or not to use
SSL in Trust All mode.

Browse Method

* Select Browse with user credentials to allow the user to
browse the Active Directory using credentials configured
on the server. If this is selected the user doesn’t have to
input his credentials each time he browses.

* Select User must input credentials when browsing to have
the user input his credentials each time he browses the

Active Directory.

Add

@ General

@ Connection Settings

Server IP/Domain Server IP/Domain m

Base DN
Security connection Use SSL in Trust All mode v
Browse method User must input credentials when browsing ¥
Username Usemame
Password Password

Note: To edit the permission of domain groups, please go to "User Accounts” > "Groups" > "Domain Groups”
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¢ Kerberos

Heading Information
KDC IP/Domain | Get the IP/Domain from the Kerberos administrator.
KDC port Get the port information from the Kerberos administrator.
REALM This is the domain over which Kerberos authentication server

has the authority to authenticate a user, host or service.

Get the realm information from the Kerberos administrator.

@ General

@ Connection Settings

KDC IP/Domain | KDC IP/Domain m

KDC port 88
REALM REALM
+ LDAP
Heading Information

Connection Settings

Get the information for these fields from the LDAP adminis-
trator. The port default is 636, but check with the LDAP/
LDAPS administrator to see if it may be something else.

For example settings see LDAP/LDAPS — OpenLDAP Set-
ting Example, page 395.

Security connection

Use the drop-down menu to choose whether or not to use
SSL in Trust All mode.

User RDN

Get the information for these fields from the LDAP adminis-
trator.

For example settings see LDAP/LDAPS — OpenLDAP Set-
ting Example, page 395.

Browsing Method

* Select Browse with user credentials to allow the user to
browse LDAP/LDAPS using credentials configured on the

server. If this is selected the user doesn’t have to input his
credentials each time he browses.

* Select User must input credentials when browsing to
have the user input his credentials each time he browses
the LDAP/LDAPS.
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Add X
@ General @ Connection Settings
-
Server IP/Domain |SerVErIPr'D0main ‘ m
Port | 88 ‘
Base DN | Base DN ‘
Key attribute | cn ‘
Object class | person ‘
Full name attribute | sn ‘
Security connection | Use SSL in Trust All mode v ‘
User RDN | User RDN ‘
Browse method | User must input credentials when browsing ¥ ‘
-
T 1

* Microsoft Entra ID (SAML)

Add X
@ General @ Connection Settings
a
Entity ID [ntips110.0.00.67:7043
Reply URL hitps=//10.0.80.67:7443/ccadmin/SAMLSSO.do (1)
Login URL [ . line.c 1b-7138-4157-a525-1b0c73e14a91/sami2 o
Logout URL [ nttps:nogi i 1b-7138-4{57-a525-1b0c73e14a91/sami2 (i}
----- BEGIN CERTIFICATE----- al
MITCBDCCAdigAWIBAEIQer LvGpdKkbBNNa2r LNEERTANBEKqhK i GIWABAQS FADAGMT TWMAYOVOQD
EyLiaily b3NVZnQgQXp1 cmUgRavkZXIhdGVKLFNT TYBDZX0aWZpY2FOZTAEFwOyNTASMEYMI T
MDhaFwayODA4Mj EyM]j TwMDhaMDQxM j AwBENVBAMTKU1PY 3 Jvc 29mdCBBenvy ZSBGZMR] cmFOZWQE.
UINPTENLcnRpZm] JYXRIMI IBT jANBgkqhk i GOwOBAQE F AAOCAQEAMI TBCEKCAQEANhSBAVVNCLBO
lGiSLIFliuu?XXFKKDVSHEBtMMBk[muPM)(pZIEQgIdﬂsng}NthGlamLsLﬁdum]lDQde
Certificate(Base6d)  |X/LBdGKXoNnSVXI0C, mm&eaz:ﬂmmﬂmm
ST B U kCL oA 0 LY D, Uen/suE) scwlnemnwend owyeer 1 Vo
JEPWZSWGFVLVWERC 50591 k1JvouQt1FyNET J18rvBY jCSYDPPECyiaW3L fSZrXﬁRZ]?ZUBlulf
r-KpNGﬁbbKquS(wBéthxnFQIDAQWMG(SQBSIMDQEECwUAMIBAQBdSoNIraBnxkhM(xK
Q3KOZOBZPROUMNX2FOWoQq zkVIWZ PLSUaedAbEF DanfYqvoaY TGEKIq2ez@rMzX2HQ/
0036102800 SrATUE YR P26 S OEAUKT UOZyonb A TOV 2P RISEEVEDE ¥ v
Back m | Cancel ]
Heading Information
Entity ID Enter the entity ID. Make sure this ID matches the setup
on the Entra ID platform.
Reply URL Enter the Assertion Consumer Service (ACS) URL— the

place where Entra ID sends the SAML response after a
user successfully signs in. Obtain this information from the
Entra ID platform.
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Heading Information
Login URL Enter the login URL. Obtain this information from the Entra
ID platform.
Logout URL Enter the logout URL. Obtain this information from the

Entra ID platform.

Certificate (Base 64)

Enter the SAML signing certificate. Obtain the certificate by
downloading the certificate file labeled with “Certificate
(Base64)” from the Entra ID paltform.

¢+ MOTP (Mobile One-Time Password)™

Add X
® General @ Connection Settings
1612
Authentication type
shared secret
* OTP only
PIN + OTP
External password + QTP
Back m Cancel
Note:

*

The MOTP server is for One-Time Password (OTP) token

authentication only. If you want to adopt the OTP function, you need to

install a MOTP server first.

If you want to purchase a MOTP server, contact CHANGING
Information Technology Inc. (https://www.changingtec.com/EN/).

Heading

Information

Server IP/Domain

Get the information for the IP from the service administrator
and enter it here. Click Connect to test the connection.
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Heading Information
Port Get the information for the Port from the service administra-
tor and enter it here. The default MOTP port is 1812.
Agent type Radius is automatically selected for you.
Authentication Type | PAP is automatically selected for you.

Shared secret

Enter the character string that you use for authentication with

the MOTP server. If unsure, get the most up to date informa-

tion for shared secret from the service administrator.

Two Factor

This section allows you to select the MOTP authentication
method used for logging in to the CC2000.

1.

If you select OTP only, the CC2000 will require you to
enter the Username to log in and the system will prompt
you to enter the OTP (from your token device). The Pass-
word field can be ignored.

. If you select PIN + OTP, the CC2000 will require you to

enter the Username to log in and the system will prompt
you to enter the OTP (from your token device) and PIN
(set in MOTP server). Password field can be ignored.

. If you select External password + OTP, the CC2000 will

require you to enter the Username to log in and the
system will prompt you to enter the OTP (from your token
device) and the external password from a 3rd-party
authentication server (configured in the MOTP server).
Password field can be ignored.
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¢+ RADIUS and TACACS+

Heading

Information

Connection Settings

Get the information for these fields from the service admin-
istrator. The default port for RADIUS is 1812 and
TACACSH+ is 49, but check with the service administrator
to see if it may be something else. For example settings
see RADIUS Settings Example, page 398 and TACACS+
Settings Example, page 400.

Authentication Settings

Get the information for these fields from the service admin-
istrator. For example settings see RADIUS Settings Exam-
ple, page 398 and TACACS+ Settings Example,

page 400.

1. Use the drop-down menu to select the Authentication
type your RADIUS/TACACS+ server is configured for.

2. In the Shared Secret field, key in the character string
that you use for authentication with the RADIUS server.

3. Key the shared secret in again in the Confirm Shared
Secret field.

Add

@ General

@ Connection Settings

Port 1812

Server IP/Domain Server IP/Domain m

Authentication type | CHAP

Shared secret Shared secret
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+ Windows NT Domain

Get the information for the Domain Name from the service administrator.
For example settings see NT Domain Settings Example, page 402.

Add

@ General

@ Connection Settings

X

Server IP/Domain ‘ Server IP/Domain

¢ Dual Authentication

Add

® General

@ Connection Settings

First authentication
First server
Second authentication

Second server

Server [P/Domain

server IP/Domain

External password + OTP

Back

Port [1812
Agent type Radiue agent
Authentication type PAP
Shared secret \l'-'h ared se
® OTP only

PIN + QTP

Save | Cancel
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Dual authentication requires you to log in by entering the username and
password of a user in the CC2000 server, followed by the MOTP

authentication.

Heading

Information

First authentication

The first authentication method would be CC2000’s
authentication.

Second authentication

The second authentication method would be MOTP
authentication.

Server IP/Domain

Get the information for the IP from the service administra-
tor and enter it here. Click Connect to test the connec-
tion.

Port Get the information for the Port from the service adminis-
trator and enter it here. The default MOTP port is 1812.

Agent type Radius is automatically selected for you.

Authentication Type PAP is automatically selected for you.

Shared secret

Enter the character string that you use for authentication
with the MOTP server. If unsure, get the most up to date
information for shared secret from the service administra-
tor.

Two Factor

This section allows you to select the MOTP authentica-
tion method used for logging in to the CC2000.

1. If you select OTP only, after entering the username
and password to log into the CC2000, the system will
prompt you to enter the OTP (from your token device).

2. If you select PIN + OTP, after entering the username
and password to log into the CC2000, the system will
prompt you to enter the OTP (from your token device)
and PIN (set in MOTP server).

3. If you select External password + OTP, after entering
the username and password to log into the CC2000,
the system will prompt you to enter the OTP (from
your token device) and the external password from a
3rd-party authentication server (configured in the
MOTP server).

Note:

¢ The MOTP server is for One-Time Password (OTP) token
authentication only. If you want to adopt the OTP function, you need to
install a MOTP server first.

¢ If you want to purchase a MOTP server, contact CHANGING
Information Technology Inc. (https://www.changingtec.com/EN/).
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Single Sign-On Using Microsoft Entra ID

CC2000 supports identity authentication and single sign-on (SSO) using
Microsoft Entra ID. This section provides suggested procedures on configuring
Entra ID and CC2000.

SSO Setup Overview
A. Configure Entra ID

Note: The user interface of Microsoft Entra admin center may be updated at
any time. Please consult the Microsoft Entra online help for detailed or current
practice.

1. Register CC2000 and other applications to be authenticated by Entra ID.
For details, see Registering Applications in Microsoft Entra ID, page 431.

2. Create users and/or groups on Entra ID based on your needs.
* Creating Users on Microsoft Entra ID, page 436
*  Creating Groups on Microsoft Entra ID, page 439

3. Add group claims to the SSO tokens.
For details, see Adding Group Claims to Tokens, page 440

4. Grant access privileges to the added users and/or groups.

For details, see Granting Access Privilege to Users and Groups, page 441.

B. Add Entra ID as a new authentication service to CC2000

For details, see Adding a Third-party Authentication Server, page 192

C. Add users and/or groups in CC2000

Make sure that the created Entra ID users and/or groups have been added to
CC2000 so that CC2000 can manage their access privileges, while Entra ID
handles login authentication.

1. To add user accounts, follow the steps below.
a) In the CC2000 web console, click Users. The user list appears.
b) Click Add.

¢) In the pop-up window, configure the following.
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+ Enter the account details. Make sure the Username matches its

corresponding Entra ID account name.

+ For Authentication server, select the Entra ID added in step B.

For example:

Add
® General @ Contact Information
| Usermame |wlrv@a.lﬁncaln.asdaEmraQGmmtqrmqﬂ_qc. I

Description

A4

User type Super Administrator -

Authentication server [ MS Entra ID ~

Session timeout 3 ~

Disable this account
Immediately

After

Cancel

d) Configure other settings if needed. For full details on creating user

account, see User Accounts, page 173.

2. (Optional) Add group accounts if you have created group accounts on

Entra ID. For full details on creating group accounts, see Group Accounts,

page 185.
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CC2000’s Built-in Authentication Service

With regard to the CC2000’s internal authentication services, there are some
configuration settings you can make to the password policy function. All user
accounts must follow the requirements you set here. To configure the
CC2000’s password policy, do the following:

1. Check the server and click Edit.

Alternatively, you can move your cursor over the server and click the

pencil icon.

Authentication server (CC2000) X

Password expiration

Minimum username length

Minimum password length

Password expires after
Enforce password history
Passwords must contain upper letters.
Passwords must contain lower letters.
Passwords must contain numbers.

Passwords must contain symbols.

(days)

2. Make the configuration choices you desire. Refer to the table below for an
explanation of the fields.

Heading

Information

Minimum username
length

The username length can be from 1-32 English alphanu-
meric characters. The default is 6 characters.
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Heading

Information

Minimum password
length

The password length can be from 0-32 English alphanu-
meric characters. The default is 6 characters. A setting of
0 means that no password is required. Since this leaves
your installation in a highly insecure state, we strongly
recommend against a setting of 0.

Password expiration

For security purposes, you can force users to renew their
passwords at specific time intervals. To do so, enable
Password expiration, then specify the number of days
that the password will expire after. Once a password
expires, a new one must be set. Passwords start expiring
from the time an account is created, or a new password is
set.

Enforce password history

For security purposes, enable this setting and enter the
number of unique passwords that must be created before
a user can use a password that was previously used.

Passwords must contain
upper case letters

For security purposes, enable this setting to force the
user to include upper case letters in the password.

Passwords must contain
upper case letters

For security purposes, enable this setting to force the
user to include lower case letters in the password.

Passwords must contain
numbers

For security purposes, enable this setting to force the
user to include numbers in the password.

Passwords must contain
symbols

For security purposes, enable this setting to force the
user to include symbols in the password.

3. When you have finished, click Save.

Deleting an Authentication Server

To delete an authentication server, check the server(s) and click Delete.

A confirmation message will pop up, click Yes to delete the user(s).

Note:

*

You can delete all deleteable servers by checking the box at the top of the

column.

If a user account has been created on the CC2000 that uses an external
authentication server, the server cannot be deleted.
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Two-factor Authentication

To prevent unauthorized access or credential leaks, enable two-factor
authentication (2FA) on the CC2000 accounts. This requires the user to enter a

time-sensitive passcode generated by an authenticator app. This function is
disabled by default.

Note:
¢ Domain groups do not support two-factor authentication.

+ Two-factor authentication is not supported for user accounts using MOTP
servers.

Enabling Two-factor Authentication on One Account

1. On a mobile device to be used for generating the verification code, install
an authenticator app, such as Google Authenticator or Microsoft
Authenticator.

2. On CC2000’s web console, log in to the target account.
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3. Click & from the task bar, and then click Enable two-factor
authentication. This screen appears.

Two-factor Authentication X

[ Enable two-factor authentication

Save | Cancel
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4. Click Enable two-factor authentication.
5. Register the CC2000 account on the authenticator that you installed.

a) Launch the authenticator app, scan the QR code on the Two-factor
Authentication window, or enter the key. A 6-digit verification code is
then generated by the authenticator.

Two-factor Authentication x

Enable two-factor authentication

Step 1. Please install an authenticator app on your maebile device first. For example, Google Authenticator or
Microsoft Authenticator.

Step 2. Configure your authenticator app by scanning the QR code or entering the setup key into the authenticator
app.

Account: ATEN-CC2000: administrator
I Key 661Q4YHTQTM3P4PW

Step 3. Please enter the verification code generated from your authenticator app and tap "Save"

Verification code:

Note: It is recommended to use the time provided from the Internet for the correct synchronization.

Save Cancel

b) In the Two-factor Authentication window (CC2000), type in the
verification code. Make sure to do this within the indicated countdown.

6. Click Save. The two-factor authentication takes effect from the next login.

Note: To avoid login failure due to time discrepancy between your mobile

device and the CC2200, make sure that both systems are set to sync with the
NTP server.
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Enabling Two-factor Authentication on All Accounts

You can apply two-factor authentication to all accounts by enabling a global
setting on the system security page with a system administrator, super
administrator. or user administrator account. Once two-factor authentication is
enabled this way, it can only be turned off by clearing the setting on the system

security page.
To enable two-factor authentication to all accounts:

1. Log in the CC2000 management console as a system administrator, super
administrator, or user administrator.

2. From the left panel, go to System > Security > Access Protection, and
enable Force all users to use two-factor authentication.

Certificate  Disclaimer

ST TOTT i 11cuia attess .
(J Enable MAC filter for virtual media access
Single Sign On Settings
O Enable single sign on

Host Header Validation

Enable

2001:1851:¢622:1:1111:2222:3333:6666

Allowed

micolon to dellimit each permitted host name. eg
m;192.168.0.

Two-Factor Authentication

I Force all users to use two-factor authentication I
v

m Discard ‘

3. Click Save to apply the setting. The setting takes effect upon the next
login.
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Disabling Two-factor Authentication

+ To disable two-factor authentication for all accounts:

1. Login CC2000 using as a system administrator, super administrator, or
user administrator.

2. From the left panel, go to System > Security > Access Protection, and
disable Force all users to use two-factor authentication.

Access Protection | Certificate  Disclaimer

T e euia access
a

(O Enable MAC filter for virtual media access
Single Sign On Settings

O Enable single sign on
Host Header Validation

@ Enable

2001:1851:0622:1:1111:2222:3333:6666

Allowed

ermitted host name

Two-Factor Authentication

I O Force all users to use two-factor authentication I

m | Dpiscard

Note: Ifthe setting is not enabled, it is likely that two-factor authentication
was previously enabled individually through this account. In this case,
follow the steps in the next section to disable the setting.

+ To disable two-factor authentication on a few accounts:

1. Log into CC2000 using a super administrator, system administrator, or
user administrator account.

2. Go to User Accounts > Users. The user list appears.
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3. Click to select a user, click Edit, and then select Properties.

User User Types

Access rights

O Name Type ntication server
| Properties

[0 administrator Sup 0

christine Super Administrator CCJ Hiopetties

O Christine (device a... Device Administrator CC2000

O Christine-device-ad . Device Administrator CC2000

4. In the pop-up user properties window, scroll down and select Disable
2-factor authentication.

User (christine)

General Contact Information Group membership

Confirm password

Description
4
User type | Super Administrator v
Authentication server  CC2000 v
Session timeout ‘ 3 V‘ minute(s)

() Disallow the user to change account password
[J User must change password at next login
Password never expires

[J Disable this account

Immediately

After

Disable two-factor authentication

5. Click to enable the setting.
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+ To disable two-factor authentication on one account:

1. Log into the target account on CC2000. Enter the verification code as
prompted.

2. Click & from the task bar, select Two-factor authentication.

3. In a pop-up window, uncheck Enable two-factor authentication.

Note: If the setting cannot be unchecked, it is likely that two-factor
authentication was previously enabled globally through the System
Security page by your system administrator.

4. Click Save to apply the setting.
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Re-initializing Two-factor Authentication

If a user changes the phone or re-install the authenticator app, follow the steps
below to re-initialize the authentication.

1. Log in to the CC2000 web console as a system administrator, super
administrator, or user administrator.

2. Go to Users.

3. Locate the target user from the user list

4. Click # , and then select Properties. This screen appears.

User (administrator) X

General Contact Information  Group membership

Username administrator
[ Set password

Confirm password

Description

4

User type ‘ Super Administrator v ‘

Authentication server v

‘ 3 V‘ minute(s)

Session timeout
[ Apply the session timeout to all users

[ Disallow the user to change account password
(J User must change password at next login
[ Password never expires

Disable this account

Immediately

After

(J Reinitialize two-factor authentication at next login

5. Click to enable Reinitialize two-factor authentication at next login.

The user will be prompted to re-initialize two-factor authentication at the
next login.
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Overview

A CC2000 installation is comprised of CC2000-compatible devices that are
connected — over-IP — to a CC2000 server, and these devices reside on a
network segment that can be reached by CC2000. By connecting individual
CC2000 server segments through their IP addresses into an integrated
worldwide network, the CC2000 provides secure, centralized, single IP
address login access, to all your data center equipment from anywhere there is
an Internet connection, at any time.

For administrative and deployment purposes, one of the CC2000 servers is
considered the primary server while all others are considered Secondaries.
When you click the System, the CC2000 opens to the default System page,
which looks similar to the screen below:

= ATEN cc2000 EQ] s £ 2 0 &

Dashboard 7 General  Time  ServerIPs

Device Management

User Accounts Server Information

System Name ‘ B222N-WillyK2 ‘
System Info
Description

Contacts 4

Notification Role Primary

SNMP Server Port Settings

Securiy HTTP [s080 |

License HTTPS [8443 |

Task Manager CC2000 [8001 | @

VMware Setings Device [8000 ]
|

Redundant Servers Viewer ‘ 8003

Logs Proxy Settings

Asset Management

() Enable proxy
Proxy port | 8002

Always use proxy

My Favorites

Recent

Save Discard

Note: The System page access is for Super Administrators, System
Administrators and Auditors. Auditors can only view the items in this menu.
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System Info

The System Info submenu offers three tab menu choices: General, Time and
Server IPs. The default System Info page is General, as shown below:

= ATEN cc2000 Q| | s £ 2 0 E

Dashboard General  Time  Server IPs

Device Management

User Accounts Server Information

e Name [s222n-wilykz |
System Info

DSSCHFUO\'\
Contacts 4
Notification Role Primary
SNMP Server Port Settings
Securty HTTP [s080 |
License HTTPS [a443 |
Task Manager CC2000 ‘Bum ‘ o
VMware Setings Device [a000 |
Redundant Servers Viewer ‘SU% ‘

e Proxy Settings

Asset Management

[JEnable proxy
Proxy port | 8002

Always use proxy

My Favorites

Recent

Save Discard

General

The default page is General and looks similar to the one above:

Note: Changes to other servers on the installation can only be made by logging
into them directly.

This page allows you to configure the CC2000 server’s settings.

The meanings of each fields are described in the table below:

Field Description

Name* You can change the CC2000 server’s name by editing this field.

Description | You can change the CC2000 server’s description by editing this field.
The description can be from 2-32 Bytes in any supported language.
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Field Description

Role Indicates whether this server is a Primary or Secondary.

HTTP* The port that the CC2000 uses to communicate with Internet browsers.

HTTPS* The secure port that the CC2000 uses to communicate with a browser
over the Internet.

CC2000* The port that the CC2000 uses to communicate with other CC2000
servers on the installation.

Device* The port that the CC2000 uses to communicate with devices on the
installation.

Viewer The port that the CC2000 uses for the viewers to communicate with

when Multiviewer is in effect. See Launch Viewer, page 140.

Enable proxy

If you need to use the proxy function, check this box, then specify the
proxy port in the indicated field. See CC2000 Proxy Function, page 355.

Always use
proxy

If you wish to always use proxy function, check this box.

Note: See the table on page 15 for more details.

When all your configuration settings have been made, click Save.
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Time

The Time page allows you to automatically synchronize the time of the server
in which the CC2000 is installed to a network time server.

General Time  Server IPs

Server time: 2019-05-22 15:24:00 (GMT+08:00) China Standard Time

Automatically adjust clock for daylight savings time

Synchronize with a NTP server

Preferred time server AU | ntp1.cs.mu.OZ.AU v
Preferred custom server IP/Domain | 0.0.0.0
Alternate time server AU | ntp1.cs.mu.OZ AU v
Alternate custom server I[P/Domain | 0.0.0.0

Adjust time every 1 (days)

Adjust Time Now

Note: Ifyou are in a timezone that doesn’t have daylight savings time, the
Automatically adjust clock for daylight savings time checkbox is disabled.

To synchronize to a network time server, do the following:
1. Check the Synchronize with a NTP server checkbox.

2. Use the drop-down menu Preferred time server to select your preferred
time server, or
Check the Preferred custom server IP/Domain checkbox, and key in the
IP address of the time server of your choice.

3. Ifyou want to configure an alternate time server, check the Alternate time
server and Alternate custom server IP/Domain checkbox, and repeat
step 2 for the Alternate customer time server IP/Domain entries.

4. Key in your choice for the number of days between synchronization
procedures in Adjust time every field.

5. If you want to synchronize time immediately, click Adjust Time Now.

6. When all your settings have been made, click Save.
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Server IPs

The Server IPs page shows available IP for the server that CC2000 is installed
on. Check the checkbox of the IP(s) you wish to use and click Save to enable

the server and make it Effective.

General  Time  Server IPs

o w
10.3.167.235

O  e80:0.0:0:2420:1172:3¢5.3860

Status
Effective

New
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Contacts

The contacts page stores a list of contacts from which you can browse and
quick add within the CC2000 GUI, such as when creating users.

Contacts

Name

Support Atech

(5]

o

[0 support ATEN China
O support ATEN Japan
o

Support ATEN Korea

Delete

Company &

Atech Peripherals, Inc.
ATEN China Co., Ltd
ATEN Japan Co., Ltd

ATEN Korea Co., Ltd.

Business address O

6F, N0.133, Sec.2, Datung Rd., S
18/F, Tower A Horizon Internation
ATEN Bldg 8-4, Minami-senjyu 3-

B-303, 32, Digital-ro 9-gil, Geum

Business phone &
+886-2-8692-6959
+86-10-5255-0110
+81-3-5615-5811

+82-2-467-6789

Primary email &

(C. I

Fax O i

+886-2-8692-6926

support@aten.com.cn  +86-400-810-0-810

support@atenjapan.jp +81-3-3891-3810

support@aten co.kr

+82-2-467-9876

To access the contacts page, log in the CC2000 browser GUI, and then go to
System > Contacts.

Adding a Contact

1. In CC2000 browser GUI, go to System > Contacts. The contacts page

appears.

2. Click Add. This dialog box appears.

Add

Name

Pager

Fax

Note

Company

Home address
Business address
Home phone
Business phone

Mobile phone

Primary email
Additional email 1

Additional email 2

Save

Cancel
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3. Fill in the name and other contact information as needed.

Note: You may save up to two contacts of the same name.

4. Click Save. The contact is immediately listed on the contacts page.

Editing a Contact

1. In CC2000 browser GUI, go to System > Contacts. The contacts page

appears.

2. Mouse over the contact you want to edit and click 4" . The contact dialog

box appears. For example:

Contact (Support Atech) b4

Name

Company

Home address
Business address
Home phone
Business phone
Mobile phone
Pager

Primary email

Additional email 1

Fax

Note

Additional email 2 |

| Support Atech

[ atech Peripnerats, Inc

|6F, No.133, Sec.2, Datung Rd., Sijhih District, New

[ +886-2-8692.6959

[-886-2 8692 6926

Save

Close

3. Edit the contact information as needed and click Save to apply the

changes.
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Browsing for Contacts

To search for contacts

1. Click E to select/unselect the columns that the browsing is done.

Name

Company

Business address

i

Business phone

<

Primary email

" Fax
2. Type one or more keywords into the searchbox B | and press

the Enter key (on your keyboard). The system will do a fuzzy search
within the name and company fields.

Adding / Removing Columns

You can add or remove the displayed columns on the contacts page by clicking
tit , and the click to select or unselect from the pop-up menu, as illustrated
below.

Fax it

~ Company
Home address

~ Business address
Home phone

~ Business phone
Mobile phone
Pager

v Primary email
Additional email 1
Additional email 2

+ Fax

Note
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Notifications

The Notification menu offers four tab menu choices: SMTP, SNMP Traps,
Syslog and Advanced. The default Notification page is SMTP, and it looks
similar to the one below:

ATEN cc2000

Dashboard v
Device Management
User Accounts
System

System Info
Contacls
Notification

SNMP

Security

License

Task Manager
VMware Settings
Redundant Servers
Logs

Asset Management v
My Favorites

Recent

SMTP

-
B e £ 2 0 E
SMTP  SNMP Traps  Syslog  Advanced
To receive event notifications through email please set up the following SMTP service first and then goto "Advanced" tab to configure recipients
[)Enable SMTP service
Server IP/Domain
port 25
Email Browse..
SMTP server requires authentication
Username
Set password
Secure connection(SSL)
Send a Test Email
Save Discard

The CC2000 can send email notification of events traps on the installation to

specified users.

SMTP SNMP Traps Syslog

To receive event notifications through email, please
@l Enable SMTP service
Server IP/Domain
Port
Email
SMTP server requires authentication
Username
Set password

Secure connection(SSL)

Send a Test Email

Advanced

set up the following SMTP serviee frst and then go to "Advanced” tab to configure recipients

10.3.167.245

465

ece@etd.w

Usemame

Password

save Discard
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Note: Please set up the SMTP first and then go to Advanced tab to configure
recipients, see page 226.

To enable SMTP server setting, do the following:

1.
2.

Check the Enable SMTP service checkbox.

Specify the IP address or domain name of the computer running your
SMTP server in the Server IP/Doamin field.

Specify the port number in the Port field.
Specify the CC2000 administrator’s email address in the Email field.

Note: This field cannot be blank.

. If the SMTP server requires authentication, check the SMTP server

requires authentication checkbox, then specify the authentication
account username and check the Set password checkbox to set password
in the appropriate fields.

If you wish to secure the SMTP through SLL, check the Secure
connection(SSL) checkbox.

Click Send a Test Email to check that the SMTP server setting is
configured properly. A screen similar to the one below appears:

Test email

Send to Send to

Key in an email address for the recipient of the test email then click Send.
If the settings have been configured correctly, the recipient will receive the
test email.

Note: The email address of the recipient cannot exceed the equivalent of
128 English alphanumeric characters.

When all your settings have been made, click Save.
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SNMP Traps

The SNMP Traps page lets you set your main SNMP trap settings, including
information for up to four SNMP managers, as detailed below:

SMTP  SNMP Traps  Syslog  Advanced

If you want to use SNMP trap notifications, do the following:
1. Check the Send SNMP traps checkbox to bring out the SNMP managers.

2. Check the Forward device SNMP trap checkbox if you want the trap
information forwarded to a device.

3. Check the checkbox to configure the manager settings.

SMTP  SNMP Traps  Sysiog  Advanced

4. Key in the IP address(es) in the Destination IP/Domain field and the
service port number(s) in the Port field of the manager computer(s) to be
notified of SNMP trap events. The valid port range is
1-65535. The default port number is 162.

Note: Make sure that the port number you specify here matches the port
number used by the SNMP receiver computer.
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9.

Use the drop-down menu Version to select from one of the three options
available, SNMPv21, SNMPv2c, and SNMPv3.

Key in the Community/Username value(s) for the SNMP version and
select Security level.

Use the drop-down menu Authentication to select your authentication
type, and key in the authentication password(s) in Authentication
password field that correspond to each of the stations.

Use the drop-down menu Privacy to select your Privacy type and key in
the privacy password(s) in Privacy password field that correspond to
each of the stations.

Repeat steps 4—8 for up to three further SNMP managers.

10. When all your settings have been made, click Save.

Note: Make sure all the fields are filled in correctly so the system can
successfully save your settings.

Syslog

SMTP  SNMP Traps  Syslog  Advance: d

To record all the events that take place on the CC2000 and write them to a
Syslog server, do the following:

1.

Check the Enable Syslog service checkbox.

2. Key in the IP address in the Server IP/Domain field and the port number

of the Syslog server in Port field. The valid port range is 1-65535.
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3. Use the drop-down menu Protocol to select the protocol type from two
options: UDP and TCP.

If TCP is selected, you can check the Secure connection (SSL) checkbox
to enable secure connection (SSL).

4. Use the drop-down menu Message to select whether to log a short
message or a full message.

5. Use the drop-down menu Language to select the language you want the
message to be sent in.

6. When all your settings have been made, click Save.

Advanced

The Advanced page is used to inform select users of specified events that
occurred on the CC2000. When you select Advanced, a page similar to the one
below appears:

SMTP  SNMP Traps  Syslog ~ Advanced
You can set up the recipients 0 receive email notification when specific system events occur

El - Test Delete Q]

O Subject Mail from Reciplents Message Type

o cee@etdtw bbb@etd. short
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Adding Notification Settings

There are four buttons in the Advanced page: Add, Edit, Test, and Delete.
Follow the instructions below to add users and specify the events they will
receive notification of.

1. Click Add for the Add notification page:

Add notification X

@ Information @ Event list
subject \ |
| [ - |
Please use a semicolon between multiple email addresses
a
Message Type | Short v
Language ‘ English v ‘
Time zone ‘ (GMT-12:00) International Date Line West v ‘
[ Automatically adjust clock for Daylight Saving Time

2. Key an appropriate title for the notification message in the Subject field

3. Key in the email address of one of the administrators in the Mail from
field.

4. Key in the email address of the person who will receive the email
notification in the Recipients field. If you want the notification to go to
more than one person, use a semicolon to separate the email addresses.
There should not be a space before or after the semicolon.

5. Use the drop-down menu Message Type to select your message type, Full
or Short.

6. Use the drop-down menu Language and Time zone to select the language
and time you want the message to be sent in. Check the Automatically
adjust clock for Daylight Saving Time checkbox if you are in a timezone
that has Daylight Saving Time.
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7. Click Next to select event(s) that you want to receive email notification of.

You can use the filter jfl on the top-right corner to help you see what you
have selected. Select Selected to check the event(s) you have selected, or

select All to display all the events.

Add notification X

@ Information

@ Event list

‘ All

Select all

System events
Authentication events
User management events

Device management events

4d vvvweyw

System task events
¥ Backup database failure
@ Replicate database failure
¥ Start task failed
Missed task
Task exectition failed
Task partially completed
Firmware upgrade failed
¥ Backup device configuration failure
& Power control failure

Export system logs task failure

8. When you have finished selecting the event(s) on this page, click Save to
save your configuration and return to the Advanced page.

Note: In order for users to receive email notification of events, SMTP settings
information must be configured on the CC2000’s SMTP Settings page (see

page 222 for details).

Edit Notification Settings

To modify a notification’s settings, do the following:

1. Check the checkbox of the notification’s name and click Edit.

2. Make your desired changes on the Information and Event list from Edit

notification page.
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3. When all your settings have been made, click Save at the bottom-right of
the panel.

Testing Event Notifications
To test event notifications, do the following:
1. Check the checkbox of the notification’s name and click Test.

2. If the system is working properly, the event notification recipient will
receive an email with the event notification. If it fails, a fail message will
appear.

Deleting Notification Settings

To delete a notification setting, check the checkbox of the notification’s name
and click Delete. A confirmation message will be shown, click Yes to proceed.
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SNMP

The SNMP menu offers two tab menu choices: SNMP Agent and SNMP
Manager. You can manage the access control of SNMP agent for SNMP
manager to query. The default SNMP page is SNMP Agent and it looks similar
to the one below:

SNMP Agent SNMP Manager

‘You can manage the access control of SNMP agent for SNMP manager to query.

SNMP port | 161
Enable SNMPV1 & SNMPv2c

Enable SNMPv3

SNMP Agent

The SNMP Agent page lets you set the CC2000’s agents and control access for
SNMP trap events, as detailed below:

SNMP Agent SNMP Manager

You can manage the access control of SNMP agent for SNMP manager to query

SNMP port | 161
Enable SNMPv1 & SNMPv2c

Enable SNMPv3

To set the SNMP agents, do the following:

1.

In the SNMP Port field, key in the port number(s) of the agent computer(s)
that will collect trap event information. The valid port range is 1-65535.
The default port is 161.

Note: Make sure that the port number you specify here matches the port
number used by the SNMP manager.

For SNMPv1 & SNMPv2c, check the Enable SNMPv1 & SNMPv2c¢
checkbox and its configuration will be shown.
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SNMP Agent SNMP Manager

‘You can manage the access control of SNMP agent for SNMP manager to query
SNMPport | 161
@ Enable SNMPV1 & SNMPv2c

No. Community Access type Allowed NMS 1P
1| Community Disable ¥

2| Gommunity Disable ¥

Enable SNMPV3

3. Key in the community name in the Community field and select the Access
Type from the drop-down menu (Disable / Read / Write). If Read or Write
is selected, Allowed NMS IP field will light up, fill in a NMS IP address.

4. For SNMPv3, check the Enable SNMPv3 checkbox and its configuration
will be shown.

SNMP Agent  SNMP Manager

SNMP port | 161
Enable SNMPV1 & SNMPv2c
@ Enable SNMPV3

Username Security level Authentication  Authentication password Privacy Privacy password Allowed NMs 1P

5. Check the checkbox of the SNMP Agent, enter a Username in the
username field and select a Security Level from the drop-down menu
(None / Auth Protocol / Authentication & Privacy).

6. Select the Authentication protocols from the drop-down menu (MDS5 /
SHA) and key in the authentication password(s) in the Authentication
password field.

7. Select the Privacy protocols and key in the privacy password in the
Privacy password field.

8. Key in the allowed NMS IP address that correspond to each of the profiles
in the Allowed NMS IP field.

9. Click Save to save your settings.

Note: Make sure all the fields are filled in correctly so the system can
successfully save your configurations.
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SNMP Manager

The SNMP Manager page lets you set the CC2000’s management stations to
receive notifications of SNMP trap events, as detailed below:

To set the SMNP managers, do the following:

1. Inthe SNMP port field, key in the service port number(s) of the
computer(s) that will receive notifications. The valid port range is 1—-
65535. The default port is 162.

Note: Make sure that the port number you specify here matches the port
number used by the SNMP agent computer.

2. For SNMPv1 & SNMPv2c, check the Receive SNMPv1 & SNMPv2c
traps checkbox and a community field will appear.

SNMP Agent  SNMP Manager

You can enable the SNMP manager to receive SNMP traps.
SNMP port | 162
¥ Receive SNMPv1 & SNMPv2c traps

Community | Community

Receive SNMPV3 traps

3. Key in the community value(s) for the SNMP version.

4. For SNMPv3, check the Receive SNMPv3 traps checkbox and its
configuration will be shown.
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SNMP Agent  SNMP Manager
You can enable the SNMP manager to receive SNMP traps.
SNMP port | 162
Receive SNMPV1 & SNMPV2C traps

¥ Receive SNMPV3 traps
Username Security level Authentication  Authentication password Privacy Privacy password

None v SHA ¥ Password DES v | |Password
None v SHA v Password DES v Password
None v SHA ¥ Password DES v | |Password

None v SHA ¥ Password DES v | |Password

Check the checkbox of the SNMP Manager, enter a Username in the
username field and select a Security Level from the drop-down menu
(None / Auth Protocol / Authentication & Privacy).

Select the Authentication protocols from the drop-down menu (MD5 /
SHA) and key in the authentication password(s) in the Authentication
password field.

Select the Privacy protocols and key in the privacy password(s) in the
Privacy password field.

Click Save to save your settings.

Note: 1. Make sure all the fields are filled in correctly so the system can

successfully save your configurations.

2. To receive SNMP v3 traps from ATEN PDUs, you must select MD5
and AES-128 from the Authentication and Privacy drop-down lists,
respectively.
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Security

The Security menu offers three tab menu choices: Access Protection,
Certificate and Disclaimer. This page provides a level of security by
controlling access to the CC2000. The default Security page is Access
Protection, and it looks similar to the one below:

ATEN cc2000

Dashboard

Device Management
User Accounts
System

System Info
Contacts
Notification

SNMP

Security

License

Task Manager
VMware Settings
Redundant Servers
Logs

Asset Management

My Favorites

Recent

Access Protection

Certificate Disclaimer

Security Filters
[J Enable IP filter
(J Enable MAC filter
Virtual Media Security Filters
(J Enable IP filter for virtual media access
[J Enable MAC filter for virtual media access
Single Sign On Settings
(J Enable single sign on
Host Header Validation
(J Enable
Two-Factor Authentication

O Force all users to use two-factor authentication
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Access Protection

Security Fileters
+ [P Filtering

IP filtering controls access to the CC2000 based on the IP addresses of the
computers attempting to connect to it.

Access Protection Certificate  Disclaimer

Security Filters
¥ Enable IP filter
Include

® Exclude

IP address
1P address

+ To enable IP filtering, check the Enable IP filter checkbox.

¢ [fthe Include button is selected, all the addresses specified in the
Address List are allowed access while all others are denied
access.

¢ If the Exclude button is selected, all the addresses specified in the
Address List are denied access while all others are allowed
access.

+ [P filters can consist of a single address, or a range of addresses. You
can add as many IP addresses as you require. Key the addresses
directly into the IP address text input box as follows:

+ For multiple single address entries, use a comma between the IP
addresses. There is no space before or after the commas.

¢ For a range of filters, key in the starting IP address, followed by a
dash, then the ending IP address.

¢ Click Save to save your settings.

+ To modify or delete a filter, make your changes directly in the IP
address text input box.

+ MAC Filtering
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MAC filtering controls access to the CC2000 based on the MAC addresses
of the computers attempting to connect to it.

Access Protection Certificate Disclaimer

Security Filters

Enable IP filter
% Enable MAC filter

Validate MAC at CC2000 login
® Include
Exclude

MAC address

MAC address

+ To enable MAC filtering, check the Enable MAC filter checkbox.

¢ If Validate MAC at CC2000 login is enabled, the CC2000 will
verify the client PC’s MAC address when the user attempts to log
in. Otherwise, the MAC address will only be verified when
attempting to open a viewer.

¢ If the Include button is selected, all the addresses specified in the
address list are allowed access while all others are denied access.

¢ [fthe Exclude button is selected, all the addresses specified in the
address list are denied access while all others are allowed access.

* MAC filters can consist of a single address, or a range of addresses.
You can add as many MAC addresses as you require. Key the
addresses directly into the MAC address field. Use a comma between
the addresses with no space before or after the commags).

¢ Click Save to save your settings.
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Virtual Media Security Filters

IP and MAC filtering can also be used to control Virtual Media access, based
on the IP and MAC addresses of the computers attempting to use virtual media
access.

Access Protection Certificate Disclaimer

Virtual Media Security Filters
# Enable IP filter for virtual media access

Include

® Exclude

IP address

1P address

# Enable MAC filter for virtual media access

+ To enable Virtual Media Security Filters, check the Enable IP filter for
virtual media access or Enable MAC filter for virtual media access
checkbox and follow the instructions given in [P Filtering, page 235 or
MAC Filtering, page 235.

+ Click Save to save your settings.

Single Sign On Settings

Access Protection  Certificate  Disclaimer
Single Sign On Settings
¥ Enable single sign on

Username field Usemname field

Password field Password field

If Single Sign On is enabled, it will allow users to log in CC2000 automatically
from another web application through a form-based authentication. To
integrate, please refer to SSO HTML Sample Codes on page 443.
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Host Header Validation

Enable Host Header Validation on the CC2000 to allow HTTP connections
only when the requests come from a matching IP address or domain name, as
specified in the Allowed list. This prevents host header attacks in which the
host headers are tampered with.

Host Header Validation

Enable

Allowed

Certificate

When logging in over a secure (SSL) connection, a signed certificate is used to
verify that the user is logging in to the site he intended. The Certificate page is
used to create, modify, or obtain a certificate for this purpose.

You can import a signed certificate from a third-party certificate authority for
secure SSL service such as web connection (HTTPS).

During installation, each CC2000 creates its own, independent, self-signed
certificate based on the installation information similar to the one below:

Access Protection ~ Certificate  Disclaimer
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Changing a Self-Signed Certificate

Changing a self-signed certificate allows you to provide additional information
in the certificate that wasn’t generated in the installation certificate. The way
to change a self-signed SSL certificate is to create a new one. To create a new
self-signed certificate, do the following:

1. At the bottom-left of the page, click Update for the following page:

Common name
Organization
Organizational unit

ity or location

Private key

Update server certificate X
® Crea gned SSL server certificate
v

upload Browse...

Browse.

Browse...

Apply Cancel

2. Check the Create a new self-signed SSL server certificate checkbox and
fill in the fields according to the information in the table below:

Field

Description

Key length

Use the drop-down menu to select the key length (number
of bits) for the certificate. Options are 1024, 2048, and
4096.

Common Name

This is the Fully Qualified Domain Name (FQDN) for which
you are requesting the SSL certificate.

For example: www.yourdomainname.com

Organization

This is your Full Legal Company or Personal Name, as
legally registered in your locality.

Organizational Unit

The branch of your company that is ordering the certificate.
For example: accounting, marketing, etc.

City or Location

Key in the full name of the city or location.
For example: Taipei

State or Province

Key in the full name of the state or province.
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Field Description

Country This is the two letter country code for the country where the
organization that the certificate is being registered to is
located.

Note: These don’t always correspond to common
abbreviations. If you are not sure of the code, you can do
an online search for ssl+country codes.

3. When you have finished filling in the fields, click Apply.

A message appears asking you to wait while the database gets updated
with the new information. After a moment the web page closes.

At this point you are brought back to the beginning of the login sequence
where you must go through the procedure of accepting the security
certificate and logging in.
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Importing a Signed SSL Server Certificate

In order to avoid users having to go through the certificate acceptance prompt
each time they log in, administrators may choose to use a third party certificate
authority (CA) signed certificate.

To use a third party signed certificate, do the following:

1. After generating the self-signed certificate, click Get CSR (Certificate
Signing Request).

2. Go to the CA website of your choice and apply for an SSL certificate using
the information generated in step 1.

3. After the CA sends you the certificate, open the Certificate page, click
Update at the bottom-left of the panel.

Update server certificate X

Create a new self-signed SsL. server certificate

Key length 2048

Common name

Country

® Import a signed SSL server cer

:

Certificate

Import private key and ce

Private key Selecta local fil to upload Browse...

Private certificate Selecta local file to upload Browse,

T o]

4. Check Import a signed SSL server certificate checkbox, then browse to
where the certificate file is located and select it.

5. Click Apply at the bottom-right of the panel.

Note: Each of the certificate types mentioned in this section provides an equal
level of security. The advantage of the changed self-signed certificate is that it
allows you to provide more information than the installation certificate. The
advantage of a CA third party certificate is that users do not have to go through
the certificate acceptance prompt each time they log in, and it provides the
additional assurance that a recognized authority has certified that the certificate
is valid.
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Import Private Key and Certificate

When logging in over a secure (SSL) connection, a signed certificate is used to
verify that the user is logging in to the intended site. For enhanced security, the
Private Certificate section allows you to use your own private encryption key
and signed certificate, rather than the default ATEN certificate.

Update server certificate X

Create a new self-signed SSL server certificate

Organization

Organizational unit
ity or location

state or Province

Browse.

o R

There are two methods for establishing your private certificate: generating a
self-signed certificate; and importing a third-party certificate authority (CA)
signed certificate.

* Generating a Self-Signed Certificate

If you wish to create your own self-signed certificate, a free utility —
openssl.exe — is available for download over the web. See Self-Signed
Private Certificates, page 370 for details about using OpenSSL to generate
your own private key and SSL certificate.

¢ Obtaining a CA Signed SSL Server Certificate

For the greatest security, we recommend using a third party certificate
authority (CA) signed certificate. To obtain a third party signed certificate,
go to a CA (Certificate Authority) website to apply for an SSL certificate.
After the CA sends you the certificate and private encryption key, save
them to a convenient location on your computer.

* Importing the Private Certificate
To import the private certificate, do the following:

1. Click Update.

2. Click Browse on the right of Private key, locate your private
encryption key file and select it.
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3. Click Browse on the right of Private certificate, locate your certificate
file and select it.

4. Click Apply

at the bottom-right of the panel.

Note: Both the private encryption key and the signed certificate must be

imported at the same time.

Disclaimer

A disclaimer notice can be set up on the CC2000 server for users to accept

when he/she logs into CC2000.

To set up a disclaimer, check the Enable disclaimer checkbox, enter the title
and content of the disclaimer and click Save.

Access Protection  Certificate

 Enable disclaimer

itle Welcome

aTEN

Content

‘Select alocal fle o upload

Disclaimer

You can also click Browse to upload a previously saved disclaimer file.

When logged in, the disclaimer message may look similar to the one below:

SERVICE AGREEMENT
NOTICE TO CLIENT: THIS SERVICE AGREEMENT IS A LEGAL AGREEMENT BETWEEN YOU AND ATEN INTERNATIONAL
CO. LTD. PLEASE READ THIS AGREEMENT CAREFULLY. BY AVAILING ANY ATEN SERVICE(S) YOU AGREE TO BE LEGALLY
BOUND BY THIS AGREEMENT. THIS MEANS THAT, BY ORDERING, PURCHASING OR USING ALL OR ANY OF OUR
DESIGN & PROGRAMMING SERVICES YOU AND ANY LEGAL ENTITY YOU REPRESENT ACCEPTS ALL TERMS AND
CONDITIONS OF THIS AGREEMENT UNCONDITIONALLY. YOU AGREE THAT THIS AGREEMENT IS LIKE ANY WRITTEN
NEGOTIATED AGREEMENT SIGNED BY YOU. YOU ALSO AGREE THAT THIS AGREEMENT IS ENFORCEBLE AGAINST YOU
AND/OR ANY LEGAL ENTITY THAT ORDERED OUR SERVICES AND ON WHOSE BEHALF YOU ORDERED OUR SERVICES,
THIS AGREEMENT ALSO CONTAINS LIABILITY DISCLAIMERS AND IMPORTANT REFUSAL, CANCELLATION & REFUND
TERMS REGARDING OUR SERVICES.

DEFINITIONS

() "Aten’, "Aten’, "we", "Us" and "our refers to ATEN.COM, ATEN INTERNATIONAL CO LTD,, and its suppliers and
licensers, ifany.

(6) "Client’, "Your and "Your" refersto the individual client (direct o outsourced clent or customer) and any legal
entity that ordered Aten it The 1 .all legal

are legally bound by this Service Agreement.

(O"project’, "work, "work order",“service", and "services" refers to the Aten design and/or programming service(s)
ordered by Client, ifrespective of it present status (yet t0 star, in process, partialy orfully completed, the resuting
product, alis copies (modified or unmoified) and all ts derivaties.

SERVICES TERMS & CONDITIONS

AL Aten, we aspire to provide the best possible design and services to our clients worldwide. To do so, we have to set
forth some guidelines for everyone to follow. These terms and conditions override any phone conversation, email,
chat session, or contact of any kind with any Aten personnel. This Legal Agreement (‘Service Agreement")also sets

| Agree Disagree

%
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License

The CC2000 license controls the number of nodes permitted on the CC2000
server installation. The default license that comes with your purchase is a demo
license for one Primary (no Secondaries), that allows 16 nodes. To add
anything more (secondary servers and additional nodes), a purchased license
and license update is required.

Select License from the System menu, a page similar to the one below appears:

= ATEN CC2000

Dashboard
Device Management
User Accounts.
System

System Info
Contacts

Notification

SNMP

Security

License

Task Manager
VMware Settings
Redundant Servers
Logs

Asset Management

My Favorites

Recent

o > £ : 058

License

License Information

Key serial number Testkey@PEQ2ZRRYZTT4
Secondary server 19

Nodes Unlimited

Maintenance N/A

‘Note: The absence or expiration of a maintenance license does not affect CC2000's normal operations, and only restricts major upgrades.

Upgrade License with USB Key

Please plug in your USB license key into CC2000 Primary server, and then press "Update” to start license upgrade.

Upgrade License with License File

Step1. Please export server ID and use it to generate a license upgrade file with USB License Key through CC-Auth Key Status Utility.

Step2. Please upload the license upgrade file to update CC2000 license.
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The page items contained are described in the table below:

Section

Item

Description

License
Information

Key serial
number

The serial number of the license key.

Note: This is different from the software serial number
that you used when installing the CC2000 server. The
license serial number can be found on the USB License
key.

Secondary
server

The total number of secondary servers permitted (up to
31 units — depending on the license purchased).

Nodes

The total number of nodes permitted on the installation
according to the license purchased.

Note: The number of nodes that can be licensed is
unlimited.

Maintenance

Indicates the valid period for updating the CC2000
software. When “N/A” is indicated, the maintenance
license has not been applied to the license key.

Note:

¢ With an expired maintenance license, the CC2000
system can still operate normally. However, updates
will be limited to minor fixes, for example, from
v4.0.109 to v4.0.201.

¢ A maintenance license is required for updating the
system from v3.3 to v4.0 or later. To purchase or
update a maintenance license, contact your local
sales representative for more information..

Upgrade
License with
USB Key

Update

Click to upgrade license with the USB license key
inserted.

Upgrade License with

License File

This section is used to upgrade the license without
directing inserting the USB License Key into the CC2000
server.

To update the license, contact your dealer to purchase a license key for the

number of Secondaries and nodes desired. After receiving your purchased USB
license key, you can update the license of the CC2000 through one of the two
following methods:

+ Upgrade license by directly inserting the license key into the server.

* Upgrade license without directly inserting the license key.
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Upgrade License with USB Key

1. Insert the license key into a USB port on your primary server.

2. Click Update under Upgrade License with USB Key.

Note:

¢ Once the update has completed, it is no longer necessary to keep the
license key plugged into the USB port. Remove the key and place it
somewhere safe, since you will need it for future updates.

+ Ifyou lose the USB license key, contact your dealer to obtain another one.
If you supply the key’s serial number, the new key will contain all of the
information that was stored on the lost key.

* Ifthe CC2000 is installed on a Windows Hyper-V virtual machine, the
license may fail to update when using the USB license key. This is because
Hyper-V cannot pass USB non-disk devices through to virtual machines.
In this case, you can use a 3rd-party software such as USB Redirector to
allow the virtual machine to access the USB license key for the update.
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Upgrade License with License File

This method is useful when it is inconvenient to directly insert the USB license
key into the CC2000 primary server, such as in a restricted area where USB
connection is prohibited.

1. On the CC2000 primary server, click Export Server ID to generate a *.sid
server ID file, containing information about the server and its installation
details. Export and save the file onto a separate PC.

2. On the separate PC, insert the USB license key.

3. Open CC-Auth Key Status Utility and click Export License, as illustrated
below. You’re asked to locate and select the server ID file generated from

step 1. Once finished, a *./ic license upgrade file is generated.
@) CC-Auth Key Status Utility — 4

Key status:  Fey found: Activated. @

Key Information

Fwf version: [Ver, 21,208 S¢M: [CC2000-Demo-201 70822

License Information License Upgrade

Servers: |2 Nodes: |512 Save Upgrade
Maint. walidity: |MAA

FAW Upgrade... | Export License... | About, | Exit I

4. Import and save the */ic file into the CC2000 Primary’s PC, and click
Browse under Upgrade License with License File to locate it.

5. Click Update to initiate the license upgrade.

License

License information
Kc—yse':a\ number CC2000-Demo-License

Secondary server
Nodes 16 (Used: 0, Available: 16

Upgrade License with USB Key
Please plug in your USE license key into CC2000 Primary server, and then press "Update” to start license upgrade

Update

Upgrade License With License File
Step1. Please export server 1D and use it to generate a license upgrade file with USB License Key through CC-Auth Key Status Utility.

Export Server ID

Step2. Please upload the license upgrade file to update CC2000 license.

Note: The license upgrade file can only be used to upgrade the license of the
CC2000 server from which the server id file was generated.

247



Chapter 7. System

License Sharing

The number of licenses for authorized devices on a CC2000 installation is set
on the primary server through the license key, and are shared by all the CC2000
servers. Information about the number of licenses is sent to each Secondary at
the time that it registers with the Primary (see View Properties, page 270).

Although there is no limit to the number of devices that can be added to the
CC2000 management system, only as many nodes as there are licenses for can
actually be used for port management (see Preliminary Procedures, page 67).

When devices are added to the CC2000 management system, their
configurations are locked by default. Although having configuration
information stored on the CC2000, they cannot be managed.

Locked ports can be unlocked either by selecting a physical port and unlocking
it by clicking the Unlock button (see Locking / Unlocking Devices, page 124),
or by making the port part of an aggregate device (see Adding an Aggregate
Device, page 100).

If all of the license nodes are in use, only after a currently unlocked port is
locked, or after an aggregate device is deleted — thereby freeing up the license
it was using — can a locked port (or new aggregate device) be unlocked and
managed by the CC2000 management system.

License Conflict

When there are two Primaries on the same network segment that have been
upgraded with the same license key, a license conflict occurs. The Browser
GUI of the CC2000 server that was the second one to be installed

opens a page that looks similar to the one below:

ATEN cc2000

@ system ~ License
License

Redundant Servers
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To confirm that a conflict has occurred, click the Logs tab. The following
sentence is displayed in the log file: A license violation has been detected at
primary server. Remote CC server (IP: [the conflicting servers’ IP]).

When this occurs, there are a number of ways to resolve the conflict:

1. On one of the two Primaries: either shut it down, stop service, disconnect
it from the network, or uninstall the CC2000 entirely.

2. Register the conflicting CC2000 (the second one) with the normal one (the
first one). The Registered CC2000 becomes a Secondary. (This assumes
that there is a Secondary license available.)

3. Ifyou would really like to have two independent CC2000 installations,
contact your dealer to purchase a separate key for the second CC2000
server.
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Task Manager

The Task Manager menu offers four configuration choices: Add, Edit, Run
Now, and Delete. This page allows authorized administrators to perform a
number of system maintenance tasks. The tasks that can be performed are
determined by the user’s type, and the authorization options that were selected
when the user’s account was created. These include:

*

*

*

Backup primary server database

Note: 1. This task is only available on a Primary CC2000

2. Restoring the database requires a separate utility and procedure.
See Restore, page 373, for details.

Power control a device

Auto upgrade with the latest device firmware
Upgrade device firmware

Backup device configuration

Export event logs

Export device log

Export serial console history

When you select Task Manager from the System menu, the following screen
appears:

ATEN cczo00 [ O EEEEER s £

88 Dashboard Task Manager

Pe
©

=]

Device Management

S O Name Type Next Run Last Run Status

SREEMIED [ DB Backup Backup primar,

2023-11-24 10:13:48  Idle
Contacts

Notification

SNMP

Security

License

‘Task Manager

VMware Settings

Redundant Servers
Logs.

Asset Management

My Favorites

9 Recent
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Note: This figure depicts a page for a primary server. The page for a secondary
server is similar, except that it has a pre-configured default entry, Replicate
Database, that replicates the database of the Primary it is connected to (see
Replicate Database, page 266).

The Task Manager table lists all the tasks that have been configured. The
meaning of each heading is explained in the table below:

Heading Explanation
Name The name you gave to the task during configuration.
Type The type of task configured.
Next Run If the task is scheduled to run at a specified time, the time of
execution appears here.
Last Run Indicates the last time that the task ran.
Status Indicates whether the task is running or is idle.
Add

To add a task, do the following:

1. Click Add, a list of task choices is shown:

Task Manager

[ A - R Run Now Delete = [

Backup primary server database
&y Next Run Last Run Status

2019-05-21 17:17:3;

2. Click to select the task you want to add. A pop-up window appears
containing contents based on the task selected.

While each task is different, most of the procedures involved in setting them
are similar. The following examples take you through the various task
procedures you may encounter.
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Backup Primary Server Database

When you choose the Backup primary server database task, the following
page appears:

Add - Backup primary server database DG

@ General @ Schedule

Task name
Password |
Backup location User specified local folder

Backup path | C:\CC2000Pro\DataBaseBackup\

Next Cancel

1. Provide a name and a password for the task.

Note: 1. This task is only available on the primary server.

2. Make a note of the password and store it somewhere safe. You
will need it when restoring the database. (If you don’t set a
password, you can restore the database without one.) See Restore,
page 373, for information on restoring the database.

3. The password cannot exceed 32 English alphanumeric characters.

4. The extension of the backup file is cbk (* . cbk).

2. Select the Backup location where you want to store the backup file. There
are three options to choose from, User specified local folder, FTP server,
and Remote shared folder.

Backup location User specified local folder v

User specified local folder (S
FTP server
Remote shared folder

Backup path

¢ By default, the backup file is stored in the local installation directory of
the CC2000. For example, C: \CC2000Pro\DataBaseBackup.
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¢ Fill in the rest of the fields if you choose FTP server or Remote shared

folder.
3. When you have filled in all of the information, click Next for the Schedule
page.
@ General @ Schedule
Schedule One time only ¥
Start (date/time) 2019-06-17 1424 x
Run the task immediately
[

4. Use the drop-down menu Schedule to see a list of available choices.

Schedule One time only v

One time only N
Start (date/time) | Periodic 1

Daily
Run the task imy Weekly
Monthly

Depending on schedule selection, further scheduling choices may appear.
For examples, if you choose One time only, the Start (date/time) appears.
If you choose Periodic, the Optional period field appears.

Note: Ifyou set a time in the schedule for the backup to take place (Monthly,
for example), but you want it to start from this month, make sure you set the
start date or time to later than the date or time shown on the page and uncheck
Run the task immediately. Since the time setting on the page shows the time
that you accessed the page, it shall have passed by the time you save your
changes, meaning the CC2000 will not execute the task until next month.
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5. When you have finished making your schedule choices, click Add.

The task is now added to the Task List on the main page.

Task Manager

[ raa - [ A WO)

Type &
Upgrade device fimuare

Upgrade d

Next Run &

\
Last Run O

2019.05.21 17-17:32

2019.05.21 16:45:00

Alltaske

status &
dle

die

20190517_1320

Backup primary server database

2019.05-17 13:26:00

dle

20190517_1345

o ojojo oo

ng

Backup primary server database

Upgrade device firmware

2019.05-17 13:51:00

20190516 15.43.00

dle

die

Note: You can run a task (or tasks) at any time by checking the checkbox and

click Run Now.

Power Control a

Device

This task allows you to set a time schedule that automates turning power ports

on and off.

Add - Power control a device X

@ Properties @ Schedule

Task name

Category Network host via PDU v

O Name Type [Pre Server Description Operation

O HPILO5 HPILO 5 10.3.166.42 3700T-15243 All On v
O WIN-JC2KKFUPSK HyperV Server All On v
O aaaaa Generic 3700T-15243 All On v
[0 localhost.localdom: VMware ESX/ESX All On v
[0 localhost localdom: ~Citrix XenServer All On v
O sasd Generic 3700T-15243 All Gn A\
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1. Provide a name for the task.

2. Choose to turn on or off for the selected device as a whole, or on a port-by-
port basis by clicking and selecting from the Category drop-down menu.

3. Check the checkbox of the target devices or ports you want to control, or
check the checkbox in front of Name at the top of the column to select all.

4. Select whether to turn the ports On or Off in the Operation column.

5. Click Next, and make your schedule choices in the Schedule page.

Note: Refer to Backup Primary Server Database on page 252 for schedule
setting procedures.

6. Click Add to finish setting up the task.

Auto upgrade with the latest device firmware

This task allows you to schedule auto device firmware upgrade with the newest
available firmware.

Add - Auto upgrade with latest device firmware G

@ General @ Schedule

Task name

Upgrade for | All devices

Next ‘ Cancel

1. Provide a name for the task.

2. Use the drop-down menu Upgrade for to choose which appliances will
receive the auto upgrade from one of the three options, All devices,
Selected device type, and Selected device.
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3. If you choose All devices (recommended), all the devices are
automatically selected for the upgrade.

If you choose Selected device type, use the drop-down menu to select the
device type you want to upgrade.

Upgrade for

Selected device type

CS17xxiA

CN8000
CN80O00A
CN8000LG
CN8000R1
CN8600
CS1708i
CS1716i
CS17xxiA
Kx15xxAl
KL11xxVN
KN11xxVA
KN8 Family
SNCO Family
IPS000
KH1508Ai
KH1508i
KH1516Ai
KH1516i
KH2508A1
KH2516A1

If you choose Selected device, check the checkbox of the device(s) you
want to upgrade, or check the checkbox in front of Name at the top of the

column to select all of them.

Note: The Device list is sortable by Name, Type, and IP.

Add - Auto upgrade with latest device firmware X

@ General @ Schedule

Task name Select

Upgrade for | Selected device v

O Name Model P Server Description
[0 00_PE7328J_Andrew_1 PE7526) 10.3.166.177 3700T-15243

O KH1516Ai KH1516Ai KH1516Ai
[0 KN4140VA_abc KN4140VA

O KN8164VV_abc KNB164V 10.3.166.252 3700T-15243

[0 PES316G2 PE8316G2

[0 PES324A PEB324A

[0 SNO108A_CCA SNO108A 10.3.167.205 3700T-15243

O SN0148CO SNO148CO 10.3.167.203 3700T-15243 abc

O SNe16cO_CC SN9116CO 10.3.167.204 3700715243 abe
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4. When finished, click Next, and make your schedule choices in the
Schedule page.

Note: Refer to Backup Primary Server Database on page 252 for schedule
setting procedures.

5. When finished, click Add to add the task.

Upgrade device firmware

This task allows you to schedule the device firmware upgrade from the
firmware repository.

Add - Upgrade device firmware X

@ General @ Schedule

Task name

Select firmware | kn_V2.0.195 v o

@ Check firmware file version

O Name Model P Server Description
[0 » KN4140VA_abc KN4140VA

O » KNB164VV_abc KNB164V 10.3.166.252 3700T-15243

1. Provide a name for the task.

2. Select the firmware file from the Select firmware drop-down menu. The
firmware files are from the firmware repository.

After selecting a firmware file, clicking the information icon @ will
display the information of the firmware. An example is shown below:

Select firmware | kn_V2.0.195 A
Description kn

Firmware Type Application

Date 2019-04-25

Firmware Ver. V2.0.195

Appliance Type KN8164
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3. Selecting a firmware file will display all the devices available for firmware

upgrade in the table below.

4. Check the checkbox(es) of the device you wish to upgrade and click Next.

5. When finished, click Next, and make your schedule choices in the

Schedule page.

Note: Refer to Backup Primary Server Database on page 252 for schedule

setting procedures.

6. When finished, click Add to add the task.

Backup Device Configuration

When you choose the Backup device configuration task, the following page

appears:

Add - Backup device configuration X

@ General @ Schedule

Task name

Password

O Name Type O [ o MAC & Server Description
O KH1516AI KH1516AI KH1516AI

O KN4140vA_abc KN4140VA

O KN8164VV_abc KNE164V 10.3.166.252 001074610891 3700T-15243

[0 SN0108A_CCA SNO108A 10.3.167.205  00107448004e 3700T-15243

O sNot148Co SN0148CO 10.3.167.203 0010744800b2 3700T-15243 abc

O sNe116CO_CC SN9116CO 10.3.167.204 001074480082 3700T-15243 abc

1. Provide a name and a password for the task.

Note: Make a note of the password and store it somewhere safe. You will need

it for restoring the configuration. See Restore Configuration, page 152 for

restoration details.
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2. In the Device list, check the checkbox(es) of the device(s) you want to
back up.

Note:When finished, click Next, and make your schedule choices in the
Schedule page.Refer to Backup Primary Server Database on page 252 for
schedule setting procedures.

3. When finished, click Add to add the task.

Export Event Logs

When you choose the Export event logs task, the following page appears:

Add - Export event logs X

@ General @ Schedule

Task name
Backup location User specified local folder

Backuppath | C:\CC2000Pro\CC2000LogExporty

Select items to export

Language English
Export file type csv

Time range Al v

Next Cancel

1. Provide a name for the task in the Task name field.

Note: The Export event logs operation is performed on each server
independently. To search for a server’s records, you must look via its
particular file. You can identify the file by the Task name you define.
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. Select the Backup location where you want to store the backup file. There
are three options to choose from, User specified local folder, FTP server,
and Remote shared folder.

Backup location User specified local folder v
User specified local folder
Backup path L

FTP server
Remote shared folder

¢ By default, the backup file is stored in CC2000’s local installation
directory. For example, C: \CC2000Pro\CC2000LogExport.

+ Fill in the rest of the fields if you choose FTP server or Remote shared
folder.

. In the Select items to export table, check to select item(s) you want to
include in the exported file.

Note: Check the Select all checkbox to select all items.

. You can use the Language drop-down menu to select a different language.

. In the Export file type drop-down menu, you can select your preferred
export file type. If you choose one of the encryption options (Encrypt file
with AES or Encrypt file with DES), define a password in the Password
field.

Note: Make a note of the password — you will need it to import the file.

. In the Time range drop-down menu, there are three options.
* All: Exports all of the records in the database.

+ Since the last time task run: Exports all task records since the last
time they were run.

+ Select time range: Export records within a particular time period, set
the time parameters in the From and To fields.

. When finished, click Next, and make your choices in the Schedule page.

Note: Referto Backup Primary Server Database on page 252 for schedule
setting procedures.

. When finished, click Add to add the task.
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Export Device Logs

The CC2000 also acts as a log server for all ATEN KVM devices where
CC2000 records the system events that take place on the devices in a database.
This task allows you to export the device records from their databases as a file.
When you choose the Export device logs task, the following page appears:

Add - Export device logs >

@ General @ Schedule

Task name

Backup location User specified local folder
Backup path | C:\CC2000Pro\CC2000LogExporti

Keyword

Export file type csv

Time range Al

Next Cancel

1. Provide an appropriate name for the task. For example, if you want to
export the device log for all devices, you could name the task All-device-
logs; if you want to export the device log for CN8000 devices on a weekly
basis, you could name the task cn8000-weekly-device-log.

Note: The Export device logs operation is performed and stored on each
server independently. To search for export log records, you must access each
server individually.

2. Select the Backup location where you want to store the backup file. There
are three options to choose from, User specified local folder, FTP server,
and Remote shared folder.

Backup location User specified local folder v

User specified local folder X
FTP server
Remote shared folder

Backup path

¢ By default, the backup file is stored in CC2000’s local installation
directory. For example, C: \CC2000Pro\CC2000LogExport.
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3.

¢ Fill in the rest of the fields if you choose FTP server or Remote shared
folder.

You can use the Keyword field as a filter to limit the scope of the log file.
For example, to export a file that only contains event information for
CN8000 devices, and all your CN8000 devices had CN8K as part of their
names, you could key CN8K into the Keyword field.

In the Export file type drop-down menu, you can select your preferred
export file type. If you choose one of the encryption options (Encrypt file
with AES or Encrypt file with DES), define a password in the Password
field.

Note: Make a note of the password — you will need it to import the file.

5.

6.

In the Time range drop-down menu, there are three options.
* All: Exports all of the records in the database.

+ Since the last time task run: Exports all task records since the last
time they were run.

¢ Include: Export records within a particular time period, set the time
parameters in the From and To fields.

¢ Exclude: Export all records but exclude the records in the time period
specified. Set the time parameters in the From and To fields.

When finished, click Next, and make your choices in the Schedule page.

Note: Refer to Backup Primary Server Database on page 252 for schedule
setting procedures.

7.
8.

When finished, click Add to add the task.

When you have finished with this page, click Next at the bottom-left of the
panel for the Schedule page.

Make your schedule choices in the Schedule page that comes up.

Note: The schedule choices are similar to the ones described for the
Backup Primary Server Database task.

10. When you have finished making your schedule choices, click Add.
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Export serial console history

The CC2000 keeps a record of all user sessions that take place (see page 276).
This function lets you save and export the serial console history of each device.
When you choose the Export serial console history task, the following page

appears:

Add - Export serial console history X

@ General @ Schedule
Task name
Backup location User specified local folder v
Backup path | C:\CC2000Pro\CC2000LogExport\
Export file type csv v
Time range All v
O Name Type O P MAC O Server Description
~ SNO148CO SN0148CO 10.3.167.203  0010744800b2 3700T-15243 abc
[m] com1 SN0148CO 10.3.167.203  0010744800b2 3700T-15243
[m] comz SN0148CO 10.3.167.203  0010744800b2 3700T-15243
Next Cancel

1. Provide a name for the task.

2. Select the Backup location where you want to store the backup file. There
are three options to choose from, User specified local folder, FTP server,
and Remote shared folder.

Backup location User specified local folder v

User specified local folder
Backup path FTP server

Remote shared folder

s

¢ By default, the backup file is stored in CC2000’s local installation
directory. For example, C: \CC2000Pro\CC2000LogExport.

¢ Fill in the rest of the fields if you choose FTP server or Remote shared

folder.
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3. In the Export file type drop-down menu, you can select your preferred
export file type. If you choose one of the encryption options (Encrypt file
with AES or Encrypt file with DES), define a password in the Password
field.

Note: Make a note of the password — you will need it to import the file.

4. In the Time range drop-down menu, there are three options.
* All: Exports all of the records in the database.

¢ Include: Export records for a particular time period, set the time
parameters in the From and To fields.

+ Exclude: Export all records but exclude the records in the time period
specified. Set the time parameters in the From and To fields.

5. For the device list, check the checkbox(es) of the desired device(s), or
check the checkbox in front of Name at the top of the column to select all.

Note: Ifyou prefer to export the serial console history for selected ports only,
instead of clicking the device’s checkbox, click the arrowhead in front of its
name to expand the port list to select individual ports.

6. When finished, click Next, and make your choices in the Schedule page.

7. Make your schedule choices in the Schedule page.

Note: Refer to Backup Primary Server Database on page 252 for schedule
setting procedures.

8. When finished, click Add to add the task.
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Editing a Task

There are two categories you can edit: changing a task’s General settings and
its Schedule settings.

To edit a task, do the following:
1. Inthe Task Manager list, check the checkbox of the task you want to edit.
2. Click Edit. An Edit dialog box appears, as exemplified below:

General  Schedule

Task name kn8

Select firmware | kn_V2.0.195 N )

Check firmware file version
O Name Model IP Server Description
O » KN4140VA_abc KN4140VA

» KN8164VV_abc KN8164V 10.3.166 252 3700T7-15243

For the different tasks and the editable parameters, refer to Add on page 251 for
more information.

After editing the parameters, click Save to finish.

Run Now

Use Run Now to immediately execute the task. Check the checkbox of the task
and click Run Now.

Deleting a Task

Use Delete to delete task(s). Check the checkbox of the task and click Delete.
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Replicate Database

The Task Manager page for a secondary server is similar to that of a primary
server, except that it has a pre-configured default entry, Replicate Database,
that replicates its database on the Primary it is connected to:

Task Manager

m Edit Run Now Delete :I ‘! All tasks

O Name Type Next Run Last Run Status

O Replicate databas Database replication 2019-05-30 23:59:00 2019-05-209 23:59.00 Idle

When you check the checkbox Replicate Database and click Edit, the Edit page
comes up. The procedures are similar to the ones described for Editing a task.
Refer back to page 265 for details.

Note: 1. Each CC2000 server maintains its own individual database for its
accounts, logs, devices, and access rights that are configured on it. By
replicating, it sends all of the information contained to be
incorporated into the Primary’s database and made available to the
rest of the CC2000 management system.

2. When the Secondary registers with a Primary, its database is
automatically replicated.

3. By default, the database is automatically replicated once a day at
00:00. You can use this page to change the replication schedule, but
be aware that setting a replication schedule that performs database
replication too frequently may adversely influence your system
performance. If you set the schedule to too large of an interval, there
can be a long time period when the databases don’t match.

When you have made the schedule choices you want, click Save.
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VMware Settings

VMRC Plugin

The VMware Remote Console (VMRC) plugin lets you access a VMware
virtual machine from the browser. You will need to install this plugin if you
have added a VMware virtual machine to your CC2000 management system.
When you select the VMware Settings Panel Menu entry, a page similar to the
one below appears:

ATEN cczoon [l EE > £ 2 0 &

8 Dashboard VMware Settings

Device Management

55 VMiware virtual machines from CC2000, please upload VMRC (VMivare Remote Console) plug-

User Accounts.

05 [ windows v]
System

System Info File  Selectalocalfie to upload Browse...
Contacts
Notification

SNMP

Security

License
Task Manager
VMware Settings
Redundant Servers
Logs.

Asset Management

My Favorites

9  Recent

Upload

To install the plugin, do the following:

1. Download the plugin from the VMware website.

2. Use the OS drop-down menu to select the operating system.
3. Click Browse to select the file downloaded from step one.
4

. Click the Upload button.

Installing Xterm

If the operating system of the port you are accessing is running Ubuntu
18.04 x64, CentOS 7.5 x64, or Debian 9.5 x64, you must install Xterm to run
VMRC properly.

On the terminal, execute the following commands:
sudo apt-get update

267



Chapter 7. System

sudo apt-get install xterm
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Redundant Servers

The Redundant Servers menu offers two tab menu choices: Primary/
Secondary Servers and Advanced, as displayed below:

[0
©

=]

= ATEN cczoo0 [ C EEEIEEEEN s £

8 Dashboard Primary/Secondary Servers  Advanced
Device Management —

The following list will show CC2000 primary server and available secondary servers for redundancy.

oosne [N viewrroreries  oeee

O  Servername Server type/lP Role Status Database replication

User Accounts.
System
System Info
Contacts
e O 8222N-Wilyk2 Local Primary Oniine
SNMP
Security
License

Task Manager

VMware Settings

Redundant Servers
Logs

Asset Management

My Favorites

D Recent

Primary/Secondary Servers

The Interactive Display Panel provides a table listing the CC2000 servers,
along with some corresponding basic information. A green online status means
that the server is currently accessible. A red offline status means that it is
currently inaccessible.

The definitions of the Server table headings are explained below:

Heading Meaning
Server Name The name given to the server.
Server Type /IP Local indicates the CC2000 that you have logged into. For

other CC2000s on the installation, the term Remote and the
CC2000’s IP address appears.
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Heading Meaning

Role The two major roles in the CC2000 management system are
Primary and Secondary. In addition, there is a third role,
Substitute Primary, in which one of the Secondaries temporarily
takes over the Primary’s role should the Primary become
disconnected from the system (due to network problems, for
example). The Substitute Primary returns to its Secondary
status when the Primary comes back online.

Note: 1. The CC2000 that acts as the Substitute Primary is
automatically chosen by the CC2000 management
system. The choice is based on the CC2000
registration sequence (the earliest secondary
CC2000 to register with the Primary becomes the
Substitute Primary).

2. The Substitute Primary takes the Primary’s role in
regard to providing centralized management control —
it cannot be used to add or delete devices; it cannot
register secondary servers; Secondaries cannot
replicate their databases to the Substitute Primary.

Status Indicates whether the CC2000 is online or offline

View Properties

To view the properties of each server, check the checkbox of the server you
want to view and click View Properties.

View properties .6

Server Information

Name 3700T-15243
Description

Role Primary
Network settings
1P address Local
HTTPS port 8443
€C2000 port 8001
Proxy port Disabled
Server IP list
Network interface 1:  10.3.167.235
Network interface 2:  fe80:0:0:0:24a0:1f72:3e5:38b0
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Register

The Register button is used to integrate a CC2000 server as a Secondary into
a larger CC2000 network. Click Register for the following page.

Register X

Primary server IP P
Primary server HTTPS port | HTTPS port
Administrator username | username

Administrator password | password

Fill in the details of the primary server and click Register.

After the registration completes, you are automatically logged out. When you
log back in, your server now appears as a Secondary on the Primary’s
installation.

Note: 1. For the Administrator username and Administrator password fields,
you must use a valid Super Administrator’s or System
Administrator’s username and password.

2. After registration, most of the original data on the formerly
independent CC2000 (Primary or Secondary) is lost. As a secondary
server, it will now get the majority of its data from the primary server
it is registered with. Any devices that are connected to the newly
registered Secondary have to be added again.

3. Users logged into other CC2000 servers on the installation may not
see your CC2000 right away. Refreshing the page may be needed
such as leaving the System Management page and come back to it
again.

4. In some cases, you may have to clear your browser cache in order to
see the change.
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Primary Server View

Primary/Secondary Servers  Advanced

The econdary serv

O Server name Server type/lP Role status N

show CC2000 prim

O CAT-Jessiel32 Local Primary Online

Remote /10.0.92.168 Secondary Online

ubuntut
o w

M2T7JTTLOF Remote /10.0.82.20 Secondary Oniine

To delete secondary server(s), check the checkbox of the secondary server(s)
and click Delete.

To synchronize primary server database to secondary server(s), check the
secondary server(s) and click DB Sync.

Secondary Server View

Primary/Secondary Servers  Advanced

‘The following list will show CC2000 primary server and available secondary servers for redundancy.

romoteroe | reaiser [RORTENE

No Server name Server typellP. status. R

Online

CAT-Jessiel 32

Online

Online

H Promote

The Promote button is used to transform a Secondary CC2000 to a Primary.
When you click this button, the change takes place automatically with the
former Primary now becoming a Secondary and all other online Secondaries
automatically recognizing the new Primary.

Note: 1. To see the newest changes, refresh the page such as going to a
different page and come back.
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2. We recommend all CC2000 servers on the installation to be online at
the time of role promotion. If any Secondaries are offline at the time
of role promotion, they must perform the Primary Settings procedure
again. (See Primary Server, page 273, for details.) If the old Primary
is offline at the time of role promotion, it must Register with the new
Primary when it comes back online. See Register on page 271 for
details.

B Primary Server

This function is used for the following scenarios:
¢ Ifthe Primary’s IP address changes.

¢ Ifthe Secondary is offline at the time the Primary’s CC Port or HTTPS
Port changes.

+ If the Secondary is offline at the time that a different CC2000 is promoted
from Secondary to Primary.

When these situations occur, there is no need to go through the Register
procedure to maintain the Primary/Secondary connection. The administrator
can use this function to update the information accordingly.

To maintain the connection, simply type the new IP address and/or port settings
(of the Primary) and click Save.

Note: 1. Since the IP address change is made at the OS level (not the CC2000
service level), the CC2000 system is unaware of the change. Thus the
Primary can’t change this information on the Secondaries
automatically. It must be done manually on all Secondaries.

2. Any CC2000 Secondary that is offline will not be automatically
notified at the time of change, therefore this procedure must be
performed at the time the Secondary comes back online.

3. This procedure allows any changes in the database that occurred
when the Secondary was not in communication with the Primary to
be merged into a common database. This is preferable for CC2000s
that were originally part of the same system but temporarily lost
communication with each other. Using this function would prevent
losing any updated database information it added while it was
separated from the primary server.
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Advanced

The Advanced tab offers four setting categories: Login policy, Lockout policy,

User role restriction policy and Power control.

Primary/Secondary Servers ~ Advanced
Login policy
Restrict users o login the same account once at  time

Lockout policy

Lockout

Require manual unlock

User role restriction policy

Login policy

Check the Restrict users to login the same account once at a time checkbox if
you don’t want users to be able to log in more than once at the same time.

Note: Default setting for Login policy allows users to log in with the same

account more than once at a time.

Lockout Policy

+ To lock users out after a specified number of failed login attempts, check
the checkbox in front of Lockout users after invalid login attempts. The

default is enabled.

Note: Ifyou don’t check this box, users can attempt to log in an unlimited
number of times with no restrictions. For security purposes, we

recommend that you enable the lockout policy.

+ Key the number of login failures you wish to allow before the user gets
locked out in the Maximum login failures field. The value specified here

must be at least 1. The default is 5.
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+ Key the amount of time (in minutes) a locked out user must wait before
being allowed to log in again in the Timeout field. The value specified here
must be at least 1. The default is 30.

¢ Enabling Require manual unlock, means that users will not be able to log
in after their account has been locked until they contact an administrator to
have the administrator manually unlock the account. See Unblocking User
Accounts, page 180, for details. The default is disabled (no check in the
checkbox).

User role restriction policy

This setting category allows an administrator to create user accounts with
either no role restrictions or with one of three pre-set role restriction policies.
Options are as follows:

¢ No role restrictions

¢ Restrict system management roles (1-2)

+ Restrict system and user management roles (1-5)
* Restrict all roles (1-9)

Note: For full details of roles 1-9, please see the table under System User
Types, page 182.

Power control

This setting category allows an administrator to set power control over devices
and servers for users.

Enabling Force to confirm all power operation means the users are forced to
make power operation confirmation on all of the connected devices regardless
of the setting on the outlet.

Enabling Enable power control for servers means if the third-party servers
supports power control, they are allowed to perform power control. Otherwise,
the related power control functions will be removed from the menu.
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Chapter 8
Logs

The CC2000 keeps an extensive record of all of the actions that take place on
management system. The Logs page provides a powerful array of filters and

functions that allow you to view and export the desired log file data, as well as
receive email notifications of specified events as they occur.

When you click the Logs menu, the CC2000 directs you to the System Logs
page, as exemplified below:

= ATEN cC2000

Dashboard v
Device Management

User Accounts

System

Logs

System Logs

Device Logs

Serial Console History.
SNMP Traps

Reports

Asset Management

My Favorites

Recent

0

SystemLogs ~ Options
[ = |
No. Severity Category User
1 @information  Authentication administe
2 Monitoring NA
3 @ Information  System System
4 @ Information  System System
@ information  Authentication administe
5 Monitoring NA
®information  System System

Page[ 1 |/63 B B "D Items perpag

]
»
»
©

=)

Description

User (Username: administrator, IP: 10.3.66.125) logged in suc

cessfully

Threshold alert for temperature (Name: S3, Installation Place:
Folder: Room1, Source: EC1000_dev, Reading: 22.15C, Thre

shold: [Min: 15.0°C, Max: 20.0°C]) was detected.

Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)

was online.

Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)
was offline.

Session (Usemame: administrator, IP: 10.3.66.87) timed out b
ecause of unexpected disconnection.

Threshold alert for temperature (Name: S3, Installation Place:
Folder: Room1, Source: EC1000_dev, Reading: 22.3°C, Thre
shold: [Min: 15.0°C, Max: 20.0°C]) was detected.

Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)
was online.

Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)

Date

2024-01-04 16:38:22

2024-01-04 16:34:33

2024-01-04 16:34:26

2024-01-04 16:34:21

2024-01-04 16:25:38

2024-01-04 16:14:33

2024-01-04 16:14:07

fit i

Displaying 1-100 of 6725
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System Logs

The System Logs menu offers two tab menu choices: System Logs and
Options.

System Logs
The System Logs tab is the default page and it looks similar to the one below:

ATEN cczooo [ C > £ 1 0 G

Dashboard System Logs  Options

Device Management

SEEm No. Severity Category User Description Date w F
Logs User (Username: administrator, IP: 10.3.66.125) logged in suc
1 @information  Authentication administe 2024-01-04 16:38:22
cessully

System Logs

Threshold alert for temperature (Name: S3, Installation Place:
Device Logs
2 Monitoring NIA Folder: Room1, Source: EC1000_dev, Reading: 22.1°C, Thre  2024.01-04 16:34:33

Seia R sy shold: [Min: 15.0°C, Max 20.0°C]) was detected
SNMP Traps Device (Type: EC1000, MAG: 001074A00000, IP: 10.0.90.132)

3 @information ~ System System 2024-01-04 16:34:26
was online.

Reports

Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)
Asset Management 4 ®information ~ System System 2024-01-04 16:34:21
was offline.

Session (Usemame: administrator, IP: 10.3.66.87) timed out b
®information  Authentication administr 2024-01-04 16:25:38
ecause of unexpected disconnection

Threshold alert for temperature (Name: S3, Installation Place:
6 Monitoring NIA Folder: Room1, Source: EC1000_dev, Reading: 22.3°C, Thre  2024-01-04 16:14:33
shold: [Min: 15.0°C, Max: 20.0°C]) was detected.
My Favorites
Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)
System System 2024-01-04 16:14:07
was online.

Recent

Device (Type: EC1000, MAC: 001074A00000, IP: 10.0.90.132)

Page[ 1 |/63 B B D ttems perpage| 100 v Displaying 1-100 of 6725

¢ The default layout shows information concerning all of the events that
have taken place on the entire CC2000 installation, displayed in reverse
chronological order.

¢ The sort order of the list can be changed by clicking the column headings.

¢ Clicking the Date column heading changes the sorting order between
standard and reverse chronological order.

¢ Clicking the Description column heading changes the sorting order
between standard and reverse alphabetical order.

Note: In general, a blank page indicates that there were no log events recorded
for that category.
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Export

The Export button offers three options: Logs in current page, All logs, and
Custom logs.

B Logs in current page

Select Logs in current page to automatically download all logged event
records currently displayed on the system logs page.

Note: The amount of logs downloaded for Logs in current page is determined
by the Items per page drop-down menu.

B All logs

Select All logs to automatically download all system logs.

B Custom logs

The Custom Logs page is used to download only the specified logged event
records. When you click Custom logs, a page similar to the one below appears:

Custom logs 4]

| |+ ——
-
Select all ¥ Severity ¥| Category
) User @ Description # Date

Log info:
Event ID Client IP Server IP
Department Location Type
Server

Language: English v

File type: Csv v

From: First event

To: Last event

To save specified logged events to a file, do the following:

1. Select the log info item(s) that you want to include in the exported file in
the Log info table.

Note: Severity, Category, User, Description, and Date are enabled by default.
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2. Use the Language drop-down menu for a list of languages available.
English is used by default. Select and confirm to have the file exported in
the language that your set to.

3. Use the File type drop-down menu to select your preferred export file
type. If you choose one of the encryption options (Encrypt file with AES
or Encrypt file with DES), define a password in the Password field.

Note: Make a note of the password — you will need it to import the file.

4. Set the time parameters in the From and To fields to export logged event
records within a particular time period.

5. When you have finished with this page, click Export at the bottom-right
of the panel.

Import

The Import page is used to open previously saved log files for viewing. When
you click Import, a page similar to the one below appears:

Import file

Import file

Log file Select a local file to upload m

Password:

Password

System logs:

279



Chapter 8. Logs

To import a previously saved log file, do the following:

1. Either type the full file path in the Log file field, or click Browse to locate
it.

2. If the file has been encrypted, type the password defined in the Password
field.

3. Click Import at the bottom-right of the panel.

When the file is imported, its contents appear in the System logs main page.

Print

To print out the Log list, select Print.

Note: Only the list that is displayed (all, or a filtered choice) is printed.
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Options

The Options page provides the settings of the system log file’s Retention
Policy. When you select Options, a page similar to the one below appears:

System Logs Options

Retention Policy

@® The maximum number of logs 100000

O Delete logs older than 180
Event System Log [ Syslog [Z1 SNMP Trap
» System events Enable all system evenis [ZlEnable all system evenis [ZEnable all system evenis
» Authentication events Enable all authentication events [ Enable all authentication events [ Enable all authentication events
» User management events Enable all user management events [ Enable all user management events  [F]Enable all user management events

Device management events Enable all device management events  [Z]Enable all device management events [Z]Enable all device management events

» System fask events Enable all system task events [ZAEnable all system task events [ZEnable all system task events
» Device events Enable all device events [ Enable all device events [ Enable all device events.

» Monitoring events Enable all monitoring events [ Enavle all monitoring events [ Enable all monitoring events
» Asset management events Enable all asset events [ Enavle all asset events [ Enavle all asset events

To adjust the system log file’s Retention Policy, do the following:

1. For the Retention Policy, click on the radio button to select between The
maximum number of logs and Delete logs older than options.

¢ Select The maximum number of logs if you want to maintain the log
database on a log records basis.
+ Select Delete logs older than if you want to maintain the log database
on a temporal basis.
Note: ¢ When the number of days and records is reached, events are

discarded on a “first in first out” basis.

¢ The valid range of maximum number of logs is from 10,000 -
1,000,000 logs.

¢ The valid range of number of days is from 30 - 1096 days.

2. For Event, it lets you select the events you want to track, and whether to
record them in the System Log, Syslog, SNMP Trap, or all. Check the
checkboxes of the events you want to enable.

*

There are 7 event categories and each category contains a list of
separate events. To record all of the events for a category, check the
checkbox in front of the Enable all... events entry, as exemplified
below.
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System Logs ~ Options

Retention Policy

@ The maximum number of logs

Event O

1000000

O Delete logs older than 30 (days)
\ System Log Syslog SNMP Trap
» System events Enable all system events Enable all system events Enable all system events

~ Authentication events

User lockout

User login failure

System session ended

User login

User logout

Session timeout

Disconnection

End session

Enable all authentication events

[@Enable all authentication events

=

¢ To only record selected events for a category rather than all of them,
click the arrowhead in front of the category name to open the list of
events, then check or uncheck each event.

Event

3

-

-

-

-

-

-

-

System events
Authentication events

User management events
Device management events
System task events

Device events

Device traps events

Monitoring events

System Log Syslog
Enable all system events Enable all system events
[Z Enable all authentication events Enable all authentication events

Enable all user management events Enable all user management eve

Enable all device management even! Enable all device management e

Enable all system task events Enable all system task events
Enable all device events Enable all device events
Enable all device trap events Enable all device trap events
[# Enable all monitoring events Enable all monitoring events

3. When you have finished with this page, click Save at the bottom-right of
the panel.
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Device Logs

The CC2000 acts as a log server for all ATEN/Altusen devices, recording the
system events that take place on those devices in a database.

The Device Logs menu offers two tab menu choices: Device Logs and Options.

Device Logs

The Device Logs is the default page, and it looks similar to the one below:

Device Logs ~ Options

No. Severitys  Device Name P Description Date n

¢ The default layout shows log information for all of the devices on the
entire CC2000 installation, displayed in reverse chronological order.

+ The sort order of the list can be changed by clicking the column headings.
¢ Clicking the Date column heading changes the sorting order between
standard and reverse chronological order.

¢ Clicking the Description column heading changes the sorting order
between standard and reverse alphabetical order.

Note: In general, a blank page indicates that there were no log events recorded
for that category.
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Export
The Export tab offers two panel sub-menus: Logs in current page and All logs.
B Logs in current page

Select Logs in current page to automatically download all logged event
records currently displayed on the device logs page.

Note: The amount of logs downloaded for Logs in current page is determined
by the Items per page option.

B All logs

Select All logs to automatically download all logged event records from the
device logs.

B Print

To print out the Device Log list, select Print.

Note: Only the list that is displayed (all, or a filtered choice) is printed.

Device Log

Total: 13

e Severy Device Name.

SNoTieco.cc

swstaco_cc

‘Swonteco_cc

swoitsco_cc

Print Date: Wed May 29 20:19:5 CST 2019

Print | Close
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Options

The Options page provides settings of device log file’s Retention Policy. When
you select Options, a page similar to the one below appears:

Device Logs  Options

Retention Policy

@® The maximum number of logs 500000

O Delete logs older than 180 (days)

Send device logs to Syslog server

To adjust the device log file’s Retention Policy, do the following:
1. For the Retention Policy, click on the radio button to select between The
maximum number of logs and Delete logs older than options.

¢ Select The maximum number of logs if you want to maintain the log
database on a log records basis.

¢ Seclect Delete logs older than if you want to maintain the log database
on a temporal basis.

Note:

* When the number of days or records is reached, events are discarded
on a “first in first out” basis.

¢ The valid range of maximum number of logs is from 10000 -
1,000,000 logs.

¢ The valid range of number of days is from 30 - 1096 days.

2. Check the check box Send device logs to Syslog server to enable Syslog
function. When enabled, the CC2000 sends Device logs to the Syslog
server.

Note: CC2000 Send device logs to Syslog is enable by default.

3. When you have finished with this page, click Save at the bottom-right of
the page.
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Serial Console History

The CC2000 keeps a record of all of the user sessions that take place on the
serial console servers connected. The Serial Console History menu offers two

Panel Menu choices: Serial Console History, and Options.

Serial Console History

The Serial Console History is the default page, and it looks similar to the one

below:

= ATEN cC2000 Y seren Funcions

Dashboard

Device Management

Serial Console History

Options

User Accounts Arecord of all user sessions that take place in serial console server will be displayed here.

System Name

Logs SN0108A_CCA
System Logs SN0148CO
Device Logs SN9116CO_CC
Serial Console History

SNMP Traps

Reports

Model
SNO108A
SN0148CO

SN9116CO

1P

MAC Server
00107448004
001074480002

001074480082

Description

abc

Asset Management
Export

My Favorites

Recent

Print

¢ The sort order of the Serial Console History list can be changed by
clicking the column headings.

* Clicking the Name column heading changes the sorting order between
standard and reverse chronological order.

¢ Clicking the Description column heading changes the sorting order

between standard and reverse alphabetical order.
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To search for Serial Console History records, do the following:

1. Click to choose a Model and click the search icon, a page similar to the
one below appears:

Serial Console History ~ Options

Arecord of all user sessions that take place in serial console server will be displayed here.
Name Model P MAC Server Description

SNO148CO SNOT48CO  10.3.167.203 001074480062 3700T-15243 11

o TN N 5]

asdfghikl
aasdasdasdasd

sfsadf2: 1236 f12e56f,
asd

12d13f25d-

dsfeg3
agarrgargaergrgrgasaaa

sasdfquer1234

2. Use the Time drop-down menu to select one of the three options from All,
Exclude, and Include. To search for records within a particular time
period, select either Include or Exclude from the drop-down menu, and
set the time parameters with the First serial console history and Last
serial console history fields.

* Select All to search for all records in the database.

¢ Select Include to search all records that fall within the specified time
range.

¢ Select Exclude to search all records that fall outside of the specified time
range.

3. When you have finished with this page, click Search at the bottom of the
panel.

The search results are displayed in the Serial Console History table in reverse
chronological order in the main panel.
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Serial Console History  Options.

Arecord of all user ses

ns that take place in serial console server will be displayed here.

Name Model P MAC Server Description

1@SN0148C0_ SNOT48CO  103167.203 001074480002 3700T-15243 11

xczxca2d2
Wi2eqw22312d13F250F1553ad Sbudedansesssadst3as
” 325dg:

dsfe3
pearrgargacrgrgrgasasa

b
sasdfquer1234

Export

To Export the Serial Console History, do the following:
1. Select a Model from the Serial Console History list.

2. Use the drop-down menu to select the device’s USB port number.

3. Click Export to export your Serial Console History.

Print

To Print the Serial Console History, do the following:
1. Select a Model from the Serial Console History list.

2. Use the drop-down menu to select the device’s USB port number.

3. Click Print to print.

Session history

0
3120132307 153308 SEudednude
aieragsersgise

Print | Close

Print Date: Th May 30 13:18:04 CST 2019
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Options

The Options page provides the settings of serial console history’s Retention
Policy. When you select Options, a page similar to the one below appears:

Serial Console History ~ Options

Retention Policy
The maximum number of records 100000

® Delete records older than 180 (days)

To adjust the serial console history’s Retention Policy, do the following:
1. For the Retention Policy, click on the radio button to select between The
maximum number of records and Delete records older than options.

¢ Select The maximum number of records if you want to maintain the
serial console history database on a records basis.

+ Select Delete records older than if you want to maintain the serial
console history database on a temporal basis.

Note: ¢ When the number of days or records is reached, events are
discarded on a “first in first out” basis.

¢ The valid range of the maximum number of records is from 10000
- 1,000,000 serial console history records.

¢ The valid range of number of days is from 30 - 1096 days.

2. When you have finished with this page, click Save at the bottom-right of
the page.
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SNMP Traps

The SNMP Traps menu offers two tab menu choices: SNMP Traps, and
Options. Which allows you to search for SNMP trap events and set further
options for the search and display function.

SNMP Traps
The SNMP Traps is the default page, as exemplified below:

= ATEN CC2000 ‘Search Functions s £ 2 0 B

SNMP Traps  Options

=R KT o] 2 -

No. Severity s I Trap type User/Community Message ﬂ

1.36.1.4.1.21317.1.3.2.25.0 . [Carter] PDU current (8.00) exceeded the lolal max current thr

SNMP Trape.

Roports

Assel M 5

¢ The default layout shows all of the SNMP traps that have taken place on
the entire CC2000 system, displayed in reverse chronological order.

¢ The sort order of the list can be changed by clicking the column headings.

+ Clicking the Date column heading changes the sorting order between
standard and reverse chronological order.

¢ Clicking the Severity column heading changes the sorting order
between standard and reverse alphabetical order.

Export

The Export tab offers two options: SNMP traps in current page, and All SNMP
traps.

B SNMP traps in current page

Select SNMP traps in current page to automatically download all SNMP trap
records currently displayed on the SNMP Traps page.
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Note: The amount of traps downloaded in current page is determined by the
Items per page drop-down menu.

B All SNMP traps

Select All SNMP traps to automatically download all SNMP trap records.

Print

To print out the SNMP Trap list, select Print.

Note: Only the list that is displayed (all, or a filtered choice) is printed.

SNMP Trap

Total: 14

B

10316731

10316731

10316731

20150918 06:317

s 20150515 06:1317

1316731

10316731

0180918061317

0316731

g 20180918 061317

10316731

s 2015051806310

10316731

10 20150915 061316

10316731

[ 0180918061310

03167310

2018091806310

20150515 06:0626

10316731

10316731

GT136141209171

20150535 054625

10316731

1] administrtor 10050 1

Operater: adminkstrator

Options

[ print | Close

Priut Date: Wed May 29 23:26:39 PDT 2019

The Options page provides settings of the SNMP trap’s Retention Policy.
When you select Options, a page similar to the one below appears:

SNMP Traps Options

Retention Policy

® The maximum number of SNMP traps

Delete SNMP traps older than

100000

180

(days)

To adjust the SNMP trap’s Retention Policy, do the following:

1. For the Retention Policy, click on the radio button to select between The
maximum number of SNMP traps and Delete SNMP traps older than

options.
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¢ Select The maximum number of SNMP traps if you want to
maintain the SNMP trap database on a records basis.

¢ Select Delete SNMP traps older than if you want to maintain the
SNMP trap database on a temporal basis.

Note: ¢ When the number of days or records is reached, events are
discarded on a “first in first out” basis.

¢ The valid range of maximum number of records is from 10000 -
1,000,000 SNMP traps.

¢ The valid range of number of days is from 30 - 1096 days.

2. When you have finished with this page, click Save at the bottom-right of
the panel.
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Reports

The Reports tab offers five tab menus: User Access Activity, Device Access,
Port Access, Asset Statistics, and Options. You can view access-associated
statistics about the users and devices of the CC2000 system and configure for
how the reports are displayed.

L&Y soorch Funcions ® a

”
©

=}

WATEN cc2000

User Access Activity  Device Access  PortAccess  Asset Statistics ~ Options

User administrator v

Device All

Logs

* Frequency | Quarterly v
System Logs

Startfrom  2018-11.01

Chart Bar v

User Access Activity

This page provides statistics of the Device/Port Access Per User. The User
Access Activity is the default page, and it looks similar to the one below:

User Access Activity  Device Access ~ Port Access  Asset Statistics ~ Options

User administrator v
Device Al
Frequency | Yearly v

Start from

Chart Bar v

16

2018 2019 2020 2021 2022

Fill in the fields from the main panel to build and display either a pie or bar
chart, or both, according to the parameters set.
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The meanings of each fields are described in the table below:

Item

Description

User

Use the User drop-down menu for a list of users to select from and to
display their access statistics.

Device

Select All or an individual port/device to display its statics. This will
display a graph with the number of times a user has accessed the
device(s), according to the Frequency you select.

The numbers displayed within each chart color show the number of
times the device was accessed (on that day/week/month/quarter/year)
and its usage percentage.

Frequency

Select the amount of time that the chart is divided into. The chart will
display how many times the Device was accessed within a given time
span, divided by the selected period:

¢ Daily: Displays how many times the device was accessed each day,
for a span of 7 days, beginning from the Start From date.

¢ Weekly: Displays how many times the device was accessed each
week, for a span of 4 weeks, beginning from the Start From date. The
format 2013-W42 represents week 42 of the year 2013.

¢ Monthly: Displays how many times the device was accessed each
month, for a span of 12 months, beginning from the Start From date.

* Quarterly: Displays how many times the device was accessed each
quarter, for 4 quarters of a year, beginning from the Start From date.
¢ Yearly: Displays how many times the device was accessed each year,

for a span of 5 years, beginning from the Start From date.
Note: If the device was not accessed, no data is shown.

Start From

Click the calendar to select a start date for the span of time that will be
represented in the chart.

Chart

Select the type of chart you would like to use to display the information:
* Pie: Shows a round chart divided into the time period selected.

# Bar: Shows individual bars in a graph divided into the time periods
selected.

¢ All: Displays both a pie and bar chart.
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Device Access

The Device Access page provides statistics for Device Access.

Fill in the fields from the main panel to build and display either a pie or bar
chart, or both, according to the parameters set. When Pie is selected for Chart,
the Device Access page looks similar to the one below:

User Access Activity ~ Device Access  Port Access  Asset Statistics ~ Options

The meanings of each fields are described in the table below:

Item

Description

Device

Select All, Top 10 port, or a specific device to display the corresponding
access stats. This will display a graph with the number of times the
device(s) have been accessed, according to the Frequency you select.

* Top 10 port: Display the stats of the top 10 devices.

The numbers displayed with each chart color show the number of times
the device was accessed (on that day/week/month/quarter/year) and its
usage percentage.

Frequency

Select the amount of time that the chart will be divided into. The chart will
display how many times the Device was accessed within a given time
span, divided by the selected period:

* Daily: Displays how many times the device was accessed each day, for
a span of 7 days, beginning from the Start From date.

* Weekly: Displays how many times the device was accessed each week,
for a span of 4 weeks, beginning from the Start From date. The format
2013-W42 represents week 42 of Year 2013.

¢ Monthly: Displays how many times the device was accessed each
month, for a span of 12 months, beginning from the Start From date.

* Quarterly: Displays how many times the device was accessed each
quarter, for 4 quarters of a year, beginning from the Start From date.

¢ Yearly: Displays how many times the device was accessed each year,
for a span of 5 years, beginning from the Start From date.

Note: If the device was not accessed, no data is shown.

295



Chapter 8. Logs

Item Description

Start From |Click the calendar to select a start date for the span of time that will be
represented in the chart.

Chart Select the type of chart you would like to use to display the information:
+ Pie: Shows a round chart divided into the time period selected.
¢ Bar: Shows individual bars in a graph divided into the time periods

selected.

+ All: Displays both a pie and bar chart.

Port Access

The Port Access page provides the statistics for Port Access.

Fill in the fields from the main panel to build and display either a pie or bar
chart, or both, according to the parameters set. The Port Access page looks
similar to the one below:

User Access Activity  Device Access  PortAccess  Asset Statistics ~ Options

The meanings of each fields are described in the table below:

Item

Description

Port

Select All, Top 10 port, or a specific port that you want to display statics
for. This will display a graph with the number of times the port(s) was
accessed, according to the Frequency you select.

¢ Top 10 port: Display the stats of the top 10 ports.

The numbers displayed with each chart color show the number of times
the port was accessed (on that day/week/month/quarter/year) and its
usage percentage.
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Item

Description

Frequency

Select the amount of time that the chart will be divided into. The chart will
display how many times the Port was accessed within a given time span,
divided by the selected period:

¢ Daily: Displays how many times the port was accessed each day, for a
span of 7 days, beginning from the Start From date.

* Weekly: Displays how many times the port was accessed each week,
for a span of 4 weeks, beginning from the Start From date. The format
2013-W42 represents week 42 of Year 2013.

¢ Monthly: Displays how many times the port was accessed each
month, for a span of 12 months, beginning from the Start From date.

* Quarterly: Displays how many times the port was accessed each
quarter, for 4 quarters of a year, beginning from the Start From date.

¢ Yearly: Displays how many times the port was accessed each year, for
a span of 5 years, beginning from the Start From date.

Note: If the port was not accessed, no data is shown.

Start From

Click the calendar to select a start date for the span of time that will be
represented in the chart.

Chart

Select the type of chart you would like to use to display the information:
¢ Pie: Shows a round chart divided into the time period selected.

# Bar: Shows individual bars in a graph divided into the time periods
selected.

¢ All: Displays both a pie and bar chart.

297



Chapter 8. Logs

Asset Statistics

The Asset Statistics page displays all the assets that have been added to the
CC2000 installation, shown in two charts: All ATEN device statistics (By
model), and All device statistics (By category).

The Port Access page looks similar to the one below:

User Access Activity  Device Access  Port Access  Asset Statistics  Options.

ALLATEN device statistics (By model)
e

B

52

3 -
[

Device APC PDU Agaregate 8iade Chassis Blade Virual Servet Virual Machine

¢ Al ATEN device statistics (By model) shows the number of ATEN
devices by model, that are currently associated with the CC2000
installation.

+ All device statistics (By category) shows all devices associated with the
CC2000 installation by category: Devices (ATEN devices), APC PDU,
Aggregate, Blade Chassis, Blade, Virtual Server, Virtual Machine, and
Generic.
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Options

The Options page provides options for customizing the report colors and for
saving report records, as exemplified below:

User Access Activity ~ Device Access  Port Access  Asset Statistics ~ Options

Maintenance:
Keep report records for | 12

Chart Color Customization:

Text color DD167A

olor 1 FFBDAD
Col FFEBEG
col FFFOB3
Color 4 FFFAEG
Col ABF5D1
col E3FCEF
B3FSFF
or8 EGFCFF
or9 B3DAFF
or 10 DEEBFF

or 11 COB6F2

To customize the report, do the following:

L.
2.
3.

Fill in the Keep report records for months field under Maintenance.
Adjust the color fields under Chart Color Customization.

When you have finished with this page, click Save at the bottom-right of
the panel.

The meanings of each fields are described in the table below:

Item Description

Maintenance |Enter the number of months you would like the system to keep report

records for before deleting.

Chart Color | ¢ Text color: Click the box to bring up a small window and choose the
Customization |  color you would like to use for the texts displayed within the reports.

* Color 1~12: Click the boxes to bring up a small window to choose the
color you would like to use for each key in the charts.

When selecting a color, the test chart at the right will change
accordingly so you can see how your graph will look like.

*

Default Color tab: Click to return all colors back to their default settings.
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Overview

This chapter provides information on how to manage CC2000’s physical assets
using an infrastructure map, an asset list, and floor maps. On top of the system-
managed devices (that are added to the device list), the physical assets here also
include cabinets, servers, storages, networking devices, and patch panels. To
access these features, log in to the CC2000 browser GUI, and go to Asset
Management.

= ATEN cczoo0 Q| s £ & 0 E
22 Dashboard Assets
WD Device Management
e — m Edit Delete m I:! i! All assets
© system Room101 w
H Logs O Name Class Model Status Row Cabinet Position t
22 Asset Management o n Sensor EA1140 Installed A02 u(3s)
Assets. O Ao Cabinet RS42U100 Installed
Floor Maps O Aoz Cabinet RS42U100 Installed
Infrastructure O Ao3 Cabinet RS42U100 Installed
O Ao cabinet RS42U100 Installed
My Favorites O Acs Cabinet RS42U100 Installed
Recent 0O Aos Cabinet RS42U100 Installed
O so1 Cabinet RS42U100 Installed

Refer to the table below to find out the function and purpose of these asset
management tools.

Control on CC2000 Main Function
Browser GUI

Assets Use this page to add assets to the room where they are installed
so that they can be used to create a 2D location map, the floor
map. For full details, see Assets Page, page 307.

Floor Maps Use this page to create a floor map and define asset locations for
each room. Note that assets need to be added to the asset list
(page 307) first for them to be available for allocation. For full
details, see Floor Maps, page 328.

Infrastructure Use this page to delineate the managed data centers in terms of
buildings, floors, and rooms. For full details, see The
Infrastructure Map, page 302.
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Getting Started Tasks

1.

Familiarize the following features.
+ infrastructure maps

For details, see Understanding the Infrastructure Map, page 302.

+ floor maps

For details, see Understanding Floor Maps, page 328.
Basic configuration and preparation.

a) Configure an infrastructure map.
For details, see Configuring the Infrastructure Map, page 305.

b) Import images to Image Library.
For details, see Importing Images to Image Library, page 327.

¢) Import model specifications to Model Library.
For details, see Importing Device Specifications to Model Library,
page 323.
Add cabinets and other types of assets to each room. For details, see any of
the following topics:
* Adding Assets, page 309
* Adding Cabinets, UPS, or Sensors, page 330

Allocate assets to their physical location on the floor map. For details, see
Allocating Cabinets, UPS, or Sensors on a Floor Map, page 331.
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The Infrastructure Map

Understanding the Infrastructure Map

The infrastructure map is used to specify the CC2000 deployment site in terms
of four hierarchical levels—data center , building , floor ==, and room
. For example, an infrastructure map may look like this:

Infrastructure

Please create an infrastructure map containing at least one room.

¥ Infrastructures Center
ATEN
v ATEN HQ
v Xiwan
1F
2F

v Xizi

R301

R302

Organizing Assets and Floor Maps

The CC2000 system also uses this information to organize assets and floor
maps, displaying added assets and floor maps by room. For example, the user
needs to select a particular room to see created assets for the room, as shown
below.

1. Use the Room drop-down list to open the infrastructure map and select a
room to access assets in the room.

EE - - EEE 0 [+§
Room103 w

w Infrastructures Center Model Status Data Center

¥ & DataCenter#1 EHS-127870-19 Installed DataCenter#1
- il 1#

Building#1 KN2116A Installed DataCenter#1

hd 1F

Room101

Room102
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2. This Asset page for Room 101 appears.

Assets

AD3

AD4

AD5

Class T

Cabinet

Cabinet

Cabinet

Cabinet

Cabinet

Selector for Dashboard Floor Maps

Model
RS42U100
RS42U100
RS42U100
RS42U100

R342U100

Status
Installed
Installed
Installed
Installed

Installed

The CC2000 system then adopts and applies the infrastructure map to the GUI
where the map is clickable for switching floor maps of different rooms.

ATEN C€C2000

Dashboard

System

Monitoring

Floor Maps

Device Management
User Accounts
System

Logs

=
©
a

Asset Management

4 Room202

¥ Infrastructures Center

A4

DataCenter#1

v

v

Building#1

1F

2F

Room101

Room102

Room201

Room202
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Viewing the Basic Information for Each Infrastructure Level

You can view created information for each level by clicking on the target level,
and the information appears on the right:

Please create an infrastructure map containing at least one room. Data Center,
v Infrastructures Center e arena
ATEN

Description

> L ATEN HQ
size 000 m*

B Test

Total Buildings 2

» & oot

Total Floors 6

Total Rooms 13

Total Cabinets 28

Total Assets 2

To close the information panel, click @ . To open the information panel, click
a.

Infrastructure

Please create an infrastructure map containing at least one room. =

¥ Infrastructures Center
ATEN

» - ATENHQ

304



Chapter 9. Asset Management

Configuring the Infrastructure Map

1. In CC2000 browser GUI, go to Asset Management > Infrastructure.

2. Create an infrastructure map that resembles your deployment site.
a) Mouse over Infrastructure Center and click + to add a data center.

Infrastructure

Please create an infrastructure map containing at least one room.

| ¥ Infrastructures Center =je

b) In the pop-up Data Center dialog box, fill in the information for the data
center as needed.

¢) Mouse over the data center you just created and click + to add one or
more buildings. Fill in the information in the pop-up dialog as needed.

d) Under each created building, click 4 to add one or more floors. Fill in
the information in the pop-up dialog as needed.

e) Under each created floor, click + to add one or more rooms. Fill in
the information in the pop-up dialog as needed.

Note: To upload an image for the created data centers, buildings, floors, or
rooms, click on the Image field to browse from the Image Library.

An infrastructure map may look like this:

Infrastructure

Please create an infrastructure map containing at least one room.

¥ Infrastructures Center
b DataCenter#1
v Building#1
b d 1F
Room101
Room102

Room103
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Accessing the Assets Page of a Room

You can quickly access the assets page of a room from the infrastructure map.

1. You may mouse over a room and click @) .

Infrastructure

Please create an infrastructure map containing at least one room.

¥ Infrastructures Center
¥ - DataCenter#1
¥ o Building#1
v 1F

Room101 o § © |

Room102

2. The Assets page for Room 101 appears.

Assets

Room101

O MName Class T Model Status
0O a0t Cabinet RS42U100 Installed
0 a02 Cabinet RS42U100 Installed
O ao3 Cabinet RS42U100 Installed
O ao4 Cabinet RS42U100 Installed
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Assets Page

The Assets page displays a list of added assets along with their basic
information, such as class, model, cabinet location. Use this page to centrally
maintain assets.

To visit the page, go to Asset Management > Assets. The Assets page appears.

@ Toolbar

u}

Ooooooooao

Name

© Asset List @ Search O Filter

Delete m B ‘ i! Allassets
@ Select room

Class

Cabinet

Model Status Row Cabinet Position H
RS42U100 Installe
RS42U100 Instale:
RS420100
RS420100
RS42U100
RS42U100
RS420100
RS420100

RS42U100

The assets page provide the following controls:

No.

Name

Description

1

Tool Bar

*

Use the toolbar to:

Add, edit, or remove assets to the room. For detailed
information, see Adding Assets, page 309.

Add, edit, or remove models from Model Library. For
detailed information, see Model Library, page 322.
Add, edit, or remove images from Image Library. For
detailed information, see Model Library, page 322.
View specifications of a selected asset. For detailed
information, see Viewing Asset Specifications,

page 317.

Re-allocate an asset to another room. For detailed
information, see Exporting an Asset List, page 318.

Export asset lists. For detailed information, see
Exporting an Asset List, page 318.

Select
Room

The assets page displays added assets in a room that you
select. Click the drop-down button to select another room.
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No Name Description
3 |Asset List |* This panel shows the information of the assets added to
the room.

+ To sort the list in alphabetical T or reverse
alphabetical order | (ascending or descending order
for numerical data) of a table header, click on the table
header.

* To add or remove information fields, click # and
click to select/unselect pieces of information for
display.

Position it
+ Class
Maker
~ Model
IP address
v Status
Part number
Serial number
PO number
Purchase price
Purchase date
4 |Search Type one or more key words to search within all columns
of the asset list. For more details, see Searching Assets by

Keywords, page 319.

5 |Filter Apply filters to refine the asset list. For more details, see

Filtering the Asset List, page 320.
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Adding Assets

Adding a Cabinet
1. In CC2000 browser GUI, go to Asset Management > Assets.

2. Using the drop-down list, select a room to which you want to add the
cabinet.

For example:

Room101 =

v Building#1
v IF
Room101
Room102
Room103
v 2F
Room201

v 3F

Room301

v DataCenter#2
v Building#1
Building#2

v DataCenter#3
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3. Click Add and select Cabinet. This window appears.

Cabinet X
@ Basic Information @ Location Information

Name |Cabmet1 ‘

Maker [aTen v

Model [ Ers127870-19 v

Status [ nstatiea ~|

Part number | ‘

Serial number

PO number

Purchase price

Purchase date

Warranty expiration

Contact

|
|
|
|
Installation date |
|
|

Notes

Tags

4. Configure the basic information.

a) Configure the Name, Maker, Model, and Status fields.

¢ Maker & Model: The maker and model options are centrally stored
in the Model Library. To add more models and makers, go to the
Model Library. For more information, see Model Library, page 322.

b) Optionally configure the rest.

+ Contact: Browse to add contact. To add more contact options, go to
System > Contacts.

To view contact details, click the info tip. The contact info appears.
e .

Contact Support ATEN China (support@aten.com.cn) o
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¢ Tag: Create up to 5 tags for the asset. To add a tag, type the tag and
click Add, or select from the drop-down list, where previously
created tags are shown.

5. Click Next and configure the location information.

Cabinet x

@ Basic Information @ Location Information

Data Center DataCenter#1

Building Building#1

Floor 1F

Room Room103

Row E |
Alsle ‘ 1 |

6. Click Add. The cabinet is added to the room.

Assets
EE - - KN |
Room301 w
O Name O Class Model Status O Data Cente
I O Cabinet1 Cabinet EHS-127870-19 Installed DataCenter# |
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Adding Other Asset Types

To add a server, storage, networked device, KVM switch, serial console, PDU,
or UPS, sensor, or patch panel, follow the steps below.

1. In CC2000 browser GUI, go to Asset Management > Assets.

2. Using the drop-down list, select a room to which you want to add assets.

For example:
v Building#1

v IF
Room101
Room102
Room103

v OF
Room201

v 3F

Room301

v DataCenter#2
v Building#1
Building#2

v DataCenter#3
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3. Click Add and select a class for the asset. The basic information window
appears. For example:

@® Basic Information @ Location Information

Name [knz116a | “
Maker [ aTEN v

Model [ Knz11sA v

Bind with ‘ N/A v |

1P address [192188.03d |

Status | Installed ~|

Part number ‘ |

Serial number

PO number

Purchase price

Purchase date

Warranty expiration

Contact

\
\
\
\
Installation date ‘
\
|
Notes ‘

Tags

4. Configure the basic information.

a) Configure the following fields.
¢ Maker & Model: The maker and model options are centrally stored
in the Model Library. To add more models and makers, go to the
Model Library. For more information, see Model Library, page 322.
+ Bind with:
Use this setting for the following scenarios.
- To specify to which device and port a sensor is installed.

- To associate an asset (except for sensors) with its actual device
(that you have added to Device Management > Devices) so that the
system can automatically synchronized for its current IP address
information.
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- Select N/A if none of the above scenario applies to the asset you are
adding. Type the IP address of the asset in the next field.

+ Sensor Port: (Only applicable to sensor devices) Specify the port of
the device to which the sensor is installed.

For example:

® Basic Information @ Location Information
Name ‘Sensor ‘
Maker [ ATEN v |
Model [ Eat340 v |
Bind with [ PE4104G v |
I Sensor port ‘ 1 ~ ‘i

b) Optionally configure the rest.

+ Contact: Browse to add contact. To add more contact options, go to
System > Contacts.

To view contact details, click the info tip. The contact info appears.
i .

Contact Support ATEN China (support@aten.com.cn) o

* Tag: Create up to 5 tags for the asset. To add a tag, type the tag and
click Add, or select from the drop-down list, where previously
created tags are shown.

5. Click Next.
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6. Configure the location information.

@ Basic Information @ Location Information

Data Center | DataCenter#1

Building Building#1

Floor 1F

Room Room101

Cabinet ‘ BO1 v ‘
Position ‘ uo3 v ‘
Rails Used ‘ Front & Rear rails v ‘

¢ Cabinet: Specify where the asset is installed. Select N/A if the asset is
not installed to any cabinet. To add more options to this drop-down list,
add cabinets to this room. For details, see Adding a Cabinet, page 309.

¢ Position: Specify the unit space where the asset is installed. The listed
options vary depending on your chosen cabinet. If there is no suitable
description for the selected cabinet, this field is indicated as
N/A. In this case, use the Note field to add the information.

+ Rails Used: If the asset is installed to a cabinet (with the cabinet setting
configured), select from the drop-down menu to specify the part of the
rail that the asset occupies.

Note: For a UPS or sensor, if its cabinet and position are indicated as N/A,
it is not installed to any cabinet and can be allocated individually on the
floor map.

7. Click Save. The asset is added to the room.

Assets

Room103 w

O Name Class Model O Status O Data Center
O Bo1 Cabinet EHS-127870-19 Installed DataCenter#1
| O KN2116A KVM KN2116A Installed DataCenter#1

315



Chapter 9. Asset Management

Editing an Asset

To edit specifications of an asset

1. Locate the asset in the Assets page.

2. Mouse over the asset and click 4 , or tick the asset in the list and click

Assets

Room103

O MName
O eot

O KN2116A 3

Class Model
Cabinet EHS-127870-19
KVM KN2116A

Moving an Asset to Another Room

1. On the Assets page, click the Room drop-down list to display the target

asset.

Assets

| Room101 w

v Building#1

v 1F
Room101
Room102
Room103

v 2F
Room201

v IF

Room301

Delete l

2. From the displayed list, select one or more assets you want to move.
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Note: If a cabinet is moved, the assets allocated to that cabinet will be
moved together. If an asset that is already allocated to a cabinet is moved,
the asset will be moved individually.

3. From the toolbar, click More, and then select Change Room.

4. In the pop-up dialog box, use the drop-down lists to select a target room.

Data Center | DataCenter#1 A |
Building | Building#1 4 |
Floor | 1F v |
Room [ Room101 v

Mote: The assets associated with the selected cabinet or PDU will be moved together.

Save Cancel

5. Click Save to apply the changes. The asset is now moved and becomes
unallocated.

6. Configure the following as needed.
¢ Allocate the asset on the floor map

+ Ifthe asset is installed to a cabinet, specify the cabinet and its location
(within the cabinet).

Viewing Asset Specifications

1. On the Assets page, click the Room drop-down list to display the target
asset.

Assets

R =« o ||
Room101

v Building#1 -
v 1F
Room101

Room102
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2. Select the target asset from the list.

3. Click More and select View specs. Specifications for the selected asset
appears in a separate window.

View spec. (1860) X

hpe-storeeasy-1860-storage-storeeasy1860storageft w623h356

Class Storage

Maker HPE

Close

Exporting an Asset List

Note that asset information can only be exported by room.

1. On the Assets page, click the Room drop-down list to select a room.

Assets

EX =« o |
|Room1l}1 v

v Building#1

v 1F
Room101
Room102

Room103
2. From the toolbar, click More, and then select Export asset list.
Information for the assets in this room are exported as an excel file. All the

fields in the th
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Searching Assets by Keywords

The CC2000 system can perform a keyword search in the listed fields of the
device list. Note that the search is carried out to assets in the selected room.

1. On the Assets page, click the Room drop-down list to select the target
room.

Assets

Kl =« o« |

Room101

v Building#1 -
v OF
Room101

Room102

2. Inthesearchbox BX | type the keyword and press Enter. To

change scope of search, click ﬂ and click from the pop-up menu to add
or remove the search items.

+ Department

+ Location
" Server
1
+ Status
32 A
12 Advanced Search v

3. In the search box, type one or more keywords and press Enter.
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Filtering the Asset List

Note that the filters are applied to assets in the selected room.

1. On the Assets page, click the Room drop-down list to select the target
room.

Assets

ER =« o |
Room101 «

v Building#1 -

v = 1F
Room101

Room102

2. Click on the filter . All filter options, including tags appear.

All assets

+ All assets

| ByClass

i Cabinet
Server
Storage
Networking
KWVM
Serial Console
PDU
UPS
Sensor
Patch Panel

By Status

Planned
Installed
Archived

Storage
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3. Click to select a filter. The filter is immediately applied, with your chosen
filter identified in the filter box.

Assets

Room101 w

O Name O Class $ Model Status O Row _  Cabinet O Position © it
o A sensor EA1140 Installed A01 Top
O A Sensor EA1240 Installed A02 N/A

Changing the Measurement System

The system supports display of specifications in metric or imperial system. To
change the measurement system:

1. In CC2000 browser GUI, go to Asset Management > Assets.

2. From the tool bar, click [JEEZM and select Option. This dialog box
appears.

Options b ¢

@ Display units in metric system (m? kg/m? mm, kg)

O Display units in imperial system (ft?, Ib/ft?, in, Ib)

Save Cancel

3. Select an option and click Save to apply the setting.
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Model Library

A model library is repository of device specifications and photos that you can
reuse when adding or configuring assets. The information is organized by
device class, maker (brand), and model. To preview device specifications and
photos, click on the class, maker, and model of the device.

ATEN cczo00

Close Maker (1) U ol ) + @ Speciication
Catiat ATEN 2

The number in brackets indicates the total number of added makers or models.

ATEN CC2000

Class Mak + &  Modd26) + @ Specification
ATEN 2 [ EHs-127870-19 VA name EHS-127870-19
Server FESXIII-4210060-19 Height (U) 12U
Storage - Height 726.00 (mm)
Nemorks . Width 705.00 (mm)
etworking g Depth 782.00 (mm)
KVM PCEI-207560-19 t 72,00 (ko)
Serial Console PCEI-209060-19 eight Capacity 250.00 (kg)
POU PCEL- 19 Model Description 12U Quiet Cabinet
uPs PCEL-258060-19 Type Quiet Cabinet
Color Beech (Laminate)
Sensor PCEI-307560-19 ; .
Shipping Dimensions (Hx o o o)
Patch Panel PCEI-309060-18 WxD) x90%82 cm

PCEI-
PCEI-359060-19 Airflow 3 x ultra-quiet fan* (120 CFM)
Certifications uL

19 Shipping Weight 76.5kg

PCEI-427560-19
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Importing Device Specifications to Model Library
1. Download device specifications package.
a) Go to the ATEN CC2000 v4.0 product page.

b) In the Support and Downloads tab, download the ATEN Model Data
Package file.

Note: Keep the downloaded file in the zip format.

2. Import the downloaded file to Model Library.
a) In CC2000 browser GUI, go to Asset Management > Assets.

b) From the tool bar, click I3 and select Model library. The Model
Library appears in a separate browser page.

¢) Click . This dialog box appears.

Import Model

d) Browse the downloaded zip file and click Import to start the process. A
progress dialog box appears.

Import Model

Select File ... Model-Library-20231130-v1.0.zip Import

. 9.32MBis

e) When the progress bar indicates completion, wait for a little while for
the change to take effect.

Average: 9.86 MB/s
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Adding a Device to Model Library
1. In CC2000 browser GUI, go to Asset Management > Assets.

2. From the tool bar, click [JEEZH and select Model library. The Model
Library appears in a separate browser page.

3. In the Model Library, select the class of the device you are adding.
For example:

Class

Cabinet
ECa——

Storage

Networking

KM

Serial Console

PDU

UPS

Sensor

Patch Panel

4. In the Maker column, select a maker or create a new one by clicking +,
and type the maker for the device in the pop-up window.

Class Maker (2) Model (2) +

Cabinet Dell Y PowerEdge MX7000 Z

Storage

Networking
KviM

Serial Console
PDU

upPs

Sensor

Patch Panel
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5. Inthe Model column, click + . A Properties window appears.
a) Fill in the model and specifications for the device.

Note: Specifications without a remove button at the end are
required. Make sure to fill in these fields before saving.

Properties

Name ‘ PowerEdge R450

Specification 0

Height (U) ‘ 1 b4 ‘ (U)
Height  [42.80 | om)
width  [482.00 | m)
pepth  [74870 | (mm)
weight  [15.00 )

Add ltem

* To add another specification, click Add Item. To remove an added

specification, click at the end of the specification.

Weight [15.00 )

Add Item

* To change the measurement system (imperial or metric), go to Asset
Management > Assets > [JEZ3M > Option.

b) To add device photos, click +Add. The Image Library window appears.

dellemc-per450-8x2-5-bf  dellemc-perd50-8x2-5-e.
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c) Select a photo from the Image Library. To add more photos to the image
library, click Upload.

Image Library X
Upload O)Show selectedonly  Selected: 2/724 B:
Oobc1 O Dell 1855 front (0 Dell 1855 rear dellemc-per450-8x2-5-bf dellemc-per450-8x2-5. -

O eat441

OEeat442 O ea1s40 O Ec1000_front (J Eec1000_front O EC1000_rear

» =

O face the front of the cabinet @ face the rear of the cabinet (O - N/A -— I

Note: The uploaded file shall not exceed 10 MB and shall be in PNG or JPG format m

d) Select one of the following options to define the facing of this asset
photo. The CC2000 uses this information to decide which photo to
display when you view the install sites from different angles on
dashboard.

+ face the front of the cabinet: Select this option for a photo that
shows the front panel of the asset.

+ face the rear of the cabinet: Select this option for a photo that
shows the rear panel of the asset.

* N/A: Select this option if the photo is neither showing a view from
the front or rear of the cabinet.

326



Chapter 9. Asset Management

Image Library

The image library is a repository of images used in CC2000 browse GUI. Use
Image Library to store and edit the images you need for the system.

Importing Images to Image Library

1. In CC2000 browser GUI, go to Asset Management > Assets.

2. From the tool bar, click [JEEZB and select Image library. The Image
Library appears in a separate browser page.

3. Add, edit, or delete images as required.

Control

Description

Click this button to browse for and upload one or
multiple images at a time.

To crop, rotate, or reset an image, click on the image
and then click this button.

Select one or more images and click this button to
remove them from the Image Library.

Searching Images in Image Library

To search for specific images, use the filter, search, or both to help refine the

search results.

Control

Description

All assets

Click on the filter icon to access the following options:

*

Missing image files: displays items with missing
image files.

Not associated with model library: displays
images that are not used in Model Library.

Type keywords in the search box and press Enter to do a
fuzzy search of images based on the file name.
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Floor Maps

Understanding Floor Maps

An asset floor map is a tool for defining asset deployment to allow remote
management through the dashboard floor map. A dashboard floor map uses the
configuration made in asset floor map to render 2D and 3D images, showing
rail occupancy with asset photos, providing access to assets’ property settings,
and signalling alerts to prompt for intervention.

A floor map provides access to basic information (such as device photos) and
specifications of the assets. Refer to the illustration below for an overview of
tools and indications on a 2D floor map.

Appears blue when
Click to select the cabinet contains Appear; gray when
a room one or more assets  the cabinet is empty

Room101 v

cabinet name
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Creating a Floor Map

1. In CC2000 browser GUI, go to Asset Management > Floor Maps.

2. Select your target room from the Room drop-down list. For example:

Room102 =
¥ Infrastructures Center
¥ [|. DataCenter#1
¥ [ Building#1
v 0F

1 Room101

| Room102

v = 2F
3. (Optional) To add a base drawing, click Manage Drawing and click Add.

a) In the pop-up window, click Select File to select and upload a base
drawing (.dxf or .svg).

Note: Make sure to use a .dxf or .svg file of 10 MB or less in file size.

b) Edit the image as required.

Add X

Browse for a drawing (*.dxf or %.svg) to be uploaded as the base image for the floor map.

¢) Click Add.
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d) Adjust the drawing size and coordinates as required.

Drawing Settings X

Resize @ In millimeters (O In percentages
W (mm): 7286.2540 H(mm). 6880.3200
Coordinates

X{mm): -2053.1240 Y (mm); -4236.5420

| Reset to original values | m Cancel

e) Click Add to apply the drawing.

4. Allocate the added cabinets, UPS, and/or sensors. For details, see
Allocating Cabinets, UPS, or Sensors on a Floor Map, page 331.

Adding Cabinets, UPS, or Sensors

You can add cabinets, UPS, or sensors from either the Assets page or the Floor
Maps page. The CC2000 system automatically synchronizes the added assets
and their settings to both of these pages.

= ATEN cc2000 @M Q]

B8 Dashboard Assets

B Device Management

& User Accounts m =1L DGR m

{& Ssystem Room101 w

ﬂ Logs v O Name? Class Model 2 Status

Ef  AssetManagement o sensor EA1140 Installed
Assets O Aot Cabinet RS420100 Installed
Floor Maps [0 ao2 Cabinet RS42U100 Installed
Infrastructure D AD3 Cabinet RS42U100 Installed

To add a cabinet, UPS, or sensor:
1. In CC2000 browser GUI, go to Asset Management > Floor Maps.
2. Select a room from the Room drop-down list to add assets.

3. Click Add, and then select an asset.
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4. For detailed information on the properties of the added asset, refer to the
following topics:

* Adding a Cabinet, page 309
* Adding Other Asset Types, page 312

Note:

* With setup privileges for asset management, the CC2000 system
prompts you to create a monitoring rule for the added sensor if it is
bound to an unlocked sensor port and no monitoring rule has been
configured for that port.

¢ For detailed information on monitoring rules, see Event Monitoring,
page 158.

Allocating Cabinets, UPS, or Sensors on a Floor Map

After adding cabinets, UPS, or sensors to the asset list or floor map of the target
room, allocate these assets onto the floor map.

1. In CC2000 browser GUI, go to Asset Management > Floor Maps.

2. Select your target room from the Room drop-down list.

If the room contains unallocated assets, the Unallocated Assets panel
appears.

m Manage Drawing v m d Unallocated Assets
1500 1000 500 o 500 1000 1500
i ; T | i ! i

i v i Please drag the following item(s) to the map

&

B Cabinets

g:
= AD1 BO1
&
E uPs

BO2

g‘: I“ - =
EE I -
: |“ =]

Note: If the Unallocated Assets panel does not appear, click @l to open
the panel.

3. From the Unallocated Assets panel, drag-and-drop the asset onto the floor
map.
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Tip: While dragging an asset on the floor map, drop the asset when
alignment lines appear. The asset will be aligned with nearby assets.

m Manage Dra“ing o m
[ 2000 100 w00 500 0 S00 1000 1500 2000

(R R e R e e e R N e R B s e

-3500 ~4000

2500

3000

Pl

2500

-2000
[

(Optional) Adjust the orientation, alignment, and/or distribution of the

added assets as needed.

Configuration

Control Actions

To change the
orientation of an added
cabinet, UPS, or sensor

1. Click on a cabinet, UPS, or sensor. A blue outline
appears, indicating that the asset is selected.

|

2. Right-click on the asset. The action menu appears.

2\ Rotate right

42 Rotate left
A
K Remove

éL View info
Il .;_'] Duplicate

3. Select a rotation action.
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Configuration Control Actions
To remove a cabinet, 1. Click on the cabinet, UPS, or sensor. A blue outline
UPS, or sensor appears, indicating that the asset is selected.

2. Right-click on the asset. The action menu appears.

%k Rotate right

42 Rotate left
K Remove
ﬂ View info

| ;J' Duplicate

3. Select Remove. The asset now appears in the
Unallocated Panel.
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Configuration

Control Actions

To adjust alignment or
distribution of multiple
assets

N

Hold and drag the mouse to select the target assets.

|

AD3

!

2. Right-click on any of the selected assets. This menu
appears.

2k Rotate right

42 Rotate left

x Remove
AD3 .
L™ Duplicate

2, Align left

& Align center

|I S| Align right

T Align top

II 8F Align middle
ol Align bottom

0o Compact horizontally

=]

B Compact vertically

3. Click an action from the pop-up menu.
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Removing a Cabinet, UPS, or Sensor from the Floor Map

1. Click on the cabinet, UPS, or sensor. A blue outline appears, indicating that
the asset is selected.

2. Right-click on the asset. The action menu appears.

2k Rotate right

42 Rotate left
K Remove
fﬂ View info.

|. _'J' Duplicate

3. Select Remove. The asset is removed from the current floor map and
appears in the Unallocated Panel.

Note: To completely remove an asset from the CC2000, use the asset page
(Asset Management > Assets) to do so. If the target asset is a cabinet, also
make sure all its installed devices (if the target asset is a cabinet) are
removed first.
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Duplicating a Cabinet, UPS, or Sensor

To duplicate a cabinet, along with its installed devices:

1. In a floor map, click on a cabinet first, and the right-click the cabinet.

Room101 w

E T KT

4000 30 300 00 00 g0 000 a0 0 00 00 Mo BaD 0 300 30 40 aw0  so0 s

42 Rotate left

S,

: n

ié | Iﬂ

g_ | ‘ Za Rotate right

x Remove

amo 2000

- T H

To duplicate multiple cabinets, chck—and drag to select cabinets, and then
right-click anywhere on the selected cabinets.

2. From the pop-up menu, select Duplicate. The cabinet is duplicated to the
unallocated panel.

Room101

[ Add - )| manage Drawing ~ [ wore | q Unallocated Assets ~ Rack View  Assets

L RO TR IR LR LR IR LR T, Please drag the following item(s) to the map

Cabinets

&
E
I A0t
i . - |
| -
& 7 ‘ —
¢ -

3. Drag-and-drop the cabinet to the floor map.

Editing the Base Drawing

To edit a base drawing;:
1. In CC2000 browser GUI, go to Asset Management > Floor Maps.
2. Select your target room from the Room drop-down list.

3. Click Manage Drawing, and then click Edit.
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Navigating the Floor Map

Operation Guide

Refer to the table below for mouse/keyboard controls to help you navigate,
obtain information, and access control functions on floor maps.

Operation Mouse & Keyboard Action
Zoom in Scroll the mouse wheel.
Move the map around Shift + left mouse click to drag the map around
View details of an asset Double-click on the asset.
Select two or more assets Ctrl + left click on assets
Open menu for more control actions | Click on an asset, and then right-click on the
asset.

You can also find this operation guide on the CC2000 browser GUI by clicking
more and select Operation guide.:

Room101 w

EE I T
. Operation guide
2000 1500 1000 500 o 500

:

Reset

B01

337



Chapter 9. Asset Management

Resetting the Floor Map to Default Viewing Size

Click More and then select Reset.

Room101 =

EE I
Operation guide 100

LATED O i o SR o i ot o o o o EREREEE
Reset

-3500 -4000

-2500

B03

1000

-3000
L T S A e T A e A I B I B A BRI

Switching to Floor Map of Another Room

1. Click on the Room drop-down list to open the infrastructure map.

Room101 «
w Infrastructures Center —

v DataCenter#1

v [ Building#1

hd 1F
Room101
Room102
Room103
vz oF

Room201
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2. Select a room from the infrastructure map. The floor map for the room

appears.
Room201 w
[ 7 Jo)
A0
A2
A03
A05

B02

B03

B05
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Viewing Asset Properties and Specifications

1. From a floor map, double-click on a cabinet.

Roomi01

3000 2500
e
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3. Click these tabs to access information.

Unallocated Assets Rack View Assets

@ Front ¢y Rear

RS42U100
Name Al
Makar ATEM
Model RE42U100
Height (U} 42
U space (us=d / total) 2Br42U
T .":iifrf;:‘f]""” 50585/ 1021718
Weight Capacity 1762.1 b
Contact
Warranty expiration
Notes
Properties ‘ | View spec.

+ Unallocated Assets: This tab lists assets that have been added to the
asset list, but not yet allocated to any floor maps.

+ Rack View: This tab shows the rack in front and rear views and asset
information.

+ Assets: This tab lists all the assets for the selected cabinet.
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Rack View — a cabinet is selected

| Unallocated Assets Rack View Assets

@ Front

RS42U100
Name Al
Makar ATEM
Model RE42U100
Height (U} 42

U space (us=d / total) 2Br42U

Total Weight (without
rack / with rack)

Weight Capacity 1762.1 b
Contact
Warranty expiration

Notes

Properties H View spec.
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Rack View — an individual device is selected

Rack View  Assets

@ Front (O Rear

KN2DG£VE_front
Name KVMAD1
Makar ATEM
Model KNEDGLVE
IP addr=ss

Contact
‘Warranty expiration
Nates

Position U41 ~ U4z

Properties || View spec.

In the Rack View tab, click on the cabinet or an individual device to access the
following:

*

To switch the cabinet view between front or rear, click the Front or Rear
radio button.

To view properties or specifications of the cabinet/an individual device,
click Properties or View spec. button accordingly.
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+ For arail that is installed with more than one device, mouse over the rail

space and click on the blue arrows to switch views. The blue number

indicates the number of devices installed to the rail.

| Rack View Assets

@ Front

- R S i

(O Rear

* Click + to add another device to the rail.

Assets Tab

To show a list of installed assets, click the Assets tab. This page appears
on Properties or View spec. to see more information.

Rack View  Assets

Name
1660
1860

AD1
CBS350-48XT-4X
DellR450
KVMAD1
PDUAOT
PDUADT
PE4104G
R450
R450
R960
RO60
R960

SE1660

Model
StoreEas...
StoreEas
EA1140
CBS350-...
PowerEd
KN2064VE
PG95230B
PG98230G
FPE4104G
PowerEd...
PowerEd...
Power Ed
Power Ed..
Power Ed..

StoreEas

Position
u29 ~ U30
U3l ~U34
Top

u40

U3z

U4t~ u42
Left

Right

uot

u3s

U3t

U3s ~ U39
U4 ~u17
uz21~u24
u27 ~ u28

. Click

Action
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
| Properties | ‘ View spec.
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View Specs

View full specifications from this window. To revise specs, click the Model
library button to access the settings.

View Spec. X

KG0016_front

Class KvMm

Maker ATEN

Model KG0016

Height (U) 1) e

i

Exporting the Floor Map with Added Assets

To export the floor map, along with the added cabinets, UPS, and/or sensors
icons:

1. In CC2000 browser GUI, go to Asset Management > Floor Maps.
2. Select your target room from the Room drop-down list.

3. Click Manage Drawing, and then click Export floor map. The file is
exported in .svg.
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Exporting the Base Drawing

To export the base drawing (the floor map without the added cabinets, UPS,
and/or sensors icons):

1. In CC2000 browser GUI, go to Asset Management > Floor Maps.
2. Select your target room from the Room drop-down list.

3. Click Manage Drawing, and then click Export drawing. The file is
exported in .svg.

Duplicating the Base Drawing to Another Room

To duplicate the base drawing to another room:
1. In CC2000 browser GUI, go to Asset Management > Floor Maps.
2. Select your target room from the Room drop-down list.

3. Click Manage Drawing, and then click Copy to. The drawing is applied
immediately.
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Technical Information

License Agreement

End User Software License Agreement For CC2000 Series

This END USER SOFTWARE LICENSE AGREEMENT is entered into as of
the date of installment of the Licensed Software by you (“Effective Date”), by
and between ATEN International Co. Ltd., having its principal place of
business at 3F, No. 125, Sec. 2, Da-Tung Rd., Si-Jhih, Taipei, Taiwan 221,
R.O.C. (“ATEN”) and YOU.

This Agreement is a legal agreement between you (either an individual or a
single entity) and ATEN. PLEASE READ THIS AGREEMENT
CAREFULLY. BY INSTALLING OR USING THE SOFTWARE THAT
ACCOMPANIES THIS AGREEMENT (“Software”), YOU AGREE TO THE
TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE, DO NOT USE
THE SOFTWARE. YOU have the rights below:

1. DEFINITIONS:
1.1

“Licensed Software” shall be defined as the object code version of software
programs or files in machine readable format provided to YOU by ATEN.

1.2

“Documentation” means all manuals, user documentation, and other related
materials pertaining to the Licensed Software that ATEN provides to YOU.

2. GRANT OF RIGHTS:
2.1

ATEN hereby grants to YOU, and YOU hereby accept, subject to the terms and
conditions of this Agreement, a non-exclusive, non-transferable, non-
sublicense, non-assignable, non-irrecoverable, limited license to install the
Licensed Software to the hardware with ONE COPY ONLY, and to use the
hardware, incorporated Licensed Software and the related Documentation.
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Aforesaid grants are restricted as follows: (a) The Licensed Software hereunder
is licensed, not sold, to you by ATEN. YOU acknowledge that all copyrights
and intellectual property rights in the Licensed Software in any form provided
by ATEN to YOU are the sole property of ATEN and its licensor. YOU shall
not have any right, title or interest in or to any of the copyrights and intellectual
property rights in the Licensed Software. ATEN reserves all rights not
expressly granted. (b) YOU may make a single archival copy of the Licensed
Software only, but may not copy, modify, distribute, or resell the Licensed
Software. (¢) You may not rent, lease, lend or encumber the Licensed Software.
(d) You may not decompile, or reverse engineer the Licensed Software. (¢) The
terms and conditions of this Agreement will apply to any Licensed Software
updates, provided to you at ATEN's discretion. (f) the Licensed Software is not
designed, licensed or intended for use in the design, construction, operation or
maintenance of any nuclear facility. ATEN and its licensors disclaim any
express or implied warranty of fitness for such use. (g) No right, title or interest
in or to any trademark, service mark, logo or trade name of ATEN or its
licensors is granted under this Agreement.

3. LIMITED WARRANTY.
3.1

WITHOUT WARRANTY OF ANY KIND, ATEN solely warrants that the
Licensed Software will meet the functions provided by ATEN for a period of
thirty (30) days from the date of receipt. If an implied warranty or condition is
created by your state/jurisdiction and federal or state/provincial law prohibits
disclaimer of it, YOU also have an implied warranty or condition, BUT ONLY
AS TO DEFECTS DISCOVERED DURING THE PERIOD OF THIS
LIMITED WARRANTY. Otherwise, the Licensed Software is licensed "As-
Is". You bear the risk of using it except otherwise expressed above. ATEN
gives no express warranties, guarantees or conditions. You may have
additional consumer rights under your local laws which this agreement cannot
change. To the extent permitted under your local laws, ATEN excludes the
implied warranties of merchantability, fitness for a particular purpose and non-
infringement.

32

ATEN hereby declares that (a) this Licensed Software may contain Java
technology. You shall make a separate agreement for modifications to or use
of the Java technology under compatibility requirements available at
www.java.net, and (b) this Licensed Software also may contain open source
code from the global community of open source developers. With respect to
Licensed Software, Documentation and any Updates and modifications thereof
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that is embodied in the Java Compatibility (includes, but not limited to
JavaMail API, JavaBeans Activation Fremawork (JAF), AXL-RADIUS,
AXL-TACACS, JavaServiceWrapper (3.2.3)) and open source, (includes, but
not limited to J2SE JRE, Apache Tomcat, Apache Derby database, Apache
Struts framework, JSR 80) or other technologies belonging to third parties,
patent holders of such technology may contact YOU and request the payment
of royalties. YOU ACKNOWLEDGE THAT ATEN IS NOT RESPONSIBLE
FOR THE PAYMENT OF SUCH ROYALTIES AND THAT YOU WILL
NEGOTIATE IN GOOD FAITH WITH THE RESPECTIVE PATENT
HOLDERS TO ADDRESS THEIR CLAIMS AND OBTAIN NECESSARY
LICENSES AS REQUIRED. IN NO EVENT SHALL ATEN BE
RESPONSILBLE FOR ANY LOSS AND COST AGAINST AFORESAID
INFRINGEMENT OR ROYALTY CLAIMS. ATEN FURTHER
DISCLAIMS ALL WARRANTIES AGAINST INFRINGEMENT,
EXPRESS OR IMPLIED, WITH RESPECT TO OPEN SOURCE OR JAVA
TECHNOLOGY THAT IS EMBODIED IN THIS LICENSED SOFTWARE.

4. Limitation of Liability.

IN NO EVENT SHALL ATEN BE LIABLE TO YOU OR ANY END-
USERS, FOR ANY LOSS OF PROFIT, INDIRECT, INCIDENTAL,
SPECIAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES ARISING OUT
OF OR RELATING TO THE LICENSING OR USE OF THE SOFTWARE,
DOCUMENTATION FOR ANY ERROR OR DEFECT. IF, AT ANY TIME,
ATEN SHALL HAVE ANY LIABILITY ARISING FROM OR BY VIRTUE
OF THIS AGREEMENT, AND WHETHER SUCH LIABILITY IS DUE TO
ATEN’S OR ITS AFFILIATE’S NEGLIGENCE, BREACH OF ITS
OBLIGATIONS HEREUNDER, OR OTHERWISE, IN NO EVENT WILL
THE TOTAL AGGREGATE LIABILITY OF ATEN AND ITS AFFILIATES
FOR ANY CLAIMS, LOSSES, OR DAMAGES INCURRED BY YOU
EXCEED THE LICENSE FEE HEREUNDER. THIS LIMITATION OF
LIABILITY IS COMPLETE AND EXCLUSIVE, SHALL APPLY EVEN IF
AMD OR ITS AFFILIATES HAS BEEN ADVISED.

5. Export Requlations.

All Software, documents and any other materials delivered hereunder are
subject to the applicable export control laws and may be subject to export or
import regulations in other countries. You agree to comply strictly with these
laws and regulations and acknowledge that you have the responsibility to
obtain any licenses to export, re-export, or import as may be required after
delivery to you.
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6. TERMINATION:

This Agreement shall be effective on the Effective Date and shall continue in
effect until terminated by ATEN without any cause upon prior thirty days’
written notice to YOU, or upon the prior thirty days’ announcement on the
ATEN website.

7. MISCELLANEOUS:
7.1

The following provisions of this Agreement shall survive its termination or
expiration: Sections 2, 3,4, 5 and 6.

7.2

The rights and obligations of each party to this Agreement shall not be
governed by the provisions of the United Nations Convention on Contracts for
the International Sale of Goods, but instead this Agreement will be governed
by and construed in accordance with the laws of the Republic of China.

73

If any provision of this Agreement shall be held by a court of competent
jurisdiction to be illegal, invalid or unenforceable, the remaining provisions
shall remain in full force and effect.

7.4

This Agreement may be supplemented, modified, amended, released or
discharged by a notice of ATEN in writing, or prior thirty days’ announcement
on the ATEN website.

7.5

If any action at law or in equity, including an action for declaratory relief or
injunctive relief, is brought to enforce or interpret the provisions of this
Agreement, the prevailing party shall be entitled to reasonable attorneys’ fees
in addition to any other relief to which the party may be entitled.

7.6

Any waiver by either party of any default or breach hereunder shall not
constitute a waiver of any provision of this Agreement or of any subsequent
default or breach of the same or a different kind.
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Technical Support

International

¢ For online technical support — including troubleshooting, documentation,
and software updates: http://eservice.aten.com

¢ For telephone support, see Telephone Support, page ii.

North America

Email Support support@aten-usa.com

Online Troubleshooting http://www.aten-usa.com/support
Technical Documentation

Support Software Updates

Telephone Support 1-888-999-ATEN ext 4988

1-949-428-1111

When you contact us, please have the following information ready beforehand:

¢ Product model number, serial number, and date of purchase.

¢ Your computer configuration, including operating system, revision level,

expansion cards, and software.

+ Any error messages displayed at the time the error occurred.

¢ The sequence of operations that led up to the error.

¢ Any other information you feel may be of help.

USB Authentication Key Specifications

Function Key

Environment Operating Temp. 0-40° C

Storage Temp. -20-60° C

Humidity 0-80% RH
Physical Composition Metal and Plastic
Properties -

Weight 149

Dimensions 8.36 x 2.77 x 1.37cm
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Supported ATEN KVM Products

For a comprehensive list of supported products, visit the CC20004.0 product
page, and scroll to the bottom to find out.

Device ANMS Settings

To enable CC Management of a device from the device’s ANMS page, do the
following:

1. Log into the device.
2. Refer to the device’s User Manual to locate its ANMS page.

3. Inthe ANMS page, click the checkbox to enable CC Management, then
key in the IP address and device port number (see Device port, page 15),
of the CC2000 server that will manage the device.
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VPNs

Basically, a VPN (virtual private network) is a private network that uses a
public network (usually the Internet) to connect several sites together. It
typically includes several WANs. Many companies create their own VPN to
provide a secure network connection between two sites. One drawback to
VPNs, however, is that while the network is secure, its throughput can be slow.

Ifa VPN is used to connect several sites in a CC2000 management system, the
only CC2000 server that is absolutely necessary to manage that system is a
single Primary — rather than the network of primary and secondary CC2000
servers necessary with the standard Internet deployment. We recommend that
at least one CC2000 secondary server is deployed, however, in order to provide
redundant services to the connected devices.

Another advantage of deploying additional CC2000 Secondaries is that they
can provide more efficient operation and management by accelerating network
traffic.
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Firewalls

When several CC2000 servers are located behind separate firewalls, the
following service ports must be specified on the servers, and opened on the
firewall.

1. CC Port

Note: Each CC2000 server can have a different setting (8001 on Server 1;
8005 on Server 2, for example). But the port opened on the firewall
must correspond to the CC Port setting (8001 on Server 1’s firewall;
8005 on Server 2’s firewall).

2. The CC2000 primary server’s HTTPS port
3. The CC2000 proxy port (see CC2000 Proxy Function in the next section).
4. The CC2000 secondary server’s HTTPS port (Optional)

Note: 1. CC2000 Client Workstations can open web browser sessions to
CC2000 secondary servers within the same firewall.
Communication and access with other CC2000 servers on the
installation (outside of the firewall) takes place through the CC
and Proxy ports — therefore the HTTPS port isn’t necessary.
There is a drawback to doing this, however, in that you won’t be
able to perform device configuration on devices outside the
firewall.

2. You can open this port if you would like CC2000 Client
Workstations outside the firewall to be able to directly open a web
browser session to the secondary server inside the firewall.
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CC2000 Proxy Function

Activating CC2000 proxy function (proxy server) allows data transmission via
a CC2000 server when client PCs are unable to directly communicate with
KVM (managed by the CC2000 server) via viewers.

If “Always use proxy” is checked, data is always transmitted via the CC2000
server.

As data is transmitted via the CC2000 server, its bandwidth may vary
depending on the number of active viewers — KVM sessions.

For CC2000 Client Workstations (client PC) that are outside a firewall to
access KVM and serial devices managed by a CC2000 server inside the
firewall, the CC2000 Proxy function must be enabled on the CC2000 server
and two specific ports must be configured (opened) on the firewall:

¢ TCP Port (default 443) for safe Internet connection (https://) between the
CC2000 and the client PC.

+ TCP Port (default 8002) for image and Telnet data transmission of
viewers.

Note:If you do not wish to use the Proxy function, you must open all of the
service ports (HTTPS, Program, Virtual Media, Telnet, SSH, etc.) on the
firewall as required by the devices.
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Name, Description, and Range Parameters

The following table lists the parameters and defaults for names, descriptions
and ranges found in the CC2000 management system:

Note: Unless otherwise specified, all field entries can be inputted in any

language supported.

Category Length / Range Default
Users Login name Up to the equivalent of 32 English
alphanumeric characters. The minimum
number of characters is based on the
account policy settings (see CC2000’s
Built-in Authentication Service,
page 204).
The following characters may not be
used: /\[]:;|=,+*?2<>@""'
Password The equivalent of 0-16 English
alphanumeric characters. The minimum
number of characters is based on the
account policy settings (see CC2000’s
Built-in Authentication Service,
page 204).
0 means no password authentication
needed.
Description Up to 256 Bytes.
Session Timeout | 1-99 min. 3 min
Unexpected 2—-10 min. 2 min.
disconnection
timeout
Email Up to 256 Bytes.
From: 0-64
To: 0-128
Subject: 1-128
Groups Name 2-32 Bytes.
The following characters may not be
used: "'
Description Up to 256 Bytes.
User Types Name 2-32 Bytes.
The following characters may not be
used: "'
Description Up to 256 Bytes.
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Category Length / Range Default
Authentication | Server name 2-32 Bytes.
Server The following characters may not be
used: "'
Description Up to 256 Bytes.
Browser Method Unlimited for Username and Password.
Note: CC2000 performance may be
adversely affected if there are too many
characters.
CC2000 Username Up to the equivalent of 32 English 6
Authentication | Minimum alphanumeric characters. The minimum
number of characters is based on the
account policy settings (see CC2000’s
Built-in Authentication Service,
page 204).
The following characters may not be
used: /\[]:;]=,+*?<>@""
Password The equivalent of 0-32 English 6
Minimum alphanumeric characters. The minimum
number of characters is based on the
account policy settings (see CC2000’s
Built-in Authentication Service,
page 204).
0 means no password authentication
needed.
Password Expires | No limit on the number of days.
Devices Name 0-32 Bytes.
Description Up to 256 Bytes.
Contact name No limit on the number of Bytes.
Telephone No limit on the number of Bytes.
Email notification | No limit on the number of Bytes.
Aggregate Name 1-32 Bytes.
Devices Description Up to 256 Bytes.
Departments / | Name 1-32 Bytes.
Locations Description Up to 256 Bytes.
Tasks All Tasknames No limit on the number of Bytes.
Primary Database | 0-32 Bytes.
Backup Password | 0 means no password authentication
needed.
Export Device Log | No limit on the number of Bytes.
Pattern
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Category Length / Range Default
System Log By Period 30-1096 days
Options By Record 10,000-1,000,000
Records per page | 100, 300, 500
Log Subject 1-128 Bytes.
glgttti;‘incgastion Mail from Up to 64 Bytes.
Send to Up to 128 Bytes.
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Trusted Certificates

Overview

When you try to log in to the device from a browser, a Security Alert message
appears to inform you that the device’s certificate is not trusted, and asks if you
want to proceed.

@ This site isn’t secure 1

This site is not secure

This might mean that someane's trying to fool you or steal any info you send 1o the server. You should
close this site immediately.

@ Close this tab

© More information

The certificate can be trusted, but the alert is triggered because the certificate’s
name is not found on the Microsoft list of Trusted Authorities.

(2 This site isn't secure L]

This site is not secure

This might mean that someone's trying to fool you or steal any info you send to the server. You should
close this site immediately.

& Close this tab
@ More information
Your PC doesn’t trust this website's security certificate.

The hostname in the website's security certificate differs from the website you are trying to
visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

% Go on to the webpage (not recommended)

You can ignore the warning, click More information and click Yes to go on.

Note: To avoid having to go through the certificate acceptance prompt every
time when logging in, you can use a third party certificate authority
(CA) to obtain a signed certificate. See Importing a Signed SSL Server
Certificate, page 241, for details.
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Adding ARM-based PE series PDU

Compatibility settings of Java may prevent you from adding ARM-based PE
series PDU.

Follow the steps below to modify the compatibility:

1. Go to your Java folder.
e.g. C:\Program Files (x86)\Java\jre1.8.0 211\lib\security

2. Locate the file “java.security”.

V] s | security - o X
Home Share View o

« v « Acer (C) > Program Files (x86) > Java > jre1.8.0.211 > lib > security v  Sea ty »
m Desktop A Name - Date modified Type Size
¥ Dowmloads policy File folder
@ Documents (] blacklist 95:43 PM File 4KB
& Pictures | blacklisted.certs 019 5:43 PM CERTS File 2KB
cn8600 | cacerts 95:43 PM File 104 KB
img 7 java.policy POLICY File 3B
manual [] javassecurity SECURITY File 44K8
security ] javaws.policy S STIaT POLICY File 1KB
| trusted.librarice % 019 5:43 PM LIBRARIES File 0 KB
@ OneDrive 5 5 9 5:43 PA
v = This PC
» 3D Objects
m Desktop
2 Documents
'+ Downloads
» Music
& Pictures
B Videos
£ Acer (C)
- Data (D)
Nacactonans Nasal %
8 items j =]

3. Open it with a text editor (e.g. notepad) and use the Find function.
4. In the Find window, enter “3DES _EDE_ CBC,” as exemplified below:

File Edit Format View Help

# Disabled algorithms will not be negotiated for SSL/TLS connections, even
#if they are enabled explicitly in an application.

4

4 For PKI-based peer and key exchange isms, this list
4 of disabled algorithms will also be checked during certification path

# building and validation. including aleorithms used in certificates, as

# well g fing X P Responses.
# This i serty above.
#Seetl tthe

# syntal Diection Cancel

4 Oup ®Down

 Note, [Metencase A

# self-sighed certrficates.
#

# Note: This property is currently used by the JDK Reference implementation.
# It is not guaranteed to be examined and used by other implementations.
4

4 Example
4 jdktls.disabledAlgorithms=MD5. SSLv3, DSA, RSA keySize < 2048
jdk tls disabledAlgorithms=SSLv3. RC4. DES, MD5withRSA, DH keySize < 1024, \

i
EC keySize < 224, EVSIEVIMEES anon, NULL v
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5. Delete the “3DES_EDE_CBC” part and save the file.

Note: It is recommended to keep this whole line of text in a separate text
file should you wish to add it back later on.

6. Restart your computer and add your ARM-based PE series PDU as
demonstrated in Adding an ATEN KVM or Serial Console Device on
page 77.
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Troubleshooting

Problem

Resolution

A few minutes after
installing the CC2000, the
following error message
appears: Error 1067

The error message is generated by the Operating
System, it indicates that the CC2000 service is unable to
run. To resolve the problem, try the following:

1. Reboot the computer.

2. See if your computer meets the minimum
requirements to run the CC2000 (see Server
Requirements, page 6).

3. If there was a previous version of the CC2000, and
you are installing this version as a new installation
rather than as an upgrade, this may indicate that you
did not remove all files from the older version (see
Uninstalling the CC2000, page 23). Uninstall, by
following the procedures mentioned, and reinstall the
CC2000.

| entered the IP address for
the CC2000’s web interface,
but cannot bring up the
CC2000 login page.

N

. The CC2000 only allows HTTPS requests. HTTP
requests from a browser are automatically redirected
to HTTPS requests. The default port for HTTP is 80;
the default port for HTTPS is 443. If either of these
ports has been set to something else by the
administrator, the port number must be entered as
part of the URL string.

For example, if the CC2000’s IP address is
10.10.10.10, and the SSL port has been set to 8443,
then the URL string that you enter in the browser
should be:

https://10.10.10.10:8443

2. Other services running on the CC2000 server are
occupying the same ports. Use the CC2000 Utility
(see page 371) to change the port settings.

3. Make sure that the CC2000 service is running. If you
are running Windows, see Post-installation Check,
page 18; if you are running Linux, see Post-
installation Check, page 21.

The language of the login
dialog box wording is not the
language | have set in my
CC2000 Preferences.

The language of the login page first corresponds to the
language that your browser is set for, and then look at
what your OS language is. The CC2000 will display in
the language you have set in Preferences once logged
in.

| cannot log in to the
CC2000.

Make sure your Username and Password are correct.
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Problem

Resolution

When | try to log in, | get the
following message: “Login
failed. You are attempting to
log in from a computer that
already has a browser
session open.”

Certain browsers (e.g. Mozilla-based browsers) share
the same session ID for multiple connections to the
same server. The CC2000 will deny any login request
when there already is a session opened with the same
session ID.

Either: 1) end the currently open session and log in
again; 2) log in from a different computer; or 3) log in
with a non-Mozilla based browser.

When | log in, the browser
generates a CA Root

certificate is not trusted or
Certificate Error response.

The certificate’s name is not found on Microsoft’s list of
Trusted Authorities. The certificate can be trusted,
however. See Trusted Certificates, page 359, for details.

After | log in to the CC2000,
There is no device
management page.

You have not been authorized to access any ports.
Check with your CC2000 administrator to get
authorization for accessing the ports you are responsible
for.

After | log in to the CC2000,
| cannot bring up the page
for the device | want to
access.

Check with your CC2000 administrator to find out
whether you are authorized to access that device.

When | log in to the
CC2000, the only page that
comes up is the System
Management tab with only
two menu entries: This
Server and License.

A license conflict has occurred. See License Confiict,
page 248, for details on resolving the problem.

| am not receiving email
notifications of event trap
situations

1. Check that the email server settings have been
specified correctly in the CC2000 Manager.

2. Check that the email address specified in the related
device’s settings has been set correctly.

3. Check that the event trap settings for the related
device has been specified correctly.

When | try to access my
Generic device from the
device management page,
nothing happens.

Generic devices are accessed directly via the device’s IP
address. If the IP address has changed (because of a
DHCP change, for example), then clicking the old IP
address will not connect to the device at the new
address. Ascertain the device’s new IP address and
change its settings accordingly.

The device | want to add
cannot be found.

1. Make sure the CC2000 Manager is running and all
services have started successfully.

2. Make sure that CC Management has been enabled
and specified correctly in the device’s ANMS page.

When adding a Cat5e KVM
switch, can | add all the
ports at the same time?

Yes — provided all the ports have KVM Adapters
attached and their devices are online. See Adding an
ATEN KVM or Serial Console Device, page 77, for
details.
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Problem

Resolution

The icon for my port
indicates the port is online,
but the icon for the device it
belongs to indicates it is
offline. | am unable to
access the device or port.

This indicates that the device’s firmware does not
support this version of the CC2000. Update the device’s
firmware to the latest version.

Devices connected to my
CC2000 secondary servers
do not show up in the
primary server's Available
Devices list.

1. Check to see if the device has already been added. If
it has, it will not show up in the list.

2. Click the Auto Discovery button on each of the
Secondaries.

3. After trying #2, if the devices don’t show up, check if
the device’s ANMS has been enabled and that the IP
and port address of the CC2000 you want the device
to be recognized by has been correctly specified.

4. After trying #2, if the devices do show up, there was
probably a network problem. Perform the Replicate
Database to the Primary function. See Replicate

Database, page 266, for details.

My ATEN/Altusen device
isn’t recognized by the
CC2000.

1. The device in question may not be supported by the
CC2000 management system. See Supported ATEN
KVM Products, page 352, for a list of supported
devices.

2. The device’s firmware must be upgraded to the latest
version in order to be capable of CC2000
management.

After making a setting
change and clicking Save, a
HTTP Status 500 - error
page comes up.

You made a mistake when you entered the setting. This
is an Apache Tomcat error message that appears
whenever it receives a setting that makes no sense to it.
To recover, select any other tab and then come back to
make your change — be sure to enter a valid setting.

| set the CC2000 for “No
timeout” operation, but it
timed out anyway.

The change doesn'’t take effect until the next time you
log in.
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Q1: When I open a viewer, the web page does not display or work correctly,
and I receive an error message that is similar to the following:

1.

2} Internet Explorer

o funcioning propery. In the fuitse, you can display this message by

Problers with this \Web page might prevent it from being displaved properly
!
&t double-clicking the waming icon displaved in the status bar,

r Alwaps display this message when a page containg enors,

Hide Detailz <<

Line: 166

Char: 2

Errar: Object doesn't suppart this property of method
Code: 0

1|

gt

Brevious | ext

Reset the Internet Explorer security settings to enable Active Scripting,
ActiveX controls, and Java Web Start.

By default, Internet Explorer 6 and some versions of Internet Explorer 5.x
use High security level for Restricted sites zone, and Microsoft Windows
Server 2003 uses High security level for both Restricted sites and Internet
zone. You may want to enable Active Scripting, ActiveX controls, and
Java Web Start. To enable Active Scripting, ActiveX controls, and Java
Web Start, follow these steps:

a) Start Internet Explorer.

b) On the Tools menu, click Internet Options.

¢) In the Internet Options dialog box, click Security.
d) Click Default Level.

e) Click OK.

Verify that Active Scripting, ActiveX, and Java are not blocked

If some computers work but not others, verify that Internet Explorer or
another program on your computer such as an anti-virus program or a
firewall are not configured to block scripts, ActiveX controls, or Java Web
Start.

. Verify that your anti-virus program is not set to scan the Temporary

Internet Files or Downloaded Program Files folders
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4. Delete all temporary Internet files

To remove all temporary Internet files from your computer, follow these
steps:

a) Start Internet Explorer.

b) On the Tools menu, click Internet Options.

¢) Click the General tab.

d) Under Temporary Internet files, click Settings.

e) Click Delete Files.

f) Click OK.

g) Click Delete Cookies.

h) Click OK.

i) Under History, click Clear History, and then click Yes.
j) Click OK.

5. Make sure that you have the latest version of Microsoft DirectX installed
For information about how to install the latest version of Microsoft
DirectX, visit the following Microsoft Web site:

http://www.microsoft.com/windows/directx/default.aspx ?url=/windows/
directx/downloads/default.htm

6. Make sure that you have the latest version of OpenJDK & or Java JRE 8
installed.

For information about how to install the latest version of OpenJDK 8 or
JRE 8, visit the websites www.azul.com or www.java.com
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Installing OpenJDK 8

To install OpenJDK 8, make sure the any pre-existing JRE has been removed.

After installing OpenJDK 8, make sure you restart your CC2000 service.

Windows

The operations for most Windows versions are the same. Windows 10 is used
in the example procedures demonstrated below.

Uninstalling JRE
1. Click Start > Settings.

2. Click Apps for the app list, find and click Java.

3. Click Uninstall and follow the on-screen instructions.
If you have multiple Java on the system, uninstall them all.

Downloading and Installing OpenJDK

1. Go to www.azul.com, hover your mouse over “Downloads” and click
Zulu Builds of OpenJDK.

2. Scroll down the page and find “Download Zulu Builds of OpenJDK”.

3. For the drop-down menus Java Version, Operating System, and Java
Package, choose Java 8 (LTS), Windows, and JRE. For Architecture,
choose according to your operating system’s architecture. The page should
look similar to the example below:
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Download Zulu Builds of OpenJDK AzulSigning Keys Release Nofes
N\ Subscribe to Zulu Release Updates For PPC32-HF, PPC32-SPE and MIPS32 builds Contact Azul Sales
Java Version: Operating System: Architecture: Java Package:

Java 8 (LTS) Windows —Any— JRE Reset Filters ider Zulu versions
Java 8 (LTS)

8u275b01 Windows

x86 64-bit JRE
Zulu: 8.50.0.51 2008r2 or later

4. Select .msi to download the execution file directly and the file will look
similar to the diagram below:

zulug.30.0.51-ca
reB.0.275-win_x64

5. Execute the file and follow the on-screen instructions to complete the
setup.

Downloading and Installing IcedTea-Web

The process is very similar to the OpenJDK process, except you choose
“IcedTea-Web” in the “Download” extended menu instead.

Restarting CC2000

1. On your windows desktop, search for the keyword Services and click to
start this desktop app.

2. Click to select the CC2000 service.
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Extended / Standard /

5 annartad Nevicar Distbarm
<

% Services - o X
File Action View Help
e @ Dc= EBm »enw
. Services (Local) . Senvices (Local)
CC2000Pro Service Name Description Status. Startup Type Lt
Gl AppX Deployment Service (A Provides infr.. Manual L
Stopthe hs:rsvewrc:l(E ) AssignedAccessManager Ser... AssignedAcc... Manual L
G Auto Time Zone Updater  Automaticall.. Disabled L
&;Background Intelligent Tran... Transfers fle.. Manual L
Description: ackground Tasks Infrastruc..  Windows inf.. Running  Automatic L
CC2000Pro Service for ATEN Control .
Center ase Filtering Engine The BaseFilt. Running  Automatic L
G;BitLocker Drive Encryption S..  BDESVC hos... Manual (Trigg..  Lc
6};Block Level Backup Engine S.. The WBENGI.. Manual L
€} Bluetooth Handsfree Service  Enables wire.. Manual (Trigg... L
G;Bluetooth Support Service  The Bluetoo... Manual (Trigg.. L
& BranchCache This service .. Manual N
J Capability Access Manager S... Provides faci... Manual L
OPro Service CC2000ProS.. Running  Automatic (De.. L4
Running  Automatic L
ertificate Propagation Copies user . Running  Manual L
Gl Client License Service (ClipSV... Providesinfr.. Running  Manual (Trigg.. Lc
6}, CNG Key Isolation TheCNGke. Running  Manual (Trigg.. Lc
&, COM+ Event System Supports Sy..  Running  Automatic L
6, COM+ System Application  Manages th.. Manual L
'} Computer Browser Maintainsa..  Running  Manual (Tigg..  Lc
Thic oo D11 Aot

3. Click Restart to restart the service.

Linux

To remove JRE, refer to https://java.com/en/download/help/
linux_uninstall.xml.

For downloading and installing OpenJDK, refer to https://openjdk.java.net/

install/.

To restart your CC2000 service, refer to Post-installation Check on page 21.
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Self-Signed Private Certificates

If you wish to create your own self-signed encryption key and certificate, a free
utility — openssl.exe — is available for download over the web at
www.openssl.org. To create your private key and certificate, do the following:

1. Go to the directory where you downloaded and extracted openssl.exe to.

2. Run openssl.exe with the following parameters:

openssl req -new -newkey rsa:1024 -days 3653 -nodes -x509 -
keyout CA.key -out CA.cer -config openssl.cnf

Note: 1. The command should be entered all in one line (i.e. do not press
[Enter] until all parameters have been keyed in).

2. If there are spaces in the input, surround the entry in quotes
(e.g.,“ATEN International”).

To avoid having to input information during key generation, the following
additional parameters can be used: /C /ST /L /O /OU /CN /emailAddress.

Examples
openssl req -new -newkey rsa:1024 -days 3653 -nodes -x509 -
keyout CA .key -out CA.cer -config openssl.cnf -subj /
C=yourcountry/ST=yourstateorprovince/L=yourlocationorcity/
O=yourorganiztion/OU=yourorganizationalunit/
CN=yourcommonname/emailAddress=name@yourcompany.com

openssl req -new -newkey rsa:1024 -days 3653 -nodes -x509 -
keyout CA.key -out CA.cer -config openssl.cnf -subj /C=CA/ST=BC/
L=Richmond/O="ATEN International"/OU=ATEN /CN=ATEN/
emailAddress=eservice@aten.com.tw

Importing the Files

After the openssl.exe program completes, two files — CA.key (the private key)
and CA.cer (the self-signed SSL certificate) — are created in the directory that
you ran the program from. These are the files to be uploaded in the Update
CC2000 Server Certificate panel (see Import Private Key and Certificate,
page 242).
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Appendix B
The CC2000 Utility

The CC2000Pro Utility is installed as a part of the CC2000 installation. It
allows you to configure a number of the CC2000’s parameters from the
desktop of the computer that the CC2000 runs on, without having to invoke the

browser GUI.

In Windows, to run the program, open the Start menu, navigate to the CC2000
entry (Programs — CC2000Pro), and select CC2000Pro Utility:

&
O]

W

4 | Database Migration Utility

d New

Uninstall CC2000Pro

CKM KE Matrix Manager

Connect

Evernote

Excel

i FileZilla FTP Client

Fuji Xerox Print Extension

._ GanttProject

&) Google Chrome

o | @ 6

In Linux, as root, go to the /opt/CC2000Pro/Runable directory, and run the

CC2000Pro_Utility file.
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When you run the program, a screen, similar to the one below, appears:

®r CC2000Pro Utility — [} X

Ready for operation.

Web Server Settings
Ports

HTTP: [3080 HTTPS: [3443

JVM Information

3w Patn [Version LIRE
CC Senice |CProgram Files (x86)Uavalie 18.0_211 [18.0 211 [328it
Uity |cicc2000Proire [18.0_T62 [328it
System defaull__|C:\Program Files (:86)Javaljre 18.0_211 [180_211 [32mit

Apply

Import Certificate

prvatekey: | [ mrowse
Apply.
|

Certificate: |

—cE—

The Utility offers three tabs: System Settings, Restore and View Licenses. Each
of the tabs is described in the sections that follow.

System Settings

Apache Tomcat is the program that serves the CC2000’s web pages. The
CC2000’s installation programs ask you to specify the ports that Apache
Tomcat communicate through for web requests.

¢ The HTTP port is the regular port that Apache Tomcat communicates
through. The default value is 80. If you use a different port, users must
specify the port number in the URL of their browsers.

¢ The HTTPS port is the secure port that Apache Tomcat communicates
through. The default value is 443. If you use a different port, users must
specify the port number in the URL of their browsers.

If a port conflict occurs with the ports that you have set and prevents the web
page from opening, you can use this utility to change the port settings.

After making your settings, click Apply to save the changes.
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Restore

Clicking the Restore tab brings up a dialog box that looks similar to the one
below:

% CC2000Pro Utility — O X

f System Settings | Restore | View Licenses

Ready for operation.

Server Restore

— |

Progress: | |

Administrator Management

Username: administrator

Description:

Account status: OK

The dialog box is divided into three panels, as described in the table below:

Panel Description

Operation Status | You can use this to check if the CC2000 service is up and running
normally.

CC2000 Restore | Used to restore the CC2000’s primary server database to a
previously saved version (see Backup Primary Server Database,
page 252). Click Browse to locate the file. After you select the file
and return to the dialog box, click Start to begin the operation. The
progress of the operation is indicated in the Progress field.
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Panel Description
Administrator To return the System Administrator’s account to the default login
Management credentials (administrator / password), follow the steps below.
1. Insert the CC2000 USB license key to the primary server for
checkup.
2. Click Reset.
Note:

¢ If this account has been Locked (see Lockout Policy,
page 274), it is automatically Unlocked.

¢ |f two-factor authentication has been enabled for this account,
re-initialization will be required at the next login.
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View License

The View Licenses tab lets you view the licenses that are related to the CC2000

package. To view a license, click its radio button.

% CC2000Pro Utility

System Settings r Restore ﬁ’\l"iew Licenses \

|
X

Select License
@ JAF

) JavaMail AP
) Apache

) LGPL

") AXL Radius
) AXL TACACS+

) EPL

A Sun Microsystems, Inc. ("Sun”) ENTITLEMENT far
SOFTWARE

Licensee/Company: Entity receiving Software.

Effective Date: Date of delivery of the Software to
ou

Software: JavaBeans Activation Framework 1.1

License Term: Perpetual (subject to termination under
the SLA).

Licensed Unit. Software Copy.

Licensed unit Count: Unlimited.

Permitted Uses

1. You may reproduce and use the Software for

el s L

T »
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Authentication Key Utility

Overview

The Authentication Key Utility (CCAuthKeyStatus.exe), is a Windows-based
utility for accessing and updating the information and data contained in the
CC2000 Authentication Key. CCAuthKeyStatus.exe can be found on the CD
that comes with the CC2000 package.

When you run the program, a screen, similar to the one below, appears:

@) CC-Auth Key Status Utility — x

Key status:  |[Kew found: Activated. |@

Kew Information

F /i version: |Var 2.1.208 S/M |EEZDDD-Demu-2m 0822

Licsnss Informalion Licenss Upgiade

Servers: |2 Modes: |512 Save Uparade
Mairt. walidity: |MAA

FAw Upagrade... | Export License. .. | Abat.... | Exit I

Key Status Information
The layout of the dialog box is described in the table below:

Section Purpose

Key Status Indicates whether the key has been recognized and accepted as
valid or not.

Key Information Displays the key’s current firmware version and serial number.
License Displays the number of servers (Primary and Secondaries), and
Information the number of nodes the key is licensed for.
License Upgrade | These buttons are used for performing an offline license upgrade.
F/W Upgrade This button is used to upgrade the authentication key’s firmware.
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Key Utilities

The License Upgrade and F/W Upgrade sections offer utilities that allow you
to upgrade the key’s firmware (F/W Upgrade), and to upgrade the number of
servers and nodes authorized by the license (License Upgrade).
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Key Firmware Upgrade

The CC2000 Authentication Key’s firmware is upgradable. As new revisions
of the firmware are released, upgrade files are posted on our web site. Check
the web site regularly to find the latest files and information relating to them.

Starting the Upgrade

To upgrade your firmware, do the following:

1. Go to our website and download the new firmware file onto your
computer.

2. With the authentication key plugged in, run the Key Status Utility
(CCAuthKeyStatus.exe).

Note: 1. CCAuthKeyStatus.exe only runs under Windows.

2. Firmware version 2.1.204 or higher is required for CC2000
authentication keys to support the license upgrade function.

3. KeyStatus.exe can be found on the CD that comes with the CC2000
package. This file should be copied to a convenient location on your
computer.

4. In the screen that appears, click F/'W Upgrade...

@ CC-Auth Key Status Utility — =

Key statug:  [Key found: Activated. |@

K.ey Infarmation

FMw wersion:  |Wer 21.206 S5/M: |EE2DDD-DEmn-2D1 70822
License Information License Upgrade
Servers: |2 Modes: |512 Save | Upgrade |

Maint. walidity: |M A4,
FMw Upgrade... | Ew=poit License... | About... | Exit |
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5. Inthe File Open dialog box that appears, select the firmware upgrade file,
then click Open.

CENE—— 2%

Lackjrc [[2F Deskiap x| ek E-

MMy Documents B‘ Sharteut ba Contral Panel
J My Computer K ik aNE Server
My Metwork Places UItraVNC Wigwer

(@ Mozila Firefox

File name: | duth ey Fu/72.1.201 eve =l Open |
j Cancel |

4

Files of type; IF/W Uparade File [* exe]
[ Open as read-only

6. Read and Agree to the License Agreement (check the 7 Agree radio
button).

‘welcome to the Firmware Uparads Litiity.

Put yaur device inta Firmware Upgrade Mode. Use the Firmware Upgrade Cable to connect its Fimweare
Upgrade Port to your computer [or connect via Ethemet). Adree to the License Aaresment; Then Click Mest.

LICENSE AGREEMENT =

LICENSE GRAMT

WTEN International Co., Lid. [“Licensar’'] grants to pou a non-exclusive, nontransferable license to
access and uze FIRMWARE UPGRADE UTILITY [the “Product”] during the "'Term' set farth below.

‘ou may install the Product on a hard disk ar other storage device; install and use the Product on a file
server for uge on a network for the purposes of (i) permanent installation onto hard disks or other storage
devices or [ii] uge of the Product over such netwark; and make backup copies of the Praduct.

RESTRICTIONS

‘ou agree hot to modify, adapt, translate, reverse engineer, recompile, disazsemble or othenwise atternpt
to discover the source code of the Product, or create derivative works based on the Product, or remove:
any praprietary notices or labels on the Product, including copyright, iademark or patent pending notices.

‘ou may not sublicense the Product or othenwise allow others to use the Product licensed to you _I

& |Agee | DontAges

Cancel |

Help About < Back
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7. The utility searches for your installation. When it finds your device, it lists
it in the Device List panel.

*2 Firmware Upgrade Utility x|
IF Check. Firmware Version is checked, the utiity compares the device's fimware level with the uparade
files. IF the device's version is nswer, the Lty [ets you decide whether ta continue of not. IF it is not

checked, the utiity performs the uparade directly.

Click Nest to bedin
Device List: Status Messages:
CC-uth-Key : 000 > Loading & testing files ...

> K.

- Device Deseription

¥ Check Firmware Yersion  Progress... |

Help Wiew Lag < Back

Cancel

Note: If you enable Check Firmware Version, the Utility compares the
device's firmware level with that of the upgrade files. If it finds that
the device's version is higher than the upgrade version, it brings up
a dialog box informing you of the situation and gives you the option
to Continue or Cancel.

If you don't enable Check Firmware Version, the Utility installs the
upgrade files without checking if there are any higher levels.

Click Next to continue.

380



Appendix C

Upgrade Succeeded

After the upgrade has completed, a screen appears to inform you that the
procedure was successful:

2 Firmware Upgrade Utility x|

The Firmware upgrade was successful,

Click Fimizh to cloze the wtility,
Device List: Status Meszages:

_ » Loading & testing files ...
> Loading % testing fles: OF
» Searching for devices ..
> Preparing firmware upgrade ...
> Firmware version is not newer than device CC-dauth-FKeay : 000
> Preparing firmware upgrade: OF
> Upgrading device CC-duth-Key - 000 .
1] ding device CC-Auth-Key : 000: 0K

— Device Dezcription
Device FA: Ver 2.1.200
Upgrade FAw: Wer 1.0.092
MID: 000

1 | ol

¥ | Check Fimware Yersion Progress... [

Help | Wiew Log | < Back

Click Finish to close the Firmware Upgrade Utility.
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Key License Upgrade

Overview

The CC series has a feature that allows end users (clients) to update their
authentication keys to reflect an increase to their number of licenses. The key
license upgrade can be performed either by the clients or by the dealers/
distributors, and can take place either in a browser session over the Internet (an
online upgrade), or via a standalone utility program (an offline upgrade).

Clients first inform their dealers/distributors of the number of licenses to be
upgraded by. The dealers/distributors then place an order with an ATEN sales
representative, specifying the number of licenses to be added. After processing
the order, ATEN then sends a confirmation and authorization e-mail to the
dealer/distributor with the necessary details for performing the upgrade.

Note: A separate order must be processed for each key.

There are two ways to upgrade the key:

¢ Online: To perform the upgrade, insert the key into the computer’s USB
port and open a browser session to directly upgrade the key. If the client
performs the upgrade, the dealer/distributor provides him with the e-mail
authorization details; if the dealer/distributor performs the upgrade, the
client provides him with the Authentication Key.

+ Offline: A Windows-based Key Status Utility is used to extract the key’s
information and saved as a Key Information Data File. The key
information data file is then used in a a browser session to generate a
license upgrade file. After the license upgrade file has been generated, the
Key Status Utility is used again to write the upgrade file’s information to
the license key.

¢ Ifthe client is the one who updates the CC license database, the dealer/
distributor provides him with the e-mail authorization details —
allowing the client to generate his key license upgrade file. The client
then uses the Key Status Utility and the key license upgrade file to
upgrade the Authentication Key’s license information.

+ If the dealer/distributor is the one who updates the CC license
database, the client provides him with the key information data file
(extracted with the Key Status Utility) to be used to generate the
client’s key license upgrade file. The dealer/distributor then returns the
key license upgrade file to the client for upgrading the Authentication
Key’s license information using the Key Status Utility.
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Online Upgrade

Clients contact their dealers/distributors to place their upgrade order(s). A
separate order must be processed for each key. After the dealers/distributors
place the upgrade orders with an ATEN sales representative, they receive a
confirmation and authorization e-mail, similar to the example below:

Your order is ready to be processed. Please go to http://xxx.xxx.x.xxx to
upgrade your key's license.

Login Information:

+ Username: myname2

+ Password: mypassword5678
Order Information:

¢ Order ID: 1017000700 (authorized number: 2068919892). This order
requests CCMA512 (1YR SUP FOR 512 NODES)

Either the client or the dealers/distributors can perform the upgrade. If the
dealer does it, the client provides the dealer with his license key; if the client
does it, the dealer forwards the confirmation e-mail to him.

Follow the steps below to perform an online upgrade.

1. Plug the authentication key into a USB port on your computer.

2. Open a browser, go to the CC Authentication Key License Upgrade page:
https://cc.aten.com:10443/

3. When the upgrade Login screen comes up, log in with the Username and
Password provided in the authorization e-mail.

\\:I:E” "CC Authentication Key License Upgrade

> Login

Submit

ATEMN.com is published by ATEN Internatianzl Co. Ltd,, Taiwan. All rights reserved,
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4. 1In the screen that comes up, key in the Order ID number and Order
Authorization number that applies to the upgrade, then click Continue.

ATEN "CC Authentication Key License Upgrade

Sty BezarGonnectors

> User Information

» User Information

Login Name: myname2

Phone: 111-3678-123¢

FAX: 111-5

E-mail: myname2@mycompany2 com

+ Order Information

Order ID: 1017000700
Order Authorized Number: 2068913892

Continue.

ATEN.com is published by ATEN Intemational Co. Ltd., Taiwan. All rights reserved.

5. Inthe License Upgrade Order Information screen, key in the current
number of licenses in the From fields (the To fields are automatically
filled in), and select Online upgrade.

TEN "CC Authentication Key License Upgrade

Somga DOt Crmattant

=» License Upgrade Order Information for CC2000

+ Order Information:

Order 101 1017000700

This arder asks for CCMAS12 (1 YR SUP FOR 512 NODES), CCMAS12 [1YR SUP FOR 512 NODES).

Upgrade maintenance validity period: From [20220825  To [2024/08723

» Upgrade Options:

' online uparade

' offline upgrade

Continue..

ATEN.com is published by ATEN Intemational Ce. Led., Taiwan. All rights reserved.
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Note: You can use the Key Status Utility (CCAuthKeyStatus.exe) to see
the current number of licenses.

Click Continue.

When the CC Authentication Key License Upgrade by Distributor screen
comes up, click Download.

When the browser asks what to do with the file (KeyUpgrade.exe), select
Save to disk.

Leave the browser open as is; go to where you downloaded the file and
execute it.

Note: This step must be done in the same web session that you
downloaded the KeyUpgrade.exe file in. Otherwise the upgrade will
not succeed.

The upgrade utility comes up and starts the upgrade. The actions it
performs are reported in the main panel:

i

Key status: [Key found: Activated. @

Ky Information
’VFM versior: [ver 21204 SM: [10504460 ‘

Server. from 1to 8
Mods: from B4 to 20564

Servers: |8 Modes: |20584

i Licenze Information————————————— "Lu:ense Upgrade —————

Events:

001: CC-Auth key Found.

002: Connecting to server...

003 Connected to the server.

004: Starting to upgrade the CC-Auth key license,
5: Uparading the CC-Auth Key license .

(06: The L

Erpg e ot
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10. When the upgrade is finished, a window pops up to inform you that the
upgrade was successful. Click OK to close the popup.The browser screen

provides a summary of the upgrade:

\\J:EN "CC Authentication Key License Upgrade

> Order is Complete

» Order summary
Order ID: 1017000700
Servers changed from 1 to 8
Nodes changed from 64 to 20564

ber: 10504460

er: V2.1.204

Logout

ATEN.com is published by ATEN Internationa! Co. Ltd., Taiwan. All rights reserved.

11. Click Logout to exit.

You can use the Key Status Utility (CCAuthKeyStatus.exe) to double-check
that the number of licenses on the key has been successfully upgraded:

@) CC-Auth Key Status Utility — p4

Key statug:  Key found: Activated @

Key Infarmation
Foed version:  [Ver 2.1.206 S/M: |CCZ2000-Demo-20170322

License |nfarmation License Upgrade

Servers: |2 Modes: |512 Save | Upgrade |
taint. validity:  |[MAA

F Upagrade. . | Export Licenze... | About.. | E wit |

Upgrade Succeeded
After the upgrade has succeeded, the dealer/distributor receives an e-mail from
ATEN informing him that the upgrade has been completed online. For

example:

Your order (Order ID: 1017000700) has been completed successfully by

the online utility.
The key (PSN: 10504460) server number has been upgraded from 1 to 8,

and node number from 64 to 20564.

386



Appendix C

Offline Upgrade

An Offline upgrade can be performed either by the dealer/distributor, or the
end user client. The advantage of this type of upgrade is that the client doesn’t
give up the use of his key. All he needs to do is e-mail the key information data
file to the dealer/distributor and receive a key upgrade file in return.

Preliminary Steps
To perform the upgrade, the first step that the client must perform is to create
a Key Information Data File, as follows:

1. With the authentication key plugged in, run Key Status Utility
(CCAuthKeyStatus.exe).

2. Inthe License Upgrade panel of the dialog box that comes up, click Save
to create a Key Information Data File (KeyUpload.dat).

@Y CC-Auth Key Status Utility — ps

Key status: ey found: Activated. |@
Key Infarmation
FAw’ version:  [Wer 2.1.206 S/N: |CC2DDD-Dem0-2D1 Fog22

License Information License Upgrade
Servers: |2 Modes: |512 Save | Uparade |

Maint. walidity: M A8
Fef Upgrade... | E=port License. .. | About.. | E =it |

Note: The Key Information Data File is created in the same directory that
the Key Status Utility resides in.

After the Key Information Data File is created, the client sends it to the
dealer/distributor.
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Performing the Upgrade
After the dealers/distributors place the upgrade orders with an ATEN sales

representative, they receive a confirmation and authorization e-mail from
ALTUSEN, for example:

Your order is ready to be processed. Please go to http://xxx.xxx.x.xxx to
upgrade your key's license.

Login Information:
* Username: myname3
+ Password: mypassword3

Order Information:

¢ Order ID: 1017000750 (authorized number: 1605991978). This order
requests 1 more server(s) and 448 more node(s)

To perform the upgrade, do the following:
1. Follow steps 1 — 3 given in Online Upgrade (see page 383).

2. When the upgrade Login screen comes up, log in with the Username and
Password provided in the authorization e-mail.

\\;I:Em "CC Authentication Key License Upgrade

> Login

Submit

ATEN.com is published by ATEN International Co, Ltc., Tziwan. All rights reserved,
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3. In the screen that comes up, key in the Order ID number and Order
Authorization number that applies to the upgrade, then click Continue.

\\TEN "CC Authentication Key License Upgrade

Singiy Bir Gamenions

> User Information

+ User Information

Login Name: mynamed

Bhone: 11112

FAX: 1111

E-mail

+ Order Information

Qrder ID 1017000750
Order Authorized Number: 1605991978

Continue..

ATEN.com is published by ATEN Intemational Co. Ltd., Taiwan. All rights reserved

4. When the License Upgrade Order Information screen comes up, key in the
number of current licenses in the From fields. The To fields are
automatically filled in.

Note: If necessary, you can use the Key Status Utility
(CCAuthKeyStatus.exe) to see the number of current licenses.

5. Select that this is an Offline upgrade, then click Continue.

ATEN "CC Authentication Key License Upgrade

..................

> License Upgrade Order Information for CC2000

» Order Information:

Order ID: 1017000750

This erder asks for 1 mare server(s), and 448 nodes.
Upgrads numbar of servars: From |1 T2
Upgrade number of nodes: From [64 To [5i2

» Upgrade Options:

€ Online upgrade

Continue.

ATEN.com is published by ATEN Intemational Co. Ltd,, Tainan. All rights reserved.
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6. When the Upload Key Information screen comes up, click Browse; load
the KeyUpload.dat file that was generated in the Preliminary Steps
section; then click Continue.

ATEN "CC Authentication Key License Upgrade

Simpybamer Ganmacet

> Upload Key Information

+ Upload the Key Information Data File :

Key information data file Browse

Continue ..
+ Changing your order request

1f you vish to change the order request, click Chanae order to go back to the Order Info page.

ATEN.com is published by ATEN Internztional Ce. Led, Taiwan. Al rights raszrvad.

7. The next screen that comes up summarizes the transaction up to this point.

\\TEN "CC Authentication Key License Upgrade

Sy Bettor Canesstions

> Key Upgrade Information

+ Key Information :

Key Serial Number: 0917220288
Current Server Number: 1
Current Node Number: 64

Key F/W Version: V2.1.204

+ Upgrade Information:
Key server number vill be upgraded from 1 to 2

Key node number will be upgraded from 64 to 512

Click Continue to move on.
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8. In the screen that appears next, click Download to download the key
license upgrade data file (KeyUpgrade.dat).

\\TEN "CC Authentication Key License Upgrade

..................

> CC Authentication Key License Upgrade by Distributor

» Query Information:

+ Please keep the following reference number for future use.

Reference humber: 1123091022112900

+ File Download

Dounload the CC authentication key license upgrade data file:

> Download

Hote:

Maks sure the key upgrade file has besn downlosded and saved in & safs place.
The upgrade data file vill ba emailed to you by the email address you registared in your account.

9. When the browser asks what to do with the key upgrade file, select Save fo
disk. After the file is saved to disk, click Continue to go on.

10. In the confirmation popup that appears, click Yes. A summary page
confirming the order appears.

11. Click Logout to exit.

Note: 1. If you are upgrading more than one key, you can rename the
KeyUpgrade.dat files to separately recognizable names (keeping
the dat extension).

2. Ifthe client is performing the upgrade, the dealer/distributor
provides the KeyUpgrade.dat file to the client.

12. Run the Key Status Utility again.

391



Appendix C

13.In the License Upgrade panel, click Upgrade.

@) CC-Auth Key Status Utility — x

Key status:  Key found: Activated. |@

K.y Infarmation

FAx wversion:  [Wer. 2.1.208 S/M |EEZDDD-DEmD-ZD1 70822
License Information License Upgrade

Servers: |2 Modes: |512 Save | Upgrade |
Maint. validity: |MAA

F. ! Upgrade | Export License | About. | E =it |

14. In the dialog box that comes up, navigate to the upgrade file
(KeyUpgrade.dat) and select it.

+ Once you click Open, a window pops up stating that the upgrade was
successful.

¢ The figure for the number of licenses in the License Information panel
changes to reflect the upgrade.
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Offline Upgrade Failure

If the offline upgrade fails, it may be due to the key upgrade file
(KeyUpgrade.dat) having become corrupted during the file transfer process.
There are two ways to resolve this:

¢ When the key upgrade file is downloaded, an e-mail is sent to the dealer/
distributor containing the particulars, along with a copy of the upgrade file
in case there was a problem with the original file transfer — as shown in the
example, below:

Offline upgrade email response:

Your CC-Authentication key's upgrade data file is
attached. Please upgrade your CC-Auth key with the
attached file.

Key Info:

* F/W Version: 2.1.204

* Serial number: 0917280288
License Upgrade Info:

* From 1 to 2 concurrent servers
* From 64 to 512 concurrent nodes
Confirmation Info:

* Username: newname

* Password: 1123091022112900

If you have any problem with upgrading your CC-
Authentication key's license, please confirm it online
at http://xxx.xxx.x.xxx using the username and
password above.

You can repeat steps 11 (Run the Key Status Utility) and 12 (Click
Upgrade) — this time using the copy of the key upgrade file
(KeyUpgrade.dat) that was attached in the dealer/distributor e-mail.

+ If the above fails to resolve the problem, information contained in the
Offline email upgrade response can be used to try an online upgrade.
Either the dealer/distributor can provide the end user with the
authorization details, or the end user can give his key to the dealer/
distributor.
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Order Expiration

Once ATEN sends the dealer/distributor the confirmation/authorization e-mail
informing him that the order is ready to be processed, he has a total of two
weeks to process the order. If the order is not processed within that time period,
two more e-mails reminding him that order has not been processed are sent:

1. Your order will expire in one week...
2. Your order will expire in one day...

If, the order still has not been processed by the end of the deadline, a final e-
mail is sent, informing the dealer/distributor that the order has expired, as
follows:

Your order has expired and has been canceled...
If you still wish to add licenses, you must place a new order.
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External Authentication Services

Overview

In addition to the built-in Username / Password authentication procedure, the
CC2000 supports authentication from external, third party authentication
services. If a third party service has been used to specify a user, the CC2000
receives the login information for authentication using an encrypted HTTPS
(SSL) connection. This section provides suggestions on configuring third-party
authentication services.

The following services have been tested and approved for use with CC2000.
Refer to the corresponding section in this appendix for setup suggestions.

¢ LDAP: Microsoft Windows Server 2003; OpenLDAP

¢ AD Server: Microsoft Windows Server 2003

+ RADIUS: Microsoft IAS for Windows Server 2003; FreeRADIUS
¢ TACACS+: Microsoft Windows Server 2003 (ClearBox)

¢ Microsoft Windows NT Domain

¢ MOTP: Mobile One-Time Password

¢ Microsoft Entra ID

LDAP/LDAPS — OpenLDAP Setting Example

In this example, the external server uses OpenLDAP; its IP address is
192.168.10.100; its service port is 389, and the server administrator has created
a file named cc2000Idap.ldif in the OpenLDAP directory containing the
following information:

dn: cn=cc2000,ou=software,dc=aten,dc=com
objectclass: top

objectclass: person

objectclass: organizationalPerson

cn: cc2000

sn: cc2000

userPassword: password
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The LDAP administrator can check the LDAP definition with LDAP Browser.
He should see a screen that looks like the one below:

B LOAP Browser\Editor v2.8.2 - [Idap://10.0.0.131/dc-aten, de=com] 9(=1E9
Hle Edt View LDIF Help
O @28 DXE0aFE&E

e
[ de=aten,dc=com 1 LefToute | value

& 9 ou=kvm userPassword  BINARY (8b)
- Jou=caga objeciClass top

objeciClass person
¢ [ ou=software '
objectClass organizationalPerson
= [ en=knZ116 | 7

sn c£2000
= s =
& [ CremTe

on cc2on
o= [ cn=ip8000
o [ en=cs1 T16i
o S en=sn301
o J ou=grouptest
¢ =3 ou=groups
o= [ en=groups1

| Ready. [u

The CC2000 Administrator gets this information to be used in the Adding an
External Authentication Server procedure (see LDAP, page 195). In this
example, the fields would be filled in as follows:

IP: 192.168.10.100

Port: 389

BaseDN: dc=aten,dc=com
UserRDN: ou=software
Key attribute: cn

Object class: person

Full name attribute: sn

After the LDAP/LDAPS Authentication server has been added, the CC2000
Administrator can use the Browse button to browse for all user names in the
software directory.
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Active Directory Settings Example

In this example, the external server used is Active Directory on a Windows
Server 2003 system,; its IP address is 192.168.10.100. Configure Active
Directory in Windows Server 2003 as follows:

1. Open Start — Control Panel — Administrative Tools — Active Directory
Users and Computers — Domain (aten.com in our example) — Users. A
window, similar to the one below, appears:

-loix)
/<P Ble fdion View Window Hep .,.Lzl_J‘

e am e XFrR 2B ARGTSESE
G e Dy b ot o]

Saved Queries
ﬁ;m- Tipe
-] Bt Dnman Computets Securky Group - Global nJI wotkstati
@l Conpuines €000main Controbers Seeurty Group - Global 2l domain e
(-] Domain Controliers gDumen Guests Security Group - Global #ll domain g
[ cesignSecurityPrincipals Domain Users Securky Group - Global All domain u
€D Enterprise Admirs Security Group - Global Designated
Group Policy Creator Owners Security Group - Global Members in
Guest User Bult-n acco
1I5_WPG Securky Group - Domain Local  TIS Worker |
2 IUsk_ATEN User Built-n acco
3 1wAM_ATEN User Built-n acco
7 jasont User
gnns and 1AS Servers Securky Group - Domain Local — Servers in b
Schema Admins Securky Group - Global Designated
sheve User
ﬁ stevel Liser
€ stever User
ﬁ sheved User
ﬁ steved User
€ steves User -
4 3] K3 | o

The CC2000 Administrator gets this information to be used in the Adding an
External Authentication Server procedure (see Active Directory, page 194). In
this example, the fields would be filled in as follows:

IP: 192.168.10.100
UserRDN: cn=users

After the Active Directory Authentication server has been added, the CC2000
Administrator can use the Browse button to browse for all the user names in
the Users directory.
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RADIUS Settings Example

In this example, the external server used is RADIUS: Microsoft IAS for
Windows Server 2003; its IP address is 10.0.0.100. Configure RADIUS as
follows:

1.

Open Start — Control Panel — Administrative Tools — Internet
Authentication Services.

In the screen that comes up, right-click on RADIUS Client.
Select New RADIUS Client.

In the screen that comes up, key in the Friendly name. For example:
¢c2000-10.0.0.131, then click Next. A screen, similar to the one below,
appears:

cc2000-10.0.0.131 Properties o 2=

Settings ]

ddress (IP or DNS}
10.0.0.131

Wenify. .

If wou are using remote access policies based on the client vendor's
altribute, specify the vendor of the RADIUS chent.

~
@gﬂ!—\l'endor. [RADIUS Standard =3
™ Bequest must contain the Message Authenticator attribute
xxxxxxxx g
Shared secret |
Confirrn shared secret | xxxxxxxx )

5. In this example, the CC2000’s IP is /0.0.0.131; the Client-Vendor is

RADIUS Standard. For the Shared secret, use password.

6. After clicking OK, you return to the Internet Authentication Services

screen. In the left panel, click Remote Access Policies; in the main panel,
right-click Use Windows authentication for all users; select Properties.

398



Appendix D

7. 1In the screen that comes up, click the Edit Profile button, then select the
Authorization tab. A screen similar to the one below appears:

2]
Diakin Constraints | P | Mulbiink
Adberticsion | Ercopion | |1 ; Adanced |

Select the authenticalion methods you want to allow fior this connechion.

EAP Methods

™ Microsoft Encrypled Authenticaion version 2 [MS-CHAP +2}
™ Uses can change password after it has expired
™ Microsoft Encrypted Authenicaion [MS-CHAF)
I™ Usger can change password after it has expired
C W Encrypted authentication [CHAP) )
™ Unenciypled authenbcabon [PAP. SPAP]
Unauthenticated access

r Allow clients to connect wathout negoliating an authentic stion
method.

0K | Caeed | ooy |

8. In this example, we use CHAP for encrypted authorization

The CC2000 Administrator gets this information to be used in the Adding an
External Authentication Server procedure (see MOTP (Mobile One-Time
Password)*, page 197). In this example, the fields would be filled in as
follows:

IP: 10.0.0.100
Authentication type: CHAP
Shared secret: password

After the RADIUS Authentication server has been added, when the CC2000
Administrator adds user accounts, he must use the names that were configured
on the RADIUS server under Open Start = Control Panel — Administrative
Tools — Computer Management — Local Users and Groups — Users as its
Login names.
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TACACS+ Settings Example

In this example, the external server used is TCACS+: Microsoft IAS for
Windows Server 2003 (ClearBox); its IP address is 10.0.0.100. Configure

TCACS+ as follows:
1. Open Start = All Programs — ClearBox RADIUS TACACS+ Server —
Server Manager.
2. In the screen that comes up, click Connect.
3. Key in the password that you set when you installed the ClearBox
RADIUS TACACS+ Server.
4. In the ClearBox Server Configurator screen that comes up, select the
Server Settings tab. A screen, similar to the one below, appears:
‘Welcome | Service Management  Server Settings | Etensions seftings | LogWindow | Statistics |
=1 G Server settingls TACALCS+ settings
‘,ﬁ] Basze seltings:
4] oo selling TACALCS+ TCP pont:
mo
B Security seltings — s ket
=1 Pr 1 shri | AximLm pac size [bytes):
o @ RADIUS sotings. 0%
Proy settings [~ Allows comaptibdity with 0 minor version
: _%] 2;::93 :z:zzes v &llow regular expressions in authorization check fist
¥ Combine cmd-asg autharization attributes inta one cmd attribute
™ Force autocosing each connection
| Save ] Revert ] Help ]
| Disconnect[120cPTEST22) | Help
5. In this example, the TACACS+ service port is 49.
6. Open Start — All Programs — ClearBox RADIUS TACACS+ Server —
Configurator.
7. In the screen that comes up in the left panel, select Realms — def; then
select the Authentication tab.
8. Click the Allowed Protocols... button. A screen similar to the one below

appears:
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Allowed Authentication Protocols @

[Jascu
L LR

BT

[F]M5-CHAP
[]arap

9. In this example, we use MS-CHAP for the allowed authentication
protocol.

10. Back on the ClearBox Server Configurator screen, select Data Sources —
users in the left panel.

11. In the main panel of the screen that comes up, there is an MS Access entry
field with a path locating the general. mdb file. The accounts contained in
this file are generated through MS Access.

The CC2000 Administrator gets this information to be used in the Adding an
External Authentication Server procedure (see MOTP (Mobile One-Time
Password)*, page 197). In this example, the fields would be filled in as
follows:

IP: 10.0.0.100

Port: 49

Authentication type: MSCHAP

Shared secret: the password that you set when you installed the ClearBox
RADIUS TACACS+ Server

After the TACACS+ Authentication server has been added, when the CC2000
Administrator adds user accounts, he must use the names that were configured
in the TACACS+ server’s general.mdb file.
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NT Domain Settings Example

In this example, the external server used is Microsoft Windows NT Domain;
its Server IP is QA_ NT SERVER. Configure NT Domain as follows:

Open Start — Programs — Administrative Tools (Common) — User Manager
for Domains. A screen, similar to the one below, appears:

User View Policies Oplions Help

Full Name

CC2000 Use

ntemet Guest Account ntemet Server Anol

NTDomainUser NTDomainUser user
user0l userl1
userd2
=l
Members can bypass file security to back up files =]

Designated administrators of the domain
All domain guests

All domain users

nted guest access to the computer/domain
can administer domain printers

Supports file replication in & doma
M S administer domain servers

The CC2000 Administrator gets this information to be used in the Adding an
External Authentication Server procedure (see Windows NT Domain,
page 200). In this example, the fields would be filled in as follows:

Server IP: QA_ NT SERVER

After the NT Domain server has been added, when the CC2000 Administrator

adds user accounts, he must use the names that were configured under User
Manager for Domains.
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LDAP Group Authorization Setting Examples

Example 1

In this example, the external server used is OpenLDAP on Windows Server
2003, as shown in the LDAP/LDAPS Settings Example on page 395.

1.

“wok v

Under the CC2000 User Manager tab, select Authentication Services —
Authentication Servers.

Select the OpenLDAP server; then click Group Authorization.
Click the Group has Member attribute radio button.
Click Add (at the top-right of the panel).

In this example, the groups1 group is added. The screen should look
similar to the one below:

72 €C2000 Control Center Over the NET - Windavs Internet Explorer EBER
@ A{ ~ &) htpsif10.0.0.1 v | Certfi.. | 42| X B

Fle Edt Wew Favorkes Toos  Hep

W g | @ ccz000 Control Center Over the... i - B - - resge v (3 ook~

Management System Management

Group Authorization

] | s

Group Authorization

DAP Group Related Schema:

Object class (| groupotnames

© User has Member Of atiribute
User Mermber Of atribute

@ Group has Member atribute

Group Member atiribute

O __Mame | Description
@ Group Authentication with member
Group name

<2000 phugins installed
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The OpenLDAP administrator uses this name (groups! in our example) to
create a group under OpenLDAP with the same name as the one just created on
the CC2000 server, as follows:

1.

Open the core.schema file. The default settings we are interested in are as
follows:

attributetype ( 2.5.4.31 NAME 'member’
DESC 'RFC2256: member of a group'
SUP distinguishedName )
objectclass ( 2.5.6.9 NAME 'groupOfNames'
DESC 'RFC2256: a group of names (DN5s)'
SUP top STRUCTURAL
MUST ( member $ cn )
MAY ( businessCategory $ seeAlso $ owner $ ou $ o $ description ) )

Edit the cc2000Ildap.Idif file to add a definition for groups1 and have
cc2000 user accounts fall under groupsl, as follows:

dn: cn=groupsl,ou=groups,dc=aten,dc=com
objectclass: groupofnames
member: cn=cc2000,0u=software,dc=aten,dc=com

cn: groupsl

Note:

¢ The entry after dn: cn= should be the name of an actual group created
under Group Authorization on the CC2000 server.

+ The entry after objectclass: should be consistent with the name that
was entered for the Object class when the group was created on the
CC2000 server. Change the default entry in this file to match.

¢ The entry after member: cn= should be an actual user login name.
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3. You can check the group definition with LDAP Browser. You should see a
screen similar to the one below:

B LDAP Browser\Editor v2.8,2 - [1dap:#/10.0.0.131 /dc-aten,dc-com]
Eile Edit View LDIF Help

8 & 8 &8 b X o &~ Fo s dE

] de=aten,de=cormn 4| Attribute
[ ~asg
& [ ou=kvm < ot o
o 9 ou=caga C member a=0c 2000 = software, de=aten,de=com
ipst
% [ oussoftware e groups

e [ cn=kn2116
& (9 en=kn4140
[ en=ccz000
& [ en=cn8000
o= [=] en=ip8000
o [ en=cs1 7161
e [ cn=sn3101
== ] ou=grouplest
¢ ) ou=groups

= L
Groun name

4] Il |
ju

Ready.

4. The above example has added a member — cc2000 — to the groups1 group.

To add additional members to the group, edit the file to include them. For
example:

member: cn=cc2000-1,ou=software,dc=aten,dc=com
member: cn=cc2000-2,ou=software,dc=aten,dc=com

Once these procedures are completed, CC2000 users who are authenticated
through the LDAP/LDAPS server, are authorized according to the permissions
assigned to the group.

Example 2

By default, OpenLDAP only supports the Group has Member attribute setting
for the group related schema — this was the setting used in Example 1.

An alternative setting used by other LDAP servers — User has Member Of
attribute — is also supported under OpenLDAP by extending the schema.

In this example, the external server is OpenLDAP on Windows Server 2003,
as shown in the LDAP/LDAPS Settings Example on page 395.

1. Under the CC2000 User Manager tab, select Authentication Services —
Authentication Servers.

2. Select the OpenLDAP server; then click Group Authorization.
3. Click the User has Member Of attribute radio button.
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4. Click Add (at the top-right of the panel).

5. In this example, the groups1 group is added. The screen should look
similar to the one below:

Properties | Group Authorization

Group Seftings & Find User Add Delete Save

LDAP Group Related Schema:

Object class Igmup

@ User has Member Of attribute

User Member Of attribute memberof

o Group has Member attribute

Group Member attribute Imemher

Authorized Users' RDN
I RDN Include Users

The OpenLDAP administrator uses this name (groups! in our example) to
create a group under OpenLDAP with the same name as the one just created on
the CC2000 server, as follows:

1. Open the core.schema file. Extend the schema as follows:
attributetype ( 1.2.840.113556.1.2.102
NAME 'memberof
DESC 'RFC2256: member of a group'
SUP distinguishedName )
objectclass ( 1.2.840.113556.1.5.9
NAME 'person'
SUP organizationalPerson
STRUCTURAL
MUST (cn)
MAY (userPassword $ description $ sn $ mail $ memberof) )

2. Edit the cc2000ldap.ldif file to add a user account to the groups! group, as
follows:
dn: cn=cc2000test,ou=software,dc=aten,dc=com
objectclass: top
objectclass: person
objectclass: organizationalPerson
cn: cc2000test
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sn: ¢c2000test
memberof: cn=groupsl ou=groups,dc=aten,dc=com

userPassword: password

Note: 1. The entry after dn: cn= should be an actual user login name.

2. The entry after objectclass: should be consistent with the name
that was entered for NAME in the extended schema.

3. The entry after memberof: cn= should be the name of an actual
group created under Group Authorization on the CC2000 server.

3. You can check the group definition with LDAP Browser. You should see a
screen similar to the one below:

B LDAP BrowseriEditor v2.8.2 - [Mdap:#10.0.0.131 fde~aten, de~com]
File Edit View LDIF Help

(B[ aa (bso]~ [ Fa [&a

-3 de=aten,de=com 4| Attribute alue
- = ou=kvin HuserPassword  BINARY (8h)
objectClass top

o [ ou=caga

S au= sn‘qﬁware objeciClass
I ey . obieciClass ZalionalPerson

3 cn=kn2118 Cmemhernr en=groups T pu=groups, de=aten de=com
o = cn=kn4140 B -
o (=] ch=ce2000 cn 2000 st

& [ cn=cn8000
= 3 cn=ip&000
o 3 en=cs1 7160
o lon=sn310
&= [ ouEgronEEs
7 3 ou=groups
o [ ch=groupst

Ready. [u

4. Repeat step 2 for each user account that you want to add to the group.

Once these procedures are completed, CC2000 users are authenticated through
the LDAP/LDAPS server, and authorized according to the permissions
assigned to the group.
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Active Directory Group Authorization Setting Example

In this example, the external server used is Active Directory on Windows
Server 2003, as shown in the Active Directory Settings Example on page 397.

1. Under the CC2000 User Manager tab, select Authentication Services —
Authentication Servers.

2. Select the Active Directory server; then click Group Authorization.
3. In this example, the CC2000GP group is added.

The Active Directory administrator uses this name (CC2000GP in our
example) to create a group under Active Directory with the same name as the
one just created on the CC2000 server, as follows:

1. Open Start — Control Panel — Administrative Tools — Active Directory
Users and Computers — Domain (CA-QA.com in our example).

2. In the left panel, right click Domain Controllers; select New; select
Group.

3. In the dialog that comes up, key in the name of the group (CC2000GP in
our example). A window, similar to the one below, appears:
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4. In the right panel, right click CC2000GP; select Properties; select
Members. A window, similar to the one below, appears:

lcczoooce propertes 2]
Gmm 0f | ManagedBy |
Members:

| [Name Active Directory Fokder

5. Click Add.

The dialog that comes up lets you add members to the group. The members are
selected from the accounts found in the Users folder (see the left panel of the
original screen).

409



Appendix D

MOTP Settings

MOTP VM Server Setup

By using VMware Workstation or VMware Player, click “Open a Virtual
Machine” to open the ovf/ova file in the MOTP server to start the system

importing process.

= | =

VIMware Workstation 15 Player (Mon-commercial use only)
Player = inl

B Weicome to VMware

Workstation 15 Player

c

the top of your library.

1.

Create a New Virtual Machine
Create a new virtual machine, which wil then be added to

Open a Virtual Machine

Open an existing virtua machine, which will then be added
to the top of your library.

Oy

Upgrade to VMware Workstation Pro
Get advanced features such as snapshots, virtuzl netwaork

management, and more,

Open Virtual Machine

.- e — b
@d b Temp » OVF .

EHSEE - FaEsx
=
o > EE g =E
o EnEE - # FuHmE E
w TH @ MOTP3.10.3 2019/10/30 TS .. OVFER
M =E
- EEEnnE ~
Impart Virtual Machine [
-
Store the new Virtual Machine
Provide 3 name and local storage path for the new
virtual machine.
Name for the new virtual machine:
&=l | moTPa. 10,3 Server
i i | Storagepath for the new virtual machine:
=
& C:\sers\wilykuo\Dacuments Wirtual Machines Mo -
1
Hep Q [ mport [ cancel Open Virtual Machine Format file ']

=

SHEEO) |.|

BE
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Setup using system built-in “opuser”

“opuser” is a built-in administrator account in the system. During initial
installation, you can use “opuser” to set up the IP address and connect to the
MOTP VM system through a web browser.

Setup IP Address

MOTP3.10.3 Server

State: Fowered OFf
0S: Other

Version: Workstation 8.x virtual machine

Open MOTP VM. The welcome page will show a login hint.

Enter the account name (“opuser”) and password (“op123pass”) to login.

Blayer ~

B6_64 on an >B6_64

icalhost login:
ord :

1. Find the IP of the MOTP server with dynamic IP:
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By default, the MOTP server obtains an IP automatically through a DHCP
server. To find the obtained IP, enter ifconfig.

[opuserBcghalocalhost 715 ifconfig
ensB: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1588

inet 18.3.41.178 netmask 255.255.255.8 broadcast 18.3.41.255
inetb feBB::28c:29ff fefa:6e89 prefixlen 64 scopeid Bx28<1link>
ether BA:Bc:29:fa:be:89 txqueuelen 1888 (Ethernet)

RX packets 384 bytes 33488 (32.6 KiB)

RX errors 8 dropped 8 overruns B frame B

Tx packets 9 bytes 1542 (1.5 KiB)

TX errors 8 dropped 8 overruns B carrier 8 collisions 8

device interrupt 18 base BxZ888

2. Set the MOTP server IP with Static IP

Confirm in advance:

*

The address we will be using (e.g. 192.168.1.200) is available for the
first VM network card.

The computer the admin is using for this setup is also capable of
connecting to this IP address.

Assuming we are setting MOTP welcome page of the first network card IP
address to 192.168.1.200:

1. Enter

sudo /sbin/ifconfig ens0 192.168.1.200 netmask
255.255.255.0

2. Enter the password of the opuser (“op123pass”)

[opuser@MOTP_HA 715 sudo s/sbinsifconfig ethd 192.168.1.288 netmask 255.255.255.8

[sudo]l password for opuser:

You can check the network card name by using the ifconfig
command.

MOTP Server Initialization

After setting the IP address, open the IP address in a browser in the format
below for MOTP server initialization:

http://192.168.1.200:8080/MOTPWeb
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Enghsh | BT
Signin
Welcome ~
Press your account and password

Enter the account name (admin) and password (admin).

MOTP init

Welcome to use MOTP

This is the MOTP initial process, please follow the steps to finish the setup

If you have a system backup file to restore, Please click Restore and import the file

Restore Back || Next

Step 1: IP Setting

MOTP init

Step1: IP Setting

Please enter your IP address:
PORT: [0 v |
BOOTPROTO - [NONE v
¥ ONBOOT

~ 1P ADDR - IPv4 192.168.1.200
IPv6
* MASK : |255.255.265.0

GATEWAY - | |

e (]
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Configure the information below:

Bootproto: NONE

1PV4:192.168.1.200

Mask: 255.255.255.0

The fields with a red asterisk are must-filled fields.

Step 2: DNS Setting

MOTP init

Step 2 : DNS Setting

Please enter your DNS address

* Main DNS Server :|192.168.1.8)

Second DNS Server
Third DNS Server :

| Back || Next

Configure your main DNS server IP.

Step 3: Create Account

MOTP init

Step 3: Create Account
To have access lo the system management. you must have an administrator account. The
system has two default accounts: admin and op, please setup the account and password
for the system administrator. Note, the password must have 6 ~ 32 characters.
Expected to set the server for the slave machine, please skip this step.

Account

Role - | Super bk

Password
Re-type PW
Email

Description

Back |
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Note: You can skip this step and come back later.

Step 4: System Config

Step 4 : System Config

The following parameters are very imponant Please fullfill the fields by the actual
environment. The system may not work smoothly with some incorrect parameters

Name Value

* ServerName  localhost

[Description] Server Name or IP - Be sure to change this ServerName field to hostname or

P of the server
SMTPServer
[Description] Mail server for MOTP serviet

AdminEmail

[Description] Admin Email Address
SMTPUsemame

[Description] Usemame in SMTP server
SMTPPassword

[Description] Password in SMTP server

Back | Surt |

Note: You can skip this step and come back later.

Step 5: Finish
The initialization is complete.

MOTP init

Step5:Finish

eted plesse connect

nstwork cable mio the Ethernet connector

Finish |
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MOTP Server Setting

Go to the MOTP server (e.g. http://192.168.1.200:8080/MOTPWeb) and log in
with the account name “admin” and password “admin”.

The Management page of the server appears, as exemplified below:

DT

Import License

To activate the MOTP server service, you will need to purchase a license
(*.pem) and tokens (*.csv) from CHANGING Information Technology Inc.
(https://www.changingtec.com/EN/). When you have the details of the License
and Tokens, import them by following the steps below:

1. Go to [System Management] — [System Status]:

System Management : System Status
Home

Profile

ID Accounts >
Tokens >
Mobile Devices
System Agents
Event Log
Managing Console

vvov v

U

Help System Config
Cloud Gateway
Network Setting

2. In System Status, click “License Management” to start importing the
purchased license.
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System Status

System Status: Stop () Restat

Product Name : MOTP
System Version : 3.10.3.191016
System Time : Thu, 23 Jul 2020 22:12:18 +0800
Product Serial - RATD-ONAYAIY1-TM2V-0000
Valid Time : 2018-12-01,2020-01-02
Product Version - 3, Enterprise
User Limit : 100
Current Registered User Count: 0
Licensed agent counts : Unlimited

License : Changing Information Technology Inc.
I License Management I

3. Click “Browse” to select the license file (*.pem), then enter the password
given by CHANGING and click “Import” to update the license.

@ MOTP license £ - Google Chrome (=[5 e |

® #F£2 | 10.1.1.100/motp/UploadLicense.jsp

Replace file success. Translate token success. Please restart server again
Import

File Path - | ERE | AEFERER
Password: [ |

Import | | Restore

“Reboot” to restart the MOTP server.

Go to [System Management] — [Network Setting] — [Restart] and click

Natwark Setting

Acconurt wdmen

e

Phery | Wiy | Slisiy | WPy | e ioRen | Aot | Reves Sy

license is valid and the service is running.

After the restart, log in and check System Status to make sure that the
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System Status

System Status l Runmngl 3

Restart

Product Name :
System Version :
System Time :
Product Serial
Valid Time :

Product Version

Licensed agent counts :
License :

: 3, Enterprise
User Limit :
Current Registered User Count :

MOTP

3.10.3.191016

Thu, 23 Jul 2020 16:13:08 +0800
RATO-ONAY4IY1-TM2V-0000
2019-12-01,2021-01-04

100

0

Unlimited

Changing Information Technology Inc.

License Management |

Import Tokens

A token license (*.csv/ *.dat) allows a MOTP client to receive a one-time pass
code every time you want to sign in to an application server. To import token
license, follow the steps below:

1. Go to [Tokens] — [Import Tokens]

Tokens : Import Tokens
Home

Profile

ID Accounts

Mobile Devices
System Agenis
Event Log
Managing Console

>
>
Search Tokens {b
> Statistics for Tokens
> Download Software Tokens

2. Click “Browse” to select the token license and click “Submit” to import.

Import Tokens 1.

* File Path| | BEEE |

Help

2.

SRR ER

Please import the file with the type of token.dat or *.csv file.

3. You will see a list of imported tokens after the import.

Import Tokens
- Import Success: 10

- Total: 10

Import Success
10002922 100N 10002923 oueunm— 10002924 cosEmE— 100029251 SUSENE—
10002926 F OSSN 100029271 oot 10002920) bieagem 10002929 CESERE
100029300 eosaEm 100029311 ooSSREm
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Note: ¢ After the MOTP VM server setup, make sure the MOTP server
setting for “Two Factor” is set to “Pass Code (PIN+OTP)” (“No”
is selected by default). Go to [System Management] — [System
Config]. An example is shown below:

ca 0 @ wemes o oa nCoBs

P VR P P S S S LT r—

| MOTP

MOTP Sefng &

¢ For verification purposes, a MOTP server needs to be
synchronized to an NTP server. Go to [System Management] —
[Network Setting] — [NTP Setting] to configure the NTP
settings, as shown below:

| ®

© bt vt Qg s QT A b Qomeny Qmoex @ e B
ATTEUTTITTED
MOTF i
Nt Satting
a u ¥ ey | o ey | By | ey | i v emne | e |

T T =

P T SRR —— - |
e,
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RADIUS Setup
1. Go to [System Agents] — [RADIUS]:

Home
Profile
ID Accounts >
Tokens >
Mobile Devices
2|standard
Event Log >
Managing Console > Lpap {b
System Management > SAML
Help
MOTP Agents - RADIUS Add |
Name IP Address Description RADIUS
No Data

2. Click “Add” to create a CC2000 server entry.

3. Enter the information of the CC2000 server (MOTP agent) and set up a
password for CC2000 to access the MOTP server. Make sure that the
password is the same as the shared secret in CC2000.

MOTP Agents - RADIUS

* Name : [CC2000v3 |
* 1P Address : [192.168.1.201] ]

Description : | ‘

PASSWOTG © [remmesseeees

Repeat
Password :
Verification @ Support RADIUS Group-Rule mode

Mode : () Support RADIUS Challenge/Response mode

) Support RADIUS Stage Validation mode
*) Push Confirm
Valid Time 1 (In minutes

More Option...

| Submit

Create Trust Group

1. Go to [ID Accounts] — [Group]:

D Accounts : Group

Mobile Devices
System Agents
Event Log
Managing Console

Home
Profile

2lAdministrator
Tokens > User Account

> Import Acmumib

? Backup Codes Manager
>
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2. Click “Add” on the top right corner to create a group.

Group List | Search I\ Add \I
Name Description TwoFactor Group member

No Data

| Delete

3. Fill in the group name. In MOTP Agents, move CC2000 from Distrust to
Trust. In TwoFactor, select “OTP Only” (only username and OTP will be
used for CC2000 login).

“MOTP PIN Code + OTP” means username, OTP, and a PIN (default =
000000) are needed when logging in to CC2000.

Note: To change the PIN, go to the MOTP’s user portal (e.g. http://
192.168.1.200/MOTPPortal) and change it in Profile category.

“Sync AD-Password + OTP” means AD username, OTP, and AD
password are needed when logging in to CC2000.

Create Group

Submit

Create Account Manually

1. Go to [ID Accounts] — [User Account]:
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ID Accounts - Ut
Home
Profile

Tokens

Mabile Devices

System Agents ? Backup CMes Manager
Event Log >
Managing Console > ‘

Iser Account

2 Administrator
>

Y

Import Accounts

2. Click “Add” on the top right corner to create a user account.

[

Search OTP User

Account :

Keywords :
Group :

Duration of
Verification :

Token Type :

User Status :
Token Status :

Sort:

Items/ per Page :

ONo

attached any group

m] ~ [2020107723

Unspecified B HardwareToken

SoftwareToken [ On-Demand

OtherToken FISCToken

PushToken

Delay kd Lock & Normal

Binitial @ Registered @ Normal B Suspend
Disabled & Extranet Init

@® Duration of Verification O Account OThe
nearest expire date

10 v

Please input the search critiria. Use an Asterisk (*) to search all =

]

3. Create an account by entering the information of each field (for signing
into the MOTP Client Portal later) and select the token type that you have

previously imported.

Create User

* Portal Password :
* Confirm Password :

Phone Number :

Group :

* Name :|jasonwang

( Password length:6~32)

sranee

\
Email :|
Description :‘
Keywords \

* Token Type .\@ (D Enable Internet

Token expired date © @None O Until| 2020/07/23

>

Submit |

You will see the following information after registering successfully.

l »@ User create success. (PM 11:43:33)
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Register Software Token

1. Search for “MOTP Client” in your mobile device’s application store,
download it and open the application.

Available on the
D App Store

i,,\ Google play
& Windows
Phone
2. Click “Register” on the MOTP management page (on the computer).

MOTr—

Mobile One Time Password

BE

- - ——
Verify Register Synchronize

ID Accounts : User Account

Home

Profile

3. Registering Token:

Choose software token as Token Type.

Enter the user account for the Account and click “Get Initial Key” to
display the initial key generated (center top).

On the mobile device, open the MOTP Client mobile app, and enter the
initial key in the available field.
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Register Token

Initial Key : 5118452

Tehen Type & Software - Hardwaee
Accourt  mike Gt Invitiad ey
SN
DeviceiD
Token ewpired date © # Mons Untl 2015050)

4. A serial number (SN) and Device ID are generated on the MOTP Client

mobile app. Enter them into the MOTP server and click “Submit” to finish
the registration.

SN VeRTRT

Device i DR80T - CHEC

o1 Crasd Register Token

Initial Koy : 93418432
Token Typs  ® Software ' Hardware
Account  mike

SN 928E63B4
* DevicedD 1ADDE . [88459
Tohen expired date % None ) Until (2018

Get Initial Kary

50903

| Submit

5. You need to be OTP-verified and then synchronized after registering.
Click “Synchronize” on the left of the MOTP management page.

Synchronize

N vy
(@] ore
Sync. Code
Subema
Verify Register  Synchrd_je

Harcware token even after press the OTP enter twice 10 synchronize
actions. Please input the data of the [Resnc] page on the mabiie
phone
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6. On the server page, enter the user account you have created and click “Get
Serial List”. The SN field will be filled in automatically.

7. Enter the OTP and Sync Code fields obtained from the MOTP Client to

synchronize.

You will receive a message upon successful synchronization.

‘ €p Resynchonize success. (PM 07:12:24)

8. Ifyou have already been OTP-verified and synchronized previously, click
“Verify” on the MOTP management page.

MOTE | [ —
Mobile On ’ : " Account : [jasonwang ]
* OTP: |715662
- [ Submit
e S-t!l!
Verfy Register  Synchronze Ll
Please input the OTP on the mobile phone.
Venfy OTP
Home
Profile
1D Accounts 3
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MOTP Authentication Services on CC2000

The content below is an example of how to set up MOTP authentication
services on CC2000, thereby creating a user that is MOTP-authenticated, as
well as an example of how that user logs into CC2000 using MOTP
authentication.

Setting up MOTP Authentication Service

Make sure you are logged into CC2000 as an administrator.

1. On the Sidebar Menu, go to User Accounts — Authentication Services.

o £ 32 0 B

2. Click Add for the following dialog box.

Add X
@ General @ Connection Settings

Server name  [MOTP) |

Servertype | MOTP (ChangingTec Inc.) ~|

Description
Description
i

e |
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3. Enter the Server name and select “MOTP (ChangingTec Inc)” for Server
type and click Next.

4. Enter the IP address of the MOTP server and the shared secret you entered
in the RADIUS agents of the MOTP server.

Add X
@ General @ Connection Settings

Server IP/Domain  [192.168.1.200 m

Port [1812

Agent type Radius ager

Authentication type  PAP

Shared secret ‘-I

@ OTP only
OPIN + OTP

O External password + OTP

Note: If“Dual Authentication” in server type is selected, CC2000 will ask
you for both a login credential and an OTP authentication.

Use the Connect button after the “Server IP/Domain” field to test the
connection before saving.

5. Click Save to save the authentication service and it will be listed in the
service list, as exemplified below:

Authentication Services

User Accounts S m Edit Delete

Users

IP/Domain
Groups s ]

Authentication Services O wmoTte

System
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Creating User Account(s) for MOTP Authentication Service

Make sure you are logged into CC2000 as an administrator.

1. Go to User Accounts — Users and click Add.

Add X
@ General @ Personal Information
N

Username Username

Passord Pasword E=a

Confirm password Confirm password

Description
Description
Z

User type Super Administrator v

Authentication server | GG2000 v

Session timeout 3 v | minute(s)

Disallow the user to change account passwerd
@ User must change password at next login
@ password never expires

U Disable this account

Immediately -

2. Select MOTP as the authentication server, as shown below. Enter the same
username as the one you created in the MOTP server (e.g. jasonwang).
Click Next to continue.

Add X
@ General @ Personal Information
= [jmeneery |

Super Adminstrator v
MOTP v l
Never -

m S
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3. Enter the available fields in the Personal Information tab and click Save.
For more details about the Personal information tab, refer to Adding a
User Account, page 173.

4. The user will be listed in the user list.

Logging into CC2000

1. Go to the CC2000 login page and enter the username of the MOTP-
authenticated user (e.g. jasonwang) and click Login.

Welcome

lasonwang

2. A MOTP Authentication window appears. Fill in the OTP generated from
the mobile app (on your mobile device) MOTP client to log into CC2000.

MOTP Authentication

Note: 1. OTP changes every 60 seconds.
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2. If “Dual Authentication” in server type is selected, CC2000 will
ask you for both a login credential and an OTP authentication.

If TwoFactor configuration in MOTP server is OTP + PIN, enter OTP and

the PIN (default: 000000) to log into CC2000.

To change the PIN, log into the user portal of the MOTP server (e.g. http:/
/192.168.1.200/MOTPPortal) and change it in Profile category.

Signin

Account
& mowary

o v PG

Englan | =X

o»8e

oo ST
v
Accourt manany
]
Poratiter | S et |
Erad
oty Paswert
™
[ St |

432 The passsced he MOTF 3
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Single Sign-On

This section covers the suggested configuration of Microsoft Entra ID for
setting up single sign-on (SSO). For full information of SSO setup, see Single

Sign-On Using Microsoft Entra ID, page 202.

Note: The user interface of Microsoft Entra admin center may be updated at
any time. Please consult the Microsoft Entra online help for detailed or current

practice.

Registering Applications in Microsoft Entra ID

1. In Microsoft Entra admin center, add the target application.

2. Go to Enterprise apps > All applications, and click New application.

A Home

& Agents
% Favorites

Entra ID

Users

>
© overview
!
LS

Groups

£ Devices

B enterprise apps

B App registrations
& Roles & admins
& Delegated admin partners

O Domain services

Home

@ overview

X Diagnose and solve ploblems

Manage
B private Network connectors
& User settings
B8 App launchers

] Custom authentication
extensions

Security
% Conditional Access
@ Consent and permissions

Artivite

L New application| () Refresh & Download (Bxporty =~ @

View, filter, and search applications in your erganization that are set up
tenant as their Identity Provider.

The list of applications that are maintained by your erganization are in:

~ Search by application name or object ID

pp 1 type == X Application
*7 add filters
7 applications found

Object ID Application ID

4d9e095f-302e-4dfe... 970sfdbe-c34d-438¢
8233b5bd-0bd0-4af... 166feBdB-85a1-416¢
20932¢43-f335-474c... 641f50ed-450-4525
€579bcee-d330-44a... 33283028-dd81-4f7

deabbfea-4da8-448.. 6b921c3f-be00-4191
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name, select Integrate any other application you don’t find in the
gallery (Non-gallery), and click Create.

3. Click Create your own application, select CCwithSAML for the app

Home > Enterprise applications | All applicatiol

Browse Microsoft Entra Gé&

-+ Create your own application

27 Got fee

The Microscft Entra App Gallery is a catalog of thot
user provisioning. When deploying an app from the
apps. Browse or create your own application here. |
for other organizations to discover and use, you car

Create your own application I x

,l'?\_" Got feedback?

If you are develogling your own application, using Application Proxy, or want to integrate an
application that i3 not in the gallery, you can create your own application here.

What's the namg of your app?

+
| [ cowithsam l

A Search application

Cloud platforms

Amazon Web Services (AWS)

aws

Oracle

‘What are you lockipg to do with your application?

?

arlson Wagonlit Travel

The application is added to the list of enterprise apps.

Home > App registrations > Enterprise applications
f®
Home
Enterprise appllcatlons All applications X
& agents R
« + Newapplication (O Refresh L Download Export) | @ Previewinfo
*  Favorites 57 a
© overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra
S EntalD tenant as their Identity Provider.
X Diagnose and solve groblems.
® The list of applications that are maintained by your organization are in application registrations.
Overview
Manage
fot (IR Search by application name or object ID ]
Applcation type == Enterprise Applicat Application 0 starts wi
® Groups B private Network connecto) pplication type == E rise Applications < pplication ID starts with X
+
o e £ User settings iad St
i

B8 App launchers

& applications found

App registrations

Roles & adrins
Delegated admin partners
Domain services
Conditional Access
Multifactor authentication

\dentity Secure Score

S 0 @ @ 0 & & B

Authentication methods

Name L Objectid Application ID Homepage URL Cre:
% Custom authentication
extensions qatest a1
—— COWithsAML 7 .. /31
© corsemand permisins I cosm o
Activity
. CCOIDC@0... deabbbea-488-448... 6b921c3f-be00-4197.. 7€
D sign-inlogs
2 . CCOIDCTest2  €7ab7698-7aac-498c.. 90858b54-347b-431,. 82
il Usage & insights
CC-OIDC-67 657433 Tébe-d6ce... dcb40C08-10dd-4cd.. a2

& Auditlogs
& Provisioning logs
¥ IS Access reviews

© Admin consent requests
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4. Configure the authentication type.

a) Go to Enterprise apps > Single sign-on > 2. Set up single sign on.

a

Home > App registrations > Enterprise applications | All applications >

A Home - X
CCwithSAML|| Overview
& Agents Enterprise Applicatiq
«
K Favorites A # Overview °  Properties
[0 Deployment Plan Name ©
Entra ID A~ ;
B X Diagnose and solvd problems COwithsAML D
® oveniew Application ID ©
Manage
,q 6943f328-cd10-4208-989c-.. 1)
Users ' properti
I Properties ObjectiD @
A Groups 2 owners 77c03cd9-eceB-4011-ad6e-... 1)
5 Devices

Getting Started

App registrations 2 Pprovisioning 1. Assign users and groups

Provide specific users and groups access
to the applications
Assign u:

Roles & admins B! Application proxy

C  Self-service

Domain services

B
s
€ Delegated admin partners
[}
&

Security
% Conditional Access o
& conditional Access —3 2. Set up single sign on
©  Multifactor authentication °. permission: Enable users to sign into their application
N Permessions using their Microsoft Entra credentials
Q2 Identity Secure Score © Token encryption Get started
& Authentication methods Activity

b) Select SAML.

Basic SAML Configuration

P\'_" Got feedback?

Identifier (Entity ID)* ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

I Enter an identifier | \:/ @ i
Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default

Enter a reply URL \ [ | \:‘ @
Add reply URL
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c¢) Save the Login URL and Logout URL to a notepad for later CC2000
configuration, and then click Edit to configure SAML.

A Home > App registrations » Enterprise appications | All appications » COWthSAML

| SAML-based Sign-on %
T Upssametscaatia %) Crange singi sign-on mode o - A Got testtaci?
a
Single Sign-On SAM
X Diagneses — -
s g Tomicqions that do onnect or OAuth Leam
|2 Contiguraticn quide - for halp ntegrating COWTRSAML
Basic SAML Configuration
dersitier (Emity 10) Required
Reply URL {Assarsion Consumer Sarvics URL)  Reaquired
Signan URL o
@ pyr— Relay State (Options)
Logeut Un [Gptens)
o Roles & acming F appieaton proxy
@ s
& Deiegaced admin parcoers — - I R ——
O Somain services A il et requred Seids in Stap 1
Security
grancams wrer gruenname
G Condsionl Access: o
W Congeional Accens —— o
: emaiagdess wsermal
O Mutstacror schamicaion & Pemisions name s sersincoainame
@ Identity Secure Score © Token encryption -
S iaman s sonty L Qpe—
a — D sign-inlogs
oz K Token signing certfcate 2
4 Usage sinsignts R
D Custom securiy anriases Sats e
H avstiog Thumszn: 3EE4ATAACII AFIFICERAI01B00EIC TC228389
(e, " Expirsten 31072030 50502 PM
L sueme & Provisioning logs Netifcation Email atenCAENRCE BatencanadaniradC oamicrosaf com
il Exemal idemities £ Access reviews ol 356710
Corvheats (sae8) g
A Support Cervheate (Ram)
Fedaration Matsdats XML
Q@ Evwalomect 2 New support request
Venfeation certficates (eptional P
O Comain names Fequired te
active ]
5 Custom branding. Expired °
F Mobiiy
D Monitoring & basith % o Set up COWtNSAML

You'l need 1 configure the appication 1o knk with Microsof Entra 0.

£ IDProtection ~ Togin URL htps: ogin microsofionine com/dee3SA 11138

& 1D Governance v Toge T ‘aps fogn mcrosoRonime com/dee 54 Tb-1138 I
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d) In the Basic SAML Configuration window, make sure to add configure
the following settings.

Basic SAML Configuration
R—"‘ Got feedback?

Identifier (Entity ID)* ©
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

| Enter an identifier 0]

Add identifier

Reply URL (Assertion Consumer Service URL) * ©
The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default

Add reply URL

Sign on URL (Optional)

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

| Enter a sign on URL

+ Entity ID: This is a unique identifier of the added application. Make
sure that CC2000 uses the same entity ID to specify this application.

+ Reply URL: This is the predefined address where the IdP redirects
users after authentication. Use the IP address and port designated for
the CC2000 intranet access to set up the reply URL.

e) Save the entity ID and reply URL to a notepad for later CC2000
configuration.
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Creating Users on Microsoft Entra ID

1. In Microsoft Entra ID admin center, go to Users > Add users.

f

Home

% What's new

Diagnose & solve problems

*  Favorites
& Identity
® overview

,O\ Users
Deleted users
User settings

" Groups

o

&

Devices
Applications

& Roles & admins

-

>

> MicrosoftlearnSecurityDocs > Users » MicrosoftLearnSecurityC

® Users
aa MicrosoftLeamSecurityDocs

£ Search

|:<

+ Mew user ™

aa All users

| @ Azure Active Directory is noy

H Audit logs
3 sign-inlogs
# Diagnose and solve problems
Manage
o4 Deleted users
Password reset
¥ User settings
% Bulk operation results
Troubleshooting + Support

B New support request

| /2 Search

57 users found

[
] . Aet Sepp

Aljosa Hribar

Display name 7

Allan Paasuke
Amanda Haraldsen
Bernt Formo
Bjarne Kollerud
Break Glass

Dale Lebbink

Dena Vioet

I:‘ . Edith Wangen

2. Click +New user and select Create new user from the drop-down menu.

Home >

© Users
[ "

| + Search

as  All users

E Auditlogs
3 sign-in logs

X Diagnose and solve problems

+ MNew user i Download users

(3

Create new user

Create a new internal user in your organization

Invite external user

Invite an external user to collaborate with your

organization
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3. Enter the user principal name, display name, copy the randomly generated
password, and then click Review + create.

Home » Users >

Create new user

Create a new internal user in your organization

Basics Properties Assignments Review + create

Create a new user in your organization. This user will have a user name like alice@conteso.com. Learn more @

Identity

L I
User principal name ‘ userBound | @ | atencanadaEntraCC.com ~ | A
Domain not listed %

Mail nickname *

Derive from user principal name

Display name * I ‘ userBound _ﬂ

P
Password * ‘ .......... I| I

Auto-generate password

Account enabled )

¢ previous [ NexE Properties >
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4. Verify the entered information. To edit information, click Previous.To
proceed, click Create.

Home > Users >

Create new user ...

Create a new intemal user in your organization

Basics  Properties  Assignments Review + create

Basics

User principal name userBound@atencanadaEntraCC.onmicrosoft.com [
Display name userBound

Mail nickname userBound

Password [

Account enabled Yes

Properties

User type Member

Assignments

Administrative units
Groups

Roles

- e ;;? fe
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Creating Groups on Microsoft Entra ID

1. Create users to be added to the group.
For a detailed procedure, see Creating Users on Microsoft Entra ID.

2. Go to Groups > New group.

Home > Users

o Groups | Overview | - X
X e

ies INC.
A% Newgroup | L Download groups | [ Preview features

Overview  Tutorials

f Home

& Agents

%  Favorites © Ovenview

»

2 All groups

® EntralD 28 Deleted groups

O Search your tenant

© Oveniew

X Diagnose and solve problems

Basic information

Users Settings
]
@ Genera Total groups 6
& Expiration
2 Devices M365 groups 0
€ Naming policy
Enterprice apps. Security groups 6

3. In the New Group page, enter a group name.
Home > Groups | All groups >
New Group - X

Rj Got feedback?

Group type * @

| Security ~ ‘

Group name * (0

| asset e ‘

Group description (&

| Helpdesk Administrator role assigned to group v ‘

Microsoft Entra roles can be assigned to the group @

[ ves MNo )
Membership type @O
| Assigned

Owners

No owners selected

Members

No members selected

Roles

Mo roles selected

4. Click No members selected to add members to the group.

5. Click Create to apply the settings.
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Adding Group Claims to Tokens

To allow the authentication token to contain a list of IDs of the groups that a
user belongs to, configure the Group Claims as follows.

1. In Microsoft Entra admin center, go to Enterprise Apps, select the
application in the list, select Single Sign On configuration, and then
select User Attributes & Claims.

User Attributes & Claims

-+ Add new claim | |+ Add a group claim |== Columns

Required claim

Claim name Value

Unique User |dentifier (Name ID) user.mail

Additional claims

Claim name Value

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname

2. In the pop-up window, select Groups assigned to the application, and
specify the source attribute. For example:

Group Claims X

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

O None

O All groups

O Security groups

O Directory roles

@ Groups assigned to the application

Source attribute *

| Group ID v

3. Click Save to save the settings.
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Granting Access Privilege to Users and Groups

1. In Microsoft Entra admin center, go to Enterprise Apps, select the
application in the list, and then select Assign users and groups.

4 Home > Enterprise applications | All applications >

ft Home - P
CCwithSAML | Overview
& Agents nterprise Applicatio
% Favorites e Overview Properties
(@ Deployment Plan Name G
N =
S X Disgnose and solve problems COWRthSAML n
Overvie i S

(0] rView Manage Application ID ©

6043f328-cd10-42d8-98%¢-... [y
A Users 11! Properties )

ObjectlD ©
M Groups & Owners T7c03cd9-ece8-4011-adbe-... [

2 & Roles and administrators .
B Devices Getting Started
! & Users and groups
| _Enterose ape- 9 Single sign-on
B App registrations D Provisioning 1. Assign users and groups
z : Provide specific users and groups access
& Roles & admins £ Application proxy frov ecific
€ Self-service \ Assign users and groups

& Delegated admin partners

e

2. From the Users and groups page, click + Add user/group.

Home > Enterprise applications | All applications > CCwithSAML
2 CCwithSAML
Enterprise Application

B Overview a

| Users and groups - %

- Add user/group | £

-~
@ Deployment Plan @ The appiication will appear for assigned users within My Apps. Set 'visible to users?’ to no in
properties to prevent this.
K Diagnose and solve problems
Manage Assign users and groups to app-roles for your application here. To create new app-roles for this
application, use the application registration
il Properties
2 Owners £ First 200 shown, search all users & groups

& Roles and administrators 2
Display name

No application assignments found

2D Single sign-on

@ Provisioning

Application proxy

-
€ Self-service
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3. Inthe Users tab, click to select users to grant access privilege, and then
click Select.

Users and groups X

© Try changing or piding fitersif you don't see what you're looking for. Selected (1)
D Reset
Search
il J userBound
20 results fc userBouna@atencanadatntraCC.onMicros...
Al Groups
a
Name Type User principal name
User testadmin@atencanadakntraCC.onmicroso
User userBound@atencanadsEntraCC.onmicrosc
[userinG3 User UserinG3 @atencanadantracC.onmicrosoft
userinGh User userinG4@atencanadaEntraCC.onmicrosoft
userdnGroup User userinGroup@atencanadakntraCC.onmicro
v

[

4. To add a group, go to the Groups tab, click to select groups to grant access
privilege, and then click Select.

o tome» enterprisespolics [ Users and groups x
Add Assi = Y

atenycanada technologies INC.

o Selected (2)
D Reset
| - .
& userBound @
. userBound@atencanadaEntracC onmicros.
Type Email
Group
Group
Group
Group
Growp
..... 5 5
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SSO HTML Sample Codes

Overview

If Single Sign On is enabled, it will allow users from another web application
to log in CC2000 automatically through a form-based authentication. An
example of HTML sample codes are demonstrated in the next section.

SSO HTML Sample Codes

<html>

<head><title>Sample page for CC2000 SSO (Single Sign On) Sample</
title></head>

<script language="JavaScript">
<l--

function doLogin()

{

form1.submit();
}
->
</script>
<body>
<table>

<div align="center">

<form id="form1" name="form1" method="post" action="https://
10.3.166.65:443/ccadmin/singlesignon.do">

<l--Server_IP_port: CC2000 server IP/port (default port could be omitted)
->

<tr>
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<td>

<font size=5>Test page for CC2000 SSO (Single Sign On)</font>
&nbsp;&nbsp;

</td>
</tr>
<tr>

<td>

—n

CC Username: <input class="sw4" type="text"
name="MySSO_Username" value="administrator" size="15"> <br><br>

<!-- signonusername: Username field in CC2000 SSO setting page -->
</td>
</tr>
<tr>
<td>

CC Password: <input class="sw4" type="password"
name="MySSO_Password" value="password" size="15"> <br><br>

<!-- signonpassword: Password field in CC2000 SSO setting page -->
</td>
</tr>
<tr>
<td>
<I--

CC Username: <input class="sw4" type="text" name="loginname"
value="administrator" size="15"> &nbsp;&nbsp;&nbsp;&nbsp; CC
Password: <input class="sw4" type="password" name="loginpass"
value="password" size="15"> <br><br>

-->

<input class="bw" type="button" value="SSO to CC2000"
name="login" onClick="doLogin();">

</td>

</tr>
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</form>
</div>
</body>

</html>
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CC2000 MIB Reference

Overview

This section provides information about the MIBs supported in CC2000.It
provides detailed information required for integration with network management
systems, automated monitoring, and event handling.

The section includes the following information:

+ Alist of supported MIB objects, including OIDs, access types, data formats,
and descriptions

+ Definitions of SNMP traps, including trap OIDs, trigger conditions
(descriptions), and associated parameters

+ Subtree structure and organization for object grouping and navigation

MIB Tree Structure

+ atenProducts (.1.3.6.1.4.1.21317.1)
This is the root node for all ATEN products.

+ software (.1.3.6.1.4.1.21317.1.2)
This is a subtree for ATEN software products.

¢+ CC2000 (.1.3.6.1.4.1.21317.1.2.1)
Defines the MIB objects and traps for ATEN CC2000.
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Downloading MIB Files

To download the latest MIB files:
1. Click this link to visit the CC2000 v4.0 product page.

2. Scroll down to locate the MIB File section.
ATEN €C2000 4.0 Overview  Features  Diagram  Specifications  Applications  Support and Downloads

Software & Drivers ¥

Release
o0s Description Ver. File Name
Date

AuthKeyStatus Software

2024-09-

AuthKeyStatus Software v22214 ccauthkeystatusv2.2.214.zip
2023-01-
AuthKeyStatus Software w2213 ccauthkeystatus_v2.2.213.zip
MIB File
2023-01- .
MIB Files v1.0.081 13 cc2000_MIB_File_v1.0.081.zip

3. Click to download the MIB file.

Note: To use MIB v1.1.101, make sure to update CC2000 to v4.2 or later.

OID Format

In this document, all object identifiers (OIDs) are presented in their numeric form
without a leading period.

For example, the OID may be displayed by some SNMP tools as:
.1.3.6.1.4.1.21317.1.2.1.1.1.1.0

In this document, it is written as:
1.3.6.1.4.1.21317.1.2.1.1.1.1.0

Both notations are equivalent. The leading period is omitted for consistency and
readability.
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Object Types and Indexing

SNMP objects can be scalar or table-based. When sending GET requests,
ensure to distinguish between scalar objects and instance objects, and their
correct OID usage.

*

Scalar Objects

A scalar object is an object that contains a discrete piece of data. Since
scalar objects are always defined as having one instance, and to
distinguish this type of object from instance objects, append “. 0“ to the
OID when referencing scalar objects in GET requests.

For example:

If the peviceName oObject is defined as:

Object Name OoID

DeviceName 1.3.6.1.4.1.21317.1.3.3.3.7.1

Using SNMP version 2c, with community string ‘public’, to retrieve the value
of the scalar object pevicename.o0 from the SNMP agent at IP 192.168.1.10,
the GET request will be:

snmpget -v2c -c public 192.168.1.10 DeviceName[ij
or

snmpget -v2c -c public 192.168.1.10 1.3.6.1.4.1.21317.1.3.3.3.7.1m

Result:

SNMPv2-MIB: :DeviceName.0 = STRING: ServerA

Note: When “.0” is omitted, SNMP agents will not be able to find the
instance and returns an error or invalid message.

Instance Objects

As opposed to scalar objects, some objects may contain multiple instances,
e.g. network interfaces for a device. An instance object is one of the
multiple pieces of data that exist in an SNMP table. To refer to these pieces
of data correctly in a GET request, use the OIDs that are appended with
index numbers.

For example:

If the MIB defines the column OID of interface card as [ERGE AR RN
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and the device has two interfaces:

Interface Index Description
1 Ethernet 0
2 Ethernet 1

Using SNMP version 2c¢, with community string ‘public’, to retrieve the value
of the instance 2, from the SNMP agent at IP 192.168.1.10, the SNMP

command would be:

snmpget -v2c -c public 192.168.1.10 1.3.6.1.2.1.2.2.1.2.F
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ATEN-CC2K-CFG

MIB

System Settings Objects

This section defines objects used for identifying, classifying, and configuring
servers and their network communication settings, including server name,
server description, server role, HTTP port, HTTPS port, proxy port, viewer port,
device port, proxy enablement, and proxy enforcement.

¢ serverName

OoID 1.3.6.1.4.1.21317.1.2.1.1.1.1.0
Syntax DisplayString (SIZE (0..32))

Max-Access read-write

Status current

Description A textual string containing name of the server.

¢ serverDescription

OoID 1.3.6.1.4.1.21317.1.2.1.1.1.2.0
Syntax DisplayString (SIZE (0..256))

Max-Access read-write

Status current

Description A textual string containing description of the server.

¢ serverRole

OoID 1.3.6.1.4.1.21317.1.2.1.1.1.3.0
Syntax DisplayString (SIZE (0..32))

Max-Access read-only

Status current

Description A textual string containing role of the server.
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¢ httpPort

oID 1.3.6.1.4.1.21317.1.2.1.1.1.4.0

Syntax Integer32 (1..65535)

Max-Access read-only

Status current

Description The port number of http server listening in CC2000.

¢ httpsPort

OID 1.3.6.1.4.1.21317.1.2.1.1.1.5.0

Syntax Integer32 (1..65535)

Max-Access read-only

Status current

Description The port number of https server listening in CC2000.

¢ ccPort

OID 1.3.6.1.4.1.21317.1.2.1.1.1.6.0
Syntax Integer32 (1..65535)

Max-Access read-only

Status current

Description The port number of cc server manager listening in

CC2000.

¢ devicePort

oID 1.3.6.1.4.1.21317.1.2.1.1.1.7.0

Syntax Integer32 (1..65535)

Max-Access read-only

Status current

Description The port number of ATEN device manager listening in

CC2000.
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¢ viewerPort

oID 1.3.6.1.4.1.21317.1.2.1.1.1.8.0
Syntax Integer32 (1..65535)

Max-Access read-only

Status current

Description The port number of cc viewer manager listening in

CC2000.

¢ proxyPort

oID 1.3.6.1.4.1.21317.1.2.1.1.1.9.0
Syntax Integer32 (1..65535)

Max-Access read-only

Status current

Description The port number of cc porxy listening in CC2000.

¢ proxyEnable

oID 1.3.6.1.4.1.21317.1.2.1.1.1.10.0
Syntax Integer32

Max-Access read-only

Status current

Description The proxy enable flag of CC2000, 1: enabled; 0:

disabled.

¢ proxyForce

OID 1.3.6.1.4.1.21317.1.2.1.1.1.11.0

Syntax Integer32

Max-Access read-only

Status current

Description The proxy force flag of CC2000, 1: force to use proxy; 0:

auto-detect to use proxy or not
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Server Objects

This section defines objects used for listing, identifying, monitoring, and
managing multiple CC servers within a network via SNMP. These objects
include number of servers, server status, server name, server type, and IP

address.

¢ serverNumber

OoID 1.3.6.1.4.1.21317.1.2.1.1.2.1.0
Syntax Integer32

Max-Access read-only

Status current

Description The number of cc servers in CC2000 system

management.

¢ serverTable

oID 1.3.6.1.4.1.21317.1.2.1.1.2.2

Syntax SEQUENCE OF ServerEntry

Max-Access not-accessible

Status current

Indexes servindex

Description Alist of cc servers. The number of cc servers is given by

the value of serverNumber.

¢ serverEntry

Each server entry describes a server property, such as the name, type, IP address, role,

or status.
oID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1
Syntax ServerEntry
Max-Access not-accessible
Status current
Indexes servindex
Description Status and parameter values for a cc2000 cc server.
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¢ servIndex

oID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1.1
Syntax Integer32 (1..2147483647)

Max-Access read-only

Status current

Indexes servindex

Description The value of index for the cc servers.

¢ servName

OoID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1.2
Syntax DisplayString (SIZE (0..32))

Max-Access read-only

Status current

Indexes servindex

Description A textual string containing name of the cc server.

¢ servType

oID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1.3
Syntax DisplayString (SIZE (0..32))

Max-Access read-only

Status current

Indexes servindex

Description A textual string containing type of the cc server.
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¢ servIP

oID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1.4
Syntax DisplayString (SIZE (0..32))

Max-Access read-only

Status current

Indexes servindex

Description A textual string containing IP address of the cc

server.

¢ servRole

oID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1.5
Syntax DisplayString (SIZE (0..32))

Max-Access read-only

Status current

Indexes servindex

Description A textual string containing role of the cc server.

¢ servStatus

OoID 1.3.6.1.4.1.21317.1.2.1.1.2.2.1.6
Syntax DisplayString (SIZE (0..32))

Max-Access read-only

Status current

Indexes servindex

Description A textual string containing status of the cc server.

455




MIB Reference

Trap Objects

This section provides detailed information about the SNMP traps defined in the
ATEN-CC2K-CFG MIB. The following entries describe the trap types, their meanings, and
the expected parameters to assist with monitoring, alerting, and troubleshooting within
SNMP-enabled network environments.

¢ serviceStart

OoID 1.3.6.1.4.1.21317.1.2.1.10.130000

Status current

Description INFORMATIONAL: The management server (IP: XXX.XXX.XXX.XXX)
started successfully.

¢ serviceStop

OID 1.3.6.1.4.1.21317.1.2.1.10.130001

Status current

Description INFORMATIONAL: The management server (IP:
xxx.xxx.xxx.xxx) stopped successfully.

¢ softwareUpgrade

OoID 1.3.6.1.4.1.21317.1.2.1.10.130002

Status current

Description INFORMATIONAL: CC2000 is upgraded from Old Version to New
Version successfully.

¢ softwareUpdate

OoID 1.3.6.1.4.1.21317.1.2.1.10.130003

Status current

Description INFORMATIONAL: CC2000 update (Update) is installed
successfully.
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¢ deviceOnline

OoID 1.3.6.1.4.1.21317.1.2.1.10.130020
Status current
Description INFORMATIONAL: Device (Type: Model Name, MAC: Device MAC,

IP: Device IP) was online.

¢ deviceOffline

oID 1.3.6.1.4.1.21317.1.2.1.10.130021
Status current
Description INFORMATIONAL: Device (Type: Model Name, MAC: Device MAC,

IP: Device IP) was offline.

¢ firmwareAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.130030
Status current
Description INFORMATIONAL: New device F/W (File Name) has been added.

¢ firmwareDelete

oD 1.3.6.1.4.1.21317.1.2.1.10.130031
Status current
Description INFORMATIONAL: Device F/W (File Name) has been deleted.

¢ configRestore

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130040
Status current
Description INFORMATIONAL: Device configuration (File Name) has been

restored to the device.
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¢ configureDelete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130041
Status current
Description INFORMATIONAL: Device configuration (File Name) has been

deleted.

¢ configBackup

OoID 1.3.6.1.4.1.21317.1.2.1.10.130042
Status current
Description INFORMATIONAL: Device configuration (File Name) has been

backed up to the repository.

¢ networkChange

oID 1.3.6.1.4.1.21317.1.2.1.10.130091

Status current

Description INFORMATIONAL: The system settings (System > Redundant
Servers > Advanced) have been changed.

¢ serverChange

OoID 1.3.6.1.4.1.21317.1.2.1.10.131100

Status current

Description INFORMATIONAL:The system settings (System > System
Info > General) have been changed.

¢ effectiveIPChange

OID 1.3.6.1.4.1.21317.1.2.1.10.131101

Status current

Description INFORMATIONAL:The effective server IPs (System >
System Info > Server IPs) have been changed.
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¢ smtpChange
OoID 1.3.6.1.4.1.21317.1.2.1.10.130091
Status current
Description INFORMATIONAL:The system settings (System > Redundant
Servers > Advanced) have been changed.
¢ securityChange
oID 1.3.6.1.4.1.21317.1.2.1.10.131102
Status current
Description INFORMATIONAL: The system settings (System > Security >
Access Protection) have been changed.
¢ ntpChange
oD 1.3.6.1.4.1.21317.1.2.1.10.130103
Status current
Description INFORMATIONAL:The NTP settings have been changed.
¢ syslogChange
oD 1.3.6.1.4.1.21317.1.2.1.10.130104
Status current
Description INFORMATIONAL:The Syslog settings have been changed.
¢ snmpChange
OID 1.3.6.1.4.1.21317.1.2.1.10.130106
Status current
Description INFORMATIONAL:The SNMP settings (Type:Setting Type) have
been changed.
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¢ disclaimerChange

OoID 1.3.6.1.4.1.21317.1.2.1.10.130107
Status current
Description INFORMATIONAL: The Disclaimer settings have been changed.

¢ certificateUpdate

oID 1.3.6.1.4.1.21317.1.2.1.10.130110
Status current
Description INFORMATIONAL: The server certificate has been updated.

¢ csrlssue

OoID 1.3.6.1.4.1.21317.1.2.1.10.130111

Status current

Description INFORMATIONAL: A CSR (Certificate Signing Request) has been
issued.

¢ certificateImport

oID 1.3.6.1.4.1.21317.1.2.1.10.130112
Status current
Description INFORMATIONAL: A customer certificate has been imported.

¢ serverRegister

oID 1.3.6.1.4.1.21317.1.2.1.10.130120

Status current

Description INFORMATIONAL: The server (Name: Slave Server Name, IP:
Server IP) has been registered successfully.
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¢ serverRolePromote

OoID 1.3.6.1.4.1.21317.1.2.1.10.130121
Status current
Description INFORMATIONAL: The server (Name: Server Name, IP: Server IP)

has been promoted to Master server.

¢ serverRoleChange

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130122
Status current
Description INFORMATIONAL: The server (Name: Server Name) server role

has been changed.

¢ serverSlaveDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.130123

Status current

Description INFORMATIONAL: The server (Name: Server Name) has been
deleted.

¢ logOptionModify

oID 1.3.6.1.4.1.21317.1.2.1.10.130130
Status current
Description INFORMATIONAL: System log options have been modified.

¢ logDeviceOptionModify

oID 1.3.6.1.4.1.21317.1.2.1.10.130131
Status current
Description INFORMATIONAL: Device log options have been modified.
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¢ JlogSessionOptionModify

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130132
Status current
Description INFORMATIONAL: Serial console history options have been

modified.

¢ trapOptionModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.130133
Status current
Description INFORMATIONAL: SNMP trap options in Logs have been

modified.

¢ reportOptionModify

oID 1.3.6.1.4.1.21317.1.2.1.10.130134
Status current
Description INFORMATIONAL: Report options have been modified.

¢ notificationAdd

oD 1.3.6.1.4.1.21317.1.2.1.10.130143

Status current

Description INFORMATIONAL: Email notification (Subject:
Notification_Subject) has been added.

¢ notificationDelete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130144

Status current

Description INFORMATIONAL: Email notification (Subject:
Notification_Subject) has been deleted.
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¢ notificationModify

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130145
Status current
Description INFORMATIONAL: Email notification (Subject:

Notification_Subject) has been modified.

¢ logExport

oID 1.3.6.1.4.1.21317.1.2.1.10.130150
Status current
Description INFORMATIONAL: Logs have been exported successfully

(Name: File Name).

¢ logExportFail

oD 1.3.6.1.4.1.21317.1.2.1.10.130151
Status current
Description INFORMATIONAL: Failed to export logs.

¢ devLogExport

oD 1.3.6.1.4.1.21317.1.2.1.10.130152
Status current
Description INFORMATIONAL: Device logs have been exported

successfully (Name: File Name).

¢ devLogExportFail

oID 1.3.6.1.4.1.21317.1.2.1.10.130153
Status current
Description INFORMATIONAL: Failed to export device logs.
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¢ historyExport

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130154
Status current
Description INFORMATIONAL: Serial console history has been exported

successfully (Name: File Name).

¢ historyExportFail

oID 1.3.6.1.4.1.21317.1.2.1.10.130155
Status current
Description INFORMATIONAL: Failed to export serial console history.

¢ trapExport

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130156

Status current

Description INFORMATIONAL: SNMP traps have been exported
successfully (Name: File Name).

¢ trapExportFail

oD 1.3.6.1.4.1.21317.1.2.1.10.130157

Status current

Description INFORMATIONAL: Failed to export SNMP traps.

¢ emailFailTimeout

OID 1.3.6.1.4.1.21317.1.2.1.10.120161

Status current

Description WARNING:Failed to send email (timeout). Send to Send To List.
Message:Email Message.
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¢ emailFailOthers

oID 1.3.6.1.4.1.21317.1.2.1.10.120162

Status current

Description WARNING:Failed to send email (other reason). Send to Send To
List. Message:Email Message.

¢ vmrcUpload

oID 1.3.6.1.4.1.21317.1.2.1.10.130172
Status current
Description INFORMATIONAL: VMware Remote Console (VMRC) has

been uploaded successfully (File: Upload_File).

¢ vmrcUploadFail

oD 1.3.6.1.4.1.21317.1.2.1.10.120173

Status current

Description WARNING:Uploaded VMware Remote Console (VMRC) file
(Upload_File) is invalid.

¢ sendMessage

oID 1.3.6.1.4.1.21317.1.2.1.10.130182

Status current

Description INFORMATIONAL: Message (Subject: Notification subject)
has been sent by UN from Message Box.

¢ deleteMessage

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.130183

Status current

Description WARNING: Message (Subject: Notification subject) has been
deleted by UN from Message Box.
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¢ slavelicenseViolation

oID 1.3.6.1.4.1.21317.1.2.1.10.119010
Status current
Description CRITICAL:A license violation has been detected on the slave server.

¢ masterLicenseViolation

oID 1.3.6.1.4.1.21317.1.2.1.10.119011

Status current

Description CRITICAL:A master server license violation has been detected. The
conflicting server's IP is:Remote server IP.

¢ serverConnectionLost

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.119020

Status current

Description CRITICAL:Lost connection with the server (Name:Server Name,
IP:Server IP).

¢ serverConnection

OoID 1.3.6.1.4.1.21317.1.2.1.10.139021

Status current

Description CRITICAL: Connected with the server (Name: Server Name,
IP: Server IP).

¢ serverConnectionReject

oID 1.3.6.1.4.1.21317.1.2.1.10.119040

Status current

Description CRITICAL: Rejected the server (Name: Slave server Name,
IP: Server IP) connection due to server compatibility.

466



MIB Reference

¢ servicePortConflict

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.119050

Status current

Description CRITICAL:A service port conflict (Port:Port Number) has been
detected.

¢ ipFilterDeneied

oID 1.3.6.1.4.1.21317.1.2.1.10.129060

Status current

Description CRITIC

AL:Access denied by IP filter. Denied IP:IP Address.

¢ macFilterDenied

oID 1.3.6.1.4.1.21317.1.2.1.10.129061

Status current

Description CRITIC

AL:Access denied by MAC filter. Denied MAC:MAC Address.

¢ userlogin

OID 1.3.6.1.4.1.21317.1.2.1.10.230000

Status current

Description INFORMATIONAL: User (Username: UN, IP: Cl) logged in
successfully.

¢ userloginFail

OID 1.3.6.1.4.1.21317.1.2.1.10.230001
Status current
Description INFORMATIONAL: User (Username: UN, IP: Cl) login failed.
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¢ userLogout

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.230002
Status current
Description INFORMATIONAL: User (Username: UN, IP: Cl) logged out.

¢ sessionTimeout

oID 1.3.6.1.4.1.21317.1.2.1.10.230003
Status current
Description INFORMATIONAL: Session (Username: UN, IP: Cl) timed

out.

¢ sessionTimeoutUnexpect

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.230004
Status current
Description INFORMATIONAL: Session (Username: UN, IP: Cl) timed

out because of unexpected disconnection.

¢ userLockout

oD 1.3.6.1.4.1.21317.1.2.1.10.210005
Status current
Description CRITICAL: User (Username: UN, IP: Cl) has been locked out

due to the system lockout policy.

¢ sessionEnded

oID 1.3.6.1.4.1.21317.1.2.1.10.230010
Status current
Description INFORMATIONAL: Session (Username: User Name, IP:

User IP) has been ended by the administrator (Username:
UN, IP: CI).
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¢ sessionEndedSystem

oID 1.3.6.1.4.1.21317.1.2.1.10.220011
Status current
Description WARNING: User session (Username: User Name, IP: User

IP) has been ended by SYSTEM.

¢ userAdd

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.330000
Status current
Description INFORMATIONAL: User (Username: User Name) was

added.

¢ userDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.330001
Status current
Description INFORMATIONAL: User (Username: User Name) was

deleted.

¢ userModify

oID 1.3.6.1.4.1.21317.1.2.1.10.330002
Status current
Description INFORMATIONAL: User (Username: User Name) account

was modified.

¢ userRightsModify

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.330003

Status current

Description INFORMATIONAL: User (Username: User Name) access
rights were modified.
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¢ userTypeChange

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.320004

Status current

Description WARNING: User type for User Name has been changed
from Old Use Type to New User Type.

¢ groupAdd

oID 1.3.6.1.4.1.21317.1.2.1.10.330020

Status current

Description INFORMATIONAL: Group (Group name: Group Name) was

added.

¢ groupDelete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.330021
Status current
Description INFORMATIONAL: Group (Group name: Group Name) was

deleted.

¢ groupModify

oD 1.3.6.1.4.1.21317.1.2.1.10.330022
Status current
Description INFORMATIONAL: Group (Group name: Group Name)

information was modified.

¢ groupRightsModify

oID 1.3.6.1.4.1.21317.1.2.1.10.330023
Status current
Description INFORMATIONAL: Group (Group name: Group Name)

access rights were modified.
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¢ groupMemberAdd

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.330025

Status current

Description INFORMATIONAL: Group (Name: Group Name) member
(User List) was added.

¢ groupMemberDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.330026

Status current

Description INFORMATIONAL: Group (Name: Group Name) member
(User List) was deleted.

¢ userTypeAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.330040

Status current

Description INFORMATIONAL: User defined type (Name: User Type
Name) has been added.

¢ userTypeDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.330041

Status current

Description INFORMATIONAL: User defined type (Name: User Type
Name) has been deleted.

¢ userTypeModify

OID 1.3.6.1.4.1.21317.1.2.1.10.330042

Status current

Description INFORMATIONAL: User defined type (Name: User Type
Name) has been modified.
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¢ internalAuthServerModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.330060
Status current
Description INFORMATIONAL: CC2000 internal authentication service

(Name: Server Name, IP: Server IP) has been modified.

¢ authServerAdd

oID 1.3.6.1.4.1.21317.1.2.1.10.330070
Status current
Description INFORMATIONAL: Third party authentication server (Name:

Server Name, IP: Server IP) has been added.

¢ authServerDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.330071
Status current
Description INFORMATIONAL: Third party authentication server (Name:

Server Name, IP: Server IP) has been deleted.

¢ authServerModify

oID 1.3.6.1.4.1.21317.1.2.1.10.330072

Status current

Description INFORMATIONAL: Third party authentication server (Name:
Server Name, IP: Server IP) has been modified.

¢ authGroupAdd

OID 1.3.6.1.4.1.21317.1.2.1.10.330090
Status current
Description INFORMATIONAL: domain group for third party

authentication service (Group: Group Name, Name: Server
Name, IP: Server IP) has been added.
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¢ authGroupDelete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.330091
Status current
Description INFORMATIONAL: domain group for third party

authentication service (Group: Group Name, Server Name:
Server Name, IP: Server IP) has been deleted.

¢ authGroupModify

oID 1.3.6.1.4.1.21317.1.2.1.10.330092
Status current
Description INFORMATIONAL: domain group for third party

authentication service (Group: Group Name, Server Name:
Server Name, IP: Server IP) has been modified.

¢ deviceAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.430000
Status current
Description INFORMATIONAL: Device (Type: Model Name, MAC:

Device MAC) was added.

¢ deviceDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.430001
Status current
Description INFORMATIONAL: Device (Type: Model Name, MAC:

Device MAC, Folder: Folder Name) was deleted.

¢ transferDevSettings

OID 1.3.6.1.4.1.21317.1.2.1.10.430011
Status current
Description INFORMATIONAL: Device (Type: Model Name, MAC:

Device MAC-1) settings were transferred to another device
(MAC: Device MAC-2).

473




MIB Reference

¢ devicePropertisModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.430020
Status current
Description INFORMATIONAL: Device (Name: Device Name, ID: DI)

properties were modified.

¢ deviceRightsModify

oID 1.3.6.1.4.1.21317.1.2.1.10.430021
Status current
Description INFORMATIONAL: Device (Name: Device Name, ID: DI)

access rights were modified.

¢ portPropertisModify

oD 1.3.6.1.4.1.21317.1.2.1.10.430040
Status current
Description INFORMATIONAL: Port (Name: Port Name, ID: DI)

properties were modified.

¢ portRightsModify

oID 1.3.6.1.4.1.21317.1.2.1.10.430041

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) access
right was modified.

¢ genericDeviceAdd

OID 1.3.6.1.4.1.21317.1.2.1.10.430060

Status current

Description INFORMATIONAL: Generic device (Name: Generic Device
Name) was added.
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¢ genericDeviceDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.430061
Status current
Description INFORMATIONAL: Generic device (Name: Generic Device

Name, Folder: Folder Name) was deleted.

¢ genericDevicePropertiesModify

oID 1.3.6.1.4.1.21317.1.2.1.10.430062
Status current
Description INFORMATIONAL: Generic device (Name: Generic Device

Name) properties were modified.

¢ genericDeviceRightsModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.430063
Status current
Description INFORMATIONAL: Generic device (Name: Generic Device

Name) access right were modified.

¢ groupDeviceAdd

oID 1.3.6.1.4.1.21317.1.2.1.10.430090
Status current
Description INFORMATIONAL: Group device (Name: Grouped Device

Name) was added.

¢ groupDeviceDelete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.430091

Status current

Description INFORMATIONAL: Group device (Name: Grouped Device
Name, Folder: Folder Name) was deleted.
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¢ groupDevicePropertiesModify

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.430092
Status current
Description INFORMATIONAL: Group device (Name: Grouped Device

Name) properties were modified.

¢ groupDevicePortAdd

oID 1.3.6.1.4.1.21317.1.2.1.10.430094
Status current
Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was

added to group device (Name: Grouped Device Name).

¢ groupDevicePortDelete

oD 1.3.6.1.4.1.21317.1.2.1.10.430095

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was
deleted from group device (Name: Grouped Device Name).

¢ aggregateDeviceAdd

oID 1.3.6.1.4.1.21317.1.2.1.10.430100

Status current

Description INFORMATIONAL: Aggregate device (Name: Aggregate
Device Name) was added.

¢ aggregateDeviceDelete

OID 1.3.6.1.4.1.21317.1.2.1.10.430101

Status current

Description INFORMATIONAL: Aggregate device (Name: Aggregate
Device Name, Folder: Folder Name) was deleted.
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¢ aggregateDevicePropertiesModify

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.430102
Status current
Description INFORMATIONAL: Aggregate device (Name: Aggregate

Device Name) properties were modified.

¢ aggregateDeviceRightsModify

(o]]] 1.3.6.1.4.1.21317.1.2.1.10.430103
Status current
Description INFORMATIONAL: Aggregate device (Name: Aggregate

Device Name) access rights were modified.

¢ aggregateDevicePortAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.430104
Status current
Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was

added to aggregate device (Name: Aggregate Device
Name).

¢ aggregateDevicePortDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.430105
Status current
Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was

deleted from aggregate device (Name: Aggregate Device
Name).

¢ bladeChassisAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.430130

Status current

Description INFORMATIONAL: Blade chassis (Name: Blade Chassis
Name, ID: DI) was added.
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¢ DbladeChassisDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.430131
Status current
Description INFORMATIONAL: Blade chassis (Name: Blade Chassis

Name, ID: DI, Folder: Folder Name) was deleted.

¢ bladeChassisPropertiesModify

oID 1.3.6.1.4.1.21317.1.2.1.10.430132
Status current
Description INFORMATIONAL: Blade chassis (Name: Blade Chassis

Name, ID: DI) properties were modified.

¢ bladeChassisRightsModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.430133

Status current

Description INFORMATIONAL: Blade chassis (Name: Blade Chassis
Name, ID: DI) access rights were modified.

¢ bladeChassisPortAdd

oID 1.3.6.1.4.1.21317.1.2.1.10.430134

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was
added to blade chassis (Name: Blade Chassis Name).

¢ bladeChassisPortDelete

OID 1.3.6.1.4.1.21317.1.2.1.10.430135

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was
deleted from blade chassis (Name: Blade Chassis Name).
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¢ bladeAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.430150
Status current
Description INFORMATIONAL: Blade (Name: Blade Name, ID: DI) was

added.

¢ DbladeDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.430151
Status current
Description INFORMATIONAL: Blade (Name: Blade Name, ID: DI) was

deleted.

¢ bladePropertiesModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.430152
Status current
Description INFORMATIONAL: Blade (Name: Blade Name, ID: DI)

properties were modified.

¢ DbladeRightsModify

oID 1.3.6.1.4.1.21317.1.2.1.10.430153

Status current

Description INFORMATIONAL: Blade (Name: Blade Name, ID: DI)
access rights were modified.

¢ bladePortAdd

OID 1.3.6.1.4.1.21317.1.2.1.10.430154

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was
added to blade (Name: Blade Name).
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¢ bladePortDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.430155

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was
deleted from blade (Name: Blade Name).

¢ bladeSlotChange

oID 1.3.6.1.4.1.21317.1.2.1.10.430156

Status current

Description INFORMATIONAL: Blade (Name: Blade Name, ID: DI) slot
was changed from Old Slot No to New Slot No.

¢ virtualServerAdd

oD 1.3.6.1.4.1.21317.1.2.1.10.430170

Status current

Description INFORMATIONAL: Virtual host (Name: Server Name, ID: DI)
was added.

¢ virtualServerDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.430171

Status current

Description INFORMATIONAL: Virtual host (Name: Server Name, ID: DI,
Folder: Folder Name) was deleted.

¢ virtualServerPropertiesModify

OID 1.3.6.1.4.1.21317.1.2.1.10.430172

Status current

Description INFORMATIONAL: Virtual host (Name: Server Name, ID: DI)
properties were modified.
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¢ virtualServerRightsModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.430173
Status current
Description INFORMATIONAL: Virtual host (Name: Server Name, ID: DI)

access rights were modified.

¢ virtualServerPortAdd

OID 1.3.6.1.4.1.21317.1.2.1.10.430174
Status current
Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was

added to virtual host (Name: Server Name).

¢ virtualServerPortDelete

OoID 1.3.6.1.4.1.21317.1.2.1.10.430175

Status current

Description INFORMATIONAL: Port (Name: Port Name, ID: DI) was
deleted from virtual host (Name: Server Name).

¢ virtualMachinePropertiesModify

oID 1.3.6.1.4.1.21317.1.2.1.10.430192

Status current

Description INFORMATIONAL: Virtual machine (Name: VM Name, ID:
VM ID) properties were modified.

¢ virtualMachineRightsModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.430193

Status current

Description INFORMATIONAL: Virtual machine (Name: VM Name, ID:
VM ID) access rights were modified.
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¢ taskAdd

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.530010

Status current

Description INFORMATIONAL: Task Type task (Name: Task Name) has

been added.

¢ taskDelete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.530011
Status current
Description INFORMATIONAL: Task Type task (Name: Task Name) has

been deleted.

¢ taskModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.530012
Status current
Description INFORMATIONAL: Task Type task (Name: Task Name) has

been modified.

¢ taskStart

oID 1.3.6.1.4.1.21317.1.2.1.10.530020
Status current
Description INFORMATIONAL: Task (Name: Task Name) has been

started successfully.

¢ taskStartFail

OID 1.3.6.1.4.1.21317.1.2.1.10.520021
Status current
Description WARNING: Failed to start task (Name: Task Name).
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¢ taskMiss

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.520022
Status current
Description WARNING: Scheduled task is missed due to stopped

service. (Name: Task Name, Scheduled time: Task Time).

¢ taskComplete

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.530030
Status current
Description INFORMATIONAL: Task (Name: Task Name) has completed

successfully.

¢ taskCompleteFail

OoID 1.3.6.1.4.1.21317.1.2.1.10.520031
Status current
Description WARNING: Failed to complete task (Name: Task Name).

¢ taskCompletePartially

OoID 1.3.6.1.4.1.21317.1.2.1.10.520032

Status current

Description WARNING: Task (Name: Task Name) has been partially
completed.

¢ taskFWUpgradeFail

OID 1.3.6.1.4.1.21317.1.2.1.10.520040

Status current

Description WARNING: Failed to upgrade F/W (Task: Task Name, File:
File Name) to device (Name: Device Name, ID: DID).
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¢ taskFWUpgrade

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.530041
Status current
Description INFORMATIONAL: Firmware upgrade (Task: Task Name,

File: File Name) of device (Name: Device Name, ID: DID)
succeeded.

¢ taskBackupConfigFail

oID 1.3.6.1.4.1.21317.1.2.1.10.520050
Status current
Description WARNING: Failed to backup device configuration (Task:

Task Name) from device (Name: Device Name, ID: DID).

¢ taskPowerControlFail

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.520060
Status current
Description WARNING: Failed to control power port (Task: Task Name) to

device (Name: Port Name, ID: DID).

¢ taskExportLogFail

OID 1.3.6.1.4.1.21317.1.2.1.10.520070
Status current
Description WARNING: Failed to export system log (Task: Task Name).

¢ taskExportDevLogFail

OID 1.3.6.1.4.1.21317.1.2.1.10.520071
Status current
Description WARNING: Failed to export device log (Task: Task Name).
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¢ taskExportHistoryFail

OoID 1.3.6.1.4.1.21317.1.2.1.10.520072
Status current
Description WARNING: Failed to export serial console history (Task:

Task Name).

¢ taskBackupDBaseFail

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.510080
Status current
Description CRITICAL: Failed to backup database (Server: Server

Name, Task: Task Name).

¢ taskReplicateDBaseFail

(o]]») 1.3.6.1.4.1.21317.1.2.1.10.510090
Status current
Description CRITICAL: Failed to replicate database (Local server: Local

Server Name, Remote server: Remote Server Name, IP:
Remote Server IP).

¢ taskReplicateDBase

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.530091
Status current
Description INFORMATIONAL: Succeeded to replicate database (Local

server: Local Server Name, Local time (GMT): Local Time,
Remote server: Remote Server Name, IP: Remote Server IP,
Remote time (GMT): Remote Time).

¢ deviceConfigModify

OID 1.3.6.1.4.1.21317.1.2.1.10.630000

Status current

Description INFORMATIONAL: Device (Name: Device Name, Type:
Model Name, ID: DI) configuration was modified.
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¢ portConfigModify

OoID 1.3.6.1.4.1.21317.1.2.1.10.630020
Status current
Description INFORMATIONAL: Port (Name: Port Name, Device Type:

Model Name, ID: DI) configuration was modified.

¢ portPowerOn

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.630040
Status current
Description INFORMATIONAL: Power on. (Device name: Device Name,

Port(s): Port Lists).

¢ portPowerOff

OoID 1.3.6.1.4.1.21317.1.2.1.10.630041
Status current
Description INFORMATIONAL: Power off. (Device name: Device Name,

Port(s): Port Lists).

¢ portPowerRestart

oID 1.3.6.1.4.1.21317.1.2.1.10.630042
Status current
Description INFORMATIONAL: Power restart. (Device name: Device

Name, Port(s): Port Lists).

¢ telnetConnect

OID 1.3.6.1.4.1.21317.1.2.1.10.630060
Status current
Description INFORMATIONAL: Telnet connection established. (Device

name: Device Name, Port(s): Port Lists).
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¢ sshConnect

OoID 1.3.6.1.4.1.21317.1.2.1.10.630080
Status current
Description INFORMATIONAL: SSH connection established. (Device

name: Device Name, Port(s): Port Lists).

¢ kvmConnect

oID 1.3.6.1.4.1.21317.1.2.1.10.630100
Status current
Description INFORMATIONAL: KVM connection established. (Device

name: Device Name, Port(s): Port Lists).

¢ deviceConfigRestoreFail

OoID 1.3.6.1.4.1.21317.1.2.1.10.630161
Status current
Description INFORMATIONAL: Failed to restore device configuration to

device (Device Name: Device Name, ID: DID).

¢ deviceNameSync

oID 1.3.6.1.4.1.21317.1.2.1.10.630171
Status current
Description INFORMATIONAL: Synchronizing device (Name: Device

Name, ID: DID) and port names with the CC2000 succeeded.

¢ deviceNameSyncFail

OID 1.3.6.1.4.1.21317.1.2.1.10.630172

Status current

Description INFORMATIONAL: Synchronizing device (Name: Device
Name, ID: DID) and port names with the CC2000 failed.
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¢ deviceWebDirect

OoID 1.3.6.1.4.1.21317.1.2.1.10.630180

Status current

Description INFORMATIONAL: ATEN/ALTUSEN device direct Web
connection. (Name: Device Name, ID: DID).

¢ deviceWebDirectFail

oID 1.3.6.1.4.1.21317.1.2.1.10.630181
Status current
Description INFORMATIONAL: Failed to establish ATEN/ALTUSEN

device direct Web connection. (Name: Device Name, ID:
DID).

¢ nmultiportConnect

OID 1.3.6.1.4.1.21317.1.2.1.10.630190

Status current

Description INFORMATIONAL: Multi-port connection established.
(Device name: Device Name, Port(s): Port ID Lists).

¢ genericSshConnect

OoID 1.3.6.1.4.1.21317.1.2.1.10.630200

Status current

Description INFORMATIONAL: Generic SSH connection established.
(Name: Device Name, IP: Device IP, ID: DID).

*

genericTelnetConnect

o] ]] 1.3.6.1.4.1.21317.1.2.1.10.630201

Status current

Description INFORMATIONAL: Generic Telnet connection established.
(Name: Device Name, IP: Device IP, ID: DID).
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¢ genericWebConnect

OoID 1.3.6.1.4.1.21317.1.2.1.10.630202
Status current
Description INFORMATIONAL: Generic Web connection established.

(Name: Device Name, URL: URL, ID: DID).

¢ virtualMachineConnect

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.630210
Status current
Description INFORMATIONAL: Virtual machine connection established.

(Name: VM Name, ID: VM ID).

¢ deviceInformationTrap

oD 1.3.6.1.4.1.21317.1.2.1.10.730000

Status current

Description INFORMATIONAL: Information trap from device (Name:
Device Name, ID: DI) Trap Details.

¢ deviceWarningTrap

oID 1.3.6.1.4.1.21317.1.2.1.10.720001

Status current

Description WARNING: Warning trap from device (Name: Device Name,
ID: DI) Trap Details.

¢ deviceCriticalTrap

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.710002

Status current

Description CRITICAL: Critical trap from device (Name: Device Name,
ID: DI) Trap Details.
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¢ monitorAdd

OoID 1.3.6.1.4.1.21317.1.2.1.10.830000
Status current
Description INFORMATIONAL: Monitor (Name: Monitor Name, Type:

Classification, Source: Device Name) was added.

¢ monitorDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.830001
Status current
Description INFORMATIONAL: Monitor (Name: Monitor Name, Type:

Classification, Folder: Folder Name, Source: Device Name)
was deleted.

¢ monitorModify

OID 1.3.6.1.4.1.21317.1.2.1.10.830002
Status current
Description INFORMATIONAL: Monitor (Name: Monitor Name, Type:

Classification, Source: Device Name) properties were
modified.

¢ monitorOptionModify

oID 1.3.6.1.4.1.21317.1.2.1.10.830005
Status current
Description INFORMATIONAL: Monitor options were modified.

¢ monitorRecordsDelete

oID 1.3.6.1.4.1.21317.1.2.1.10.830006
Status current
Description INFORMATIONAL: All records for Monitors were deleted.
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¢ monitorAlertCurrent

OoID 1.3.6.1.4.1.21317.1.2.1.10.820010
Status current
Description WARNING: Threshold alert for current (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value, Threshold:
[Min: TH Min, Max: TH Max]) was detected.

¢ monitorAlertVoltage

OID 1.3.6.1.4.1.21317.1.2.1.10.820011
Status current
Description WARNING: Threshold alert for voltage (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value, Threshold:
[Min: TH Min, Max: TH Max]) was detected.

¢ monitorAlertPower

OoID 1.3.6.1.4.1.21317.1.2.1.10.820012
Status current
Description WARNING: Threshold alert for power (Name: Monitor Name,

Installation Place: Monitor Location, Folder: Folder Name,
Source: Device Name, Reading: Value, Threshold: [Max: TH
Max]) was detected.

¢ monitorAlertPD

oID 1.3.6.1.4.1.21317.1.2.1.10.820013
Status current
Description WARNING: Threshold alert for power dissipation (Name:

Monitor Name, Installation Place: Monitor Location, Folder:
Folder Name, Source: Device Name, Reading: Value,
Threshold: [Max: TH Max]) was detected.
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¢ monitorAlertTemperature

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.820014
Status current
Description WARNING: Threshold alert for temperature (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value, Threshold:
[Min: TH Min, Max: TH Max]) was detected.

¢ monitorAlertHumidity

OID 1.3.6.1.4.1.21317.1.2.1.10.820015
Status current
Description WARNING: Threshold alert for humidity (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value, Threshold:
[Min: TH Min, Max: TH Max]) was detected.

¢ monitorAlertPressure

OoID 1.3.6.1.4.1.21317.1.2.1.10.820016
Status current
Description WARNING: Threshold alert for pressure (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value, Threshold:
[Min: TH Min, Max: TH Max]) was detected.

¢ monitorAlertDoor

oID 1.3.6.1.4.1.21317.1.2.1.10.820017
Status current
Description WARNING: Door open alert (Name: Monitor Name,

Installation Place: Monitor Location, Folder: Folder Name,
Source: Device Name) was detected.
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¢ monitorAlertWater

OoID 1.3.6.1.4.1.21317.1.2.1.10.820018
Status current
Description WARNING: Water leak alert (Name: Monitor Name,

Installation Place: Monitor Location, Folder: Folder Name,
Source: Device Name) was detected.

¢ monitorNormalCurrent

OID 1.3.6.1.4.1.21317.1.2.1.10.830030
Status current
Description INFORMATIONAL: The current monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value) returned to
normal condition.

¢ monitorNormalVotage

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.830031
Status current
Description INFORMATIONAL: The voltage (Name: Monitor Name,

Installation Place: Monitor Location, Folder: Folder Name,
Source: Device Name, Reading: Value) returned to normal
condition.

¢ monitorNormalPower

OID 1.3.6.1.4.1.21317.1.2.1.10.830032
Status current
Description INFORMATIONAL: The power monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value) returned to
normal condition.
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¢ monitorNormalPD

OoID 1.3.6.1.4.1.21317.1.2.1.10.830033
Status current
Description INFORMATIONAL: The power dissipation monitor (Name:

Monitor Name, Installation Place: Monitor Location, Folder:
Folder Name, Source: Device Name, Reading: Value)
returned to normal condition.

¢ monitorNormalTemperature

OID 1.3.6.1.4.1.21317.1.2.1.10.830034
Status current
Description INFORMATIONAL: The temperature monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value) returned to
normal condition.

¢ monitorNormalHumidity

OoID 1.3.6.1.4.1.21317.1.2.1.10.830035
Status current
Description INFORMATIONAL: The humidity monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value) returned to
normal condition.

¢ monitorNormalPressure

oID 1.3.6.1.4.1.21317.1.2.1.10.830036
Status current
Description INFORMATIONAL: The pressure monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name, Reading: Value) returned to
normal condition.
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¢ monitorNormalDoor

(o] ]] 1.3.6.1.4.1.21317.1.2.1.10.830037
Status current
Description INFORMATIONAL: The door open monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name) returned to normal condition.

¢ monitorNormalWater

oID 1.3.6.1.4.1.21317.1.2.1.10.830038
Status current
Description INFORMATIONAL: The water leak monitor (Name: Monitor

Name, Installation Place: Monitor Location, Folder: Folder
Name, Source: Device Name) returned to normal condition.
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