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Compliance Statements

FEDERAL COMMUNICATIONS COMMISSION INTERFERENCE
STATEMENT

This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense.

The device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference,
and (2) this device must accept any interference received, including
interference that may cause undesired operation.

FCC Caution
Any changes or modifications not expressly approved by the party responsible
for compliance could void the user's authority to operate this equipment.

Warning
Operation of this equipment in a residential environment could cause radio
interference.

Suggestion
Shielded twisted pair (STP) cables must be used with the unit to ensure
compliance with FCC & CE standards.

Achtung
Der Gebrauch dieses Gerits in Wohnumgebung kann Funkstdrungen
verursachen.
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Industry Canada Statement
This Class A digital apparatus complies with Canadian ICES-003.

CAN ICES-003 (A) / NMB-003 (A)

RoHS
This product is RoHS compliant.
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User Information

Online Registration

Be sure to register your product at our online support center:

International | http://eservice.aten.com

Telephone Support
For telephone support, call this number:

International 886-2-8692-6959

China 86-400-810-0-810

Japan 81-3-5615-5811

Korea 82-2-467-6789

North America 1-888-999-ATEN ext 4988
1-949-428-1111

User Notice

All information, documentation, and specifications contained in this manual
are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of
the manufacturer's software described in this manual is sold or licensed "as is'.
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV
interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior
to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS
CORRECT BEFORE USE.
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Product Information

For information about all ATEN products and how they can help you connect
without limits, visit ATEN on the Web or contact an ATEN Authorized
Reseller. Visit ATEN on the Web for a list of locations and telephone numbers:

International http://www.aten.com

North America http://www.aten-usa.com
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Package Contents

Check to make sure that all components are in working order. If you encounter
any problem, please contact your dealer.

1 KNI1108VA /KNI1116VA KVM over IP Switch
2 power cords

1 laptop USB Console Cable

1 rack mount kit

1 foot pad set (4 pcs)

1 user instructions

Vi
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About This Manual

This manual is provided to help you get the most out of your KN1108VA /
KN1116VA. It covers all aspects of the device, including installation,
configuration, and operation.

The models covered in this manual include:

Model Product Name

KN1108VA |1-Local / 1-Remote Access 8-Port Cat 5 KVM over IP Switch with Virtual
Media (1920 x 1200)

KN1116VA |1-Local / 1-Remote Access 16-Port Cat 5 KVM over IP Switch with Virtual
Media (1920 x 1200)

An overview of the information found in the manual is provided below.

Chapter 1, Introduction, introduces you to the KN1108VA /KN1116VA,
its purpose, features, and benefits, with its front and back panel components
described.

Chapter 2, Hardware Setup, provides step-by-step instructions for setting
up your installation, and explains some basic operating procedures.

Chapter 3, Super Administrator Setup, explains the procedures that the
super administrator employs to set up the KVM over IP switch network
environment, and change the default username and password.

Chapter 4, Logging In, describes how to log into the KN1108VA /
KNI1116VA via its Graphical User Interface (GUI) with each of the available
access methods: from the local console, a browser, and a standalone Windows
/ Java application (AP) program.

Chapter 5, The User Interface, describes the layout and components of
the KN1108VA /KN1116VA’s user interface.

Chapter 6, Port Access, describes the Port Access page and how to use it
to configure the options it provides regarding port management.

Chapter 7, User Management, shows administrators how to create,
modify, and delete users, and assign attributes to them.

Chapter 8, Device Management, shows administrators how to configure
and control the overall KN1108VA / KN1116V A operations.

Chapter 9, Log, shows how to use the log file utility to view all events that
take place on the KN1108VA / KN1116VA.

Xiv
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Chapter 10, Maintenance, explains how to upgrade the KN1108VA /
KN1116VA’s firmware, as well as the firmware of the KVM Adapter used to
connect its ports to the installed devices.

Chapter 11, Download, describes how to download standalone AP
versions of the Win Client, the Java Client, the Log Server, and Power on
Network (PoN) programs.

Chapter 12, Port Operation, provides detailed information on accessing
and operating the devices connected to the KN1108VA / KN1116VA’s ports.

Chapter 13, The Log Server, explains how to install and configure the
Log Server.

Appendix Provides technical and troubleshooting information at the end of
the manual.

Note:

¢ Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the unit or connected
devices.

¢ The product may be updated, with features and functions added, improved,
or removed since the release of this manual. For an up-to-date user
manual, visit http://www.aten.com/global/en/

XV
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Conventions

This manual uses the following conventions:

Monospaced Indicates text that you should key in.

[] Indicates keys you should press. For example, [Enter] means
to press the Enter key. If keys need to be chorded, they
appear together in the same bracket with a plus sign
between them: [Ctrl+Alt].

1. Numbered lists represent procedures with sequential steps.

¢ Bullet lists provide information, but do not involve sequential
steps.

> Indicates selecting consecutive options (such as on a menu

or dialog box). For example, Start > Run means to open the
Start menu, and then select Run.

ﬂ Indicates critical information.

Terminology

Throughout the manual, the terms Local and Remote are used in regard to the
operators and equipment deployed in a KVM over IP switch installation.
Depending on the point of view, users and servers can be considered Local
under some circumstances, and Remote under others:

+ Switch’s Point of View

+ Remote users — Someone who logs into the switch over the net from a
location that is remote from the switch.

¢ Local console — The keyboard mouse, and monitor are connected
directly to the switch.

¢ User’s Point of View

¢ Local client users — Someone who’s operating on the servers
connected to the switch that is remote from him.

* Remote servers — Servers that are remote from the local client user.

XVi



Chapter 1
Introduction

Overview

The KN1108VA and KN1116V A switches are IP-based KVM control units
that allow both a local and remote operator to monitor and access multiple
servers from a single KVM (keyboard, video, mouse) console. The
KN1108VA /KN1116VA can control up to 8/16 servers, and by cascading
compatible KVM switches, as many as 128/256 servers can be controlled on a
complete two-stage installation.

The similarities and differences among the models in the KN1108VA /
KN1116VA series are shown in the following table:

Model Bus Support Ports
KN1108VA 1 Local; 1 Remote; 1U 8
KN1116VA 1 Local; 1 Remote; 1U 16

The KN1108VA / KN1116VA features IP-based connectivity that allows one
local and one remote operator to concurrently monitor and access the
computers on your installation. Because it uses TCP/IP for its communications
protocol, the KN1108VA /KN1116VA can be accessed from any computer on
the LAN, WAN, or Internet — whether that computer is located down the hall,
down the street, or halfway around the world.

Compact, high-density, RJ-45 connectors and CAT 5e/6 cable make for a
compact, efficient, wiring configuration, while the use of PS/2 and USB KVM
Adapter to link to the computers, permits any combination of PCs, Macs, Sun
computers, and serial devices to coexist on the installation.

The KN1108VA / KN1116VA provides console ports for a locally attached
USB or PS/2 console and a Laptop USB console (LUC) — allowing access and
control from the data center as well as over the Net. Local console operation is
easily accomplished by entering hotkey combinations from the keyboard with
a full screen GUI display.

Access to any computer connected to the installation from the local console is
easily accomplished by means of a powerful mouse driven graphical OSD (On
Screen Display) menu system. A convenient Auto Scan feature also permits
automatic scanning and monitoring of the activities of all computers running
on the installation one by one.
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Remote operators connect to the KN1108VA / KN1116VA via its IP address
from anywhere on the LAN, WAN, or Internet via their browsers. Once they
successfully log in, they can take control using either the Windows Client or
Java Client utility. Inclusion of a Java-based client ensures that the
KN1108VA /KNI1116VA is platform independent, and is able to work with
most operating systems.

System administrators can handle a multitude of maintenance tasks smoothly
and efficiently — from installing and running GUI applications, to BIOS level
troubleshooting, routine monitoring, concurrent maintenance, system
administration, rebooting and even pre-booting functions — all from a remote
connection.

Remote operators can exchange keyboard, video and mouse signals with the
computers attached to the KN1108VA / KN1116VA just as if they were
present locally and working on the equipment directly.

Enhanced features include a Panel Array Mode that displays the video output
of up to 8 (KN1108VA) or 16 (KN1116VA) computers at the same time, and
a Message Board that allows logged in users to conveniently and instantly

communicate with one other — no matter where in the world they actually are.

The KVM over IP Switch is compatible with ATEN’s KVM over IP Console
Station, the KA82 series. The KAS82 series is a hardware-based, standalone
console solution that can centrally manage multiple KN devices. It is especially
suitable for environments where a PC is not allowed. Refer to ATEN’s website
to get more information on the KVM over IP Console Station.

The KN1108VA /KN1116VA now also supports web-friendly KVM-over-IP
access with its Web Client Viewer functionality. Being fully compatible with
major web browsers, the Web Client Viewer runs directly off the browser
without Java or browser plug-in installation. Like the Java or Windows plug-
in counterparts, the Web Client Viewer allows users to remotely access all the
servers and PCs connected to the KN series, but benefiting from a more
simultaneous, direct access option for management and operation.

For added convenience to management, an iPad application — PadClient, is also
available. It has an intuitive interface that makes real-time access and control
of the servers/computers simple and mobile. Refer to ATEN’s website to get

more information on PadClient.

Setup is fast and easy - plugging cables into their appropriate ports is all that is
entailed. Because the KN1108VA / KN1116VA intercepts keyboard input
directly, there is no need to get involved in complex installation routines or to
be concerned with incompatibility problems.
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Since the KN1108VA /KN1116VA’s firmware is upgradable over the
Internet, you can stay current with the latest functionality improvements
simply by downloading firmware updates from our website as they become
available.

With its advanced security features, the KN1108VA / KN1116VA is the

fastest, most reliable, most cost effective way to remotely access and manage
widely distributed multiple computer installations.
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Features

Hardware

¢ High port density — RJ-45 connectors for up to 8 (KN1108VA) or 16
(KN1116VA) ports in a 1U housing

¢ Laptop USB Console (LUC) —a dedicated USB port directly connects to a
laptop for easy console operation

+ Two separate buses for one local console access and one remote over IP
access

+ Two 10/100/1000 Mbps NICs for redundant LAN or two IP operation
+ Blade server support

+ Supports PS/2, USB, Sun Legacy (13W3) and serial (RS-232)
connectivity

* Local console provides PS/2 and USB keyboard and mouse support

+ Supports multiplatform server environments: Windows, Mac, Sun, Linux
and VT100 based serial devices

+ Audio enabled

+ Virtual Media support lets you map DVD-CD ROMs and the other storage
media to a remote server

¢ Dual Power Supply

+ High video resolution — up to 1920 x 1200 @ 60 Hz — 24 bit color depth at
the local console up to 50 m from the computers; up to 1920 x 1200 @ 60

Hz with 24 bit color depth for remote sessions! and on the local console
¢ Monitor and control up to 8 (KN1108VA) or 16 (KN1116VA) computers
on a single level, or control up to 128/256 computers in a cascade’

Note: 1. 1920 x 1200 only supported by KA7166, KA7168, KA7169,
KA7175, KA7176, KA7177, KA7170, and KA7178.

2. Cascade-compatible KVM Switches include the following: CS9134,
CS9138, CS1308, CS1316, KH1508A, and KH1516A.

Management

+ Supports 64 user accounts and up to 32 users can be logged in at the same
time for control and management

+ End session feature — administrators can terminate any running session
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Event logging and Windows-based Log Server support

Critical system event notification via SMTP email; SNMP trap and Syslog
support

Firmware upgradeable
Out-of-Band Access — Modem dial-in/dial out/dial back support

Adapter ID Function — stores port information allowing administrators to
relocate servers to different ports, without having to reconfigure the
adapters and switches

Port Share Mode allows multiple users to gain access to a server
simultaneously

Supports integration into ATEN CC2000 Centralized Management
Software and ATEN CCVSR Video Session Recording Software*

Supports ATEN KVM over IP Console Station (KA8270 / KA8280 /
KAB8278 / KA8288)

Power Association enables the switch’s KVM ports to be associated with
ATEN’s PDUs power outlets for remote power management of the servers
from the switch’s interface

Power Over the NET™ integration for remote power control, plus support
for 3rd party power distribution units (PDUs)

Manage browser access (Browser, http, https)
IPv6 capable

Customizable event notification

Local Log Event

Supports PadClient application on an iPad for mobile management/control

Note: Supports recording computer operations accessed via remote sessions.

Easy-to-Use Interface

*

Local Console, browser-based, and AP GUIs offer a unified multi
language interface to minimize user training time and increase
productivity

Multiplatform client support (Windows, Mac OS X, Linux, Sun)

Multi-browser support: Internet Explorer, Edge, Chrome, Firefox, Safari,
Opera, Netscape

Browser-based Ul in pure Web technology allows administrators to
perform administrative tasks without pre-installed software (e.g. Java)
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Supports web-friendly KVM-over-IP access with HTML5 WebClient
Viewer — users can remotely access all the connected servers and PCs
without Java or browser plug-in installation

Magic Panel — a special hideaway control panel with configurable function
icon
Full-screen or sizable and scalable Virtual Remote Desktop

Panel Array Mode™ available to both local console and remote access
users

Keyboard/Mouse Broadcast — keyboard and mouse inputs can be
duplicated on all the attached servers

Video syncing with the local console — local console monitor’s EDID
information stored on the KVM Adapter for display resolution
optimization

Easy computer selection via pushbuttons, Hotkey Mode, OSD (On-Screen
Display), and Browser-based GUI

Launch multiple Virtual Remote Desktops to control multiple servers from
the same login session Magic Panel

Keyboard Language support: English (US); English (UK); German;
German (Swiss); French; Spanish; Traditional Chinese; Japanese; Korean;
Swedish; Italian, Hungarian, and Turkish

Advanced Security

*

High-grade security — supports TLS1.3 and an embedded FIPS 140-2
certified OpenSSL cryptographic module (Certificate #4282)

Remote authentication support: RADIUS, LDAP, LDAPS, and MS Active
Directory

Supports TLS 1.3 data encryption and RSA 2048-bit certificates
(encryption key up to 4096 bit) to secure user logins

Flexible encryption design allows users to choose any combination of 56-
bit DES, 168-bit 3DES, 256-bit AES, 128-bit RC4, or Random for
independent KB/Mouse, video and virtual media data encryption

IP/MAC Filter support for enhanced security protection
Configurable user and group permissions for server access and control

Automated CSR creation utility and third party CA certificate
authentication
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Virtual Media

*

Virtual media enables remote file applications, OS patching, software
installations and diagnostic testing

Works with USB enabled servers at the operating system and BIOS level

Supports DVD/CD drives, USB mass storage devices, PC hard drives and
ISO images

Supports Smart Card Readers on computers connected with KA7166,
KA7168, KA7169, KA7177, KA7183, KA7188 or KA7189 KVM
Adapters

Virtual Remote Desktop

*

Video quality can be adjusted to optimize data transfer speed;
monochrome color depth setting, threshold and noise settings for
compression of the data bandwidth in low bandwidth situations

Full-screen or sizable and scalable Virtual Remote Desktop

Message board feature allows logged in users to communicate with each
other

Mouse DynaSync™ — automatically synchronizes the local and remote
mouse movements

Keyboard pass through support

Exit Macros support

On-screen keyboard with multilanguage support
BIOS-level access

High-performance graphics for the best image quality
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Requirements

General

*

We recommend computers with at least a P 4 2GHz processor, and 1 GB
RAM.

Browsers must support TLS 1.2 encryption.
A network transfer speed of at least 512kbps is recommended.

For the Log Server, you must have the Microsoft Jet OLEDB 4.0 or higher
driver installed.

External Console

*

VGA, SVGA, or Multisync monitor capable of the highest resolution that
you will be using on any computer in the installation.

A USB mouse
A USB keyboard

Computers
The following equipment must be installed on the computers that connect to the
KN1108VA or KN1116VA's KVM ports:

*

*

A VGA, SVGA or Multisync port

A USB Type-A port and USB host controller (for USB KVM Adapter
Connection, see below)

For the browser-based WinClient ActiveX Viewer, DirectX 8 must be
present, and at least 150MB of memory must be available after
installation.

For the browser-based Java Client Viewer the latest version of the Java
Runtime Environment (JRE) must be installed, and at least 205MB of
memory must be available after installation.

For the Windows Client AP, DirectX 8 must be present, and at least 90MB
of memory must be available after installation.

For the Java Client AP, the latest version of the Java Runtime Environment
(JRE) must be installed, and at least 145MB of memory must be available
after installation.

For the Log Server, you must have the Microsoft Jet OLEDB 4.0 or higher
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KVM Adapters

+ (Cat 5¢/6 cable is required to connect the KN1108VA / KN1116VA to one
of the KVM adapters.

¢ The following KVM adapters are required for use with the KN1108VA /
KNI1116VA:

Function Module
Connect to devices with PS/2 ports KA9120 / KA7120
Connect to devices with USB ports KA7170
(All platforms — PC, Mac, Sun)
Connect to Sun Legacy Computers KA9130 / KA7130
Connect to serial based devices KA7140
For USB computers — DVI output, Virtual KA7166
Media and Smart Card Reader support
For USB computers — HDMI output, Virtual KA7168
Media and Smart Card Reader support
For USB computers — DisplayPort output, KA7169
Virtual Media and Smart Card Reader support
For KVM Switch and USB computers — USB- KA7171
PS/2 KVM Adapter Module with Local Console
For USB computers — VGA output, Virtual KA7175
Media support
For USB computers — VGA output, Virtual KA7176
Media and audio support
For USB computers — VGA output, Virtual KA7177
Media and Smart Card Reader support
For USB computers — dual connection with KA7178
VGA output, Virtual Media and audio support
Connect to devices with USB-C port, with KA7183
virtual media support
For USB computers — HDMI output, Virtual KA7188
Media, Smart Card Reader, and audio support
For USB computers — DisplayPort output, KA7189
Virtual Media, Smart Card Reader, and audio
support

Note: If youuse KVM Adapters purchased prior to your switch purchase, you
may have to upgrade the Adapter’s firmware (see page 221).
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Operating Systems

+ Supported operating systems for remote user computers include Windows
2000 or later, and those capable of running the Java Runtime Environment
(JRE) 6, Update 3, or higher (Linux, Mac, Sun, etc.).

+ Supported operating systems for the servers connected to the switch’s
ports are shown in the table below:

(0135) Version
Windows XP or later
Linux RedHat 7.1 or later
Fedora Core 2 or later
SuSE 9.0 or later

Mandriva (Mandrake) | 9.0 or later

UNIX AIX 4.3 or later
FreeBSD 4.2 or later
Sun Solaris 8 or later
Novell Netware 5.0 or later
Mac OS 9 or later®
DOS 6.2 or later

10
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Components

Opening KN1108VA / KN1116VA'’s Front Cover

To access KN1108VA /KN1116VA’s front ports, simply press the ATEN logo
at the front of the unit, as indicated below.

Note: To avoid unnecessary wear and tear, make sure to close the unit’s front
lit when its front ports are not in use.

KN1108VA Front View

ooooooooooooo ° 00099 0P LI LLE.
00800000 0%: 05000 0w 00
0006606060000 0 ° ° 506600060000

S95980600000000 00000000000000"
& o0 °0o %
>

KN1116VA Front View
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0085000000 S S 00,800
0066660000000 0 ° ° §6000000600000

0500006006560% 500006000000000
° S 22 s
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No.

Component

Description

1

power LEDs

Lights when the unit is powered up and ready to operate.

2

port LEDs

The port LEDs provide status information about their

corresponding KVM Ports.

* Green: The computer attached to the port is online.

¢ Red: The computer attached to the port is selected (has
KVM focus).

¢ Green + red (orange): The computer attached to the port is
online and selected.

The LEDs are steady under normal conditions. A LED will flash

at half second intervals, however, when its corresponding port

is accessed under Auto Scan Mode or Skip Mode.

LAN LEDs

Primary and secondary 10/100/1000 Mbps LAN LEDs.
¢ Orange: 10 Mbps

¢ Orange + green: 100 Mbps

* Green: 1000 Mbps

¢ Flashes to indicate that the switch is being accessed over
the Net.

laptop USB
console port

This USB Mini-B- port allows a laptop to be connected for local
access and control. See Laptop USB Console Login, page 34
for further details.

USB ports

A USB keyboard and mouse can plug in here. This can either
be in place of, or in addition to, plugging a keyboard and mouse
into the ports on the rear panel. This port can also be used to
connect USB storage peripherals (CD/DVD, HD, flash drives,
etc.) on the KN Series switches.

reset button

Note: This button is recessed and must be pushed with a small
object such as the end of a paper clip, or a ballpoint pen.

¢ Pressing and releasing this button when the unit is running
performs a system reset.

¢ Pressing and holding this button in for more than three
seconds when the unit is running resets its configuration to
the factory default settings.

Note: This does not clear User Account information.
See Clear Login Information, page 305, for
information on clearing user account information.

* Pressing and holding this button while powering on the
switch returns the unit to its factory default firmware level,
rather than the firmware version that the switch has been
upgraded to. This allows you to recover from a failed
firmware upgrade and gives you the opportunity to try
upgrading the firmware again.

Note: This operation should only be performed in the event

of a firmware upgrade failure that results in the device
becoming inoperable.

7

audio ports

Speakers and microphone plug in here.

8

port switching
buttons

¢ Press PORT DOWN to switch from the current port to the
previous port on the installation.

* Press PORT UP to switch from the current port to the next
port on the installation.

12
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KN1108VA Rear View

T E
O

11

0 | | 1
IR | |

13



KN1108VA / KN1116VA User Manual

No. Component Description

1 power sockets  The power cables plug in here.

2 power switches This standard slide switch powers the unit on and off.

3 PoN port This connector is provided for a Power on Network (PoN)
unit which allows servers attached to the KVM Over IP
switch to be booted remotely over the net. See Single-
Stage Installation, page 21, step 6 for installation details.
Contact your dealer for more information regarding PoN
units.

4 secondary This port is provided to connect to legacy serial devices via

serial port a serial adapter.

5 secondary LAN The cable that connects the unit to the backup network

port interface (10 / 100 / 1000 Mbps) plugs in here.

6 grounding The wire used to ground the unit connects here.

terminal

7 modem port For dial in connection should the unit be unavailable over
the network. See Single-Stage Installation, page 21, step 7
for installation details.

8 primary serial This port is provided to connect to legacy serial devices via

port a serial adapter.

9 primary LAN The cable that connects the unit to the primary network

port interface (10 / 100 / 1000 Mbps) plugs in here.

10 local console The unit can be accessed via a local console as well as over

port(s) the Net. The local console devices (keyboard, monitor and
mouse), plug in here. Any combination of USB and PS/2
keyboards and mice can be used.

11 KVM ports The Cat 5e cables that link the unit to the KVM Adapters

(which connect to the servers), plug in here.

14



Chapter 2
Hardware Setup

Overview

For convenience and flexibility that allows mixing the PS/2 and USB
interfaces, as well as multiple platforms, the KVM over IP switch design
utilizes KVM Adapter, that serve as intermediaries between the switch and the
connected devices (refer to the installation diagram on p. 16).

A separate KVM Adapter is required for each server or device connection. The
model numbers of the Adapters are given in the KVM Adapters section,
page 9.

Before You Begin

device is provided onpage 259. Please review it before

g 1. Important safety information regarding the placement of this
proceeding.

2. Make sure that power to all devices you will be connecting have
been turned off. You must unplug the power cords of any
computers with keyboard power on function.

3. Please operate the device with caution when under high
environmental temperatures, as the surface of the device may
become overheated under such conditions. For instance, the
surface temperature of the device may reach 70 °C (158 °F) or
higher when the environmental temperature reaches close to 50
°C (122 °F).

15
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Stacking and Rack Mount

The KVM over IP switch can be stacked on the desktop or rack mounted in a
variety of ways. The following sections take you through the procedures for
each method. The KVM over IP switch shown in the stacking instructions
below is for reference only.

Stacking

The KVM over IP switch can be placed on any appropriate level surface that
can safely support its weight plus the weight of its attached cables. To place the
switch, or to stack units if you are daisy-chaining them, remove the backing
material from the bottom of the rubber feet that came with your package, and
stick them onto the switch’s bottom panel at the corners, as shown in the
diagram, below:

Note: To ensure adequate ventilation, allow at least 5.1 cm on each side, and
12.7 cm behind the unit for power cord and cable clearance.

16
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Rack Mount

The KVM over IP switch can be mounted in a 19" (1U) rack. The mounting
brackets can screw into either the front or the back of the unit so that it can
attach to the front or the back of the rack. This KVM over IP switches shown
in the rack mount instructions below are for reference only.

Rack Mounting — Front
To mount the unit at the front of the rack, do the following:

1. Remove the two screws at the front of the unit.

Sa

Phillips head hex /

M3 x 6

2. Use the M3 x 8 Phillips head hex screws supplied with the rack mount kit
to screw the mounting brackets into the front of the unit.

Phillips head hex
M3x8

17
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3. Position the device in the front of the rack and align the holes in the
mounting brackets with the holes in the rack.

4. Screw the mounting brackets to the rack.

/\

\¥4

Note: Cage nuts are provided for racks that are not pre-threaded.

18
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Rack Mounting — Rear
To mount the unit at the rear of the rack, do the following:

1. Remove the two screws at the rear of the unit.

Phillips head hex
M3 x 6

2. Use the M3 x 8 Phillips head hex screws supplied with the rack mount kit
to screw the mounting brackets into the rear of the unit.

Phillips head hex
M3 x 8

3. Position the device in the rack and align the holes in the mounting brackets
with the holes in the rack.

19
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4. Screw the mounting brackets to the rear of the rack.

=T

Note: Cage nuts are provided for racks that are not pre-threaded.

20
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Single-Stage Installation

In a single-stage installation, there are no additional switches are cascaded
from the original KN1108VA / KN1116VA switch. To set up a single-stage
installation, refer to the installation diagrams starting on page 23 (the numbers
in the diagram correspond with the numbers of the instruction steps), and do
the following:

1. Plug your local console’s keyboard, monitor, and mouse into the unit’s
console ports. Each port is color coded and marked with an appropriate
icon. (see diagram)

Note: 1. You can use any combination of keyboard and mouse
connections. For example, you can use a PS/2 keyboard with a
USB mouse.

2. USB keyboards and mice can plug into the USB ports on the front
panel, as well as into the ports in the console port section.

3. The KN1108VA /KNI1116VA does not support distances that
exceed 20m between itself and the local monitor.

2. If you are using a laptop USB console to control the KN1108VA /
KN1116VA locally, use a USB Mini-B cable to connect the laptop to the
KN1108VA /KN1116VA’s laptop USB console (LUC) port, located on
the unit’s front panel.

3. Use Cat 5e cable to connect any available KVM port to a KVM Adapter
that is appropriate for the server you are installing.

Note: 1. See KVM Adapters, page 9 for adapter cable information.

2. The distance between the switch and the KVM Adapter must not
exceed these lengths: KA7140: 300 m; KA71xx: 50 m (up to 40
m via Cat Se cable / up to 50 m via Cat 6 cable); KA91xx: 40m.

4. Plug the connectors on the KVM Adapter into the appropriate ports of the
server you are installing. (See Adapter Cable Connection Diagram,
page 24.)

5. Plug a cable from the LAN or WAN into the KN1108VA / KN1116VA
primary network interface socket.

6. (Optional) Plug another cable from the LAN or WAN into the KN1108VA
/ KN1116VA backup (secondary) network interface socket.

21
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7.

10.

11.

12.

(Optional) Use Cat 5e cable to connect the KN1108VA / KN1116VA PoN
port to a serial adapter. Connect the adapter to the PoN in port of a Power
Over the Net unit.

Note: 1. For PN5/7, go to Device Management/OOBC/Console Port
Settings of GUI, and select the Baud Rate of 38400 bps.

2. Make sure the CC Management function is disabled for both the
KN and PN.

3. Please see Serial Adapter Pin Assignments, page 302 to assign the
signal directions for the serial adapter.

(Optional) Use Cat 5e cable to connect the KN1108VA / KN1116VA’s
Modem port to a serial adapter. Connect the adapter’s serial connector to
the modem’s DB-9 port.

(Optional) For serial connectivity, use Cat 5e cable to connect the
KN1108VA / KN1116VA’s serial 1 port to a serial adapter. Connect the
adapter’s serial connector to any generic serial device.

(Optional) For further serial connectivity, use Cat Se cable to connect the
KN1108VA /KN1116VA'’s serial 2 port to a serial adapter. Connect the
adapter’s serial connector to any generic serial device.

Ground the switch. Use a grounding wire to ground the unit by connecting
one end to the grounding terminal and the other end to a suitable grounded
object.

Note: Do not omit this step. Proper grounding helps to prevent damage to
the unit from power surges or static electricity.

Plug the power cord(s) supplied with your package into the switch’s power
socket, and then into an AC power source.

When using a single power socket, be sure to turn on the correct power
switch (see power switches, page 14). When using both power sockets,
either of the power switches can be used to turn on the KVM switch. To
enable dual power, turn on both power switches.

Note: Ifyou are connecting the power to a UPS or an PN9108/PN0108, be
sure to use the utility power cords supplied with your package
instead of standard power cords.

After the KN1108VA /KN1116VA is cabled up you can turn on the power.
After it is powered up, you can turn on the servers.

22
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Single-Stage Installation Diagram

23
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Adapter Cable Connection Diagram
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KA7189

5

KA7188

Adapter Cable Connection Diagram cont.
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KA7171 Connection Diagram
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Two-Stage Installation

To control even more servers, up to 16 additional KVM switches can be
cascaded from the KVM ports of the original KN1108VA / KN1116VA. As
many as 256 servers can be controlled in a complete two-stage installation.

In a cascaded installation, the KN1108 VA / KN1116VA is considered the First
Stage unit, the cascaded switches are considered Second Stage units.

Note: The cascaded KVM switch shown in the example is the KH1516.

See Supported KVM Switches, page 303, for a list of other switches.

To set up a two-stage installation, refer to the diagram on page 28, and do the
following:

1.

Make sure that power to all the devices you will be connecting, including
all preexisting devices on the installation, are properly grounded and have
been turned off.

Use Cat Se cable to connect any available KVM port on the first stage unit
(the KN1108VA /KN1116VA) to a KVM Adapter (as described under
KVM Adapters, page 9).

Plug the adapter cable’s KVM connectors to the keyboard, video, and
mouse console ports of the second stage unit.

Note: The distance between the first stage unit and the second stage unit
must not exceed 40m or 50m based on the KVM adapter used.

Use KVM cable sets (as described in the Cables section of the cascaded
KVM switch’s User Manual), to connect any available KVM port on the
second stage unit to the keyboard, video, and mouse ports of the server
you are installing.

Plug the power cord that came with the cascaded KVM switch into its
power socket, and then into an AC power source.

Repeat these steps for any other second stage units you wish to connect.
Power on the second stage unit(s), then power on the first stage unit.

Turn on the power to all the servers.

Note: The Power On sequence requires that all second stage switches be
powered on first. After all second stage switches are powered on,
the first stage switch can be powered on. After all the switches are
powered on, the servers can be powered on.

27
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Two-Stage Installation Diagram

KN1108VA H 777777777
= = ©
:@§©© E
| ;
o ‘ ‘

KH1516 (asan example)

o
(oNe) (o000

E KA7120/ H 7777777777777777777777777777777777777777777777777

e KA7170/
KA9120

28



Chapter 2. Hardware Setup

Hot Plugging

KN1108VA /KN1116VA switches support hot plugging — components can be
removed and added back into the installation by unplugging and replugging
cables from the ports without the need to shut the unit down.

Note: If the server’s Operating System does not support hot plugging, this
function may not work properly.

The Adapter ID Function

Adapter Cable information (the Adapter ID, port name, OS, keyboard
language, and access mode), is stored on the adapter. The switch’s Adapter ID
function takes this information and stores it along with the adapter cable’s
configuration information (access rights, etc.), in its database — so that when
you move a server together with its adapter cable from one port to another, you
don’t have to reconfigure its settings — the Adapter ID function restores them
at the new location. The only change is in the port number.

When moving the server and adapter cable to another switch, however, only the
information that is stored on the adapter is retained. For the other settings you
must either reconfigure them, or use the Backup/Restore function (see

page 230) to restore them.

Since port settings are stored with the adapter, if you move a server to a new
port without its original adapter; or if you connect a different server to the
adapter, you must manually reconfigure the port settings for the new server.
See Sidebar Utilities, page 111 for port configuration details.

Powering Off and Restarting

If it becomes necessary to power off the KN1108VA / KN1116VA, or if the
switch loses power and needs to be restarted, wait 10 seconds before powering
it back on. The servers should not be affected by this, but if any of them should
fail, simply restart them.
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Port ID Numbering

Each server on the installation is assigned a unique Port ID. Its Port ID is a one
or two segment number that is determined as follows:

* A server attached to a First Stage unit has a one segment Port ID (from 1—
8/16) that corresponds to the KVM Port number that it is connected to.

+ A server attached to a Second Stage unit has a two segment Port ID:

¢ The second segment (from 1-16), represents the KVM Port number on
the Second Stage unit that the server is connected to.

* The first segment (from 1-8/16) represents the KVM Port number on
the First Stage unit that the Second Stage unit links back to.

For example, a Port ID of 1 - 3 refers to a server that is connected to KVM Port
3 of a Second Stage unit that links back to KVM Port 1 of the First Stage unit:

i = ©
EQEQQO ﬂ

| \
Port 1

=

)9 N )
(O OR[N ] [ N N [ N

Port 3

ID=1-3

Port Selection

Port selection is accomplished by means of the GUI. Port selection details are
discussed in Chapter 6, Port Access.

30



Chapter 2. Hardware Setup

PDU Installation

ATEN PDU products are intelligent Power Distribution Units that offer outlet
level control combined with remote access to give IT administrators the ability
to power control devices attached to the unit from practically any location via
a TCP/IP connection.

Note: The PDU GUI shown in the example is the PE9216r.

To setup a PDU in conjunction with a KVM over IP Switch, refer to the images
below and do the following:

1. Connect both the KVM over IP Switch and the PDU to your Ethernet
switch.

2. In the PDU’s GUI, browse to Device Management, then to OOBC. In
Console Port Settings, set the Baud Rate to 38400 bps.

Device
Management

— Console Port Setti

Baud Rate: | 38400bps ¥
Data Bits: rRa

Stop Bits: 1 v

Parity: [None v |

3. Still in Device Management, browse to ANMS. In CC Management,
uncheck Enable.

Device
| Management |

Authentication & Authorization

) Enable

CC Server IP:

4. Next, connect the PDU (console PoN in) directly to the KVM over IP switch
(PoN).
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5. Following this, using the KVM over IP switch GUI, browse to Device
Management, then to ANMS. In Authentication, uncheck CC Management.

Password:

Search DN:

— CC Management
Enable

e e T T T —

6. Finally, confirm that appropriate power management permission has been
assigned. Browse to Port Access, then to Port Configuration. Select the
relevant port number from the left tree menu.

Note: The screenshots used below are for reference purpose only
(KN8132V based web GUI). The KN1108VA / KN1116VA’s web
GUI is identical with different model name printed on the page and
fewer ports.

a =2 B & 3

Port Access User Management  Device Management Log Maintenance Download

Connections | History | Favorites | User Preferences | Sessions | Access | Port Configuration

B3 KNB132V -
[o1] Port Froperty || Associated Link | Power [[Muti-View |
[02]
[03]
[04] -
[05] Station | outlet Status
= [06]
[o7]
% [08]MiniPC
« [09]
# [10]KA7169-DP
s [11]
EIZ% Synchronization
» [13
S [ | [ schedue | | add | [ remove
s [16]
[17]
= [18]
[19]
[20]

Select Add (a power device).

= C 4iPon Deviee
50 wens21z
(03]

w[os]

wos]

w05

Lic]

wos)

w0oVK2100
®[10)Windows 10
B 11Ubun14
m2)
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The power outlet permission will then be assigned to the port you selected.

Port Access User Management

5 [08]MiniPC

# [10]KA7169-DP
« (11
# [12]
% [(13]
s [14]
# [15]
« [16]
s (171
« [18]
« [19]
4 [20]
« [21]
& [22]

Array Mode

a B F 3

Device Management Log Maintenance Download

Port Property || Associated Link | Power Management || Mult-View

Power Management

station Outlet Status
01 PN5212 o1 oN
01 PNS212 02 pe2 oN

Synchronization

Configuration | schedule | Add ] Remove

ATEN

ATEN Interational Co. Ltd. Al rights reserved.

33



KN1108VA / KN1116VA User Manual

Laptop USB Console Login

If you wish to access and control locally using the laptop USB console (LUC)
function, use the supplied laptop USB console cable to connect a USB port of
the laptop to the laptop USB console port on the KN1108VA / KN1116VA
KVM over IP Switch. A pop-up window similar to the one below appears, you
can select between JavaClient and WinClient to access and control the
KN1108VA /KN1116VA KVM over IP Switch.

= P ®
i Y Hopen- seiecan
] fn |
isrms | cat -
Pinto Quik Copy  Paste o Propeties
555555 Bhioe, S ritan {ivert sefection

Clipboard Hew Open Select

1 = > USBDrive (D)

V[0 [ SearchUsE Drive (D) P
Name Date modified Type Size
st Quickaccess
(&) savaClient 131168
Y WinClient ]
EDID Left TV-Urban-Bo
henryhsiang
patrick
USB Protocol Suite
@ OneDiive
& wes
0 This PC
— USB Drive (D)
& Network
2items =

* For JavaClient: see Connecting — Java Client AP, page 49 and The Java
Control Panel, page 97 for more information.

¢ For WinClient: see Connecting — Windows Client AP, page 45 and
WinClient Control Panel, page 62 for more information.
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Chapter 3
Super Administrator Setup

Overview

This chapter discusses the administrative procedures that the Super
Administrator performs to get the KVM over IP switch set up for the first time.

First-Time Setup

Once the KVM over IP switch has been cabled up, the Super Administrator
needs to set the unit up for user operation. This involves setting the network
parameters, and changing the default Super Administrator login. The most
convenient way to do this for the first time is from the local console.

Note: For remote methods of setting up the network, see /P Address
Determination, page 265.

At the local console, a login prompt appears on the console monitor. The
screenshots used below is for reference purpose only. The KN1108VA /
KN1116VA’s local console login prompt may differ from the new firmware
version.

KN11186

Since this is the first time you are logging in, use the default Username:
administrator; and the default Password: password.

Note: For security purposes, the system will prompt you to change the login
password. The password must be different from your login password.
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After you successfully log in, the local console main page appears:

& a2 B & L O-

User Managenent. Device Managenent. Loa Maintenance Dounload

B Connections | History | Favoites | Sessions | Access | Pt Canfiguration |
gl [01]4K Mini PCHDMI port

Port Humber

| Status

| PottName | Devies Name

gl [03] Target P

02 KNTI 08V Offine
i 105 03 TargetPC KNT108vE Offne
& [oe) i KNTI08vA Offine
o 0 KNT108A Offine
s " KNTI 08V Offine
@ [D3CaM g KNT108vA Offine
= [10]COM2 02 KNTI08VA Offine
B BlaceServer 09 com1 KNTI0VA Onine
10 com2 KNTI08vA Onine
&) Dablecick orpress Enter & Connect

E scan  HH angpMede Sy Fiter

ATEN Intemational Co. Ltd. Allrights reserved. ¥1.3123 20221025
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Network Setup
To set up the network, do the following:

1. Click the Device Management tab.
2. Select the Network tab.

7 ° N ~
A -
Fort access [

Log Maintenance

¥

Dawnload

|
[ BladeServer e

Disvics Iformation | DpelalmgMude‘ Hetwark |)¢M5| OB | Secuiy | DaterTime |

& Obtain|P address automatically [DHCP]
 SetIP addiess manually [Fired IF]

1P Address 10 .3 .66 .118
SubnetMask: 255 255 . 255 .0
Default Gateway: 10 .3 .66 254
DNS Server

(" Obtain DNS server address automaticaly
et DNS server address marmaly

0.0 .1 .6

Alternate DNS server T

PrefenedDNS server

& DbkainIPy6 address automatically [DHCP]
 SetIPvE address manualy [Fired IP]
IPvBAddress:
SubnetPrefisLength:
Deefaul G ateway:
DNS Server:

¢ DbtainDNS server address automatically
" SetDNS server address manualy

Prefened DNS server.

Alemate DNS server

feB0:210.74fkfeaT eee
&4

—
—

’7 & {Enabled © ViewOnly " Disabled ‘
- Service P
Program: 000 HTTP: 80
HTTPS: 43 SSH, 22
Teknet E]
i
[+ Redundant NIC:
[ 1000M Network Adapter 1 =
IPvd 1Py
IPAddess 1P Address

Metwork Transfer Rate:

KBps

| ATEN Intemational Co. Ltd. Allrights reserved

I Save

& Close

1.3122.20220824

3. Fill in the fields according to the information provided under Network,

page 176.
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Changing the Super Administrator Login

To change the default Super Administrator Username and Password, do the
following:

1. At the top of the screen, click the User Management tab.

The User Management page has a list of Users and Groups in the Sidebar
at the left, and a more detailed list of users — with more information about
them — in the large central panel. Since this is the first time the page is
being accessed, only the Super Administrator appears:

1]
e

H
ile
°

User Informatian

Usernarme:

2. Click administrator in the left panel to change the default Super
Administrator Username and Password. The User Information page
appears:

User [Groups |[ Device
User Information

Username: administrator

Password: oo

Confirm Password:

Description: super administrator

Role

Permissions:
Device Management Port Configuration  User Management
Maintenance System Log View only
Windows Client Java Clent SSH Client

Telnet Client Force to Grayscale  Power Management.

Status
Disable account
Account never expires
Account expires on
ClUser must change password at next logon
User cannot change password
®Password never expires
Password expires after 0 days

Save
3. Change the Username and Password to something unique.

4. Enter the password again in the Confirm Password field to confirm it is
correct.
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5. Click Save.

6. When the dialog box informing you that the change completed
successfully appears, Click OK.

7. Click on another item on the local console main page, to close this page.

Moving On

After setting up the network and changing the default Super Administrator
password, you can proceed to other administration activities. These include
User Management, Device Management, and Firmware Upgrade Maintenance.

These activities can be accomplished using any of the KVM over IP switch’s
GUI utilities. These include the local console; the browser-based Windows
GUI, the browser-based Java Client Viewer; the stand-alone Windows Client
AP; and the stand-alone Java Client AP. Choose the approach that suits you
best.

Note: Firmware Upgrade Maintenance cannot be performed from the local
console. You must log in remotely with one of the KVM over [P
switch’s other GUI utilities for this operation.
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Chapter 4
Logging In

Overview

KVM over IP switches can be accessed from a local console; an Internet
browser; a Windows application (AP) program; and a Java application (AP)
program.

No matter which access method you choose, the KVM over IP switch’s
authentication procedure requires you to submit a valid username and
password. If you supply invalid login information, the authentication routine
will return an Invalid Username or Password, or Login Failed message. If you
see this type of message, log in again with a correct username and password.

Note: If the number of invalid login attempts exceeds a specified amount, a
time out period is invoked. You must wait until the time out period
expires before you can attempt to log in again. See Login Failures,
page 192 for further details.

Local Console Login

When the local console is attached (see Single-Stage Installation, page 21) and
there is no user logged in, the KVM over IP switch’s login screen appears on
the monitor. The screenshots used below is for reference purpose only. The
KN1108VA/KNI1116VA’s local console login prompt may differ from the new
firmware version.

Simply key in your valid Username and Password, then click Login to bring
up the local console main page. The local console main page is similar to that
of the web browser, WinClient and Java Clcient main pages. For a description
of the web browser main page, see page 51.
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Browser Login

KVM over IP switches can be accessed via an Internet browser running on any
platform. To access the switch, do the following:

1.

2.

Open the browser and specify the IP address of the switch you want to
access in the browser’s location bar.

Note: For security purposes, a login string may have been set by the
administrator (see page 197 for details). By default, there is no login
string. If so, you must include a forward slash and the login string
along with the IP address when you log in. For example:

192.168.0.100/knlll6va

If you don’t know the IP address and login string, ask your
Administrator.

When a Security Alert dialog box appears, accept the certificate — it can be
trusted. (See Trusted Certificates, page 269, for details.) If a second
certificate appears, accept it as well.

Once you accept the certificate(s), the login page appears:

KN1108VA Login
Username

Password

ATEN

Provide your username and password (set by the administrator), then click
Login to bring up the web main page. For a discussion of the web main
page, see page 51.

Note: If you are the administrator and are logging in for the first time, use
the default username (administrator) and the default password
(password). For security purposes, the system will prompt you to
change the login password. The password must be different from
your login password.
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Windows Client AP Login

In some cases, the Administrator may not want the KVM over IP switch to be
available via browser access. The Windows AP Client allows direct remote
access to Windows systems users, without having to go through a browser
(although you initially download the Windows AP Client program from the
browser page — see Chapter 11, Download).

To connect to the KVM over IP switch, go to the location on your hard disk
that you downloaded the Windows AP Client program to, and double-click its
icon (WinClient.exe) to bring up the Windows Client Connection Screen:

A

Server List:

Mame IP Statuz

KMT1082, 10.3.66.70 (fe80: 210: 7 4ff:fea?: 2805) Available
KMT1082, 10.3.66.103 [feB0::210:7 46 fea?: 28b4] Available

Server

P | v]

Pot: |suuu |

Cornect Switch to remnote view
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The Windows Client AP Connection Screen

A description of the Connection Screen is given in the following table:

Item

Description

Menu Bar

The Menu Bar contains two items: File and Help.

¢ The File Menu allows the operator to Create, Save, and
Open user created Work files (see The File Menu,
page 46).

¢ The Help Menu displays the WinClient AP version.

Server List

Each time the WinClient.exe file is run, it searches the user's
local LAN segment for KVM over IP switches, and lists
whichever ones it finds in this box. If you want to connect to
one of these units, double-click it. (See Connecting —
Windows Client AP, page 45 for details.)

Note: 1. The switch will not appear in the list unless its
Enable Device List configuration parameter has
been enabled. See Operating Mode, page 174 for
details.

2. Only units whose Access Port settings for Program
(see Service Ports, page 177) match the number
specified for Port in the Server area of this dialog
box appear in the Server List window.

Server

This area is used when you want to connect to a KVM over IP
switch at a remote location. You can drop down the IP list box
and select an address from the list. If the address you want
isn't listed, you can key in the target IP address in the IP field,
and its port number in the Port field. (If you don't know the
port number, contact your Administrator.)

¢ When the IP address and Port number have been
specified, click Connect. (See Connecting — Windows
Client AP, page 45 for details.)

¢ When you have finished with your session and come back
to this dialog box, click Disconnect to end the connection.

Message Panel

Located just to the right of the Server panel, the Message
panel lists status messages regarding the connection to the
KVM over IP switch.

Switch to Remote View

Once you have been authenticated (see Connecting —
Windows Client AP, page 45 for details), this button becomes
active. Click it to switch to the GUI main page. The GUI main
page is described on page 58.
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Connecting — Windows Client AP

To connect to a KVM over IP switch do the following::

1. From the Server List box, double-click the device that you wish to
connect to.
Specify its IP address and port number in the Server IP and Port input
boxes.

2. Click Connect.

The Login dialog box appears:

Login:10.3.66.70 X

Usemame: || |

Password: | |

Cancel

W

Key in a valid Username and Password, and then click OK.

4. Once you have been authenticated, you are automatically brought to the
GUI main page. The Switch to Remote View button becomes active once
you close the GUI main page. Click it to connect to the switch and bring
up its GUI main page. For a description of the GUI main page, see

page 62.

Server List:

Mame IF - Status
Server

IP: |‘ID.3.EE.?D v| Server iz ready.
F'ort:|E|DDD |
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The File Menu

The File Menu allows the operator to Create, Save, and Open user created
Work files. A Work File consists of all the information specified in a Client
session. This includes the Server List and Server IP list items, as well as the
Hotkey settings.

Whenever a user runs the Client program, it opens with the values contained in
the current work file. The current work file consists of the values that were in
effect the last time the program was closed.

The File menu consists of the following items:

New Allows the user to create a named work file so its values will not
be lost, and it will be available for future recall.

Open Allows the user to open a previously saved work file and use the
values contained in it.

Save Allows the user to save the values presently in effect as the
current work file.

Exit Exits the WinClient.
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Java Client AP Login

In those cases in which the Administrator does not want the KVM over IP
switch to be available via browser access, but the local client users aren’t
running Windows, the Java AP Client provides direct remote access to
non-Windows systems users (although you initially download the Java AP
Client program from the browser page — see Chapter 11, Download).

To connect to the KVM over IP switch, go to the location on your hard disk
that you downloaded the Java AP Client program to, and double-click its icon
(JavaClient jar) to bring up the Java Client Connection Screen:

=)
Server List:
Mame | IP Status
KM1108VA 10.3.66.103(fe80:210:74ff fea7.28b4) Available
KMN1108VA 10.3.66.70(fe80::210:74fFfea728b5) Available
Server
IP: | |v|
Port: |ggug |
Connect |
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The Java Client AP Connection Screen

A description of the Connection Screen is given in the following table:

Item

Description

Server List

Each time the JavaClient.jar file is run, it searches the User's
local LAN segment for KVM over IP switches, and lists
whichever ones it finds in this box. If you want to connect to
one of these units, double-click it. (See Connecting —
Windows Client AP, page 45 for details.)

Note: 1. The switch will not appear in the list unless its
Enable Device List configuration parameter has
been enabled. See Operating Mode, page 174 for
details.

2. Only units whose Access Port settings for Program
(see Service Ports, page 177) match the number
specified for Port in the Server area of this dialog
box appear in the Server List window.

Server

This area is used when you want to connect to a KVM over IP
switch at a remote location. You can drop down the IP list box
and select an address from the list. If the address you want
isn't listed, you can key in the target IP address in the IP field,
and its port number in the Port field. (If you don't know the
port number, contact your Administrator.)

¢ When the IP address and Port number have been
specified, click Connect. (See Connecting — Windows
Client AP, page 45 for details.)

¢ When you have finished with your session and come back
to this dialog box, click Disconnect to end the connection.

Message Panel

Located just to the right of the Server panel, the Message
panel lists status messages regarding the connection to the
KVM over IP switch.

Switch to Remote View

Once you have been authenticated (see Connecting —
Windows Client AP, page 45 for details), this button becomes
active. Click it to switch to the GUI main page. The GUI main
Page is described on page 58.
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Connecting — Java Client AP

To connect to a KVM over IP switch do the following::

1.

W

From the Server List box, double-click the device that you wish to
connect to.

—Or—

Specify its IP address and port number in the Server IP and Port input
boxes.

Click Login

The Login dialog box appears:

Username:
Password:

Key in a valid Username and Password, and then click OK.

Once you have been authenticated, you are automatically brought to the
GUI main page. The Remote View button becomes active once you close
the GUI main page.. Click it to connect to the switch and bring up its GUI
main page. For a description of the GUI main page, see page 97.

|] JavaClient -

Server List:

MName | IP Status
KMN1108VA 10.3.66.103(fe80::210:74f fea7 28b4) Available
KMN1108VA 10.3.66.70({fe80::210:74fFfea7:28b5) Available

Server

B |1D.3.EE.?D |v| Server is ready.

Server is ready.

Port: |gggg |

Disconnect | |(r5w11r,n to remote view‘]
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Chapter 5
The User Interface

Overview

Once you have successfully logged in, the KVM over IP switch’s user interface
main page appears. The look of the page varies slightly, depending on which
method you used to log in. Each of the interfaces is described in the sections

that follow.

The Web Browser Main Page

To ensure multi-platform interoperability, access to the KVM over IP switches
can be accomplished with most standard web browsers. Once users log in and
are authenticated (see page 42), the web browser main page comes up, with the
Port Access page displayed:

con oA onis
o K08V onive

Note: The screen depicts a Super Administrator’s page. Depending on a user’s
type and permissions, not all of these elements appear.
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Page Components
The web page screen components are described in the table, below:

No.

Item

Description

1

Tab Bar

The tab bar contains the KVM over IP switch’s main
operation categories. The items that appear in the
tab bar are determined by the user’s type, and the
authorization options that were selected when the
user’s account was created.

Menu Bar

The menu bar contains operational sub-categories
that pertain to the item selected in the tab bar. The
items that appear in the menu bar are determined by
the user’s type, and the authorization options that
were selected when the user’s account was created.

Sidebar

The Sidebar provides a tree view listing of ports that
relate to the various tab bar and menu bar selections.
Clicking a node in the Sidebar brings up a page with
the details that are relevant to it.

There is a Filter button at the bottom of the Sidebar
that lets you expand or narrow the scope of the ports
that appear in the tree. The Filter function is
discussed in detail on page 109

User Settings

Click this button for user information, configure user
preferences settings, change password, logout, and
online help. See User Settings, page 53.

Welcome Message

If this function is enabled (see Welcome Message,
page 52), a welcome message displays here.

Interactive Display Panel

This is your main work area. The screens that appear
reflect your menu choices and Sidebar node
selection.
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User Settings
II

User:administrator — 1
SA

User Preferences — 2
Change Password — 3
Logout —4
Access Online Help — 5

No. Item Description

1 User Information

Display the user information and its description.

2 |User Preferences

Click to configure the user preferences settings. See
User Preferences, page 53.

3 |Change Password

Click to change the login password. See Change
Password, page 55.

4 |Logout Click to log out and end your KVM over IP switch
session.
5 |Access Online Help Click to open the user manual automatically.

User Preferences

The User Preferences page allows users to set up their own, individual,

working environments. The switch stores a separate configuration record for

each user profile, and sets up the working configuration according to the

Username that was keyed into the Login dialog box:

User Preferences X

Language:

05D Hotkey:

ID Display:

ID Duration:
Scan Duration:
Screen Blanker:
Logout Timeout:
Toolbar:
Viewer:

[English

v

| [Ctrl] [Chrl]

v

[Port Number + Port Name

~]

3

| sec

\5 | sec
\O | min
\O | min
@® Enable O Disable
#1 W?b C.Ilent S
#2 Win Client "
#3 Java Client

Save

Cancel \
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The page settings are explained in the following table:

Setting Function

Language Selects the language that the interface displays in.

OSD Hotkey Selects which Hotkey controls the GUI function: [Scroll Lock]
[Scroll Lock] is the default. To select a different combination, click
the arrow at the right of the box to drop down the list of choices.

ID Display Selects how the Port ID is displayed: the Port Number alone
(PORT NUMBERY); the Port Name alone (PORT NAME); or the
Port Number plus the Port Name (PORT NUMBER + PORT
NAME). The default is PORT NUMBER + PORT NAME.

ID Duration Determines how long a Port ID displays on the monitor after a port

change has taken place. You can choose an amount from 1—255
seconds. The default is 3 Seconds. A setting of 0 (zero) means
the Port ID is always on.

Scan Duration

Determines how long the focus dwells on each port as it cycles
through the selected ports in Auto Scan Mode (see Auto
Scanning, page 242). Key in a value from 1—255 seconds. The
default is 5 seconds; a setting of 0 disables the Scan function.

Screen Blanker

If there is no input from the console for the amount of time set with
this function, the screen is blanked. Key in a value from 1—30
minutes. A setting of 0 disables this function. The default is 0
(disabled).

Note: Although this function can be set from either the local
console or a remote login, it only affects the local console monitor.

Logout Timeout

If there is no user input for the amount of time set with this
function, the user is automatically logged out. A login is necessary

before the KVM over IP switch can be accessed again.

Toolbar

Selects whether or not the Port Toolbar is enabled when a port is
accessed (see The Port Toolbar, page 240 for details).

Since the Toolbar functions are also available from the GUI
Control Panel (see The Control Panel, page 62), you may prefer
to disable it here.

Viewer*

In the browser version of this page, a Viewer section is available.
You can choose which viewer method is preferred when
connecting to a port.

Viewer: #1 Web Client
#2 Java Client
#3 Win Client

€

Refer to Viewer Preference on page 55 (below) for more
information.

Save

Click Save to save any changes made to the User Preferences
settings.
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Note: 1. *This item is only available with the Browser version.

2. The local console’s User Preferences page additionally (and
exclusively) provides the Beeper setting for users to turn the device’s
beeper on (default) or off.

Change Password

+ In the Browser GUI, to change a user’s password, key in the old password
and new password into their input boxes; key the new password into the
Confirm input box, then click Change Password to apply the change.

¢ In the AP GUI version, click Change Password; key in the old password
and new password into their input boxes; key the new password into the
Confirm input box, then click Save.

Viewer Preference

This section only appears in the browser version of the User Preferences page
and is mainly concerned with the automatic viewer selection of the system.

To choose a viewer manually, refer to Connecting to a Port, page 238.

Usable viewers are automatically determined by the status of the system at the
time of the login and by the type of browser.

When you try to connect to a port (double-click the port or select a port and
click the Connect), the system will use the viewer according to the viewer list.
An example is shown below:

Viewer: #1 Web Client
#2 Java Client
#3 Win Client

*
L 2

* The top-most method is the most preferred method and is listed as #1
(Web Client by default).

¢ If the preferred method is supported when connecting to a port, the system
will try connecting using the preferred method.

¢ If the method is not supported, the system will try connecting using the
next method, and try the last method last.
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Adjust Viewer Preference
Follow the steps below to adjust the preference.

1. Click to select and highlight the method. The #2 Java Client method is
shown above as the selected.

2. Click the up 4 or down ¥ arrow to shift its position around. The up arrow

¢ brings it up (more preferred) while the down arrow ¥ brings it down
(less preferred).

Manufacturing Number

The “MFG Number” (Manufacturing Number) is an internal serial number
used by ATEN’s factory and technical support staff to identify products. This
number does not affect products’ warranty. If your product requires after-sales
services, you may provide the MFG Number to ATEN’s sales or technical
support staff to identify the product and model number.

The Tab Bar

The number and type of icons that appear on the Tab Bar at the top of the page
are determined by the user’s type (Super Administrator, Administrator, User)
and the permissions assigned when the user’s account was created. The
functions associated with each of the icons are explained in the table below:

Icon Function

to all users.

A
User Management: The User Management page is used to create
and manage Users and Groups. It can also be used to assign devices
to them. User Management is discussed on page 149. This tab is
available to the Super Administrator, as well as administrators and
elUEE RIS | ysers who have been given User Management permission. The tab
doesn’t appear for other administrators and users.

Device Management: The Device Management page is used to

m configure and control the overall operation of the KVM over IP switch.
- This page is available to the Super Administrator, as well as
ISRl [administrators and users who have been given Device Management
permission. The tab doesn’t appear for other administrators and users.

Port Access: The Port Access page is used to access and control the
- devices on the KVM over IP switch installation. This page is available
Port Access

Y Log: The Log page displays the contents of the log file. The Log page
is discussed on page 211.
[E]
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Icon

Function

Maintenance: The Maintenance page is used to install new firmware;
backup and restore configuration and account information; ping
network devices; and restore default values. The Maintenance page is
discussed on page 217. This page is available to the Super
Administrator (and Administrators and Users with Maintenance
permission). The icon doesn’t display on the page of ordinary
administrators and users.

¥

Download

Download: Users can click this icon to download AP versions of the
Windows Client; the Java Client; and the Log Server. This page is
available to all users.
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The AP GUI Main Page

With WinClient and Java client access, once users log in (see Logging In,
page 41), the GUI main page comes up:

[] _\ 5
s = + o-
User Hanagenent, Device Managenent. Loa Waintananc Dounload
Carmions | Hitor | Fovaits | Sessions | Aosess | Part Confgustn
gl [01)4K Mini PC HDMI port
FortHumber | PotName | Device Name [ Status
& [03]Terget PC 2K Mini PCHDM I port_ KN1108VA
4] 02 KNT1084A Offine
el 0 Tagel FC KNTI08vA Offine
= 1os) 0 KNTI08VA Offine
[ 05 KNT108A Offine
) 0% KNTI08vA Ofine
@ 3ok o7 KNT108vA Offine
= [101CoM2 I KNTI08vA Ofine
Bl BladeServer 03 comt KNT108vA Onine
10 coM2 KNTI0EVA Onine
&) Double click orpress Enter &) Connect
Sean  HH AnapMede N Fiter
ATEN Intemational Co. Ltd Allights reserved 131232022105

The GUI main page is similar to that of the web browser. The differences
between them are as follows:

1.

The AP GUI version doesn’t have a menu bar below the tab bar; it has a
series of tabs like a notebook, instead. Like the web browser interface,
however, the makeup of the tabbed notebook changes depending on the
items selected on the main Tab Bar and in the Sidebar.

In addition to Filter, there are also buttons for Scan and Array Mode at the
bottom of the Sidebar. These functions are discussed in Chapter 6, Port
Access.

There is a hidden Control Panel at the upper or lower center of the screen
that becomes visible when you mouse over it. (The default is at the upper
center of the screen.)

The GUI can be navigated via the keyboard as shown in the table, below:

Keys Action

Ctrl + P Opens the Port Access page.
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Keys Action
Ctrl +U Opens the User Management page.
Ctrl+D Opens the Device Management page.
Ctrl + L Opens the Log page.

Ctrl + M Opens the Maintenance page.
Ctrl + A Opens the Download page.
F1 To see About information
F2 To edit the port name of the selected port.
F4 Selects the Sidebar (left) panel.
F5 Selects the main (right) panel
F7 Closes the GUI.
F8 To log out.
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The Local Console GUI Main Page

The local console GUI main page is similar to the Java and Windows AP GUI
main page:

° N
s = B y : o-
User- Hanagenent, Deuics Hasgsnent. Loa Haintenance Dounload
Connections | History | Fevoites | Sessions | Access | Pt Canfiguraion |
gl [01]4K Mini PC HDMI port
s Partunber | PortiName | Device Name | Status
= (031 Tergat P 01 2K MiniPCHDM | port KN
1) 0 KNT106vA Offine
o=l 0 TagetPC KNT108VA Offine
el [08] 0 KNT108vA Offine
d [07) 5 KNT108vE Offine.
il [08] 0 KN1108VA Dffine
& [o3com o KNTT08VA Ofine
@ [10]COM2 ] KNT108VA Ofine
B BlaceServer 0 Com KNTT08VA Oriine
10 com2 KNT108vA Onine
&)  Double click orpress Enter & Connect
Scan [ AnapMode S Fiter
ATEN Intemational Co. Lid Allights ressrved 41.31232022105

The major difference is that the local console main page doesn’t have a tab for
Download.
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Mounting Virtual Media Locally

Local console supports virtual media mounting. To mount a virtual media, do
the following:

1. Plug the USB flash drive into the target server locally.

2. On your local console, right-click the server in the sidebar and click
Mount, as illustrated below.

&

Port Access User Management.

B KN4132/A

LM

[
[
[
[
[

3. On the Virtual Media Settings dialog box that appears, click Add to select
your virtual media, as exemplified below.

Vitual Media 5 ety

{Divica N |

r DisableHiylSpegdUBBlﬂpelMHbde

" USB1:KingstonD ataTraveler 2.0

The mounting virtual media settings are similar to those of via Windows /
Java Client Viewer. See Mounting Virtual Media, page 86 for details.
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The Control Panel

WinClient Control Panel

Since the WinClient Control Panel (for the ActiveX Web Viewer and
WinClient AP) contains the most complete functionality, this section describes
the WinClient Control Panel. Although the Java Control Panel (for the Web
Viewer and Java Client AP) does not enable all of the features that this one
does, the functions that they do share are the same, and you can refer to the
information described here when using it.

The Control Panel is hidden at the upper or lower center of the screen (the
default is at the upper center), and becomes visible when you mouse over it.
The panel consists of two rows: an icon row at the top, and one text rows below
it:

nﬁ‘EXQOﬁﬂQ‘-“Q}m‘gﬂﬁgg‘ 1»"&&& ‘
‘

Note: The above image shows the complete Control Panel. The icons that
appear can be user selected. See Customize Control Panel
Configuration, page 95, for details.

+ By default, the left of the text row shows the video resolution of the
remote display. As the mouse pointer moves over the icons in the icon bar,
however, the information in the text row changes to describe the icon's
function. In addition, if a message from another user is entered in the
message board, and you have not opened the message board in your
session, the message will appear in the text row.

¢ The right of the text row shows the IP address of the device you are
accessing. The center of the row indicates which bus the user is on (the
number before the slash), and the total number of users on that bus (the
number behind the slash).

Note: 1. The bus and user information in the center of the row only
displays if it has been enabled. See page 113 for details.

2. See Multiuser Operation, page 247 for further information
regarding the KVM over IP switch’s bus assignments.
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+ Right clicking in the text row area brings up a menu-style version of the
toolbar. In addition, it allows you to select options for the Screen Mode,
Zoom, Mouse Pointer, and Macro List. These functions are discussed in
the sections that follow.

O Setto Grayscale

B Scan Ports
k¥ Mouse Pointer »
o Speaker

@ Mumlock

@ Capslock

B Scrlock
Power on MNetwork
Customize Control Panel

Exit

+ To move the Control Panel to a different location on the screen, place the
mouse pointer over the text row area, then click and drag.

63



KN1108VA / KN1116VA User Manual

WinClient Control Panel Functions

The Control Panel functions are described in the table below.

Icon

Function

»

This is a toggle. Click to make the Control Panel persistent —i.e., it
always displays on top of other screen elements. Click again to have
it display normally.

Under an accessed port, click to recall the GUI.

Click to bring up the Video Options dialog box. Right-click to perform
a quick Auto Sync (see Video Settings, page 67, for details).

RA
ey

Toggles the display between Full Screen Mode and Windowed Mode.

Click to zoom the remote display window.

Note: This feature is only available in windowed mode (Full Screen
Mode is off). See Zoom, page 70 for details.

Click to toggle the remote display between color and gray scale
views.

Click to perform a video and mouse autosync operation. It is the
same as clicking the Auto-sync button in the Video Options dialog
box (see Video Settings, page 67).

Under an accessed port, click to invoke Panel Array Mode (see Panel
Array Mode, page 245).

Under an accessed port, click to begin Auto Scan Mode. The KVM
over IP switch automatically switches among the ports that were
selected for Auto Scanning with the Filter function (see Filter,

page 109). This allows you to monitor their activity without having to
switch among them manually.
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Click to toggle Automatic or Manual mouse sync.
* When the selection is Automatic, a green \/ appears on the icon.

* When the selection is Manual, a red X appears on the icon.

See Mouse DynaSync Mode, page 71 for a complete explanation of
this feature.

Click to select the mouse pointer type.

Note: This icon changes depending on which mouse pointer type is
selected (see , page 93).

Click to bring up the on-screen keyboard (see The On-Screen
Keyboard, page 73).

4|= ﬁ

Click to select the port you wish to connect to.

Click to take a snapshot (screen capture) of the remote display.
See Snapshot, page 96, for details on configuring the Snapshot
parameters.

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to bring up the Macros dialog box (see page 76 for details).

Click to display a dropdown list of User macros in order to access
and run macros more conveniently than using the Macros dialog box
(see the Macros icon in the table above, and the Macros section on
page 76).

Click to bring up the Virtual Media dialog box. The icon changes
depending on the status of the virtual media function. See Virtual
Media, page 86, for specific details.

Note: This icon displays in gray when the function is disabled or not
available.

Click to toggle sound from the remote server to be heard on the client
computer’s speakers on or off. The “prohibited” symbol (a red circle
with a diagonal bar) displays on the icon when the speaker is toggled
Off.
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Click to bring up the Message Board (see The KVM over IP switch
supports multiple user logins, which may cause access conflicts. To
alleviate the problem, a message board has been provided, which
allows users to communicate with each other:, page 89).

These icons show the Num Lock, Caps Lock, and Scroll Lock status
of the remote computer.

* When the lock state is On, the LED is lights orange and the lock
hasp is closed.

* When the lock state is Off, the LED is lights blue and the lock hasp
is open.
Click on the icon to toggle the status.

Note: These icons and your local keyboard icons are in sync.
Clicking an icon causes the corresponding LED on your keyboard to
change accordingly. Likewise, pressing a Lock key on your keyboard
causes the icon’s color to change accordingly.

The Power on Network icon allows the device to be powered on,
powered off or rebooted, when the device is connected to a
compatible PoN “PN” series unit. (For more information on
configuring PoN features see PoN Devices, page 206).

See The Power on Network icon provides the ability to power on,
power off, and reboot outlets associated with the port on the PON
device (see Power Management, page 143 for details) from the
control panel. Click this icon to select from the available choices:,
page 94 for a complete explanation of this feature.

Click to bring up more control panel functions. See More Control
Panel Functions, page 92.
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Video Settings

Clicking the Video Settings icon on the Control Panel brings up the
Basic Video Settings dialog box with basic settings. The options in the
basic dialog box allow you to set Auto-Sync, and slide the Performance bar
setting. Selecting the Advanced button opens the Advanced Video Settings
dialog box, providing more detailed options including; Video Quality, Enable
Refresh, Transparency and Color Depth Control, as shown below and on the
next page:

Basic Video Settings

Video Settings T @
@ Preset O Custom
Fair <Video Quality > Excellent
Performance: '
Low 100M Ethernet High
Cancel Advanced > >
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Advanced Video Settings

— e
@ Preset O Custom
Fair <Video Quality> Excellent
Performance: '
Low 100M Ethernet High
Min Max
Video Quality: '
[JEnable Refresh Refreshevery 10 seconds
Transparency
Low High
Color depth control
[JEnable
Low High
oK Cancel Basic<<

The meanings of the video adjustment options are given in the table:

Options Usage

Preset / Using the Preset and Custom buttons allow you to set and save

Custom custom video settings, and revert back to default video settings.

Performance Use the slide bar to select the type of Internet connection that the
local client computer uses. The switch will use that selection to
automatically adjust the Video Quality settings to optimize the quality
of the video display.
Since network conditions vary, if none of the pre-set choices seem to
work well, you can select Advanced and use the Video Quality slider
bar to adjust the settings to suit your conditions.

Video Quality Drag the slider bar to adjust the overall Video Quality. The larger the

value, the clearer the picture and the more video data goes through
the network. Depending on the network bandwidth, a high value may
adversely effect response time.
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Options

Usage

Enable Refresh

The KVM over IP switch can redraw the screen every 1 to 99
seconds, eliminating unwanted artifacts from the screen. Select
Enable Refresh and enter a number from 1 through 99. The KVM
over IP switch will redraw the screen at the interval you specify. This
feature is disabled by default. Click to put a check mark in the box
next to Enable Refresh to enable this feature.
Note: 1. The switch starts counting the time interval when mouse
movement stops.

2. Enabling this feature increases the volume of video data
transmitted over the network. The lower the number
specified, the more often the video data is transmitted.
Setting too low a value may adversely affect overall
operating responsiveness.

Transparency | Adjusts the transparency of the toolbar that comes up when the GUI
hotkey ([Scroll Lock][Scroll Lock], for example), is invoked. Slide the
bar until the display in the example window is to your liking.

Color Depth This setting determines the richness of the video display by adjusting

Control the amount of color information.

Network Bandwidth Information for KVM Sessions

For network bandwidth management, under ideal circumstances, a KVM
session of a full-screen video display at 1920x1080 @60Hz will take up
approximately 64Mbps.

However, since the network environment of each station/session varies, the
aforementioned information proposes what is ideal but does not warrant the
smoothness/quality for each session.
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Zoom

- The Zoom icon controls the zoom factor for the remote view window.
Settings are as follows:

Setting Description
100% Sizes and displays the remote view window at 100%.
75% Sizes and displays the remote view window at 75%.
50% Sizes and displays the remote view window at 50%.
25% Sizes and displays the remote view window at 25%.

Sizes and displays the remote view window at 100%. The difference
between this setting and the 100% setting is that when the remote
view window is resized its contents don’t resize — they remain at the
size they were. To see any objects that are outside of the viewing
area move the mouse to the window edge, to have the screen scroll.

| gy |
L™ L=

[ |

Fal
L4
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‘ Mouse DynaSync Mode

Synchronization of the local and remote mouse pointers is
accomplished either automatically or manually.

Automatic Mouse Synchronization (DynaSync)
Mouse DynaSync provides automatic locked-in synching of the remote and
local mouse pointers — eliminating the need to constantly resync the two

movements.

Note: This feature is only available for Windows and Mac systems (G4 or
later) whose adapter attribute OS setting is configured for Win or Mac
(see Port Properties, page 140), which are connected to the switch with
one of the following Adapter Cables: KA7166, KA7168, KA7169,
KA7170, KA7175, KA7176, KA7177, KA7178, KA7188 or KA7189.

All other configurations must use manual mouse synchronization
(described in the next section).

The icon on the Control Panel indicates the synchronization mode status as

follows:

Icon Function
This icon displays in gray to indicate that Mouse DynaSync is not
available — you must use manual synching procedures. This is the

A default setting for all KVM Adapters other than the KA7166,

A KA7168, KA7169, KA7170, KA7175, KA7176, KA7177, KA7188
and KA7189.
The green check mark on this icon indicates that Mouse DynaSync
is available and is enabled. This is the default setting when Mouse

% DynaSync is available. (See the Note, above.)
The red X on this icon indicates that Mouse DynaSync is available
but is not enabled.

L

When Mouse DynaSync is available, clicking the icon toggles its status
between enabled and /disabled. If you choose to disable Mouse DynaSync
mode, you must use the manual synching procedures described under Manual
Mouse Synchronization, page 72.
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Mac and Linux Considerations

¢ For Mac OS versions 10.4.11 or later, there is a second DynaSync setting
to choose from. If the default Mouse DynaSync result is not satisfactory,
try the Mac 2 setting. To select Mac 2, right click in the text area of the
Control Panel and select Mouse Sync Mode — Automatic for Mac 2:

% Automatic
¥ Manual
B ForMac?

B ForRed Hat A53.0
BB ForlBM ALY

¢ Linux doesn’t support DynaSync Mode, but there is a setting on the Mouse
Sync Mode menu for Redhat AS3.0 systems. If you are using a USB
Adapter Cable (see the Note on the previous page), with an AS3.0 system
and the default mouse synchronization is not satisfactory, you can try the
Redhat AS3.0 setting. In either case, you must perform the manual mouse
synchronization procedures described in the next section.

Manual Mouse Synchronization
If the local mouse pointer goes out of sync with the remote system's mouse
pointer there are a number of methods to bring them back into sync:

1. Perform a video and mouse auto sync by clicking the Video Settings icon
on the Control Panel (see page 67).

2. Perform an Auto Sync with the Video Adjustment function (see Video
Settings, page 67, for details).

3. Invoke the Adjust Mouse function with the Adjust Mouse hotkeys (see
Adjust mouse, page 77, for details).

4. Move the pointer into all 4 corners of the screen (in any order).
5. Drag the Control Panel to a different position on the screen.

Set the mouse speed and acceleration for each problematic server attached to
the switch. See Additional Mouse Synchronization Procedures, page 298, for
instructions.
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The On-Screen Keyboard

The KVM over IP switch supports an on-screen keyboard, available in
multiple languages, with all the standard keys for each supported
language. Click this icon to pop up the on-screen keyboard:

On-screen Keyboard ar @
Ctri+Alt Ctri+Esc| |Alt+Tab -
+Del |PC v| |Ej 150% v| ‘@Engllsh Us v| >
Esc F1 |F2 |F3 |F4 F5 |F6 |F7 |F8 F9 |F10 |F11 |F12
l ! @ |# |S % & . ( ) - + —
) 1 2 3 |4 5 7 |8 9 0 |- = Backspace
“—Q W [E |R [T |Y (U |I (0 |P [{ |}
Ty Enter
c‘;p.Lnd A |S |ID |[F |G H | |[K |L : - | !
H : \
shin Z | X |[C [V B [N M |« > |? shin
B 2 ke it
cw ::: an an m Menu | Cirt

One of the major advantages of the on-screen keyboard is that if the keyboard
languages of the remote and local systems aren’t the same, you don’t have to
change the configuration settings for either system. Just bring up the on-screen
keyboard; select the language used by the server you are accessing; and use the
on-screen keyboard to communicate with it.

Note: You must use your mouse to click on the keys. You cannot use your
actual keyboard.
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Changing Languages
To change languages, do the following:

1.

down the language list.

Click the down arrow next to the currently selected language, to drop

On-screen Keyboard il @
f[',’.',?“" Ctri+Esc| |Alt +Tab| | [ 1s0% v | [@engisn us Paka
o
Esc| |[F1 [F2 |F3 |F& | [F5 [F6 [F7 [F8 | [FOoua . ~
= 1 @ 7] % ~ & - { ) J French
) 1 2 3 4 5 6 7 8 9 0 ] Ezrnn;::an
e :—” Q |w |[E R Y u I |10 [P |itlan
Japanese
;;.m A [s [D [F [ [H [v |K $
. | Portuguese
| Russian
Shir - 4 X (o v B N M < > Spanish
‘G“ 5 Swedish
Win US International
o Key | A" - oy

2. Select the new language from the list.

Resizing the Keyboard

To resize th keyboard, do the following:

1.

Click the down arrow next to the currently selected keyboard size, to drop

down the sizing list.

On-screen Keyboard ar @

Ctri+Alt | |Ctrl+Esc| |Alt+Tab -

+Del PC v| fi;;o% d? w English US v| L

Esc F1 |F2 |F3 |F4 F5 [F6 [F1 F10 |F11 |F12

-~ ! @ [(# [§ |% |7 & [* |175% + | —

|1 |2 [3 |a |5 |6 |7 |8 2% = | Backspace
—Q (W |E |[R Y |u 1 |0 [P { }

R e

cepstock [A S D |F H [ [K |L : - | +

0 : L \

shin Z |X |[C |[v B [N M [« |> |? shin

4 : [ it

cw ::: an an m Menu | Cirl

2. Select the new keyboard size from the list.
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Selecting Platforms

The On-screen Keyboard supports the Sun platform as well as the PC. To select
the platform, do the following:

1. Click the down arrow next to the currently selected platform, to drop down
the platform list.

On-screen Keyboard aF @

Criealt| [CrsEad [Alt +4Tab i O | T o

Esc F1 |F2 |F3 |F4 F F8 F9 |F10 |F11 |F12

— 1t @ [# s [% |~ & |* [ D I. [+ [+—

) 1 2 3 4 5 7 8 9 0 - = Sackapses
—Q (W |E R |T |Y u I |0 |P { }

Taby — T

Costock|[A IS D |F |G |H [J |K |t |+

@ i \

shin Z [X |[C |V B [N M |[< [|> |(? shin

&> SO | = | 7 &

o :',: an an m Mena | Ctrt

2. Select the new platform from the list.

Expanded Keyboard

To display/hide the expanded keyboard keys, click the arrow to the right of the
language list arrow.

On-screen Keyboard T | [
Ctri+Alt| [Ctri+Esc| [Alt+Tab)
+Del | | | | | |PC v| ‘EI 150% v‘ |®Enghsh us v'
Esc |F1 F2 [F3 |F4 |F5 F6 |F7 ‘Fs | rs F10 F11|F12 el B ARG
-~ [t @ [# [s [% [* |& ( ) |- ¥ |+ #ladiin
~ |2 ‘3 |4 Is |s ‘7 |B ‘9 |o l |= ‘-“w-- it b
e W [E [R [T [¥ [u 1 Jo [P [q |] 7 8 9 |,
Tab 0 N o Del | End |PgDn Hnmsf |Pgus|
costecc [A S D |F JG H [J [K & [z [~ 1 + 4 [5 |6
* 3 . A -— -
Nz |x ‘c |v |§ |N Vw |< ‘> |? ‘m T 1 (2 [3 [Enter

> s . / @ end [$ On|

Win Wim 0 .
b I wey [ A - ‘ "‘f| M‘m \._ l _'| Insert Del
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Macros

The Macros icon provides access to three functions found in the
Macros dialog box: Hotkeys, User Macros, and System Macros. Each
of these functions is described in the following sections.

Hotkeys

Various actions related to manipulating the remote server can be accomplished
with hotkeys. The Hotkey Setup utility (accessed by clicking this icon), lets you
configure which hotkeys perform the actions.

The hotkeys that invoke an action are shown to the right of its name. Use the
checkbox to the left of an action’s name to enable or disable its hotkey.

Macros T @
(®) Hotkeys (") User Macros () ystem Macros
Mame  Hotkey Macro Flay
Exit Remote Location F2,F3,F4. -
O Adjust Video F5,F5,F7. i
1 Togale Contral Panel F3,F4,F5.
Il Togagle Mause Display F7,F&,F9. o
[l Adjust Mouse Fa,F7,Fé. S
| Show/Hide Local Cursar F4,F5, =
| substitute Ctrl Key F1L —
substitute Alt Key F12,
Set Hotkey
—

Expor

Search By Name By Key

To change the hotkey for an action, do the following:
1. Highlight the Action, then click Set Hotkey.
2. Press your selected Function keys (one at a time). The key names appear in

the Hotkeys field as you press them.

¢ You can use the same function keys for more than one action, as long
as the key sequence is not the same.

* To cancel setting a hotkey value, click Cancel; to clear an action’s
Hotkeys field, click Clear.
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3. When you have finished keying in your sequence, click Save.
To reset all the hotkeys to their default values, click Reset.

An explanation of the Hotkey actions is given in the table below:

Action Explanation

Exit remote location |Breaks the connection to the KVM over IP switch and returns you
to local client computer operation. This is equivalent to clicking
the Exit icon on the Control Panel. The default keys are F2, F3,
F4.

Adjust Video Brings up the Video Settings dialog box. This is equivalent to
clicking the Video Settings icon on the Control Panel. The default
keys are F5, F6, F7.

Toggle Control Toggles the Control Panel Off and On. The default keys are F3,
Panel F4, F5.

Toggle mouse If you find the display of the two mouse pointers (local and
display remote) to be confusing or annoying, you can use this function to

shrink the non-functioning pointer down to a barely noticeable tiny
circle, which can be ignored. Since this function is a toggle, use
the hotkeys again to bring the mouse display back to its original
configuration. This is equivalent to selecting the Dot pointer type
from the Mouse Pointer icon on the Control Panel. The default
keys are F7, F8, F9.

Note: The Java Control Panel does not have this feature.

Adjust mouse This synchronizes the local and remote mouse movements. The
default keys are F8,F7,F6.

Show/Hide Local Toggles off and on: hides local cursor and locks the mouse

Cursor pointer and keyboard use within the Windows/Java Client AP

window, plus hides the control panel. This is equivalent to
selecting the Single pointer type from the Mouse Pointer icon on
the Control Panel. The default keys are F4,F5.

Substitute Ctrl key |If your local client computer captures Ctrl key combinations,
preventing them from being sent to the remote server, you can
implement their effects on the remote server by specifying a
function key to substitute for the Ctrl key. If you substitute the F11
key, for example, pressing [F11 + 5] would appear to the remote
server as [Ctrl + 5]. The default key is F11.

Substitute Alt key | Although all other keyboard input is captured and sent to the KVM

over IP switch, [Alt + Tab] and [Ctrl + Alt + Del] work on your local
client computer. In order to implement their effects on the remote
server, another key may be substituted for the Alt key. If you
substitute the F12 key, for example, you would use [F12 + Tab]
and [Ctrl + F12 + Del]. The default key is F12.
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User Macros
User Macros are created to perform specific actions on the remote server. To

create the macro, do the following:

1. Select User Macros, then click Add.

_|
£

() Hotkeys (® user Macros) (_) System Macros

Mame Hotkey Macro Playback ... Flay =

Record
( Add
Delete
Edit
Set Hotkey
Import

Export

Search (®) By Name OBy Key

Search Exit

2. In the dialog box that comes up, replace the “New Macro” text with a
name of your choice for the macro:
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Vacros T @
() Hotkeys (®) User Macros (_) System Macros
Mame Hotkey Macro Playback ... Play =
Record
| add
1
Delete |
1
Edit |
F 1
| Set Hotkey |
1
Import |
Export
Search (®) By Name OBy Key
Search Exit
Click Record.

The dialog box disappears, and a small panel appears at the top left of the
screen:

Done Cancel Show

. Press the keys for the macro.
¢ To pause macro recording, click Pause. To resume, click Pause again.

¢ Clicking Show brings up a dialog box that lists each keystroke that you
make, together with the amount of time each one takes:
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Macros T @
Hotkeys @ User Macros System Macros
Key Time Interval Flay
Press F. a .
Release F. 188 e BT
Press D, 156
Release D. 141 foue
Press A, 187 —
Release A, 183 —
Press G, 109
Cancel
Release G. 109
Press C. 657 Set Hotke
Release C. 140
Press 5. 360 T
Release 5. a3
B
Search By Name By Key
Search Exit

¢ Clicking Cancel cancels all keystrokes.

+ When you have finished, click Stop. (This is the equivalent of
clicking Done in Step 5.)

Note: 1. Case is not considered — typing A or a has the same effect.

2. When recording the macro the focus must be on the remote
screen. It cannot be in the macro dialog box.

3. Only the default keyboard characters may be used. Alternate
characters cannot be used. For example, if the keyboard is
Traditional Chinese and default character is A the alternate
Chinese character obtained via keyboard switching is not
recorded.

5. If you haven’t brought up the Show dialog, click Done when you have
finished recording your macro. You return to the Macros dialog box with
your system macro key presses displayed in the Macro column:
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Macros T @

O Hotkeys @ User Macros O System Macros

Mame Hotkey Macro Playback ... Play =

FDAGCS

Record
Add
Delete
Edit
Set Hotkey
Imnport

Export

Search (®) By Name OBy Key

Search Exit

6. If you want to change any of the keystrokes, select the macro and click
Edit. This brings up a dialog box similar to the one for Show. You can
change the content of your keystrokes, change their order, etc.

7. Repeat the procedure for any other macros you wish to create.
After creating your macros, you can run them in any of three ways:
1. By using the hotkey (if one was assigned).

2. By opening the Macro List on the Control Panel and clicking the one you
want (see page 79).

3. By opening this (Macros) dialog box and clicking Play.

If you run the macro from this dialog box, you have the option of specifying
how the macro runs.

|
Flay FI I
Play Without Wait

Play With Time Control

LIS

Record

=

¢ Ifyou choose Play Without Wait, the macro runs the key presses one after
another with no time delay between them.
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¢ Ifyou choose Play With Time Control, the macro waits for the amount of
time between key presses that you took when you created it. Click on the
arrow next to Play to make your choice.

+ Ifyou click Play without opening the list, the macro runs with the default
choice (NoWait or TimeCtrl), which is shown in the Playback column.

Macros T @
() Hotkeys (®) User Macros (_) System Macros
Mame Hotkey Macro Playback ... Flay =
NewMacro FDAGCS NoWait
S Record
Add
Delete
Edit
Set Hotkey
Imnport
Export
Search (®) By Name OBy Key
| Search Exit

You can change the default choice by clicking on the current choice
(NoWait in the screenshot above), and selecting the alternate choice.

Note: 1. Information about the Search function is given on page 82.

2. User Macros are stored on the Local Client computer of each user.
Therefore, there is no limitation on the of number of macros, the size
of the macro names, or makeup of the hotkey combinations that
invoke them

B Search

Search, at the bottom of the dialog box, lets you filter the list of macros that
appear in the large upper panel for you to play or edit. Click a radio button to
choose whether you want to search by name or by key; key in a string for the
search; then click Search. All instances that match your search string appear in
the upper panel.
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System Macros

System Macros are used to create exit macros for when you close a session. For
example, as an added measure of security, you could create a macro that sends
the Winkey-L combination which would cause the remote server’s log in page
to come up the next time the device was accessed. To create the macro, do the

following:

1. Select System Macros, then click Add.

Macros T @
O Hotkeys O User Macros ‘ @ System Macros )
Mame Macro Flay
Record
Delete
Edit
Set Hotkey
Impor
Expaor
Search (®) By Name OBy Key
| Search Exit

2. In the dialog box that comes up, replace the “New Macro” text with a
name of your choice for the macro:
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Macros T @
O Hotkeys O User Macros @ System Macros
Mame Macro Flay
(=
Record
Delete
Edit
Set Hotkey
Impaort
Export
Search (®) By Name OBy Key
Search Exit
3. Click Record.
The dialog box disappears, and a small panel appears at the top left of the
screen:
Done Cancel Show
4. Press the keys for the macro.

¢ To pause macro recording, click Pause. To resume, click Pause again.

¢ Clicking Show brings up a dialog box that lists each keystroke that you
make, together with the amount of time each one takes (see page 84).

Note: 1. Case is not considered — typing A or a has the same effect.

5. When recording the macro the focus must be on the remote
screen. It cannot be in the macro dialog box.

2. Only the default keyboard characters may be used. Alternate
characters cannot be used. For example, if the keyboard is
Traditional Chinese and default character is A the alternate
Chinese character obtained via keyboard switching is not
recorded.
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6. If you haven’t brought up the Show dialog, click Done when you have
finished recording your macro. You return to the Macros dialog box with
your system macro key presses displayed in the Macro column:

T | 537 |
O Hotkeys O User Macros @ System Macros
Mame Macro Flay =
MewMacro GADVXDA
Add
Delete
Edit
Set Hotke
Impaor
Expor
Search (®) By Name OBy Key
Search Exit

7. If you want to change the order of any of the keystrokes or insert new
keystrokes, select the macro and click Edit. This will put you in edit mode
and give you options to change the sort order and insert new keystrokes.

8. Repeat the procedure for any other macros you wish to create.

Once the system macros have been created, they are available for use on a
port-by-port basis. They get selected on a port’s Port Configuration — Port
Properties page (see Port Level, page 140 for details).

Note: 1. Information about the Search function is given on page 82.
2. You can choose only one system macro per port.

3. Systems macros are stored on the switch, therefore macro names may
not exceed 64 Bytes; hotkey combinations may not exceed 256 Bytes
(each key usually takes 3—5 Bytes). System macro names only
support ASCII characters.
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@ Virtual Media

The Virtual Media feature allows a drive, folder, image file,
removable disk, or smart card reader on a user’s system to appear and
act as if it were installed on the remote server.

The Virtual Media icon changes depending on the status of the virtual media
function, as shown in the table below:

Icon Function

The icon displays in gray to indicate that the virtual media
function is disabled or not available

The icon displays in blue to indicate that the virtual media
function is available. Click the icon to bring up the virtual
media dialog box.

i
(=] The icon displays in blue with a red X to indicate that a virtual
. media device has been mounted on the remote server. Click
the icon to unmount all redirected devices.

Mounting Virtual Media
To mount a virtual media device, do the following:

1. Click the Virtual Media icon to bring up the Virtual Media dialog box:.

Virtual Media Control j j

“irike Mode: | Device Type ‘ Device MamejPath |

1
4

I Disable High Speed USE Operation Mode

Add Ezxtit
| | |

Note: The T button at the top right brings up a slider to adjust the
transparency of the dialog box. After making your adjustment, click
anywhere in the dialog box to dismiss the slider.
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2. Click Add; then select the media source.

Virtual Media Control T j
Write Mode | Device Type | Device Name/Path |
1

: 4
Drive
[SC File
Folder

I Disable Hig

Local Smart Card »  USB1:CCID USBE Reader

[ add ] [ | Bit | }

Depending on your selection, additional dialog boxes appear to enable you
to select the drive, ISO file, folder, or removable disk you desire.

See Virtual Media Support, page 304 for a list of supported virtual media
types, and details about mounting them.

. If your device only supports full speed USB, put a check in the Disable
High Speed USB Operation Mode checkbox.

. To add additional media sources, click Add, and select the source as many
times as you require. Up to three virtual media choices can be mounted.
The top three in the list are the ones that are selected. Virtual Media and
Smart Card readers can be mounted at the same time. To rearrange the
selection order, highlight the device you want to move, then click the Up
or Down Arrow button to promote or demote it in the list.

. Read refers to the redirected device being able to send data to the remote
server; Write refers to the redirected device being able to have data from
the remote server written to it. For the redirected device to be writable as
well as readable, click to put a check in the Enable Write checkbox:

Virtual Media Control T j
Write Mode | Device Type | Device MamefPath ‘
Local Smart...  USB1:CCID USE Reader
Drive =R} t
[JEnable ‘wrice Disk. USE Mass Storage Device G

I Disable High Speed USE Operation Mode

‘ Remove | Mount | Exit |

Note: If aredirected device cannot be written to, it appears in gray.
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6. To remove an entry from the list, select it and click Remove.

7. After you have made your media source selections, click Mount. The
dialog box closes. The virtual media devices that you have selected are
redirected to the remote server, where they show up as drives, files,
folders, etc. on the remote server’s file system.

T =

File Edit Wiew Favarites Tools  Help i

Q-Backv-va]|@Search L7 Folders ®||¥q;|@|}< & E|'

Address IQ Iy Computer j @GD
3 L i | =434 Floppy (81)
L (=DeSystemME (C:)
= =DeSystemzkas (D)
My Computer

STORAGE (E:)
: 5

2

f, (=IRemovable Disk (G:)

a| _ontrol Fanel

Select an item to view its descriptiol

Displays the files and Folders on your
computer

See also

My Docurments

Iy Metwark Places

Metwiork and Dial-up Connections

|7 object(s) | |@‘ Iy Computer v

Once mounted, you can treat the virtual media as if they really existed on
the remote server — drag and drop files to/from them; open files on the
remote server for editing and save them to the redirected media, etc.

Files that you save to the redirected media will actually be saved on your
local client computer’s storage. Files that you drag from the redirected
media will actually come from your local client computer’s storage.

To end the redirection, bring up the Control Panel and click on the Virtual
Media icon. All mounted devices are automatically unmounted.
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The Message Board

o

The KVM over IP switch supports multiple user logins, which may
cause access conflicts. To alleviate the problem, a message board has
been provided, which allows users to communicate with each other:

# | Message Board T @
IR R
oAl Users
adrmiristrator
|
Send
E xit
Button Bar

The buttons on the Button Bar are toggles. Their actions are described in the

table below:

Button

Action

e

Enable/Disable Chat. When disabled, messages posted to the board
are not displayed. The button is shadowed when Chat is disabled. The
icon displays next to the user's name in the User List panel when the user
has disabled Chat.

Occupy/Release Keyboard/Video/Mouse. When you Occupy the KVM,
other users cannot see the video, and cannot input keyboard or mouse
data. The button is shadowed when the KVM is occupied. The icon
displays next to the user's name in the User List panel when the user has
occupied the KVM.

Occupy/Release Keyboard/Mouse. When you Occupy the KM, other
users can see the video, but cannot input keyboard or mouse data. The
button is shadowed when the KM is occupied. The icon displays next to
the user's name in the User List panel when the user has occupied the
KM.
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Show/Hide User List. When you Hide the User List, the User List panel
closes. The button is shadowed when the User List is open.

L2l

Message Board Pop Up Settings. Click to enable the pop up message
board when messages received setting.

o]

Message Display Panel

Messages that users post to the board - as well as system messages - display in
this panel. If you disable Chat, however, messages that get posted to the board
won't appear.

Compose Panel
Key in the messages that you want to post to the board in this panel. Click
Send, or press [Enter] to post the message to the board.

User List Panel
The names of all the logged in users are listed in this panel.

*  Your name appears in blue; other users' names appear in black.

+ By default, messages are posted to all users. To post a message to one
individual user, select the user's name before sending your message.

+ [Ifauser's name is selected, and you want to post a message to all users,
select All Users before sending your message.

+ Ifauser has disabled Chat, its icon displays before the user's name to
indicate so.

+ Ifauser has occupied the KVM or the KM, its icon displays before the
user's name to indicate so.
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11 Mess: - B
| @ ==
administrater: the system is going te shut down in EhalUsers
3 minutes... adrmiristrator
admimstrator
brett
Jery
simon
Tuke
hob
Send |
E it
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More Control Panel Functions

More Control Panel functions are described in the table below.

Icon

Function

Customize
Control Panel

Click to bring up the Control Panel Configuration dialog box.
See Customize Control Panel Configuration, page 95, for details on
configuring the Control Panel.

Exit

Click to exit the WinClient.
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A Mouse Pointer Type

KVM over IP switches offer a number of mouse pointer options when
working in the remote display. Click this icon to select from the
available choices:

O Setto Grayscale

B2 Scan Ports

¥ Mouse Pointer k| % Dual
k  Crosshairs
= Speaker
* Dot
m Mumlock R Single
B Capslock
B Sclock

Power an Metwork
Customize Control Panel

Exit

Note: 1. Before accessing a port, only Dual and Crosshairs are available for
the Windows Viewers. Once the port is accessed, three pointers are
available.

2. The Dot pointer is not available with the Java Client Viewer or the
Java Client AP.

3. Selecting the Single pointer has the same effect as the Toggle mouse
display hotkey function (see Toggle mouse display, page 77 for
details).

4. The icon on the Control Panel changes to match your choice.
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Power on Network

The Power on Network icon provides the ability to power on, power
off, and reboot outlets associated with the port on the PoN device (see
Power Management, page 143 for details) from the control panel. Click this

icon to select from the available choices:

LR L KN L]

«®|aaa

1024X768 | C1 /2

PN7320105] »
PN7320106] »
PN7320107]

PN7320[03] | on=>0fr
Al »| On=>Rehoot

After clicking on the PoN icon, a list of the power outlets associated with the

connected port appears with the available options:

Options Usage

On=>0ff Sends a Power Off signal to the selected outlet.

On=>Reboot Sends a Reboot signal to the selected outlet.

Off=>0On Sends a Power On signal to the selected outlet.

All Sends the selected signal (On, Off, Reboot) to all associated
outlets.

Pending A signal has been sent to the outlet and is in the process of
performing the action.

94



Chapter 5. The User Interface

Customize Control Panel Configuration

Clicking the Customize Control Panel icon brings up a dialog box that allows
you to configure the items that appear on the Control Panel, as well as its

graphical settings:

Settings
Control Panel
Transparent
[]Enable Icon Mode
Show Mumber of Users
Customize Control Panel
[C15haw Scroll Bar for Window
[C]Enable keyboard Pass Through
Show Message in Window Title
Device Name (IP)/Port Name w
Snapshot
Path: C:\RCO003 Ton iz
Format: (®) BMP () PEG
Quality 75

Cancel

T

(Sl
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The organization of the dialog box is described in the table, below:

Item

Description

Control Panel

¢ Enabling Transparent makes the Control Panel semi-transparent,
so that you can see through it to the display underneath.

¢ Enabling Enable Icon Mode causes the Control Panel to display as
an icon until you mouse over it. When you mouse over the icon,
the full panel comes up.

¢ Enabling Show Number of Users shows the number of the bus you
are on, as well as the total number of users on the bus, displays on
the bottom row center of the Control Panel as follows: Bus No./
Total Users. (See the Control Panel diagram on page 62 for an
example.)

Customize
Control Panel

Allows you to select which icons display in the Control Panel. Check
the ones you want to see, uncheck the ones you don’t want.

Show Scroll
Bar for Window

In cases where the remote screen display is larger than your monitor,
you can choose how to scroll to the areas that are off-screen.

When this is enabled, the show bar for windows allows scroll bars to
appear around the screen borders that you can use to scroll to the
off-screen areas.

Enable
Keyboard Pass
Through

When this is enabled, the Alt-Tab key press is passed to the remote
server and affects that server. If it is not enabled, Alt-Tab acts on your
local client computer.

Show Message
in Window Title

Select to show message such as port name, device name, resolution,
frame rate, and bandwidth in the window title.

Snapshot

These settings let the user configure the KVM over IP switch’s screen
capture parameters (see the Snapshot description under The Control
Panel, page 62):

* Path lets you select a directory that the captured screens
automatically get saved to. Click Browse; navigate to the directory
of your choice; then click OK. If you don’t specify a directory here,
the snapshot is saved to your desktop.

# Click a radio button to choose whether you want the captured
screen to be saved as a BMP or a JPEG (JPG) file.

¢ |f you choose JPEG, you can select the quality of the captured file
with the slider bar. The higher the quality, the better looking the
image, but the larger the file size.
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The Java Control Panel

The Java Client Viewer and Java Client AP Control Panel is similar to the one
used by the WinClient:

|talexcowse|ormoassd|i«2aaa |

1024x768 | C1 ‘

The major differences between them are:

¢ In the Macros dialog box, Toggle Mouse Display is not available.

* The Dot mouse pointer type is not available.

¢ In the Message Board, there is no Show/ =
Hide button to show or hide the user list. i —
This function is achieved by clicking the | ) cimnereongos

arrows at the top of the bar that separates the
User List panel from the main panel.

¢ In Virtual Media, only ISO and Folder are

supported. See Java Client Viewer / Java Client AP, page 304 for further
details.

¢ The Control Panel Lock LED icons are not in sync with your keyboard.
When you first connect, the LED display may not be accurate. To be sure,
click on the LED icons to set them.

¢ In Control Panel Configuration, the BMP Snapshot format has been
replaced by PNG.

+ To access to the Customize Control Panel, right click in the text row area
brings up a menu-style version of the toolbar. In addition, it allows you to
select options for the Screen Mode, Zoom, Mouse Pointer, and Macro List.
These functions are discussed in the sections that follow.

Icon Function

This is a toggle. Click to make the Control Panel persistent —i.e., it
always displays on top of other screen elements. Click again to have

* it display normally.

Under an accessed port, click to recall the GUI.

f
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Click to bring up the Video Options dialog box. Right-click to perform
a quick Auto Sync (see Video Settings, page 67, for details).

oY
L

Toggles the display between Full Screen Mode and Windowed Mode.

Click to zoom the remote display window.

Note: This feature is only available in windowed mode (Full Screen
Mode is off). See Zoom, page 70 for details.

Click to toggle the remote display between color and gray scale
views.

Click to perform a video and mouse autosync operation. It is the
same as clicking the Auto-sync button in the Video Options dialog
box (see Video Settings, page 67).

Under an accessed port, click to invoke Panel Array Mode (see Panel
Array Mode, page 245).

Under an accessed port, click to begin Auto Scan Mode. The KVM
over IP switch automatically switches among the ports that were
selected for Auto Scanning with the Filter function (see Filter,

page 109). This allows you to monitor their activity without having to
switch among them manually.

Click to toggle Automatic or Manual mouse sync.
¢ When the selection is Automatic, a green \/ appears on the icon.

¢ When the selection is Manual, a red X appears on the icon.

See Mouse DynaSync Mode, page 71 for a complete explanation of
this feature.

Click to select the mouse pointer type.

Note: This icon changes depending on which mouse pointer type is
selected (see , page 93).

Click to bring up the on-screen keyboard (see The On-Screen
Keyboard, page 73).
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Click to select the port you wish to connect to.

Click to take a snapshot (screen capture) of the remote display.
See Snapshot, page 96, for details on configuring the Snapshot
parameters.

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to bring up the Macros dialog box (see page 76 for details).

Click to display a dropdown list of User macros in order to access
and run macros more conveniently than using the Macros dialog box
(see the Macros icon in the table above, and the Macros section on
page 76).

Click to bring up the Virtual Media dialog box. The icon changes
depending on the status of the virtual media function. See Virtual
Media, page 86, for specific details.

Note: This icon displays in gray when the function is disabled or not
available.

Click to toggle sound from the remote server to be heard on the client
computer’s speakers on or off. The “prohibited” symbol (a red circle
with a diagonal bar) displays on the icon when the speaker is toggled
Off.

Click to bring up the Message Board (see The KVM over IP switch
supports multiple user logins, which may cause access conflicts. To
alleviate the problem, a message board has been provided, which
allows users to communicate with each other:, page 89).
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These icons show the Num Lock, Caps Lock, and Scroll Lock status
of the remote computer.

¢ When the lock state is On, the LED is lights orange and the lock
hasp is closed.

* When the lock state is Off, the LED is lights blue and the lock hasp
is open.
Click on the icon to toggle the status.

Note: These icons and your local keyboard icons are in sync.
Clicking an icon causes the corresponding LED on your keyboard to
change accordingly. Likewise, pressing a Lock key on your keyboard
causes the icon’s color to change accordingly.

The Power on Network icon allows the device to be powered on,
powered off or rebooted, when the device is connected to a
compatible PoN “PN” series unit. (For more information on
configuring PoN features see PoN Devices, page 206).

See The Power on Network icon provides the ability to power on,
power off, and reboot outlets associated with the port on the PON
device (see Power Management, page 143 for details) from the
control panel. Click this icon to select from the available choices:,
page 94 for a complete explanation of this feature.

Click to bring up more control panel functions. See More Control
Panel Functions, page 92.
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WebClient Control Panel
The WebClient Viewer is similar to the one used by the WinClient but with
fewer functions:

lﬂ::D@a@»m\gﬁg\

25] Laptop / 1920X1080/C1/1

With the KN1108VA / KN1116VA using firmware version v1.3.125 or later,
the device name, port ID, and port name are displayed on the WebClient
window tab as illustrated below.

+
C A Notsecure | hitps//10.0.90.28/viewer/indexhtmxid=0.07651102609486382#/
2o ® ol¢ » = [m[i |
- — v = = =
= [1920X 1200 |

These functions are discussed in the sections that follow.

Icon Function

This is a toggle. Click to make the Control Panel persistent — i.e., it
always displays on top of other screen elements. Click again to have

* it display normally.

Click to bring up the Video Options dialog box. Right-click to perform
a quick Auto Sync (see Video Settings, page 67, for details).

Toggles the display between Full Screen Mode and Windowed Mode.

RA
ey

Click to toggle the remote display between color and gray scale
views.

Click to perform a video and mouse autosync operation. It is the
same as clicking the Auto-sync button in the Video Options dialog
ﬂ' box (see Video Settings, page 67).

Under an accessed port, click to invoke Panel Array Mode (see Panel

Array Mode, page 245).
1
1
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Click to toggle Automatic or Manual mouse sync.
* When the selection is Automatic, a green \/ appears on the icon.

* When the selection is Manual, a red X appears on the icon.

See Mouse DynaSync Mode, page 71 for a complete explanation of
this feature.

Click to select the mouse pointer type.

Note: This icon changes depending on which mouse pointer type is
selected (see , page 93).

Click to bring up the on-screen keyboard (see The On-Screen
Keyboard, page 73).

Click to select the port you wish to connect to.

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to bring up the Virtual Media dialog box. The icon changes
depending on the status of the virtual media function. See Virtual
Media, page 86, for specific details.

Note: This icon displays in gray when the function is disabled or not
available.

of:

Click to toggle sound from the remote server to be heard on the client
computer’s speakers on or off. The “prohibited” symbol (a red circle
with a diagonal bar) displays on the icon when the speaker is toggled
Off.

The major differences between the WinClient and WebClient are:

¢ The Recall ﬁ is not available.

¢ The Zoom a is not available.

+ The Auto Scan Mode EO\ is not available.

¢ The Dot mouse pointer type is not available.

¢ The Snapshot E is not available.
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The Macros Dialog Box E is not available.

The User Macros E is not available.

In Virtual Media, only ISO and Folder are supported. See WebClient
Viewer, page 304 for further details.

The Message Board ’ is not available.

The Num Lock ﬁ , Caps Lock ﬁ , and Scroll Lock a are not

available.
The PoN is not available.

The More Control Panel : is not available.
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This Page Intentionally Left Blank
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Overview

Chapter 6

Port Access

When you log in to the switch the Port Access page comes up with the KVM

over IP switch’s KVM Connections page displayed.
Browser GUI

[10jcom
@ Bladeserver

= Aray Modo

¥ Fier

PCHOMI port

Target bC

comt
com

Device Name
KNL10BVA
KNL108VA
KN1108VA
KN1108VA
KNT108VA
KN1108VA
KN108VA
KNL108VA
KNLL08VA
KNLL0BVA

ATEN Intemational Co, L1d. Al ights reserved.
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AP GUI

Connections | History | Fevoites | Sessions | Access | Pt Canfiguraion |

gl [01]4K Mini PC HDMI port
2

Part Number | PattName | Deviee Name | Status
01 2K MiniPCHDM | port KN

el [03] Target PC
iy

0 KNT106vA Offine
o=l 0 TagetPC KNT108VA Offine
el [08] 0 KNT108vA Offine
o 05 KNTT08VA Offine
il [08] 0 KN1108VA Dffine
@ [03)C0M1 o KNTI08VA Offine
@ [10]COM2 ] KNT108VA Ofine
[ BladeServer 03 COM1 KN1108vA Oniine

10 com2 KNT108vA Onine

&)  Double click orpress Enter & Connect

Scan [ AnapMode S Fiter

ATEN Intemational Co. Ltd. Allrights ressrved 1312320221025

The Connections page is organized into several main areas. All the devices,
ports, and outlets that a user is permitted to access are listed in the Sidebar at
the left of the page. In addition to KVM over IP device listings, if any PoN
(Power on Network) devices are connected to the switches they are listed
separately below the switch listings. If any Blade Servers have been deployed,
they are listed separately below the PoN devices.

Configuration and operation of KVM devices and ports are discussed on
page 114; configuration and operation of PoN devices and outlets are discussed
on page 117; configuration and operation of Blade Servers are discussed on
page 122

Note: Power on Network devices are also referred to as PDUs (Power Device
Units).

After selecting a device, port, or outlet in the Sidebar, clicking entries on the
menu bar (Browser GUI) or tab bar (AP GUI) opens information and
configuration pages related to the item selected in the Sidebar.
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The Sidebar

All KVM switches, PoN devices, and Blade Servers — including their ports and
outlets — are listed in a tree structure in the Sidebar at the left of the screen:

Port Access User Management

Connections |

1 B3 KN1108VA
+ [01]PC HDMI port
= [02]
» [03]Target PC
= [04]
= [05]
= [06]
= [07]
= [08]
» [09]COM1
[10]COM2
& BladeServer

ray Mode h 4 Filter

The Sidebar Tree Structure

The characteristics of the Sidebar tree structure are the following:

*

Users are only allowed to see the devices and ports/outlets that they have
access permission for.

Ports/outlets and cascaded station devices can be nested under their first
station devices.
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Click the + in front of a device to expand the tree and see the ports/outlets
nested underneath it. Click the - to collapse the tree and hide the nested
ports/outlets.

* A port’s/outlet’s ID number is displayed in brackets next to its icon. The
ports/outlets but can also be named (see Port/Outlet Naming, page 112, for
details).

+ Switches and ports that are on line have their monitor screen icons in
Green; the monitor screens are Gray for devices and ports that are offline.

¢ Outlets that are On have their icons in Amber; the icons are Gray for
outlets that are Off.

+ To access and operate a port, double click its icon. Port operation details
are discussed in Chapter 12, Port Operation.

Note: 1. In the Browser version, you can open as many port viewers as
there are ports, but the number of ports that you see depends on
the number of buses that the switch supports. For example, if the
switch supports 4 buses, the 5th viewer displays the same port as
the 1st viewer; the 6th viewer displays the same screen as the 2nd
viewer, etc.

In the AP GUI version you can only access one port at a time. To
see two different ports, you would have to log in two separate
times.

2. Ifthe CC Management function is enabled (see page 186), PoN
devices and Blade Servers do not appear in the Sidebar, even if
they are configured on the switch. This is because they are
managed via the CC server.

Scan

Scan is found at the bottom of the AP GUI Sidebar. It automatically switches
among all the ports that are visible in the Sidebar (see Filter, below), at regular
intervals, so that their activity can be monitored automatically. See Auto
Scanning, page 242 for details.

Note: This item doesn’t appear at the bottom of the Sidebar in the Browser
version. In that version, you must invoke it from the port’s Toolbar. See
The Port Toolbar, page 240 for details
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H
__ Array
Array is found at the bottom of the AP GUI Sidebar. It represents another way
of monitoring port activity. Under this function your screen is divided into a
grid of panels, with each panel showing the video display of a particular port.
Only ports that are visible in the Sidebar (see Filter, below), and that are on line
are displayed — all other ports are blank. See Panel Array Mode, page 245 for
details

Note: This item doesn’t appear at the bottom of the Sidebar in the Browser
version. In that version, you must invoke it from the port’s Toolbar. See
The Port Toolbar, page 240 for details

Filter

Filter allows you to control the number and type of ports that display in the
Sidebar, as well as which ports get scanned when Auto Scan and Array Modes
are invoked (see Scan and Array, above). When you click Filter, the bottom of
the panel changes to look similar to the image, below:

Filker

I,.-:-.,|| j I_ Fowered On
I [(2 Search

E Scan HH araytdode E@

The meanings of the choices are explained in the following table:

Choices Explanation

All This is the default view. With no other filter options selected,
all of the ports that are accessible to the user are listed in the
Sidebar.

If any Favorites have been specified (see page 128), you can
drop down the list box and select Favorites instead of All. If
you select Favorites, only the items you have selected as
Favorites display in the tree.
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Choices Explanation
Powered On If you enable Powered On (by putting a check in the
checkbox) only the ports that have their attached devices
powered on display in the tree.
Search If you key in a search string and click Search, only port names

that match the search string display in the tree. Wildcards (?

for single characters; * for multiple characters) and the

keyword or are supported, so that more than one port can

show up in the list.

For example:

1. If you key in Web*, both Web Server 1 and Web Server 2
show up in the list.

2. If you key in W*1 or M*2, both Web Server 1 and Mail
Server 2 show up in the list.

Exit

Clicking Exit closes the filter dialog.
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Sidebar Utilities

The AP GUI version Port Access Connections page provides a convenient
method to work with the Sidebar tree. When you right click an item, a list with
various options pops up:

B KMNT108vA
kg [01]PCHOMI port

gl [02]

el [04]
el [05]
el [06]
el [07]
el [05]
[O3] COkT

[1ojComz2

[ BladeServer

Note: The screenshot shows an example of just one of the pop-ups that can
appear. The items that appear in the pop-up depend on whether you are
logged in remotely or from a local console; what your user type is; and
whether you selected a switch or a port.

The following table lists and explains all of the possible items that may appear:

Item User Type Explanation
Expand/ Administrators | ¢ |f the device’s ports are nested (not displayed),
Collapse Users the dialog box entry is Expand. Click Expand to

display the nested ports.

* |f the device’s ports are displayed, the dialog box
entry is Collapse. Click Collapse to nest the
ports.

Note: 1. This item only appears for switches, or for

ports that have cascaded station devices
connected to them.

2. This has the same effect as clicking the +
or - in the tree structure.

Copy

Administrators | This item is only available for ports. After selecting
Copy, you can Paste the port into the Favorites

Users . : .
page. See Adding a Favorite, page 128 for details
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Port/Outlet Naming

For convenience — especially in large installations with many devices, ports
and outlets — administrators and users with port configuration permission, can
give each port or outlet a name. To assign, modify or delete a name, do the
following:

1.

Click once on the item you want to edit; wait a second; then click again.

Note: 1. This is not a double click. It involves two separate clicks. A
double click will switch you to the device attached to the port.

2. Inthe AP GUI version you can right click on the port you want to
edit, then select Rename in the popup box that appears, or you
can highlight the port and press F2.

2.

After a second or two, the field changes to provide a text input box:

2

Port Access User Management

= ._.& [ RRANIEIY
(&d[PC HDMI port )
o (0]
._..ﬂ [03]T arget PC
ol [04]
ol [05]
ol [05]
el [07]
ol [08]
[09]COk1
[oycomz
3 BladeServer

Key in a name for the item (or change/delete a previous one).

¢ You can use any combination of letters, numbers, and symbols on the
typewriter keys of keyboards with PC US English layout. In this case,
the maximum number of characters allowed is 20.

¢ You can also activate your local IME to input non-English characters.
For languages that use 2 byte encoding, the maximum number of
characters allowed is 9.
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3. When you have finished editing the name, press [Enter] or click anywhere
outside of the input box to complete the operation.

=

Fort. Access Uzer Management.

Sy KN110SVA

@™ F[011PC HOMI port testilD)
el [02]

.j [03] Target PC

el [04]

il [05]

il [0E]

el [07]

el [08]

[09]COMT
[10]COrM2
) BladeServer
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KVM Devices and Ports — Connections Page

For KVM over IP switches, the Connections page displays port status
information at the device level, and port connection configuration options at
the port level.

Device Level

When a KVM over IP switch is selected in the Sidebar, the Connections page
displays a list of ports for the device that the user is authorized to access or
view.

° N
- B & ¥ e .
User Hansoenent L Haintensnce DounLosd
B o Histony | Favoites | Sessions | Acosse | For Configuraton |
il [0TIPCHDMI part
[02] | Port Mame. | Device Name.
kel 03 Target PC PCHOM | port Giffine
el 04 KNTTO8vA Offine
i (05 TaigetFC RN108vA Offine
el [08] KNTT08vA Offire
i 107) RN108vA Offine
03] KN1108v2 Offine.
@ [03]COM1 KNT108VA Ofline
@ [10]C0M2 KN1108v2 Offine.
[ BladsServer COM1 KNT108vA Orline
oMz KNT108vA Oriine
& Double cick orpress Enter &) Connect
Fiter
Al ~[ I Poneredn
[ Seach
[E scan M Anaphode G Edie

The following attributes are listed for each device:

¢ Port Number — the port’s number on the switch.

¢ Port Name — if a name has been assigned to a port it displays here.

¢ Device Name — if a name has been assigned to the switch it displays here.

¢ Status — the current status of the port — online, or offline.

Note: The sort order of the information displayed can be changed by clicking
the column headings.

You can access a port from the main panel either by double clicking anywhere
on its line entry, or selecting it anywhere on its line entry and clicking Connect
at the bottom right of the page.
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Port Level

When a port is selected in the Sidebar, the Connections page changes to display
the port connection and configuration options:

3 0-
bountzs
o
o
04 PrtStatus Offine
j 5]
[06] .
ey & Corment
o (031
@ [09]COM1
@ [10]COM2 Lirk Port
[ BladeServer
Fort Humber | Fort Name | @ coment
Flter—————
Al <] [ Poneedin
[ seach
sean B erapMode o Ewt
ATEN Intemational Co., Ltd Al rightsreserved. ¥1.3.123.20221025

The screen is divided into three major panels, as described in the sections that
follow.

Status
The Status Panel displays the port’s current status information, including
whether the port is online or offline, and if the port is mountable.

Click the Connect button to view the port display via the switch’s built-in Win
Viewer (when using Windows Internet Explorer), or Java Viewer (when using
other web browsers).

Associated Links

The Associated Links panel displays ports that have been associated with the
currently selected port. Associations are configured on the Port Access — Port
Configuration — Associated Links page (see page 142 for details).
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Power Management

Ifa PNO108 is connected to the KVM over IP switch, and a device is connected
to one of the PN0108’s outlets, you can power manage (On, Off, Reboot)
selected outlets directly from this page, instead of having to select them on the
PoN device, itself.

Associating outlets with a port is accomplished on the Port Access — Port
Configuration — Power Management page (see page 143 for details).

¢ If there is more than one outlet associated with this port, click on the line
entry to select the one you want to manage, then click the On, Off, or
Reboot icon, as appropriate.

Note: For the Reboot option, the outlet must be configured with System
After AC Back or Modem Ring Resume as its operating mode.

¢ If there is more than one outlet associated with this port, and you want to
power manage several of them at once, use Shifi-Click (for a sequential
set), or Ctrl-Click (for a non-sequential set) to select your group.

¢ [If there is more than one outlet associated with this port, and you want to
power manage all of them at once, click to put a checkmark in the Select
All checkbox.

Note: 1. Even though the outlets all turn On, Off, or Reboot at the same
time, they do so with their own separate outlet configuration
settings (delay, operating mode, etc. See Port Configuration,
page 138 for details).

2. For the Reboot option, the outlet must be configured with System
After AC Back or Modem Ring Resume as its operating mode.

¢ The Synchronization checkbox is read only. Whether it is enabled or not is
set on the Port Configuration — Power Management page (see page 138).
When Synchronization is enabled, the outlets on devices with more than
one power supply can all be operated at the same time.

Note: For the Reboot option, the outlets must be configured with System
After AC Back as the operating mode.
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PoN Devices — Device Monitor Page

Power on Network (PoN) devices that are connected to the switches display
below the KVM switches in the Sidebar. When a PoN device is selected in the
Sidebar, the Device Monitor page appears. The screenshots used below are for
reference purpose only. The KN1108VA / KN1116VA’s web GUI icons may
differ from the new firmware version.

i E— | i | Favaies | s Pofreces | Sessons |

Hame. | Desciption
= [ 3 PON Device
B 3 PN73

(01 patt associateduthport [05]
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iy associateduithpor [03] 7175 17.40
lo4
i) associaledvithpor [03] 7175 17.40
o l0g] 03] 71751740
lon) associatedwithpor [03] 7175 17.40
log]
loal

B 3 PN730
i O1pot1
0
L
o4
o108
o [08)
i
o (08]
|
]
il
i
e
4
G|
o8]
|
a Hg 7 GioupView R Gowp 2 Ungoup 1) on "o EA Reboot
o)

0 BladeServer ~
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The Main Panel — PoN View

Device Monitor | Hmmyl Favorllesl USEIFIEIEIEI’!DES' Sesslonsl Accessl
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o
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e
el
SF Giroupiew B Group 2 Ungoup ! On oK B FReboot

PoN View is the default page view, All PoN devices and their outlets that are
connected to the switch are listed under the Name column.

Outlets that are synchronized or that belong to groups have a green power
outlet icon in front of their names. Click an outlet’s green icon to display which
other outlets it synchronizes with, or is grouped with. Click the green outlet
again to close the information display,

The Description column displays which KVM port the outlet is associated
with.

Action Buttons
The actions that the buttons at the bottom of the page perform are described in
the table below:

Button Action

Group View Click this button to switch the display to Group View — see The Main
Panel — Group View, page 120 for details.

Group Select the outlets that you want to form into a group, then click this
button to create it (see Outlet Groups, page 119 for details).

Ungroup Select the outlets that you want to remove from a group, then click this
button to remove them

On Sends a Power On signal to the selected outlet(s).

Off Sends a Power Off signal to the selected outlet(s).
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Button Action
Reboot Sends a Reboot signal to the selected outlet(s).
Outlet Groups

To create outlet groups, do the following:
1. Select the outlets you want to include in the group.

2. Click Group.
The Outlet Group dialog box comes up:

Outlet Group

" Available

aipl
agipé
11111

[ Save & Cancel

3. Select whether or not the outlets will belong to a new group or to an
existing group.

a) If it is a new group, give it a name in the text field.
b) If it is an existing group, select the group in the central panel.

4. Click Save.

To remove outlets from groups, select them in the main panel, then click
Ungroup.
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The Main Panel — Group View

Device Manitor | H\sloryl Favoritesl UserPlefalencesl Sessionsl Accessl

Name: | Description
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7]
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? POM"iew = Delste fQ Ungroup 11 On oo E Reboot

¢ Clicking the PoN View button takes you back to the PoN View page.
+ To delete a group, select it in the main panel, then click Delete.

¢ Selecting a group in the main panel, then clicking Ungroup, removes all
outlets from that group. It provides a shortcut method to remove all of
them at once, rather than having to remove then one by one from the PoN
View page.

+ To power manage a group of outlets, first select the group(s) in the main
panel, then click the appropriate power button.
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Outlet Settings
When an outlet is selected in the Port Access page Sidebar, the Outlet Settings
page appears:

Hisluryl Favuritesl UserPrelerencesI Ssssiunsl Access  Outlet Setlings |

— Outlet Property
Station: PN7320 DOutlet: |Dort1
I On o a Reboot % Canfiguration
— Schedul
Mame | Period | Mode | Time:
1 Sunday On 00:00:00
aad | Modiy | Delste | Fun | siop |

¢ The Outlet Properties panel indicates the name of the PoN that the outlet
belongs to and the outlet’s name, as well as On, Off, Reboot, and
Configuration buttons to manually manage the outlet’s power.

¢ The Schedule panel lets you set up an automated Power management
configuration for the outlet. The procedure for accomplishing this is the
same as the one described in the Power Management section. See
Schedule, page 146 for details.
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Blade Servers — Connections Page

Blade Servers that are connected to the switches display below the KVM
switches and PoN devices in the Sidebar.

This section describes accessing and configuring the blade servers, and
associating the blades with KVM switch ports. By associating a blade server or
blade with a port the servers and blades are integrated into the Sidebar tree
view, and appear as devices connected to the port.

&

FPort Access Uzer Management.
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The Blade Configuration Page

The Blade Configuration page is where the associations between the blade
servers and the KVM switch ports get made. To access this page, select the
blade server or blade then click Blade Configuration (the menu item at the far
right of the menu bar).

For IBM and Dell blade servers, the entire chassis gets associated with a port,
and each blade in the chassis will appear in the tree as a child port of the
associated port — as in port 08 in the screenshot at the right.

For HP blade servers, associations are made on a blade by blade basis. Each
blade is associated with a single port.

To access a blade, click on its port entry in the tree.

& KN1108va
kgl [D]PCHDMI port
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Associating Ports

Main Panel Device View

Port association begins by clicking the Blade Configuration menu item at the
far right of the menu bar. The page comes up in Device View, listing all of the
KVM switch’s ports, and the blade servers (IBM and Dell servers), or
individual blades (HP servers) that have been associated with them:

MName | Description
= bk KNT108WA

4 [O1]PCHDI part

k12

bl [03] Target P

kgl [04]

Ll [35)

bl [05)

kgl [07)

Ll o8y

[09] COM1
[10]COM2

To make an association from the device view, you first select a KVM port, then
select a blade server or blade to associate it with as follows:

1. Select the port in the main panel
2. Click Associate

3. In the screen that comes up, select the blade server or individual blade that
you want to associate with the selected port.

[Hame [ Description

Unassaciate

Save Cancel
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4. Click Save.

After the association completes successfully, the blade icon appears as the port
indicator in the Sidebar tree. To access the device running on the blade, click
on its entry in the Sidebar.

Main Panel Blade View

At the bottom of the Device View main panel is a button labeled Blade View.
This is a button that toggles the main panel between the two views. Click it to
bring up the main panel in Blade View:

Name | Description
= # BladeServerl
[ BladeCenter-E

DeviceWisw I Asgsocaite | Unagsociate |

Blade View lists all of the blade servers (IBM and Dell servers) and individual
blades (HP servers) that are installed on the system, and the ports (if any) that
they are associated with.

To make an association from the blade view, you first select a blade server or
blade, then select a KVM port to associate it with as follows:

1. Select the blade server or blade in the main panel.

2. Click Associate (at the bottom of the main panel).
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3. Inthe screen that comes up, select the port that you want to associate it

with.

Associate Port

o [03]DVR TEST

AR LR

Save Cancel I

4. Click Save.

After the association completes successfully, the blade icon appears as the port
indicator in the Sidebar tree. To access the device running on the blade, click

on its entry in the Sidebar.

Unassociating Ports

To break the association between a port and a blade server or individual blade,

select the association in the main panel, then click Unassociate.
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History

The History page provides a record of each time that a port was accessed. It
provides quick access to the most recently used ports. You can access a port
shown in the main panel by double clicking it.

L
B : o-
us ent. e et Los Hain bounload
B Comeciions  Hiton | Favoites | Sessions | Blade Confgurston |
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@ ClearHistory
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ATEN IntermationalCo., Ltd Al rights reserved. ¥1.3.123 20221025

+ If'there are more entries than there is room on the screen, a scroll bar
appears to let you scroll up and down to see the entire record.

* To clear the record and start over, click the Clear History button at the
bottom right of the page.

Note: You can change the sort order of the information displayed by clicking
the column headings.
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Favorites

The Favorites page is similar to a bookmarks feature. Ports that you frequently
access can be saved in a list here. Simply open this page and select the port —
rather than hunting for it in the Sidebar. This feature is especially handy on

large, crowded installations:
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Adding a Favorite
To add a port to the favorites, do the following:

1. Right click in the main panel; click Add Favorite.

— Oor —

Click Add at the bottom left of the main panel.

An Untitled Favorite entry appears:

Connestions | History  Favortes | Sessions | Access | Port Configuration |

= o test
G KN1108YA
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2. This will be a container to hold your port entries. Click inside the text
entry box to erase Untitled Favorite and key in an appropriate name, then
click on any empty space in the main panel.

3. To add a port:

Drag it from the Sidebar and drop it onto the container

—or—

Right Click on it in the Sidebar; select Copy. Right click on the container;
select Paste.

—or—

Select the container in the main panel; select the port in the Sidebar; then
click Add to at the bottom of the main panel.

The switch that the port belongs to is added to the container; the selected
port is appended under the switch.

Note: To add multiple ports at the same time, hold the Shift or Ctrl key
down while you make your Sidebar selections then drag or copy the
entire group to the Favorites panel.

4. Repeat step 3 for any other Favorite categories you wish to create

EUHHECIIUﬂsl History  Farvorites | Sssslunsl Accessl FullEunhgurallunI

ER
b KNT108VA

= e ATM ServerList
o TR

S Add o~ Modify B Addio = Remove

129



KN1108VA / KN1116VA User Manual

Note: Favorites can be selected for filtering in the Sidebar. See Filter,
page 109 for details

Modifying a Favorite

+ To modify a Favorite, or one of the items contained in it, right click on it,
then select a choice from the popup menu that appears.

+ To edit a Favorite’s name:

Click on it once, wait a second, then click again. You can edit the name
after the display changes to provide a text input box, This is the same
procedure as the one described for port naming (see Port/Outlet Naming,
page 112).

— Oor —

Select the Favorite in the main panel, then click Modify at the bottom of
the main panel.
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Sessions

The Session page lets the administrator and users with User Management
permissions see at a glance which users are currently logged into the KVM
over IP switch, and provides information about each of their sessions.
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Note: 1. The Session page isn’t available for ordinary users.

2. Users with User Management permissions can only see the sessions
of ordinary users

3. The Category heading lists the type of user who has logged in: SA
(Super Administrator); Admin (Administrator); Normal user (User).

The meanings of the headings at the top of the page are fairly straightforward.
The IP heading refers to the IP address that the user has logged in from; the
Device and Port headings show which device and port the user is currently
accessing. The Bus ID refers to the bus that the user is currently on (Bus 0 refers
to the local console’s bus).

Note: 1. The sort order of the information displayed can be changed by
clicking the column headings.

2. The Bus ID also displays on the control panel (see page 62).
See Users and Buses, page 248 for information about buses.

This page also gives the administrator the option of forcing a user logout by
selecting the user and clicking End Session at the bottom of the main panel.
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Access

Administrators use the Access page to set user and group access and
configuration rights for switches and ports.

Note: The Access page only appears for those users with User Management
permissions. It isn’t available for other users.

Device Level Browser GUI Interface

If a switch is chosen in the Sidebar, the main panel looks similar to the one
shown below:

ount UsB_Confl
@

C o0
° © =]
° © © o
] [E] =]

The main panel consists of two columns: Name, and Config:
¢ Name lists all the users and groups that have been created.

¢ Config indicates the users who have Configuration privileges. A check
mark ( \ ) indicates that the user has permission to make changes to the
switch configuration settings (see Chapter 8, Device Management); an X
means that the user is denied permission to make configuration changes.
Click the icon to toggle permission for Administrators and Users (Super
Administrators always have configuration privileges).

* The Copy and Paste buttons at the bottom of the main panel provide a
shortcut method of assigning the permissions settings of one port to any of
the other ports. To do so:

1. Select the port whose permissions you want the other port(s) to follow.
2. Click Copy.

3. Select the port you want to receive the permissions.
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4. Click Paste.

¢ When you have finished making your configuration changes, click Save.

Port Level Browser GUI Interface

If a port is chosen in the Sidebar, the main panel looks similar to the one shown

below:

Port Access

5 KNT116VA

52 ArayModo Fiter

dminisrator

133



KN1108VA / KN1116VA User Manual

The port access settings are explained in the following table:

Name

Each port accessible to the user is listed under the Names
column.

Access

The Access column is where device access rights are set. To
cycle through the choices, click the icon in the row that
corresponds to the user you want to configure. The meanings of
the icons are as follows

The user can view the remote screen
] and can perform operations on the
ﬂ# Full Access p per
remote server from his keyboard and
monitor.

= The user can only view the remote
i View Only | screen; he cannot perform any
operations on it.

No access rights - the Port will not show

e No Access |, on the User's list on the main screen.

Mount USB

The Mount USB column is where permission to mount Virtual
Media devices on remote servers is configured. To cycle through
the choices, click the icon in the row that corresponds to the user
you want to configure. The icons are the same as the ones in the
Access column.

* With a Full Access setting, the user can mount, read, and write
to the virtual media.

* With a View Only setting, the user can only view the contents of
the virtual media (read only), he can not perform any operations
on it.

* With a No Access setting, the user will not see the virtual media
even if it has been configured on the remote system.

Note: This entry does not appear for switches that do not support
the USB Virtual Media function.

Config

Sets or denies permission for the user to make changes to a
port’s configuration settings. A check mark ( \/ ) indicates that the

user has permission; an X means that the user does not have
permission.

PoN

The PoN column permits/restricts the configuration and power
operation of ports that have Power on Network devices connected
to them. A check mark ( \ ) indicates that the user has
permission; an X means that the user does not have permission.
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Device Level AP GUI Interface

If a switch is chosen in the Sidebar, the main panel looks similar to the one
below:
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The page is essentially the same as the one for the Browser GUI (see page 132),
with the exception that there are filters at the top of the columns. The filters
allow you to expand or limit the scope of the users and groups that are
displayed, as described in the following table:

Filter Description

Name To filter on the User or Group name, key in the name, partial
name or partial name, then press Enter. Only the Users and
Groups whose names correspond to what you have keyed in
appear in the list.

Wildcards (? for single characters; * for multiple characters) and
the keyword "or" are supported. E.g., h*ds would return hands
and hoods; h?nd would return hand and hind, but not hard; h*ds
or h*ks would return hands and hooks.

Config |All All Users and Groups appear in the list.

Permitted |Only Users and Groups with configuration permissions appear in
the list.

Restricted |Only Users and Groups that do not have configuration
permissions appear in the list.
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Port Level AP GUI Interface

If a port is chosen in the Sidebar, the main panel looks similar to the one below:

=2 B F & 0-

snagenent. Log Maintenance Dewnlosd

EFYCHIED Connections | History | Favories | Sessions Access | Poit Configuaton |

il [01]720P508H_SOR_074C2
il 02] Access Information:

=03 Name Access [Moun US8 Corfig TFON

jl][m} | | ] a1 [~ ENE [~ =l
E] = v

o (06] -
& administrator [ ]
=07 3

a5 & = v
2w H - 2 : :

= [17]COM1
@ [18]COM2
B BladeServer

[ Coow W] Paste kK Save
Scan  H Arsybode S Fiter

ATEN i Lid V1312220220824

The page is essentially the same as the one for the Browser GUI (see page 133),
with the exception that there are filters at the top of the columns. The filters
allow you to expand or limit the scope of the users and groups that are
displayed, as described in the following table:

Filter Description

Name To filter on the User or Group name, key in the name, partial
name, or partial name and wild card ( * ) then press Enter. Only
the Users and Groups whose names correspond to what you
have keyed in appear in the list.

Access |All All Users and Groups appear in the list.
Full Access |Only Users and Groups with Full Access permissions appear in
the list.
View Only |Only Users and Groups with View Only permissions appear in the
list.

No Access |Only Users and Groups with No Access permissions appear in
the list.
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Filter Description
Mount |All All Users and Groups appear in the list.
USB Full Access |Only Users and Groups with Full Access Mount USB permissions
appear in the list.
Read Only |Only Users and Groups with Read Only Mount USB permissions
appear in the list.
No Access |Only Users and Groups with No Access Mount USB permissions
appear in the list.
Config |All All Users and Groups appear in the list.
Permitted |Only Users and Groups with Permitted Config permissions
appear in the list.
Restricted |Only Users and Groups with Restricted Config permissions
appear in the list.
PoN All All Users and Groups appear in the list.
Permitted |Only Users and Groups with Permitted PoN permissions appear
in the list.
Restricted |Only Users and Groups with Restricted PoN permissions appear
in the list.

Saving Changes

Click the Save button at the lower right corner of the page to save any changes
made on the Access page.
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Port Configuration

Device Level

When a device is selected in the Sidebar, the only item available under Port
Configuration is the Port Properties page with one field to configure: the
Occupy Timeout setting:

Cunnsct\unsl Hlsturyl Favuﬂlesl Sesslonsl #cocess  Port Configuration |

Part . . .
B Decupy Timeout B sec (0-255) Edit Port Properties

[ Save

The Occupy Timeout field sets a time threshold for users on ports whose
Access Mode has been set to Occupy (see Access Mode, page 141). If there is
no activity from the user occupying the port for the amount of time set here, the
user is timed out and the port is released. The first user to send keyboard or
mouse input after the port has been released gets to occupy the port.

Input a value from 0 to 255 seconds. The default is 3 seconds. A setting of 0
causes the port to be released the instant there is no input.
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Edit Port Properties
Click Edit Port Properties to list ports and use the drop-down menus to
configure Access Mode, Port OS, OS Language, and Cable length settings.

Narne | Accesshode | Port0S |05 Language | Cablelength |
= sk KM1103wa
4 [01]PC HDMI port Short
Ll [02] 115 English Shart
kgl [03] Target PC S English Short
Ll [04] 1U5 English Short
4 [05] U5 Englizh Short
4 [OE] U5 Englizh Short
4 [07] U5 Englizh Short
Ll 03] 115 English Shart
[09] COMT
[10]ComM2
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Port Level

Port Properties
When a port is selected in the Sidebar, the Port Properties page looks similar to
the one below:

Eﬂnneclinnsl H\stnr_l,ll Favnritasl Sessinnsl #ccess  Port Configuration |

Port
Property
— Statu:
Associated Part Status: Offline
e Adapter Type: Unknowin
Adapter Yersion: Unknawin
— Propeti
Access Mode: I Share ;I
Port 05: | win =l
05 Language: | ErgishUs =
Cable Length: I Short LI
i~ Exit Mac
Mone =
[ Save

¢ The Status panel provides information as to whether or not the port is
online or offline; the Adapter cable used to connect the server (or other
device) to the port; and the Adapter’s firmware level.

¢ The Properties panel allows you to make configuration settings for the
selected port. An explanation of the Port Properties configuration fields is
given on the next page, please refer to the table on page 141 for further
details.

¢ The Exit Macro panel contains a dropdown listbox of user created System
macros. You can select a macro from the list that will execute when
exiting the remote server. See System Macros, page 83 for details on
creating exit macros.
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An explanation of the configuration fields is given in the table, below:

Field Explanation

Access Mode Defines how the port is to be accessed when multiple users have
logged on, as follows:

Exclusive: The first user to switch to the port has exclusive
control over the port. No other users can view the port. The
Timeout function does not apply to ports which have this
setting.

Occupy: The first user to switch to the port has control over the
port. However, additional users may view the port’s video
display. If the user who controls the port is inactive for longer
than the time set in the Timeout box, port control is transferred
to the first user to move the mouse or strike the keyboard.

Share: Users simultaneously share control over the port. Input
from the users is placed in a queue and executed
chronologically. Under these circumstances, users can take
advantage of the Message Board, which allows users to
communicate with each other regarding control of the keyboard
and mouse or keyboard, mouse, and video of a Share port (see
The KVM over IP switch supports multiple user logins, which
may cause access conflicts. To alleviate the problem, a
message board has been provided, which allows users to
communicate with each other:, page 89).

Port OS Specifies the operating system that the server on the connected
port is using. Choices are Win, Mac, Sun, and Other. The default
is Win.

OS Language Specifies the OS language being used by the server on the

connected port. Drop down the list to see the available choices.
The default is English US.

Cable Length Lets you specify how long the Cat 5e/6 cable between the port
and the KVM adapter is. Use the drop-down menu to select the
cable length settings:

Short: for up to 25 m.
Medium: for between 20 and 35 m.
Long: for above 35 m.

When you have finished making your configuration changes, click Save.
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Associated Links

The Associated Links page provides a method of associating other ports on the
same switch to the selected port. This function is primarily intended to be used
when connecting both KVM and serial ports (KA7140) from a single server to
the switch.

Cnnnact\nnsl Histnryl Favnritasl Sessmnsl Access  Port Configuration |

Port Port Humber | PortMame
Froperty

Assnciated
Link.

G Add = Remove

¢ To associate a port with the currently selected one, click Add. In the dialog
box that appears, key in the port’s number, then click OK. The port’s
number and name appear in the main panel.

+ To remove an unwanted associated port, select it in the main panel, then
click Remove.
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Power Management

The Power Management page is used to associate a PON power outlet with a
KVM port on the KVM over IP switch. Once an association has been made, the
power status of the device attached to the KVM port can be controlled from the
Port Access page, rather than having to control the power status by opening a
separate web session to the PoN device. The screenshots used below are for
reference purpose only. The KN1108VA / KN1116VA’s web GUI icons may
differ from the new firmware version.

When the Power Management page comes up, it looks similar to the one below:

Conneclionsl Hislowl Favoritesl UselPreferencesl Sessionsl Access  Port Configuration |

Power Management

Part Station | Dutlet | Status
Property

Associated
Link.

Power
Management

[ Sunchrorization

éﬁ:‘ Caonfiguration 553 Schedule S Add

Note: This page is only available when a PoN device is connected to the
switch.

¢ Adding/Removing Associations:
To associate an outlet with the selected port, do the following:

1. Click Add.

The PoN Mapping dialog box comes up with a list of all the outlets
available for association.
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FPOM tapping

Mame |
Bl [T S PO Device
B [T S PMN7320
[04]
[08]
[09]
0]
o]
02l
o4
08l
o9
1][20]

anananannn

2. Check the outlet or outlets you want to associate with the port.

3. Click OK.
To disassociate an outlet from a port, select it in the main panel and click
Remove.

+ Configuration

You can configure an outlet’s settings directly from this page by clicking
the Configuration button. When you do, the PoN Outlet Configuration
dialog box appears:

POM Dutlet Configuration

— Setting

Statiorn: I PH7320
Part: |D3—
Mame: I

Made [PMN5/PM7]: IWake on LAN 'I
Mac Adress: ||

Power On Delay:

I 5
Power Off Delay: I 50 zec

SEC

Save | Cancel |

Set the configuration options according to the information in the table,
below:

Heading Explanation

Station The name of the device that the outlet belongs to.
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Heading

Explanation

Port

The outlet’s current name

Name

An editable field for naming the outlet. Each outlet can be given
a distinctive name. The maximum number of characters is 15.

Mode

Drop down the list to select a choice of power operation mode,
as follows:

¢ Wake On LAN, and System after AC Back are Safe

Shutdown and Reboot options, and can be used for
scheduled restarts.

When an Outlet's Power Button is clicked OFF, the PoN
device first sends a message to the computer telling it to
prepare for a shutdown; it then waits for the amount time set
in the Power Off Delay field to give the computer time to
close down, and then turns off the power.

When it is time to turn the power On, the PoN device waits
for the amount time set in the Power On Delay field, and
then - depending on the mode chosen - either calls the
computer's modem or sends an Ethernet message to the
computer instructing it to start up again.

Note: Refer to your PoN manual for details on setting up
Safe Shutdown and Reboot.

If Kill the Power is selected, the PoN device waits for the
amount time set in the Power Off Delay field, and then turns
the Outlet's power Off. Turning the power off performs a cold
(non-safe) shutdown. There is no scheduled restart available
with this shutdown method.

Mac Address

The Mac Address of the PoN unit goes here.

Power On Delay

Sets the amount of time the PoN device waits after the Power
Button is clicked before it turns on the computer attached to the
corresponding outlet.

Note: The default delay time is O seconds; the maximum is 999
seconds. When a series of outlets are scheduled to be
powered up, they turn on in sequence with a default delay of 10
milliseconds between each outlet.

Power Off Delay

Sets the amount of time the PoN device waits after the Power
Button is clicked before it shuts down the computer attached to
the corresponding outlet.

For the System after AC Back option, after the delay time
expires, the PoN device waits another fifteen seconds, then
shuts the computer down.

The default delay time is 15 seconds. The maximum delay time
is 999 seconds.
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+ Schedule

Clicking the Schedule button brings up a dialog box that lets you set up an
automated power management configuration for the outlet(s) associated

with the selected port.
¢ Adding an Outlet Schedule
To set up an outlet schedule, do the following:

1. Select the desired outlet in the main panel, then click Schedule. The
PoN Outlet Schedule dialog box with default settings, similar to the
one below, comes up:

Statiom; IF'NU'I D8RPS witch Part: Outlet; OutletB

— Schedule

| Periad | Mode

Sunday 00:00:00

Add odify Delete Run | Stop, |

6 Clase

2. Click Add. An Outlet Schedule dialog box, similar to the one below,
comes up:

Outlet Schedule

Schedule Name: ||
Operation Made: I On LI
Period
' Onee
" weskdays Sunday j
" Daily

Time: I Date/Time |

Save | Cancel |
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3. Configure the outlet according to the information provided in the
following table:

Field Explanation

Schedule Name | Provide a name to identify the scheduled operation by.

Operation Select the type of power operation you want to occur at the
Mode scheduled time.
Period Select the time period that the scheduled operation will occur

at: Once; Weekdays; or Daily — then drop down the list to
select which day the operation is to start on.

Time Click the Date/Time button to select the time and date the
operation is to start on.

Note: If there is a conflict between the day set in the Period panel and
the time the operation is supposed to start, a message will appear
informing you of the problem. Click the Date/Time button and
reset the time and date.

4. When you have finished making your configuration settings, click
Save.

5. Repeat the above steps to set up additional schedules.

To modify a schedule, select it in the main panel, then click Modify.
The Outlet Schedule dialog box comes up — make your changes, then
click Save.

To delete a schedule, select it in the main panel, then click Remove.

To run all power operations listed in the Outlet Schedule dialog box
now — without waiting for the scheduled time to arrive — click Run.

To stop all power operations listed in the Outlet Schedule dialog box,
click Stop.

Synchronization

If more than one outlet has been selected for association with a port,
Synchronization can be used to standardize their configurations.

Enabling Synchronization (by checking the checkbox), brings up the
PoN Outlet Configuration dialog box (see Configuration, page 144).

The settings that you make are applied to all the outlets associated with
the port so that their settings are all the same, and all the outlets
associated with the port have the same schedule configuration as the
first PoN outlet.
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This Page Intentionally Left Blank
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User Management

Overview

When you select the User Management tab the screen comes up with the Users
page displayed:

Browser GUI

£
132
gig
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AP GUI

I
r
‘e
i

| Status |

ATEN IntemationalCo., Ltd Al rights reserved 13123 20221025

Fiter——
Both ~| [ Active
‘ — 5 P Add o Madiy = Dekete @ Ciose
o

The page is organized into two main areas: the Sidebar at the left, and the large
main panel at the right.

¢ Users and groups appear in the panel at the left of the page. The large
panel at the right provides more detailed information at-a-glance for each.

+ The Browser GUI has separate menu bar entries for Accounts (Users)
and Groups. Depending on the menu item selected, either Users or
Groups are listed in the Sidebar.

¢ The AP GUI doesn’t have menu entries. Instead, Users and Groups are
listed separately in the Sidebar

¢ In the Browser GUI, the sort order of the information displayed can be
changed by clicking the main panel column headings.

¢ Inthe AP GUI, the section below the Sidebar list provides a filter that
allows you to manage the list:

Filker

I Eath x| [ Active
| G |

150



Chapter 7. User Management

¢ Click the arrow at the right of the list box to select whether you want to
view only Users, only, Groups, or both Users and Groups.

¢ Click to put a check in the Active checkbox to filter out any users
whose accounts are not active.

+ To only select Users or Groups that match a particular string, key it
into the text box in front of the Go button, then click Go. Only Users or
Groups that match the string will appear in the list.

Wildcards (? for single characters; * for multiple characters) and the
keyword or are supported. E.g., h*ds would return hands and hoods;
h?nd would return hand and hind, but not hard; h*ds or h*ks would
return hands and hooks.

¢ The buttons below the main panel are used to manage users and groups, as
shown in the sections that follow.
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Users
The KVM over IP switch supports three types of user, as shown in the table,
bellow:

User Type Role

Super Administrator

Access and manage ports and devices. Manage Users, and
Groups. Configure the overall installation. Configure
personal working environment.

Administrator

Access and manage authorized ports and devices. Manage
Users and Groups. Configure personal working environment.

User

Access authorized ports and devices. Manage authorized
ports and devices; configure personal working environment.

Note: Users who have been given permission to do so, may
also manage other users.

Adding Users

To add a user, and assign user permissions, do the following:

1. Select Users on the menu bar (Browser GUI)

—Or —

Select Users in the Sidebar (AP GUI).
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2. Click Add at the bottom of the main panel. The User notebook opens, with
the User tab selected:

Uszer | Groupsl Devicesl

— User Infarmatior

Username:

Password:

Canfirm Password:

Description:

Rl
’7(" Super Adrministrator ~ Administratar & Usger

— Permissions:

[ Device Management
[ Maintenance

[ ‘windows Client

[ Telnet Client

[ Port Configuration
[ Systemlog
[+ JavaClient
[ ForcetoGrapseale

[ UserManagement
[ Viewanly

[« $5H Client

= Fower banagemert

— Statu:
[ Disable account

{*  Account never expires

——

" Account expires on

I_ User must change passward at nest logan
[ Usercannot change password
% Password never expires

" Passward expires after

a0 days

b Save

3. Enter the required information in the appropriate fields. A description of
each of the fields is given in the table below:

Field Description
Username From 1 to16 characters are allowed depending on the
Account Policy settings. See Account Policy, page 169.
Password From 0 to 32 characters are allowed depending on the

Account Policy settings. See Account Policy, page 169.

Confirm Password | To be sure there is no mistake in the password, you are

asked to enter it again. The two entries must match.

Additional information about the user that you may wish to
include.

Description
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Field

Description

Role

There are three categories: Super Administrator,
Administrator and User. There is no limitation on the number
of accounts that can be created in each category.

* The Super Administrator is responsible for the overall
installation configuration and maintenance; user
management; and device and port assignments. The
Super Administrator’s permissions (see page 155) are
automatically assigned by the system and cannot be
altered.

* The default permissions for Administrators include
everything except Force to Grayscale, but the permissions
can be altered for each Administrator by checking or
unchecking any of the permissions checkboxes.

* The default permissions for Users include the Win, Java,
and SSH clients, but the permissions can be altered for
each User by checking or unchecking any of the
permissions checkboxes.

Note: Users who have been given User Management
privileges cannot access or configure Groups.
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Field

Description

Permissions

Note: For ordinary
users, in addition to
enabling Device
Management, Port
Configuration, and
Maintenance
permissions, the
user must also be
given those rights
for each device and
port that he will be
allowed to manage.
See Device
Assignment,

page 165 for details.

* Enabling Device Management allows a user to configure

and control the settings for overall KVM over IP switch
operations (see Device Management, page 171).

* Enabling Port Configuration allows a user to configure and
control the settings for individual ports (see Port
Configuration, page 138).

¢ Enabling User Management allows a user to create,
modify, and delete user and group accounts.

* Enabling Maintenance allows a user to perform all the
Maintenance operations available under the Maintenance
tab (see Maintenance, page 217).

¢ Enabling System Log allows a user to access the system
log (see Log, page 211).

* Enabling View Only limits users to only being able to view
the display of connected devices. They cannot control port
access, nor can they input any keyboard or mouse signals
to the devices they view.

+ Enabling Windows Client allows a user to download the
Windows Client AP software, and access the KVM over IP
switch with it, in addition to (or instead of) the browser
access method.

¢ Enabling Java Client allows a user to download the Java
Client AP software, and access the KVM over IP switch
with it, in addition to (or instead of) the browser access
method.

¢ Enabling SSH Client allows a user to log in and access
the KVM over IP switch via an SSH session.

* Enabling Telnet Client allows a user to log in and access
the KVM over IP switch via a Telnet session.
* Force to Grayscale forces the user’s view of the remote

display to be in grayscale. This can speed up /O transfer
in low bandwidth situations.

¢ Enabling Power Management allows users to manage all
aspects of ATEN PDUs connected to the switch.
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Field Description

Status Status allows you to control the user’s account and access
to the installation, as follows:

¢ Disable Account lets you suspend a user’s account
without actually deleting it, so that it can be easily
reinstated in the future.

* If you don’t want to limit the time scope of the account,
select Account never expires; if you do want to limit the
amount of time that the account remains in effect, select
Account expires on, and key in the expiration date.

+ To require a user to change his password at the next
logon, select User must change password at next logon.
This can be used by the administrator to give the user a
temporary password to log in for the first time, and then let
the user set the password of his choice for future logins.

¢ To make a password permanent, so that the user cannot
change it to something else, select User cannot change
password.

* For security purposes, administrators may want users to
change their passwords from time to time.

¢ If not, select Password never expires. This allows

users to keep their current passwords for as long as
they like.

* |f so, select Password expires after, and key in the
number of days allowed before the password expires.
Once the time is up, a new password must be set.

At this point you can assign the new user to a group by selecting the
Groups tab — the Groups page is discussed on page 161. You can also
assign the user’s port access rights by selecting the Devices tab — the
Devices page is discussed on page 165.

Note: Optionally, you can skip this step now to add more users and create
groups, and come back to it later.

When your selections have been made click Save.

When the Operation Succeeded message appears, click OK.
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7. Click Users in the Sidebar to return to the main screen. The new user

appears in the Sidebar list and in the main panel, as well.

¢ The Sidebar Users list can expand and collapse. If the list is expanded,
click the minus symbol ( —) next to the Users icon to collapse it; if it is
collapsed there is a plus symbol ( +) next to the icon. Click the plus
symbol to expand it.

¢ The icon for super administrators has two black bands; the icon for
administrators has one red band.

¢ The large main panel shows the user’s name; the description that was
given when the account was created; and whether the account is
currently active or has been disabled.

Modifying User Accounts
To modify a user account, do the following:

1. In the Sidebar User list, click the user’s name
—or—
In the main panel, select the user’s name

2. Click Modify.

3. In the User page that comes up, make your changes, then click Save.

Note: The User page is discussed on page 152; the Groups page is
discussed on page 161, the Devices page is discussed on page 165.

Deleting User Accounts
To delete a user account do the following:

1. In the main panel, select the user’s name.
2. Click Delete.
3. Click OK.
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Groups

Groups allow administrators to easily and efficiently manage users and
devices. Since device access rights apply to anyone who is a member of the
group, administrators need only set them once for the group, instead of having
to set them for each user individually. Multiple groups can be defined to allow
some users access to specific devices, while restricting other users from
accessing them.

Creating Groups
To create a group, do the following:

1. Select Groups on the menu bar (Browser GUI)
Select Groups in the Sidebar (AP GUI).

2. Click Add at the bottom of the main panel. The Group notebook opens,
with the Group tab selected:

Group | Membersl Devicesl

— Group Infarmation

Group Mame: |

Description : I
Permisziong :
[ Device Management [ Port Configuration [ UserManagement
[ Maintenance [ Systemlog [ Wiew Only
[ windows Cligtit [ JavaClient [~ SSH Cliert
[ Telnet Client [ Force to Grapscale I Bowentaragemett

[ Save
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3. Enter the required information in the appropriate fields. A description of
each of the fields is given in the table below:

Field Description
Group Name A maximum of 16 characters is allowed.
Description Additional information about the user that you may
wish to include. A maximum of 63 characters is
allowed.
Permissions Permissions and restrictions for groups are set by

checking the appropriate boxes. These are the same
permissions as the ones specified for Users. See
Permissions, page 155 for details

4. At this point you can assign users to the group by selecting the Members
tab — the Members page is discussed on page 163. You can also assign the
group’s port access rights by selecting the Devices tab — the Devices page

is discussed on page 165.

Note: Optionally, you can skip this step now to add more groups and
assign users to them, and come back to it later.

5. When your selections have been made click Save.

6. When the Operation Succeeded message appears, click OK.

7. Click Group in the Sidebar to return to the main screen. The new group
appears in the Sidebar Group list and in the main panel.

¢ The Sidebar Group list can expand and collapse. If the list is expanded,
click the minus symbol ( —) next to the Users icon to collapse it; if it is
collapsed there is a plus symbol ( +) next to the icon. Click the plus

symbol to expand it.

¢ The large main panel shows the group’s name, and the description that
was given when the group was created (the Status column is inactive).

Repeat the above procedure to add additional groups.

Note: You must perform Step 7 before attempting to add a new group, or else
the new group you are creating will replace the group you just finished

creating.
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Modifying Groups
To modify a group, do the following:

1. In the Sidebar Group list, click the group’s name
In the main panel, select the group’s name.

2. Click Modify.

3. Inthe Group notebook that comes up, make your changes, then click Save.

Note: The Group page is discussed on page 158; the Members page is
discussed on page 163, The Devices page is discussed on page 165.

Deleting Groups
To delete a group do the following:

1. In the Sidebar, click the Groups icon.

2. In the main panel, select the group’s name.
3. Click Delete.

4. Click OK.
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Users and Groups

There are two ways to manage users and groups: from the Users notebook; and
from the Group notebook.

Note: Before you can assign users to groups, you must first create them.
See Adding Users, page 152 for details.

Assigning Users to a Group from the User’s Notebook
To assign a user to a group from the User’s notebook, do the following:

1. In the Sidebar User list, click the user’s name
In the main panel, select the user’s name

2. Click Modify.

3. In the User notebook that comes up, select the Groups tab. A screen,
similar to the one below, appears:

User Gioups | Devices |

Selected:

GroupPerS

.
<« |

<

K save
In the Available column, select the group that you want the user to be in.
Click the Right Arrow to put the group’s name into the Selected column.

Repeat the above for any other groups that you want the user to be in.

NS vk

Click Save when you are done.

Note: If a user has permissions in addition to the ones assigned to the group,
the user keeps those permissions in addition to the group ones.
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Removing Users From a Group from the User’s Notebook
To remove a user from a group from the User’s notebook, do the following:

1. In the Sidebar User list, click the user’s name
In the main panel, select the user’s name.

2. Click Modify.

3. Inthe User notebook that comes up, select the Groups tab. A screen,
similar to the one below, appears:

User Groups | Divices |

Available:

User Group1
GroupPer

55
o« |

<<

[ Gave

4. In the Selected column, select the group that you want to remove the user
from.

5. Click the Left Arrow to remove the group’s name from the Selected
column. (It goes back into the Available column.)

6. Repeat the above for any other groups that you want to remove the user
from.

7. Click Save when you are done.
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Assigning Users to a Group from the Group’s Notebook
To assign a user to a group from the Group notebook, do the following:

1. In the Sidebar Group list, click the group’s name
In the main panel, select the group’s name.

2. Click Modify.

3. In the Group notebook that comes up, select the Members tab. A screen,
similar to the one below, appears:

Group  Members | Devices |

Available Selected,

PCUSERSY

»
L

<

[ save

4. In the Available column, select the user that you want to be a member of
the group.

5. Click the Right Arrow to put the user’s name into the Selected column.

6. Repeat the above for any other users that you want to be members of the
group.

7. Click Save when you are done.

Note: If a user has permissions in addition to the ones assigned to the group,
the user keeps those permissions in addition to the group ones.
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Removing Users from a Group from the Group’s Notebook

To
1.

remove a user from a group from the Group’s notebook, do the following:
In the Sidebar Group list, click the group’s name

—or—

In the main panel, select the group’s name.

Click Modify.

In the Group notebook that comes up, select the Members tab. A screen,
similar to the one below, appears:

Group  Members | Devices |

Available Selected,

PCUSERSY

5
_« |

<

[ save

In the Selected column, select the user that you want to remove from the
group.

Click the Left Arrow to remove the user’s name from the Selected
column. (It goes back into the Available column.)

Repeat the above for any other users that you want to remove from the
group.

Click Save when you are done.
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Device Assignment

When a user logs in to the KVM over IP switch, the interface comes up with
the Port Access page displayed. All the ports that the user is permitted to access
are listed in the Sidebar at the left of the page. Access permissions for those
ports and the devices connected to them are assigned on a port-by-port basis
from the User or Group list on the Sidebar of the User Management page.

Assigning Device Permissions from the User’s Notebook

To assign a device permissions to a user from the User s notebook, do the
following:

1. In the Sidebar User list, click the user’s name
—or—
In the main panel, select the user’s name.
2. Click Modify.
3. Inthe User notebook that comes up, select the Devices tab. A screen,

similar to the one below, appears:

Llsell Groups  Devices |

Name | Access | UsB | Canlig | FON

fi [ =] ([ e Y s ] |

Bl o KNT108VA X
il [01PCHDMI port X ke ¥ ES
il (02 i3 * * 5
il 03] Target PC & % ® =
el [04] x x x x
Ll [09) X x % X
il [08) * # B 3
&l [07] % = = %
&l [09) x X x x
& [09)COM1 ¥ ke X E
[10]COM2 B = E =

[ BladeServer

b Save
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4. Make your permission settings for each port according to the information
provided below:

Name:

Access:

USB:

Config:

PoN:

Each port accessible to the user is listed under the Names
column.

The Access column is where device access rights are set.
Click the icon in the row that corresponds to the port you
want to configure to cycle through the choices. The
meanings of the icons are described in the table, below:

The user can view the remote screen
Lt and can perform operations on the
Full Access .
remote server from his keyboard and
monitor.

The user can only view the remote
@™ | View Only |screen; he cannot perform any
operations on it.

No access rights - the Port will not show

e No Access | 5 on the User's list on the main screen.

The USB column is where USB Virtual Media device
access rights are listed. This entry does not appear for
switches that do not support the USB Virtual Media
function. Click the icon in the row that corresponds to the
port you want to configure to cycle through the choices.

Full Access means that the User can mount, read, and write
the virtual media; View Only means that the user can only
read already mounted virtual media data.

The Config column is where a user’s permission to make
changes to a port’s configuration settings are permitted/
restricted. Click the icon in the row that corresponds to the
port you want to configure to cycle through the choices.

A check mark ( \ ) indicates that the user has permission
to make changes to the port’s configuration settings; an X
means that the user is denied permission to make
configuration changes.

The PoN column permits/restricts the configuration and
power operation of ports that have Power on Network
devices connected to them. A check mark ( \ ) indicates
that the user has permission; an X means that the user does
not have permission.
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5. When you have finished making your choices, click Save.

6. In the confirmation popup that appears, click OK.

Note: In any of the columns, you can use Shift-Click or Ctrl-Click to select a
group of ports to configure. Clicking to cycle through the choices on
any one of the selected ports causes all of them to cycle in unison.

Filters

There are five filters at the top of the columns that allow you to expand or limit
the scope of the ports that are displayed in the Name column, as described in

the following table:

Filter Description
Name To filter on the port name, key in the name then press Enter.
Only the ports whose names correspond to what you have keyed
in appear in the list.
Wildcards (? for single characters; * for multiple characters) and
the keyword or are supported. E.g., h*ds would return hands and
hoods; h?nd would return hand and hind, but not hard; h*ds or
h*ks would return hands and hooks.
Access | All All ports appear in the list.
Full Only ports configured as Full Access ports appear in the list.
Access
View Only | Only ports configured as View Only ports appear in the list.
No Access | Only ports configured as No Access ports appear in the list.
USB All All ports appear in the list.
Full Only ports configured as Full Access USB ports appear in the
Access list.
Read Only | Only ports configured as Read Only USB ports appear in the list.
No Access | Only ports configured as No Access USB ports appear in the list.
Config | All All ports appear in the list.
Permitted | Only ports configured as Permitted appear in the list.
Restricted | Only ports configured as Restricted appear in the list.
PoN All All ports appear in the list.
Permitted | Only ports configured as Permitted appear in the list.
Restricted | Only ports configured as Restricted appear in the list.
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Assigning Device Permissions from the Groups’ Notebook
To assign a device permissions to a Group of users, do the following:

1. In the Sidebar Groups list, click the group’s name
—or—
In the main panel, select the group’s name.
2. Click Modify.
3. In the Groups notebook that comes up, select the Devices tab.

4. The screen that comes up is the same one that appears in the User’s
notebook. The only difference is that whatever settings you make apply to
all members of the group instead of just one individual member.

Make your device assignments according to the information described
under Assigning Device Permissions from the User’s Notebook, page 165.
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Account Policy

In the Account Policy section, system administrators can set policies governing

usernames and passwords.

— Aizcount Policy
Minimum sername Length:
binimum Password Length:

Pazzword Must Contain At Least

I_ Dizable Duplicate Login

[ Enforce Passward Histor

I_ Minimum number[%] of characters changed from previous password: I a0

IB—
IB—

[~ OneUpperCase

[ OnelowerCase

[ OneMumber

[~ OreSpecial[eg. "1E#$E L[] _+=-"[1/73 4]

—

[ Save

The meanings of the Account Policy entries are explained in the table below:

Entry

Explanation

Minimum Username Length

Sets the minimum number of characters required for
a username. Acceptable values are from 1-16. The
default is 6.

Minimum Password Length

Sets the minimum number of characters required for
a password. Acceptable values are from 0-32. A
setting of 0 means that no password is required.
Users can login with only a Username. The default is
6.

Password Must Contain At
Least

Checking any of these items requires users to
include at least one uppercase letter, one lowercase
letter or one number in their password.

Note: This policy only affects user accounts created
after this policy has been enabled, and password
changes to existing user accounts. Users accounts
created before this policy was enabled, and there is
no change to the existing passwords, are not
affected.

Minimum Number(%) of
Characters Changed from
Previous Password

Sets the minimum number in percentage of
characters required to be changed from the previous
password.

Disable Duplicate Login

Check this to prevent users from logging in with the
same account at the same time.
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Entry

Explanation

Enforce Password History

Checking this box will require users to create a
unique password that does not match the last x
passwords they’ve used prior. X equals the number
entered in the dialog box.
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KVM Devices

Device Information

The Device Management page opens with the top level KVM over IP switch
selected in the Sidebar and the Device Information item selected on the menu
bar:

Browser GUI

KNLI08VA
ALIG100051

Build20200530.160714
103.66.103
255.255.255.0
103.66.254

10016

10017
e80::210:741F 72804
o

1036670
2552552550
10366254
10016

10017
680::210:741ea7:2805
o

Environment Information

0 Power Supply Detection
pply 1 o

Power S Power Supply 2: 0]

ATEN Intemaional Co, L1d. Al ights resenved.
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AP

GUI

Part, fccess

User Hanagerent.

= Vs

L 4

Log Haintenance Bounload

& BladeServer

ATEN IntermationalCo., Ltd Al rights reserved.

A1160400051
MACT Address: 001074472084
MAC2 Address: 001074472085
Fimmyare Versior: V1.3123.20221025
Main FPG: Build20211020.162407
Video Diver BuId20200930.160714 El
I~ Poer SupplyDetection
Power Supply 1 [U] Power Supply 2 (0]

I Seve @ [Close)

¥1.3.123 20221025
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General

The General section of the Device Information page displays the name of the
selected device, its firmware version, the FPGA (Field-Programmable-Gate-
Array), video driver and information about its network configuration.

Note: The AP GUI version presents the same information as the Browser
version. Scroll through the list to see the additional entries.

Environment Information
The lower panel presents information concerning the device’s environment, as
described in the table, below:

Item Description
Power Supply The icons for Power Supply 1 and Power Supply 2 display in gray
Detection when there is no power to the power supply — they display in blue

when power is present.

When this function is enabled (there is a check in the checkbox), if
there is only one source of power, the switch will beep constantly to
warn you of the problem.

If you are at the local console you will see a message asking you to
confirm that your intention is to only have one power source. If your
intention is to only have one source of power, there are two ways to
stop the beeping: 1) You can disable power supply warnings by
unchecking the checkbox. Do this if you want to disable this
function on a permanent basis.

Or, 2) you can confirm your intention in the dialog box. Do this if
you only want to disable the warning temporarily. With this method,
the warning function will be back in effect after the next system
reset.

The default for this function is enabled.
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Operating Mode

Dievice Information  Operating Mode | Network | ANMS | OOBC | Securty | Date/Time

Mod
i iz

[+ Enable ClisntAP Device List
[~ Enable First Logon Transfer

Keyboard/Mouse Broadcast I Dizable =
Console Kepboard Language I EnglishUS hd

[ Save & Cose

The Operating Mode page is used to set working parameters, as described
below:

*

If Force all to grayscale is enabled, the remote displays of all devices
connected to the KVM over IP switch are changed to grayscale. This can
speed up /O transfer in low bandwidth situations.

If Enable Client AP Device List is enabled, the switch appears in the
Server List when using the WinClient or Java Client AP (see Windows
Client AP Login, page 43, and Java Client AP Login, page 47). If this
option is not enabled, the switch can still be connected to, but its name will
not appear in the Server List.

If Enable First Logon Transfer is enabled, only the first user on a bus can
switch ports. Other users on the bus cannot switch ports unless there is a
bus that is already connected to the port they would like to access, or there
is a free bus available. (For details regarding users and buses, see Users
and Buses, page 248.)
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¢ For Keyboard/Mouse Broadcast, drop-down the list to make your choice.
To use broadcasting, see The Port Toolbar, page 240.

+ Ifyou enable Keyboard Broadcast, your keystrokes will be duplicated
on all the attached servers that currently appear in the Sidebar.

+ If you enable Mouse Broadcast, your mouse movements and clicks
will be duplicated on all attached servers currently in the Sidebar.

Note: 1. On a KVM switch that is cascaded from the KVM over IP
switch, only one port can perform a Keyboard/Mouse
broadcast at a time.

2. For Mouse Broadcast, you and all the servers must be running
the same OS; all the monitors must have the same resolution;
and all the screens must have an identical layout.

¢ The Console Keyboard Language setting lets you specify which keyboard
mapping is being used by the local console keyboard. Drop down the list
to make your choice.
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Network
The Network page is used to specify the network environment.

Each of the elements on this page is described in the sections that follow.

IP Inistaller
’7 " Wigw Only " Disabled

— Service Por:

Progranm ISUUD HTTP: a0
HTTPS: 43 55H: 22

Telnet: |23

— MIC Setting:
[~ RedundantNIC
| 1000M Hetwork Adspter 1 d|
— IPv4 Selling: — IPvE Setting
IP Address, IF Address:
@ Obtain P address automatically [DHCP] i+ Ohtain IPvE address automatically [DHCP]
i SetlP address marually [Fixed IP] i~ SetlPyb address manually [Fixed |P]

|P Address: 10 .3 .BE .103 IPv6 &ddress: feB:210: 74k fea?: 2804
Subnet Maszk: |255 286285 .0 Subret Prefix Length: E4
Default Gateway. 1o .3 66 . 254 Default Gateway:

DMS Server: DNS Server.
f+ DbtainDMS server address automatically + Obtain DNS server address automatically
i SetDNS server address manually i~ SetDNS server address marnually

Prefemed DS server I om0 .1 .6 Frefened DS server:
Alternate DNS server: om0 1.7 Alternate DMS server,

Metwork Transfer Rate: ISSSBS KBps

[ Save e Close
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IP Installer
The IP Installer is an external Windows-based utility for assigning IP addresses
to the KVM over IP switch.

Click one of the radio buttons to select Enable, View Only, or Disable for the
IP Installer utility. See IP Installer, page 265, for IP Installer details.

Note: 1. If you select View Only, you will be able to see the KVM over IP
switch in the IP Installer’s Device List, but you will not be able to
change the IP address.

2. For security, we strongly recommend that you set this to View Only
or Disable after each use.

Service Ports

As a security measure, if a firewall is being used, the Administrator can specify
the port numbers that the firewall will allow. If a port other than the default is
used, users must specify the port number as part of the IP address when they
log in. If an invalid port number (or no port number) is specified, the KVM over
IP switch will not be found. An explanation of the fields is given in the table
below:

Field Explanation

Program This is the port number for connecting with the WinClient
ActiveX Viewer, WinClient AP, Java Client Viewer, Java Client
AP, or via Virtual Media. The default is 9000.

HTTP The port number for a browser login. The default is 80.

HTTPS The port number for a secure browser login. The default is 443.
SSH The port for SSH access. The default is 22.

Telnet The port for Telnet access. The default is 23.

Note: 1. Valid entries for all of the Service Ports are from 1-65535.
2. Service ports cannot have the same value. You must set a different
value for each one.

3. If there is no firewall (on an Intranet, for example), it doesn’t matter
what these numbers are set to, since they have no effect.
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NIC Settings

*

Redundant NIC

The KVM over IP switch is designed with two network interfaces. If
Redundant NIC is enabled (the default), both interfaces make use of the IP
address of Network Adapter 1.

Under this configuration, the second interface is usually inactive. If there
is a network failure on the first interface, the switch automatically switches
to the second interface.
¢ Redundant NIC Enabled — Single IP Address for Both Interfaces

To enable the Redundant NIC function, do the following:

1. Click to put a check in the Redundant NIC checkbox.

2. Network Adapter 1 is selected in the network adapter listbox, and
the listbox is disabled — you cannot configure Network Adapter 2.

3. Configure the IP and DNS server addresses for Network Adapter 1
(see the sections below).
¢ Redundant NIC Not Enabled — Two IP Addresses

If you choose not to enable the Redundant NIC function, the two NICs
can be configured with separate interfaces. Users can log into the KVM
over IP switch with either IP address. To set up the switch with this
configuration, do the following:

1. If there is a check in the Redundant NIC checkbox, click to remove
it.

2. In the network adapter listbox; select Network Adapter 1.

3. Configure the IP and DNS server addresses for Network Adapter 1
(see the sections below).

4. Drop down the network adapter listbox; select Network Adapter 2.
5. Configure the IP and DNS server addresses for Network Adapter 2.
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IPv4 Settings
+ [P Address:
IPv4 is the traditional method of specifying IP addresses. The KVM

over IP switch can either have its IP address assigned dynamically
(DHCP), or it can be given a fixed IP address.

+ For dynamic IP address assignment, select the Obtain IP address
automatically radio button. (This is the default setting.)

* To specify a fixed IP address, select the Set IP address manually
radio button and fill in the fields with values appropriate for your
network.

Note: 1. If you choose Obtain IP address automatically, when the
switch starts up it waits to get its IP address from the DHCP
server. If it hasn’t obtained the address after one minute, it
automatically reverts to its factory default IP address
(192.168.0.60.)

2. If the switch is on a network that uses DHCP to assign
network addresses, and you need to ascertain its IP address,
see IP Address Determination, page 265, for information./

* DNS Server

+ For automatic DNS Server address assignment, select the Obtain
DNS Server address automatically radio button.

+ To specify the DNS Server address manually, select the Set DNS
server address manually radio button, and fill in the addresses for
the Preferred and Alternate DNS servers with values appropriate
for your network.

Note: Specifying the Alternate DNS Server address is optional.
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+ [Pv6 Settings
+ [P Address:

IPv6 is the new (128-bit) format for specifying IP addresses. (See /Pv6,
page 267 for further information.) The KVM over IP switch can either
have its IPv6 address assigned dynamically (DHCP), or it can be given
a fixed IP address.

* For dynamic IP address assignment, select the Obtain IP address
automatically radio button. (This is the default setting.)

+ To specify a fixed IP address, select the Set IP address manually
radio button and fill in the fields with values appropriate for your
network.

+ DNS Server

¢ For automatic DNS Server address assignment, select the Obtain
DNS Server address automatically radio button.

+ To specify the DNS Server address manually, select the Set DNS
server address manually radio button, and fill in the addresses for
the Preferred and Alternate DNS servers with values appropriate
for your network.

Note: Specifying the Alternate DNS Server address is optional.

Network Transfer Rate

This setting allows you to tailor the size of the data transfer stream to match
network traffic conditions by setting the rate at which the KVM over IP switch
transfers data between itself and the client computers. The range is from 4—
99999 Kilobytes per second (KBps).

Finishing Up

After making any network changes, be sure Reset on exit on the Device
Management — System Operation page (see Reset on exit:, page 233) has been
enabled (there is a check in the checkbox), before logging out. This allows
network changes to take effect without having to power the switch off and on.

180



Chapter 8. Device Management

ANMS

The ANMS (Advanced Network Management Settings) page is used to set up
login authentication and authorization management from external sources. It is
organized as a notebook with two tabs — each with a series of related panels, as

described, below:

Event Destination

Divice Information | DperalingMods | Network  ANMS |EIEIBE| Secuily | Date/Time

— SMTP Setting:

Event
Destination

l_ iEnablereport from the following SMTP Server:

SMTP Server.

Authentication Service Port

SMMP Agent

e
—

l_ My serverrequites secure connection [SSL

[~ Myserverrequies authentication

*

SMTP Settings

AccountMame:
Password:
From |
To —
~LogSen
[~ Enable
MACAddress:  |EODESSC11934  Service Port: 00
—SNMP Trap
[ Enable
Server|P:
Service Port: 162
[~ Spslog Server
[~ Enable
Server|P: 192168099
Service Port: 3001
[ Save @ Cose

To have the KVM over IP switch email reports from the SMTP server to

you, do the following:
1.

Enable the Enable report from the following SMTP server, and key in

either the IPv4 address, IPv6 address, or domain name of the SMTP

SCrver.

. If your server requires a secure SSL connection, put a check in the My

server requires secure connection (SSL) checkbox.

. If your server requires authentication, put a check in the My server

requires authentication checkbox, and key in the appropriate account
information in the Account Name and Password fields.
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4. Key in the email address of where the report is being sent from in the
From field.

Note: 1. Only one email address is allowed in the From field, and it
cannot exceed 64 Bytes.

2.1 Byte = 1 English alphanumeric character.

5. Key in the email address (addresses) of where you want the SMTP
reports sent to in the 7o field.

Note: If you are sending the report to more than one email address,
separate the addresses with a semicolon. The total cannot exceed
256 Bytes.

Log Server

Important transactions that occur on the KVM over IP switch, such as
logins and internal status messages, are kept in an automatically generated
log file.

¢ Specify the MAC address of the computer that the Log Server runs on
in the MAC address field.

* Specify the port used by the computer that the Log Server runs on to
listen for log details in the Port field. The valid port range is 1-65535.
The default port number is 9001.

Note: The port number must different than the one used for the Program
port (see Program, page 177).

See Chapter 13, The Log Server, for details on setting up the log server.
The Log File is discussed on page 211.
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*

SNMP Trap
To be notified of SNMP trap events, do the following:

1. Check Enable SNMP Agent.

2. Key in either the [Pv4 address, IPv6 address, or domain name of the
computer to be notified of SNMP trap events.

3. Key in the port number. The valid port range is 1-65535.

Note: The logs that are notified of SNMP trap events are configured on the
Notification Settings page under the Log tab. See Log Notification
Settings, page 215 for details.

Syslog Server

To record all the events that take place on KVM over IP switches and write
them to a Syslog server, do the following:

1. Check Enable.

2. Key in either the IPv4 address, [Pv6 address, or domain name of the
Syslog server.

3. Key in the port number. The valid port range is 1-65535.
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Authentication

Divice Information | DperalingMods | Network  ANMS |EIEIBE| Secuily | Date/Time

Event

[ Disable Devioe Autheniicalion
— RaDIUS Setting:

Destination
— [ Enable
Authentication I Prefered RADIUS =1
Server|F. l— Port: IW
SMMP Agent [T Same as prefemedisetting
Authentication T ype: lm
Timeout: |3— B0 Retries: |3—
Shared Secret (atleast B characters): I
i AD/LDAP Setting:
[ Enable
| Prefened LDAP =
Server P l— Port: 383
[~ Same asprefered setting
l_ Semvenrequires secure connection(G5L)
Timeout; lU— seC
citinDN: I
Adrnin Narme: l—
Pazsword l—
SearchDN: I
— CC Management
[+ Enable
Server|P: IW Part: IW
[ Save

+ Disable Device Authentication

Selecting this option disables login authentication on the KVM over IP
switch. The switch can only be accessed using LDAP, LDAPS, MS Active
Directory, RADIUS or CC Management authentication.

+ RADIUS Settings

To allow authentication and authorization for the KVM over IP switch

through a RADIUS server, do the following:
1. Check Enable.

2. Select Preferred or Alternate RADIUS server.

3. Fill in the IP addresses and service port numbers for the Preferred and
Alternate RADIUS servers. You can use the IPv4 address, the IPv6
address or the domain name in the IP fields.

4. Select the Authentication Type.

5. In the Timeout field, set the time in seconds that the KVM over IP

switch waits for a RADIUS server reply before it times out.
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6. In the Retries field, set the number of allowed RADIUS retries.

7. In the Shared Secret field, key in the character string that you want to
use for authentication between the KVM over IP switch and the
RADIUS Server. A minimum of 6 characters is required.

8. On the RADIUS server, Users can be authenticated with any of the
following methods:

+ Set the entry for the user as su/xxxx

Where xxxx represents the Username given to the user when the
account was created on the KVM over IP switch.

+ Use the same Username on both the RADIUS server and the
KVM over IP switch.

¢ Use the same Group name on both the RADIUS server and the
KVM over IP switch.

+ Use the same Username/Group name on both the RADIUS server
and the KVM over IP switch.

In each case, the user’s access rights are the ones assigned that were
assigned when the User of Group was created on the KVM over IP
switch. (See Adding Users, page 152.)

¢+ LDAP/LDAPS Authentication and Authorization Settings

To allow authentication and authorization for the KVM over IP switch via
LDAP / LDAPS, refer to the information in the table, below:

Item Action
Enable Put a check in the Enable checkbox to allow LDAP / LDAPS
authentication and authorization.
Type Click a radio button to specify whether to use LDAP or LDAPS.
LDAP Server IP Select Preferred or Alternate LDAP Server and fill in the IP
and Port address and port number for the LDAP or LDAPS server.
¢ You can use the IPv4 address, the IPv6 address or the
domain name in the LDAP Server field.
¢ For LDAP, the default port number is 389; for LDAPS, the
default port number is 636.
Admin DN Consult the LDAP / LDAPS administrator to ascertain the

appropriate entry for this field. For example, the entry might
look like this:

ou=kn8132,dc=aten,dc=com

Admin Name

Key in the LDAP administrator’s username.

Password

Key in the LDAP administrator’'s password.
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Item Action

Search DN Set the distinguished name of the search base. This is the
domain name where the search starts for user names.

Timeout Set the time in seconds that the KVM over IP switch waits for
an LDAP or LDAPS server reply before it times out.

On the LDAP / LDAPS server, Users can be authenticated with any of the
following methods:

*  With MS Active Directory schema.

+ Without schema — Only the Usernames used on the KVM over IP switch
are matched to the names on the LDAP / LDAPS server. User privileges
are the same as the ones configured on the switch.

¢ Without schema — Only Groups in AD are matched. User privileges are the
ones configured for the groups he belongs to on the switch.

* Without schema — Usernames and Groups in AD are matched. User
privileges are the ones configured for the User and the Groups he belongs
to on the switch.

Note: For more information on configuring LDAP, you can download the
full LDAP instructional manual from our website.

CC Management Settings

To allow authorization for the KVM over IP switch through a CC (Control
Center) server, check Enable and fill in the CC Server’s IP address and Service
port in the appropriate fields. You can use the IPv4 address, the IPv6 address
or the domain name in the CC Server IP field.

Note: If this function is enabled, PoN devices do not appear in the Sidebar,
even if they are configured on the switch. This is because they are
managed via the CC server.

186



Chapter 8. Device Management

SNMP Agent
The SNMP Agent allows you to configure Device Management settings with a
MIB browser using the MIB file downloaded from our website. The MIB file*
imports into the MIB browser to configure the following Device Management

settings: Operating Mode: Mode; Network: 1P Installer, Service Ports, [Pv4

Settings, [Pv6 Settings; ANMS - Event Destination: Log Server, SNMP Trap,
Authentication: CC Management.

To connect to the switch through an MIB browser, use the instructions below
to add an SNMP Agent to allow access from the computer you will use to
configure to the switch settings.

Device Informalion | OperstingMode | Network  ANMS |DDBE| Secuily | Date/Tine

Event
Deestination

Authentication

SHMP Agent

[ [Enablei

Carmmurity/U zer Mame | NMS IP/Host Name | Version | Access Tupe

Sidd) o cif Delete

[ Save & Close

To add an SNMP Agent, do the following:
1. Check Enable.
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2. Click Add. A window appears:

SNMP Agent

"Wersion; iyl w3

Commmnity M ame: I

HMS IP# Host Name: |

Accezs Tppe: I Mone ;I

Save Cloze

W

Select the Version.

4. Enter a Community Name.

9]

Key in NMS IP/Host Name. Enter the IP address of a computer that will
access the switch via a MIB browser.

&

Select the Access Type and click Save.

7. From a MIB browser, import the MIB file* and then enter the IP address
of the switch.

Note: To download the KN MIB file from our website, go to http://
www.aten.com/global/en/support-and-downloads/downloads/ and key
in the model name to find the corresponding MIB file.
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00BC

In case the KVM over IP switch cannot be accessed with the usual LAN-based
methods, it can be accessed via the switch’s modem port. To enable support for
PPP (modem) operation, click to put a checkmark in the Enable Out of Band
Access checkbox.

Note: See PPP Modem Operation, page 300, for PPP setup and operation.

Device Infarmatian DpelatingModel Natworkl AWMS  O0BC | Securityl Dalaﬂ‘Timel

PPl

r— Dial Back.

™ Eriable Disl Back
% | Enable Fised Number Dial Back € Enable Flexible Dial Back

Phane Mumber: I Use dialback phone number for the Usermams
Password:

i Dial Out
I~ Eriable Disl Out
— 5P Setting r— Dial Out Schedul

Phaone Number: I & Eveny: Never -
Acoaunt Mame: I £ Dailyat 00 : 00
Pazzmord. I PPP online time: |1 oo minute(s]

—Emergency Dial Out——————————————————————————— — Dial Out Mail Configuration
% PPP stays aniline until network recoven SMTP ServerIP Address: I
€ PRR anlin ime: 0 minute(s) SRt |25

l_ ST server requires secure cannection [SSL]

[~ SMTFseveneguires authertication

Account Mame: I
Passord I
Email From: I
Tor I
[l Save &3 Close

When you enable Out of Band Access, the Enable Dial Back, and Enable Dial
Out functions become available, as described in the sections that follow.
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Enable Dial Back
As an added security feature, if this function is enabled, the switch disconnects
the calls that dial in to it, and dials back to one of the entries specified in the

table below:

Item Action

Enable Fixed | If Fixed Number Dial Back is enabled, when there is an incoming call,

Number Dial | the KVM over IP switch hangs up the modem and dials back to the

Back modem whose phone number is specified in the Phone Number field.
Key the phone number of the modem that you want the KVM over IP
switch to dial back to in the Phone Number field.

Enable If Flexible Dial Back is enabled, the modem that the KVM over IP

Ef;'(ble Dial | switch dials back to doesn't have to be fixed. It can dial back to any

modem that is convenient for the user, as follows:

1. Key the password that the users must specify in the Password field.

2. When connecting to the KVM over IP switch’s modem, users spec-
ify the phone number of the modem that they want the KVM over IP
switch to dial back to as their Username, and specify the password
set in the Password field for their password.

Enable Dial Out

For the dial out function, you must establish an account with an Internet
Service Provider, and use a modem to dial up to your ISP account. An
explanation of the Enable Dial Out items is given in the table below:

Item

Action

ISP Settings

Specify the telephone number, account name (username), and
password that you use to connect to your ISP.

Dial Out Schedule |This entry sets up the times you want the KVM over IP switch to dial

out over the ISP connection.
¢ Every provides a listing of fixed times from every hour to every
four hours.
¢ If you select Every two hours (for example), the KVM over IP
switch will start dialing out every two hours beginning at
00:00.
¢ If you don't want the KVM over IP switch to dial out on a fixed
schedule, select Never from the list.
* Daily at will dial out once a day at a specified time. Use the hh:mm
format to specify the time.

* PPP online time specifies how long you want the ISP connection
to last before terminating the session and hanging up the modem.
A setting of zero means it is always on line.
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Item

Action

Emergency Dial
Out

If the KVM over IP switch gets disconnected from the network, or the
network goes down, this function puts the switch on line via the ISP
dial up connection.

¢ |f you choose PPP stays online until network recovery, the PPP
connection to the ISP will last until the network comes back up or
the switch reconnects to it.

* |f you choose PPP online time, the connection to the ISP will
terminate after the amount of time that you specify is up. A setting
of zero means it is always on line.

Dial Out Mail
Configuration

This section provides email notification of problems that occur on
the devices connected to the KVM over IP switch's ports (see SMTP
Settings, page 181).

Note: This email notification differs from the one configured under
SMTP Settings, page 181, in that it uses the ISP mail server rather
than the internal company’s mail server.

¢ Key in the IPv4 address, IPv6 address, or domain name of your
SMTP server in the SMTP Server IP Address field.

+ Key in the email address of the person responsible for the SMTP
server (or some other equally responsible administrator), in the
Email From field.

¢ Key in the email address (addresses) of where you want the
report sent to in the To field. If you are sending the report to more
than one email address, separate the addresses with a comma or
a semicolon.

¢ |f your server requires a secure SSL connection, put a check in
the SMTP server requires secure connection (SSL) checkbox

* If your server requires authentication, put a check in the SMTP
server requires authentication checkbox, then key in the
appropriate account name and password in the fields, below.

When you have finished making your settings on this page, click Save.
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Security

The Security page is divided into 7 main panels, as described in the sections
that follow.

Dewce\nlormalionl Dpelat\ngModel Nelworkl ANMSI O0BC  Security | DatefT\meI

— Login Failur — Security Level
[~ Enable ™ High  Medumbigh & Medium
Alowed: o Timeout 8 hin ¢ Custom: [ Eriablel CHP service
[ Lock Client PE [ Locksccount |7 Enable SHWE sevice
Fil [~ Eniable Telnetsemice
[~ Enable P Filer ) Incde & Evclude [ Enable 551 sessfon
[+ Eniable HTTR session
Add

[+ Enable HTTRS session TLS1011.1.2  «

Mote: you can usa sither HTTP or HTTPS tolngin

b medifiy

e | 1f you disable bath of them, you can uss Client &P to log in
Loginsi — Working Mod
aginString
? ? [ EnablsFIPS
| [+ Enable Multiuser Dperation
[~ Enable MAC Fiter ) Inclide | Erclude [ EnableirtualMediat/ite
[¥ EnableLocalVitual Media
Add [~ DisableAuthentication
ﬂl r— Private Certific:at
Delete
Private Key Browse...
- Enciyption

Browsse,
Keyboard/Mouse Certificate

DES 3DES AES RCA Ranh
[ [ [ [ [ Random Uplzad | Restore default |
Wideo
[TDEs [T 30ES [~ AES [~ RC4 [ Random  Celificate Signing Request
“irtual Wedia " Browse.
[TDES [ aDES [ AES [ RC4 [ Randam el I
CreateC5R || Getosh | Upled || Remevecod |
I Ssave &3 Clos=

Login Failures
For increased security, the Login Failures section allows administrators to set
policies governing what happens when a user fails to log in successfully.

Login F ailure:

Allowed: I 5 Timeout; I 3 it

[ Lok ClientPE [T LockAccount
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To set the Login Failures policy, check the Enable checkbox (the default is for
Login Failures to be enabled). The meanings of the entries are explained in the

table below:

Entry Explanation
Allowed Sets the number of consecutive failed login attempts
that are permitted from a remote computer. The
default is 5 times.
Timeout Sets the amount of time a remote computer must

wait before attempting to login again after it has
exceeded the number of allowed failures. The
default is 3 minutes.

Lock Client PC

If this is enabled, after the allowed number of failures
have been exceeded, the computer attempting to log
in is automatically locked out. No logins from that
computer will be accepted. The default is enabled.
Note: This function relates to the client computer’s

IP. If the IP is changed, the computer will no longer
be locked out.

Lock Account

If this is enabled, after the allowed number of failures
have been exceeded, the user attempting to log in is
automatically locked out. No logins from the
username and password that have failed will be
accepted. The default is enabled.

Note: If Login Failures is not enabled, users can attempt to log in an unlimited
number of times with no restrictions. For security purposes, we
recommend that you enable this function and enable the lockout

policies.
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Filter
— Filter

[™ Enable!P Filker £ Include & Ercluds
Add
fd mdify |
Delete |

Login String;

|

[ Enable MALC Filker 1 nclude f* Euclude

&dd

Fdadify

i

[Melete

¢ [P and MAC Filtering
IP and MAC Filters control access to the KVM over IP switch based on
the IP and/or MAC addresses of the client computers attempting to
connect. A maximum of 100 IP filters and 100 MAC filters are allowed. If

any filters have been configured, they appear in the IP Filter and/or MAC
Filter list boxes.

To enable IP and/or MAC filtering, Click to put a check mark in the /P
Filter Enable and/or MAC Filter Enable checkbox.

¢ Ifthe include button is checked, all the addresses within the filter range
are allowed access; all other addresses are denied access.

¢ If the exclude button is checked, all the addresses within the filter
range are denied access; all other addresses are allowed access.
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¢ Adding Filters
To add an IP filter, do the following:

1. Click Add. A dialog box similar to the one below appears:

IP Filer =]

(o] " IPvE

Fram:

|uuun

To:

|uuun

[ SinglelP

] | Cancel |

2. Specify whether you are filtering an IPv4 or IPv6 address.

3. Key the address you want to filter in the From: field.

+ To filter a single IP address, click to put a check in the Single IP
checkbox.

¢ To filter a continuous range of addresses, key in the end number of
the range in the 7o: field.

Note: This description is for the AP GUI. The Browser GUI differs as
follows:

1. It doesn’t offer an IPv4 or IPv6 choice. It only has From and
To fields for IPv4 filtering.

2. It doesn’t have a checkbox to specify a single IP address. To
filter a single IPv4 address, key the same address in both the
From and To fields.

4. After filling in the address, click OK.

5. Repeat these steps for any additional IP addresses you want to filter.
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To add a MAC filter, do the following:
1. Click Add. A dialog box similar to the one below appears:

Mac Filter |

MALC Addrezs:

k. Canicel

2. Specify the MAC address in the dialog box, then click OK.

3. Repeat these steps for any additional MAC addresses you want to filter.

IP Filter / MAC Filter Conflict
If there is a conflict between an IP filter and a MAC filter — in other words,
if a computer’s address is allowed by one filter but blocked by the other —

then the blocking filter takes precedence (the computer’s access is
blocked).

Modifying Filters

To modify a filter, select it in the IP Filter or MAC Filter list boxes and
click Modify. The Modify dialog box is similar to the Add dialog box.
When it comes up, simply delete the old address(es) and replace it with the
new one(s).

Deleting Filters

To delete a filter, select it in the IP Filter or MAC Filter list box and click
Delete.
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Login String

The Login String entry field lets the super administrator specify a login string
(in addition to the IP address) that users must add to the IP address when they
access the KVM over IP switch with a browser.

For example, if 192.168.0.126 were the IP address, and abcdefg were the login
string, then the user would have to key in:

192.168.0.126/abcdefg

Note: 1. Users must place a forward slash between the IP address and the
string.

2. If no login string is specified here, anyone will be able to access the
KVM over IP switch login page using the IP address alone. This
makes your installation less secure.

The following characters are allowed in the string:
09azAZ~1@S$&*()_-=+[].

The following characters are not allowed:

%A/ 2#N {} ;7 <>[Space]
Compound characters (E C 1 ... etc.)

For security purposes, we recommend that you change this string occasionally.
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Encryption
— Encreption
Kevhoard/Mouze
[T DEs [ 2mES [ AES [ RC4 [ Random
Video
[TDES [ 3DES [ AES [ RC4 [ Random
Wirtual b edia
[ DES [T aEs [ &ES [ RC4 [ Random

These flexible encryption alternatives for keyboard/mouse, video, and virtual
media data let you choose any combination of DES; 3DES; AES; RC4; ora
Random cycle of any or all of them.

Enabling encryption affects system performance — no encryption offers the

best performance; the greater the encryption the greater the adverse effect. If

you enable encryption, the performance considerations are as follows:

+ RC4 offers the least impact on performance; DES is next; then 3DES or
AES

¢ The RC4 + DES combination offers the least impact of any combination
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Security Level
For increased security, you can check or uncheck the boxes to High, Medium-

high,

Medium or Custom security features.
— Security Level
f+ High "~ Medium-high " Medium

™ Custom; [ EnablelCHE service
[ Enable SHMP service
[T Enable Tielnet service
[ Enable S5H session
[ Enable HTTIP session

[ EnableHTTPS session [ TLG 1.2 =l

Mate: pou canuse either HTTR or HT TPS talogin.

|f you dizable both of them, you can uze Client AF to log in.

1. High (Disable all services except: SSHv2, HTTPS(TLS v1.2))

Medium-high (Enables SSHv2, redirect HTTP to HTTPS, HTTPS(TLS

v1.2), ICMP)

2.

3.
1.

4.
*
*
*
*
*

Medium (Enables SSHv2, redirect HTTP to HTTPS, HTTPS(TLS v1.0,

1, 1.2), SNMP Agent, ICMP) (Default)

Custom: Click to check the following security options you wish to apply:

Enable ICMP service
Enable SNMP service
Enable Telnet service
Enable SSH session

Enable HTTP session

Enable HTTPS session (Select between “TLS 1.2”, ”TLS 1.0, 1.1,
1.2”)
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Working Mode
—Wiorking Mode
[~ EnableFIFS

[+ Enable Multiuzer Dperation
[+ Enableirtual Media‘srite
[+ Enable Localvitual Media
[ Dizable Authentication

An explanation of the Mode items is given in the table, below:

Item

Explanation

Enable FIPS

Enables the FIPS security standard.

Enable Multiuser

Enabling Multiuser operation permits up to 32 users to log in at the

Operation same time to share the remote bus. If not enabled, only one user
can log in at a time. The default is Enabled.
Enable Virtual Enabling Virtual Media Write allows redirected virtual media
Media Write devices on a user’s system to send data to a remote server, as well
as being able to have data from the remote server written to them.
Enable Local Enabling Local Virtual Media allows USB storage peripherals (CD/
Virtual Media DVD, HD, flash drives, etc.) connected to the KVM over IP switch
to appear and act as if it were installed on a remote system.
Disable If Disable Authentication is checked, no authentication procedures
Authentication are used to check users attempting to log in. Users gain

Administrator access to the KVM over IP switch simply by entering
combination of username and password.

Note: Enabling this setting creates an extremely dangerous result
as far as security goes, and should only be used under very special
circumstances.
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Private Certificate

When logging in over a secure (SSL) connection, a signed certificate is used to
verify that the user is logging in to the intended site. For enhanced security, the
Private Certificate section allows you to use your own private encryption key
and signed certificate, rather than the default ATEN certificate.

— Private Certificate

Private Key: Browse...
Certificate : Browse. ..
[ pload R estore default

There are two methods for establishing your private certificate: generating a
self-signed certificate; and importing a third-party certificate authority (CA)
signed certificate.

*

Generating a Self-Signed Certificate

If you wish to create your own self-signed certificate, a free utility —
openssl.exe — is available for download over the web. See Self-Signed
Private Certificates, page 272 for details about using OpenSSL to generate
your own private key and SSL certificate.

Obtaining a CA Signed SSL Server Certificate

For the greatest security, we recommend using a third party certificate
authority (CA) signed certificate. To obtain a third party signed certificate,
go to a CA (Certificate Authority) website to apply for an SSL certificate.
After the CA sends you the certificate and private encryption key, save
them to a convenient location on your computer.

Importing the Private Certificate
To import the private certificate, do the following:

1. Click Browse to the right of Private Key; browse to where your private
encryption key file is located; and select it.

2. Click Browse to the right of Certificate; browse to where your
certificate file is located; and select it.

3. Click Upload to complete the procedure.
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Note: 1. Clicking Restore Default returns the device to using the default
ATEN certificate.

2. Both the private encryption key and the signed certificate must be
imported at the same time.

Certificate Signing Request
The Certificate Signing Request (CSR) section provides an automated way of
obtaining and installing a CA signed SSL server certificate.

Certifizate Signing Hequest

Certificate : I Browsze. .. |

CreateCSR | GerCoA Upload | Removersh |

To perform this operation do the following:

1. Click Create CSR. The following dialog box appears:

Certificate Signing Regquest

Country [2 letter code]: ||

State or Province:

Locality:

Unit:

Cornrmar b arme:

|
|
Organization: I
|
|
Email dddress: I

Create | Cloze |
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2. Fill in the form — with entries that are valid for your site — according to the
example information in the following table:

Information Example
Country (2 letter code) | TW
State or Province Taiwan
Locality Taipei

Organization

Your Company, Ltd.

Unit

Techdoc Department

Common Name

mycompany.com

Note: This must be the exact domain name of the site
that you want the certificate to be valid for. If the site’s
domain name is www.mycompany.com, and you only
specify mycompany.com, the certificate will not be valid.

Email Address

administrator@yourcompany.com

3. After filling in the form (all fields are required), click Create.

A self-signed certificate based on the information you just provided is now
stored on the KVM over IP switch.

4. Click Get CSR, and save the certificate file (csr.cer) to a convenient
location on your computer

This is the file that you give to the third party CA to apply for their signed

SSL certificate.

5. After the CA sends you the certificate, save it to a convenient location on
your computer. Click Browse to locate the file; then click Upload to store
it on the KVM over IP switch.

Note: When you upload the file, the KVM over IP switch checks the file
to make sure the specified information still matches. If it does, the
file is accepted; if not, it is rejected.

If you want to remove the certificate (to replace it with a new one because of a
domain name change, for example), simply click Remove CSR.
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Date/Time
The Date/Time dialog page sets the KVM over IP switch time parameters:

Dewcelnlormal\onl DperalingModal Nelworkl ANMS' DDBC' Securty  DateTime |

— TimeZor

— Dat

18 19 20 21 22 23 24
25 26 27 28 29 a0 il

T
’7 15:17:52 Set ‘

— Metwork T
[~ Enable auto adjustment

Preterred time server
[ A0 ntp1.cs.mu.0Z AL =

™| Frefered custom serverIF

[~ Alternate time server
| A0 rtp.cs.mu.0Z AL =

[ Altzmate custom server P
Adiusttime every | 1 days Aaiust Tirme Mo

[ Save €3 Close

Set the parameters according to the information below.

Time Zone

+ To establish the time zone that the KVM over IP switch is located in, drop
down the Time Zone list and choose the city that most closely corresponds
to where it is at.

¢ Ifyour country or region employs Daylight Saving Time (Summer Time),
check the corresponding checkbox.
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Date

*

*

*

*

*

Select the month from the drop down listbox.

Click < or > to move backward or forward by one year increments.
In the calendar, click on the day.

To set the time, use the 24 hour HH:MM:SS format.

Click Set to save your settings.

Network Time
To have the time automatically synchronized to a network time server, do the

following:

1. Check the Enable auto adjustment checkbox.

2. Drop down the time server list to select your preferred time server
Check the Preferred custom server IP checkbox, and key in either the IPv4
address, IPv6 address, or domain name of the time server of your choice.

3. If you want to configure an alternate time server, check the Alternate time
server checkbox, and repeat step 2 for the alternate time server entries.

4. Key in your choice for the number of days between synchronization
procedures.

5. If you want to synchronize immediately, click Adjust Time Now.
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PoN Devices

Configuration Page

When a PoN device is selected in the Sidebar, its Configuration page comes
up. The screenshots used below are for reference purpose only. The
KN1108VA /KNI1116VA’s web GUI icons may differ from the new firmware
version.

Browser GUI

L Mame " [oPMede  PowerOnbely | PowerOffDeky  MacAddress
20 »rm
[ ™= [o1Jport 1 5 1 123456789000
0 702 Kl the Power 5 1 000000000000
O =3 5 50 000000000000
0 =041 il the Power 5 1 000000000000
0 =[0s] 5 1 000000000000
0 " [06] Kl the Power 5 1 000000000000
0 =1o7] 5 1 000000000000
0 = [08] Kl the Power 5 1 000000000000
0 =[o0] 5 1 000000000000
0 [0l Kl the Power 5 1 000000000000
O = 5 1 000000000000
0 =2 kil the Power 5 1 000000000000
O =03l 5 1 000000000000
0 =4 Kl the Pomer 5 1 000000000000
0 =ns] 5 1 000000000000
O = (el Kl the Poner 5 1 000000000000
0 =u7 5 1 000000000000
0 708 Kl the Power 5 1 000000000000
0 =s] 5 1 000000000000
0 =0 il the Pover 5 1 000000000000
@ cose
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AP GUI

El 5 PONDesice

3
[ BladeServer

Configuration |

Name

| 0F Mode

| PowerOnDelay | PowerOif Delay | MacAddiess

B B PNT320

aooaoooonoooooaoonoonn

WakeonLaN
Kilthe Porver
Kilthe Porer
Kilthe Forer
Kilthe Porver
Kilthe Forer
Kilthe Porer
Kilthe Poner
Kilthe Fower
Kilth Porer
Kilthe Poner
Kilthe Fower
Kilthe Porver
Kilthe Forer
Kilthe Porver
Kilthe Poner
Kilthe Forer
Kilthe Porver

[il
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000

Outlet Configuration

[l save @ Coe

The outlet configuration settings that can be made on this page are the same

ones described under Power Management, in the table on page 144.

¢ Click on a setting to drop down the list of choices.

+ To give more than one outlet the same setting at the same time, click to put

a check mark in front of the outlets you want to configure. When you

change the setting for any one of the outlets, each of the selected outlets
will get the new setting.

+ To change the setting for all of the outlets at the same time, click to put a

check mark in front of the PoON’s name. All of the outlets are selected.

When you change the setting for any one of the outlets, all of the outlets
will get the new setting.
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Blade Servers

Configuration Page

For Super Administrators, when a Blade Server is selected in the Sidebar, its
Configuration page comes up:

Browser GUI

s -] & 3 o-
o s orsgor: Y amronce Dot
[ Ar—r—

Acion ServerName._ Server ol SevrtpJServiceport | stas

‘Access Wieb ad ] Mody | Dekete |

© Cose.

ATEN Intemational Co, Lid. Al ights reserved.

AP GUI

Part, fccess User Hanagerent.

= &~ ¥ 0-

Log Haintenance Bounload

[ & KNT108vA " Blade Server Configuration |
B i

Action | ServeiMame | Serverhodel [SewverlP | Service Port__| Stalus

Aocesseb Add Hodfy) Delete

[ Save 3 Close

ATEN IntermationalCo., Ltd Al rights reserved. ¥1.3.123 20221025
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Blade Server Setup

Adding a Blade Server
To configure a new Blade server, do the following:

1. Select its icon in the Sidebar, then click Add in the main panel. The Setup
Blade Server dialog box comes up, with the Step 1 tab displayed:

SetupBla

Stepl | Stemd |

Server Model: &
7] [heltds Kk

Server Name: I

Server|P: I

Service Port: |22

Ul zer Mame: |

Pazsward: I

ScanInterval I‘I mir
Timeout; I &0 —

wieb LIRL: | htps: /4

Login Mame: |

Login Pagzword; I

Mext Cloze

2. Fill in the fields according to the information provided in the table, below:

Field Explanation

Server Model Drop down the list to select the blade server chassis model. If
your model isn’t included in the list of supported servers, contact
your dealer for help.

Include KVM This item is for information purposes and can’t be edited. If the
server supports a KVM function, this box is checked. Otherwise,
it is unchecked.

Server Name For convenience, you can give the server a name.
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Field Explanation

Server IP Key in the server’s IP address (IPv4, IPv6, or domain name)
used to access the server via a serial connection (Telnet or
SSH)

Service Port Key in the port number used for serial access.

User Name Key in the username required for serial access authentication.

Password Key in the password required for serial access authentication.

Scan Interval The interval between times that the KVM over IP switch scans

the server for information.

Timeout The amount of time that the KVM over IP switch waits for a
response from the server before it stops scanning for
information.

Web URL Key in the server’s IP address (IPv4, IPv6, or domain name)

used to access the server via a browser.

Login Name Key in the username required for browser authentication.

Login Password | Key in the password required for browser authentication.

3. When you have finished configuring the fields, click Next to bring up the
dialog box with the Step 2 tab displayed.

4. The Step 2 dialog presents a summary of the blade server’s configuration,
including the number of blades installed. Click Save to add the blades
server to the installation.

Modifying / Deleting a Blade Server

¢ To modify a blade server’s configuration, first select it in the Sidebar, then
click Modify. Make your changes on the Setup Blade Server dialog box.

+ To remove a blade server, first select it in the Sidebar, then click Delete.

Web Access

To access the blade server’s Web page, first select it in the Sidebar, then click
Access Web.
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Chapter 9
Log

The KVM over IP switch logs all the events that take place on it. To view the
contents of the log, click the Log tab. The device’s Log Information page,
similar to the one below, appears:

Browser GUI

PortAccess  User Management

Log Information |

« [OLIPC HOMI port

@ Bladeserver

AnayMode Fiter

Device Management

Time
2022/12/01 15:17:20
2002/12/01 142825
2002/12/01 1428:22
2002/12/01 14:25:20
2002/12/01 14:25:20
2022/12/01 14:18:30
2022/12/01 14:18:30
2022/12/01 14:18:30
2022/12/01 14:18:30
2022/12/01 14:18:27
2022/12/01 12:09:30
2022/12/01 12:08:24
2022/12/01 11:33:58
2022/12/01 11:32:40

2022/12(01 11:32:22
2022/12(01 11:24:44
2022/12/01 11:18:35
2022/12/01 10:42:50
2022/12/01 10:35:10
2022/12/01 10:3%:10
2022/12/01 10:38:58
2022/12/01 10:38:58
2022/12/01 10:38:58

2002/12/01 102458

Maintenance.

adminstrator
System
adminstrator

System
adminstrator
adminsrator

adminstrator

Doviioad

Log Information
DH: User adminitrator madiied securly seing.
0P: User administrato from 10.3.66.66 (04-C6-91-57-£6-09) atternpting tologi via browser
DH: Lser adminitrator modfied securly sating.
5Y5: The session of ser adminarator s cosed dus brwser service I changed.
DH: User adminitrator modfied securly sating.
0 User adrministrator logged In.
0P: User adminitrato (IP=10.3.66.66) attemping to ogin.
SYS: Access via windows client 1P=10.3.66.65.
5Y5: Connectad 9 10.3.66.66 (04-C6-01-57-£6-D0).
0P: Usar adminitrator from 10.3.66.66 (04-C6-01-57-£6-00) ttempting tologin via browser:
o s = 3 5

o @

0. Online time
P: Session of us it 3.65.113 702 55)
DM: User adminitrator modfied ANMS setting.

SY5: End session for user administrator

o 1

M: User adminitrator modiied ODBC setting.

Online time

P User adminisisator (IP=10.3.66,113) lopged out. Orline ime : 0D DDH-03M:525,
0P: User administrator gain ull acces privilege, and swich to (03] PC HOMI port
0P: User administrator gain ull acces privilege, and swich to [01] PC HOMI port.

0.3.66.113) attemiting to logn.
5Y5: Access via windows clert 1P
Connected 10 10.3.66.113 (/C-C2-Co-43-70-58),

0P: Session o user adminitrato (10.3.66.66 94-C6-01-57-EB-D9) has expire,

(08 User adiminstator rom 10.3.66.66 (94-C6:91-57-E8-D9) atempting {0 login va browses
0 ser administrator (1P-10.2.66.113) lopged ou. Online fime : 0D DOH-01M:265,

o
o

P: User adminitrator ain ull access privilege, and swich to [02]
P: User administrator gain ull accessprivilege, and swich to [02] .

Pase W Cearlog [ Dootiog Y fier

ATEN Interational Co, Lid. Al ights reserved.
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AP GUI

@
M [}
Part fccess User Managenent.  bevice Nanagenent,

el [01]PCHDMI port
(03] Target PC

| bl (05

il [06]

| i (07]

8]

| @ [09]COM1
@ [10]COM2
| [ BladeServer

Scan  EH ArapMode g Fiter

B 0-

2022/12/01 142325

3 pstem

| Loglrfomnation

ity
OP: Liser administralor from 10.3 66,66 (34

D3] attempiing tologin via browse.

2021201142822 Least  admisiator  DM; User admiristeator modfisd security sedting
0221201142529 Least  System 5YS: Thesessional user administialor
2021201142523 Least  admishiator  DM; User admiristeator modisd security sedting
2022120114183 Least  admiistialor  OP:Liser administiator loggedin.
2022120114183 Least  System OP:ser administiator (P<10.3.66.66] atemptingta login.
2022120114183 Least  System SS: Access viawindows cliontIP=10.3.66.65.
0021201141838 Least  System $7S: Cannectedio 10.3.66.68(34-CE-91-57£6-09)
2021201141827 Least  System OP: Liser administrator fiom 10.3 68 66 (34-C6-31-57-E B-D9) atierpting tologin via browse:.
0021201120830 Least  System OF: Sessian of user admiristuator [10.3.66.68 94-06-91-57.EB-D3) has expired
2022/12/01120824  Least  administialor  OP: User administrator (IP<10.3 56 661logged ovt. Orine time: 0D 02H:34M:435,
0021201113858 Least  System OF: Sessian of user admirisuator [10.3.66.113 7C-C2-06-43-70-58) has expired.
2022/12/0111:3240  Least  adminstialor  DM: Uiser admiristiator modfied ANMS selting
2022/12/0111:3228  Least admiristrator SYS: End session foruser administiator.
2022/12/0111:3226  Least  admiistralor  OP:User administrator (IP<10.3.56.113)logged out. Onlinetime - 0D 01H:13M:585
2022/12/0111:3232  Least  admistialor  DM: Uiser admiristiator modfisd D0BC seting
2022/12M0111:2444  Least  admishialor  User administiator modiied ANMS setling.
2022201111835  Least  admistialor  DM: Liser admiristiator modfisd ANMS setting
2022/12/01 104250 Least  admiristralor  OP:User administrator (IP=10.3.66.113)logged out. Onlinetime : 0D D0H-03M:525
2022/12/0110:3810  Least  admistialor  OP: Liser administrator gain full access priviege, and ewich o [01]FC HDMI port
2022/12/0110:3310  Least  admiistralor  OP: User administrator gain full access priviiege, and switch to [011PC HOMI port
2022201103858 Lesst  admiistislor  OP:Liser administiator loggedin.
2022/1200110:3858  Least  System OP: Lser administrator (P<10.3.66.113) attempling to login
2022201103858 Least  System 55: Access viawindows clisntP=10. 366,113
2022/1200110:3858  Least  System 5Y5: Connectedto 10.3.66.113 (7C-C2-C6-43-70-581
2022201103737 Least  System OP: Session of user admiristrator 10.3.56.66 34-C6-51-57-EB-D3) has evpired
2022/12M0110:3605  Least  System OP: Liser adrinistiator fiom 10.3 68,66 (34-C6-31-57-E B-D9) atiempting tologin via browser.
2022201102503 Lesst  admistiator  OP:Liser administrator (IP=10.3.66.113) logged out. Online time : 0D D0H:01M: 265
2022/12/0110:2458  Least  admiistiator  OP:Liser adminitrator gain full access priviege. and swich o 02]
2021201102458  Lesst  admistialor  OP:Liser administiator gain full access priviege. and swichto[02]
2022712M0110:2437  Least  admiisiator  OP:Liser administiator loogedin.
202212/0110.2437  Least ystem O: User achministrator =103 56,117 altemping o login
202271201102837  Least  System SY5: Access viawindows clientIP<10.3.66.113,
2021201102437 Least  System 5YS: Connecledto 10.3.66.113 [7C-C2.C6-43-7D-56]

@ Pause @ Clearlog |l Esportlog ¢ Fiter

ATEN Intemational Co., Lid Al ights reserved. ¥1.3.123.20221025
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Chapter 9. Log

Log Information

The Log Information page displays events that take place on the KVM over IP
switch, and provides a breakdown of the time, the severity, the user, and a
description of each one. You can change the sort order of the display by
clicking on the column headings.

The log file tracks a maximum of 512 events. When the limit is reached, the
oldest events get discarded as new events come in. The purpose of the buttons
at the bottom of the page are described in the following table:

Button Explanation

Pause Clicking Pause stops the display of new events. When
the display is paused the button changes to Resume.
Click Resume to start displaying events again.

Clear Log Clicking Clear Log clears the log file.

Export Log Clicking Export Log lets you save the contents of the log
to a file on your computer.

Filter Clicking Filter allows you to search for particular events
by date or by specific words or strings, as described in
the next section.

Filter

Filter lets you narrow the log event display to ones that occurred at specific
times; ones containing specific words or strings; or ones involving specific
users. When you access this function, the log filter dialog box appears at the
bottom of the page:

Display Optiok:

Time: [ Start Date/Time: [~ EndDate/Time... I [~ TodayDriy

Informatian: | [ User: I [ Device Time
[v! Prioity: [ Least [ Less [ Most & Apply B Reset
@ Pause T Clearlog kil ExportLlog d*
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A description of the filter items is given in the table, below:

Item Description

Time This feature lets you filter for events that occurred at specific times,

as follows:

the switch.

lower right of the calendar panel.

lower right of the calendar panel.

Today Only: Only the events for the current day are displayed.
Device Time: Shows the events according to the time configure on

Start Date/Time: Filters for events from a specific date and time to
the present. Put a check in the checkbox to bring up a calendar. Set
the date and time that you want the filtering to start from. All events
from the Start date/time to the present are displayed.

For the Web Browser interface, after checking Start Date/Time, you
have to click inside the text box in order to bring up the calendar.
When you have made your calendar choices, click the A icon at the

End Date/Time: Filters for events from a specific date and time to a
specific date and time. First select the Start Date/Time (described
above); check End Date/Time to set the ending date and time.

For the Web Browser interface, after checking End Date/Time, you
have to click inside the text box in order to bring up the calendar.
When you have made your calendar choices, click the A icon at the

Information Filters for a particular word or string. Key the word or string into the

hard; h*ds or h*ks would return hands and hooks.

Information text box. Only events containing that word or string are
displayed. Wildcards (? for single characters; * for multiple
characters) and the keyword or are supported. E.g., h*ds would
return hands and hoods; h?nd would return hand and hind, but not

User Filters for specific users. First put a check in the User checkbox;

containing that Username are displayed.

then key in the user's Username; then click Apply. Only events

Note: If the User checkbox is not checked here in the Filter panel,
the entire User column does not appear in the main panel.

Severity Filters based on the severity rating of the event. Least events

red.

the display.

appear in black; Less events appear in blue; Most events appear in

First put a check in the Severity checkbox; then check the severity
options you want to filter for (you can check more than one item).
Only events that match the severity ratings you specified appear in

Note: If the Severity checkbox is not checked here in the Filter
panel, the entire Severity column does not appear in the main panel.

Apply Click to apply the filter choices.

Reset Click this button to clear the entries in the dialog box and start with a
clean slate.

Exit Click this button to exit the log filter function.
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Log Notification Settings

The Notification Settings page lets you decide which events trigger a
notification, and how the notification are sent out:

LogInformation  Motification 5 ettings |

Event |SHMP | SMTP | Swslog
ElAuthentication events ;‘

Login ® * B3 1

Login fail 3 X X

User locked ke * X

IP address locked * X ®

Logout ® S L]

End Session kS * ¥

BrowserYiewer started ke X ¥

BrawserWiewer ended X X >
EIKVM Viewer events

Viewer switch port X S 7]

Remate Virtual Media started ke * “

Remote Yirtual bedia stopped * * >

LocalVitual Media started * * e

Localirttual Media stopped ® S L]

Remate Card Reader started * X ~

Remate Card Reader stopped B * v

Local Card Reader started * * ®

Local Card Reader stopped ® * B3
EIPDU events

PDU Qutlet On ke * x

POU Outlet Off Ed * *

PDU Dutlet Cycle ® i3 B3
ElModerm events

Modem dial in succesded * * X

Modem dial in failed ks * X

Maodem dial out succeeded * * ®

Modern dial out failed X x *

Modem dial back succesded * X X

Modem dial back failed ke * X
ElDevice events

Modify Port Configuration ® * B3 LI

[ Save

Notifications can be sent via SNMP trap, SMTP email, written to the SysLog
file, or any combination of the three. A check mark ( \ ) indicates that
notification of the event is enabled for the method specified in the column
heading; an X indicates that notification is not enabled.

Note: In any of the columns, you can use Shift-Click or Ctrl-Click to select a
group of events. Clicking to enable/disable any one of them causes all
of them to change in unison.
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Chapter 10
Maintenance

Overview

The Maintenance function is used to upgrade firmware; backup and restore
configuration and account information; ping network devices; and restore
default values.

Browser GUI

Firmware Fle
8 Check Main Frmuare Verslon

Flename: Choos Fils | No il chosen

Upload Progress:

@ cose
ATEN Intemational Co, L1d. Al ights reserved.
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AP GUI

KN1108VA(10.3.66.70)
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Chapter 10. Maintenance

Main Firmware Upgrade

In addition to upgrading the KVM over IP switch’s main firmware, this
function can also be used to upgrade any PoN units and Blade Servers deployed
on the installation. As new versions of the firmware become available, they can
be downloaded from our website. Check the website regularly to find the latest
information and packages.

To upgrade the main firmware, do the following:

1. Download the new firmware file (switch, PoN or blade server module), to
your computer.

2. Login to the KVM over IP switch; and click the Maintenance tab. The
Maintenance tab opens to the Upgrade Main Firmware page:

Uparade Main Firmyare | UpgladeAdaptalsl Backup/‘ﬁestnral TElm\nall SystemDpelatiﬂnI

Firrnare: Fil
[ Check Main Firmwars Version

Filenarne: I Browse...

Upload Progress: I

Uparade Firmuware:

3. Click Browse; navigate to the directory that the new firmware file is in
and select the file.
4. Click Upgrade Firmware to start the upgrade procedure.

¢ If you enabled Check Main Firmware Version the current firmware
level is compared with that of the upgrade file. If the current version is
equal to or higher than the upgrade version, a popup message appears,
to inform you of the situation and stops the upgrade procedure.

¢ Ifyou didn't enable Check Main Firmware Version, the upgrade file is
installed without checking what its level is.

* As the upgrade proceeds, progress information will be shown in a
popup window.
¢ Once the upgrade completes successfully, the switch resets itself.

5. Login again, and check the firmware version to be sure it is the new one.

Note: To recover from a “failed upgrade” situation, see Firmware Upgrade
Recovery, page 220.
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Firmware Upgrade Recovery

Should the switch’s main firmware upgrade procedure fail, and the switch
becomes unusable, the following firmware upgrade recovery procedure will
resolve the problem:

1. Power off the switch.
2. Press and hold the reset button in (see reset button, page 12).
3. While holding the reset button in, power the switch back on.

This causes the switch to use the original factory installed main firmware
version. Once the switch is operational, you can try upgrading the main
firmware again by logging on to the KVM over IP switch via web browser (see
Main Firmware Upgrade, page 219).
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Upgrade Adapters

The Upgrade Adapters page allows you to view and update KVM adapter
firmware and display information. This section refers to the KVM adapters that
provide the EDID display information to the connected server, which allow its
video to be displayed on the local console monitor.

Browser GUI

£ KL106VA

e Adapter W Verson  Status
| KNL108VA

Adapter Frmwre Ifo || Disly Informtion Update Adapter Disly nfo |

ATEN IntemationalCo, Ltd. Al ights reserved,
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'y L
= s = B O-
Port Access User Hanasenent. bevice Hanassment t L
K108 u u |
Opt

’V [ iCheck Adapter Firmuare Versiort ‘

Name | Adapter | FhnVersion | Status I

Upgrade Adapters Adapter Fimwere Infa Di u Displayinfo_ |

@ Close

ATEN Intemational Co., Lid Al rights reserved 11.3.123.20221025

The Upgrade Adapters button is used to upgrade the firmware of the KVM
Adapters.

To perform the upgrades, do the following:
1. Click the Maintenance tab; select the Upgrade Adapters menu item.

2. Click Adapter Firmware Info to bring up a list of the adapter firmware
versions that are stored in the main firmware. If you upgraded the main
firmware, it may contain newer versions of the adapter firmware than the
versions currently on the adapters.

3. Compare the adapter firmware versions stored in the main firmware with
the versions listed in the F/W Version column of the main panel. If the
versions stored in the firmware are newer than the ones on the adapters,
you will probably want to perform the adapter upgrade.

4. 1In the Name column of the main panel, check the ports whose Adapters
you want to upgrade.

5. Click Upgrade Adapters to start the upgrade procedure.
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+ [Ifyouenabled Check Adapter Firmware Version, the current firmware
level(s) are compared with that of the upgrade versions. If the current
version is equal to, or higher than the upgrade version, a message
appears in the adapters Progress column informing you that no
upgrade is available and stops the upgrade procedure.

¢ Ifyou didn't enable Check Adapter Firmware Version, the upgrade
files are installed without checking what their level is.

¢ When the procedure completes the new adapter firmware version
displays.

Note: 1. The switch may work with older adapter firmware versions, but for
optimum compatibility we recommend upgrading your Adapter
Cable firmware to that stored with the switch’s main firmware.

2. You can perform the upgrade procedure anytime you add an Adapter
to the installation to make sure it is working with the latest firmware
version.

3. To recover from a “failed upgrade” situation, see Adapter Firmware
Upgrade Recovery, page 229.

Adapter Firmware Info

The Adapter Firmware Info button provides a list of the Adapter Cable
firmware stored on the switch’s main firmware. You can use this information
to compare it to the F/W Version listed for the connected Adapter Cables. For
optimum compatibility we recommend upgrading your Adapter Cable’s
firmware to match that stored with the switch's main firmware.
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Browser GUI

Adapter Firmware

KA9120 V2.6 251
KAT120 V2.6 251
KA9130 V2 4 231
KAT130 V2.4 231
KAT140V1.1.105
KA9170 V3 4 332
KAT170 V3.4 332
KA9171 V3. 4332
KA7175V1.3.128
KAT176 V1.3.128
KAT177 V1.4136
KAT171V2.0192
KAT166 V1.7.162
KAT168 V1.7.162
KAT169 V1.7 162
KA7178 V1.0.072
KAT7188 V1.0.098
KA7189 V1.0.098
KAT7183 V1.0.098
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¥ v
Device Management. [ownload e

KAG1202.6.251
UpgradeMain Fimware  Upgr System Operation |

EAT120Y2E.251

Optiong
[+ Check Adapter Firm [l 2 ‘

RAT130v24.231

Name | FAwVersion | Status ]
— KAT140%1.1.105

FATTTOY 4,332

KAT1FOV3.4.332

RAS71Y34.332

FATITEY13.128

KATIFEV1.3.128

FATITTY1.4.136

EATIFIV20.152

RAFIEEY1 7162

KATIBEV1.7.162

KAT1EIV1.7.162

FATITEV10.072

KA7188Y1.0.088

Ra7183%1.0.038

KA7183%1.0.098
Upgrade Adapters Display Information Update Adapter Display Info |

€3 Closz

ATERTRtemational Co.. Ltd. Allmghis reserved 1.3.123. 20221025
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Display Information

The Display Information button will query and show the locally connected
monitor’s EDID information, as shown here:

Browser GUI

Message

ID Manufacture Name : AUS

ID Product Code : 24C1

ID Serial Number : JILMQS094574
Monitor Name : VA249

Monitor Serial Number: NFA

Preferred Resolution : 1920x1080@60

AP GUI

|0 b anufacture Marme : A5

ID Product Code: 2401

ID Serial Murnber : JALMOS034574
Fonitor Mame : Wé&:249

Fonitor Senal Murnber: M2

Prefered R esalution : 1320=1 08060
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Update Adapter Display Info

The Update Adapter Display Info button will query the local monitor’s EDID
information and update it on the Adapter Cable. The EDID information tells
the server's video card about the hardware of the display it is connected to; in
this case the monitor connected to the KVM console.

Browser GUI

Update Adapter Display Information

ID Manufacture Name - AUS

ID Product Code : 24C1

|D Serial Number : JOLMQS094574
Monitor Name : VA249

Monitor Serial Number: NFA

Preferred Resolution : 1920x1080@60

Select Preferred
| 1024x768@60

AP GUI

Ipdate Adapter Dizplay [nformation

|0 b arusfacture Mame: ALS

ID Product Code : 2401

|0 Serial Mumber : JALMOS509457 4

bk onitar Mame : VA249

konitor Serial Mumber: Mah

Preferred Fezolution: 1920:1 02060

Select Preferred R esalution:

Cancel |
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Use the Display Information button to obtain the local monitor’s Preferred
Resolution (optional), and apply it with the Select Preferred Resolution drop
down menu, then click Write. If the local console is not connected to a
monitor, the default EDID setting is loaded on the adapter cable.

228



Chapter 10. Maintenance

Adapter Firmware Upgrade Recovery

Should the adapter firmware upgrade procedure fail for one of the KVM
Adapters and the adapter becomes unusable, the following adapter firmware
upgrade recovery procedure will resolve the problem:

1. Unplug the Adapter from the server it is connected to.

2. Slide its firmware upgrade recovery switch (located next to the Cat Se
connector) to the RECOVER position.

3. Plug the Adapter back into the server.
4. Repeat the Adapter upgrade procedure.

After the Adapter has been successfully upgraded, unplug the Adapter from the
server it is connected to; slide the firmware upgrade recovery switch back to
the NORMAL position; and plug the Adapter back in.
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Backup/Restore

Selecting the Backup / Restore menu item gives you the ability to back up the
switch’s configuration and user profile information:

— Backup

Password:

Backup |

— Restare

Filerame: I Choose. . |

Upload progress: I

Pazsword: I
 UserAccount " UserSelect

Optiohs
[ Device Information [+ Hetwork
| N [+ Security
[ DOEE [+ Diate/Tirme
[+ Operating kode [ tecount

Festore |

Backup

To backup the device’s settings do the following:

1. In the Password field, key in a password for the file.

Note: 1. Setting a password is optional. If you do not set one, the file can
be restored without specifying a password.

2. Ifyou do set a password, make a note of it, since you will need it
to be able to restore the file.

2. Click Backup.

3. When the browser asks what you want to do with the file, select Save to
disk; then save it in a convenient location.
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Restore
To restore a previous backup, do the following:

1. Click Browse; navigate to the file and select it.

Note: If you renamed the file, you can leave the new name. There is no
need to return it to its original name.

2. Ifyou set a password when you created the file, key it in the Password
field.

3. Select as many of the options that are presented as you wish to restore.

4. Click Restore.

After the file is restored, a message appears to inform you that the
procedure succeeded.
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Terminal

Terminal is also available for access to more advanced instructions through a
terminal-like interface.

ftHLEP
'HLEP’ is not recognized as an internal command.
jHELP CLS

LDAP debugging is disabled.
Blade debugging is disabled.
LDAP attribute: iKUM33-userProfile.

Available commands include:
+ BLADEDEBUG => Debug blade server.
¢ CLS => Clears the screen.
¢+ ENABLERC4 => Enable RC4 cipher.
+ ENABLESSLV2 => Enables SSLv2 protocol.
¢+ ENABLESSLV3 => Enables SSLv3 protocol.
+ ENABLETLSV1.0 => Enables/disables TLSv1.0 protocol.
¢ ENABLETLSVI1.1 => Enables/disables TLSv1.1 protocol.
¢ GET => Gets current configuration.
¢ HELP => Provides Help information for commands.
¢+ LDAPDEBUG => Debugs ldap communication.
* NETINFO => Displays network statistics information.
¢ PING => Displays ping host information.
¢+ SETLDAPMEMBER => Sets new value for Idap member.
¢+ SETLDAPMEMBEROF => Sets new value for ldap memberof.
¢ SETPROMPT => Sets prompt string.
¢ SETSSLCIPHER => Sets SSL cipher strength.
+ SOCKINFO => Displays socket connection information.
+ TRACERT => Displays trace route information.
¢ SETSSH => Enables/disables SSH service.
¢ SETTELNET => Enables/disables TELNET service.

232



Chapter 10. Maintenance

Restore Values

The Restore Values page lets you restore certain configuration changes that
were made to the KVM over IP switch back to their original factory default
values.

— Syztem Operation

Clear Port M ames |

R ezet Default Y alues I

[ Rezetonesit Apply |

The functions performed on this page are as follows:

Clear Port Names:
Clicking this button removes names that have been assigned to the ports

Restore Default Values:

Clicking this button undoes all Customization page changes that have been
made to the KVM over IP switch (except for the Port Names), as well as the
Network Transfer Rate (on the Network page), and returns the parameters to
the original factory default settings.

Reset on exit:

Place a check here and click Apply to have the KVM over IP switch reset itself
and implement all the new settings when you log out. (Following the reset, wait
approximately 30 to 60 seconds before logging back in.)

If you change the switch’s IP Address (see Network, page 176), the checkbox
is automatically checked and the KVM switch will reset when you log out. If
you clear the check mark before logging out, the changed IP settings will be
ignored and the original IP address settings will remain in effect.

Note: Even though the changed IP settings are ignored, they still remain in the
network settings fields. Which means that the next time you open this
page the Reset on exit checkbox will automatically be enabled, and
when the switch resets, the new IP settings that you thought you
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discarded will become the ones used by the switch. To avoid this
problem, you should go back to the network settings page and be sure
that the IP settings that appear in the fields are the ones you want to use.
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Chapter 11
Download

Download is used to download stand-alone AP versions of the Windows
Client, the Java Client, and the Log Server:

L
‘ L] a = B &
Port Access User Hanasenent. bevice Hanasment, Los Haintenance
lient 4P
= Connections | History | Favoites | Sessions | Access | Por Coniguration | TR
gl (01]PCHDMI port
DowrloadLogServer AP
12 T e aurload LogS erver.
el (031 TatgetPC PCHDMI port
el 04] Otfine
o (051 03 Terget FC KN110814 Offine.
o [05] 0 KNTI08/A Offine
o 07) i3 KN1108v4 Offne
I o8] i3 KHT108U4 Offline.
@ [0ACOMT 07 KNT108UA, Ofine
@ [10]COM2 i} KN1108U4 Offne.
B Bladeserver 0 oM KNT108UA Oriine
10 oM KH1108UA, Oniine
4P  Dauble click or press Enter &3 Connest
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ATEN IntemationalCo., Ltd Alrights reserved

13123 20221025

Click the program you want to download; save it to a convenient location on
your hard disk, and run it from there.

235



KN1108VA / KN1116VA User Manual

This Page Intentionally Left Blank

236



Chapter 12
Port Operation

Overview

After you have successfully logged in (see Logging In, page 41), the KVM
over [P switch opens to the Port Access tab’s Connections page, with the first
KVM over IP switch selected in the sidebar:

[] _\ 5
a = B F 3 o-
User Managenent Devtce Mansgenent Loa Watntensnce Dountoad
B Carmions | Hitor | Fovaits | Sessions | Aosess | Part Confgustn
gl [01]4K Mini PC HDMI por
| Port Number [ PortName [Device Name [ Status
& [0 TargetPC 3K, Mii PCHDMI o
4] 02 KNT1084A Offine
el 0 Tagel FC KNTI08vA Offine
= 1os) 0 KNTI08VA Offine
[ 05 KNT108A Offine
) 0% KNTI08vA Ofine
@ 3ok o7 KNT108vA Offine
= [101CoM2 I KNTI08vA Ofine
Bl BladeServer 03 comt KNT108vA Onine
10 com2 KNTI08VA Onine
&) Double click orpress Enter &) Connect
Sean  HH AnapMede N Fiter
ATEN Intemational Co. Ltd Allights reserved ¥1.312320221025

Note: 1. The WinClient and Java Client AP programs have a hidden Control
Panel at the upper center of the screen that becomes visible when you
mouse over it. The Browser version’s Control Panel only appears
after you switch to a port. The Control Panel is discussed on page 62.

2. See KVM Devices and Ports — Connections Page, page 114 for details
about the Port Access Connections page.
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Connecting to a Port

All the devices, ports, and outlets that a user is permitted to access are listed in
the Sidebar at the left of the page.

~Port Number Port Name

& ArayMode  y Fter

ATEN International Co, L. Al ighs resarved

When connecting to a port, you can choose the Viewer automatically or
manually.

Automatic selection: Double click the port (on the sidebar) or click Connect

after selecting a port.

¢ The system automatic selects the preferred viewer from the Viewer option
in the User Preferences page. Refer to Viewer Preference on page 55 for
more information.

Manual selection: Click the drop-down menu on the right of the Connect
button and select the preferred viewer.

Connect hd |J
Web Client

Win Client
Java Client

238



Chapter 12. Port Operation

Once connected, its screen displays on your monitor, and your keyboard and
mouse input affects the remote server:

[&] KNT116VAI0.3.66.118)/102] -
ralD Qo= ra|0aB 0| «®aaa
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The Port Toolbar

The KVM over IP switch’s interface provides a toolbar to help you with port
switching operations from within the captured port. To bring up the toolbar, tap
the GUI Hotkey (Scroll Lock or Ctrl), twice. The toolbar appears at the upper
left corner of the screen:

uGnmREXIE 03] 7175 17.40

Depending on the settings that were selected for ID Display (see page 54), the
Port Number and/or the Port Name display at the right of the toolbar. The
meanings of the toolbar icons are given in a table on page 241.

When the toolbar displays mouse and keyboard input has no effect on the
server connected to the port. To carry out operations on the server, close the
toolbar by clicking its X icon.

To return to the Port Access Connections page, either click the appropriate icon
(see The Toolbar Icons, page 241), or tap the GUI hotkey again.

Note: 1. You can adjust the toolbar transparency (see Video Settings, page 67).

2. The toolbar functions and icons are also incorporated in the Control
Panel. If you choose to enable them in the Control Panel (see
Customize Control Panel Configuration, page 95), you can disable
the Toolbar (see , page 130 for details). To recall the Port Access
Connections page when there is no Toolbar, simply tap the GUI
hotkey twice.
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The Toolbar Icons

The meanings of the toolbar icons are explained in the table below.

Purpose

Click to skip to the first accessible port on the entire installation,
without having to recall the Port Access page.

Click to skip to the first accessible port previous to the current
one, without having to recall the Port Access page.

Click to begin Auto Scan Mode. The KVM over IP switch
automatically switches among the ports that were selected for
Auto Scanning with the Filter function (see Filter, page 109).
This allows you to monitor their activity without having to switch
among them manually.

Click to skip from the current port to the next accessible one,
without having to recall the Port Access page.

F ¥F OO 2 E

Click to skip from the current port to the last accessible port on
the entire installation, without having to recall the Port Access

page.

Click to recall the Port Access page.

The Broadcast icon appears when Keyboard/Mouse Broadcast
is enabled (see Operating Mode, page 174). Click this icon to
start broadcasting your keystrokes and mouse movements on
all the attached servers that currently appear in the Sidebar.
You can limit the servers that you broadcast to by using the
filter feature at the bottom of the sidebar (see Filter, page 109).
When broadcasting the Broadcast icon appears with an X over
it. To stop broadcasting, click the Broadcast icon a second time.

Click to close the toolbar.

Click to invoke Panel Array Mode (see Panel Array Mode,
page 245).

Lets you specify how long the Cat 5e/6 cable between the port
and the KVM adapter is. Click the icon to select one of three
cable length settings:

Short: for up to 25 m.
Medium: for between 20 and 35 m.
Long: for above 35 m.
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Toolbar Hotkey Port Switching

When the toolbar displays, you can use hotkeys to provide KVM focus to a port
directly from the keyboard. The KVM over IP switch provides the following
hotkey features:

* Going directly to a port by keying in its port number and clicking Enter.
¢ Auto Scanning

¢ Skip Mode Switching

The hotkeys are: A and P for Auto Scanning; and the Arrow Keys for Skip
Mode.

Note: 1. In order for hotkey operations to take place, the toolbar must be
visible (see The Port Toolbar, page 240).

2. To use the keys designated as hotkeys (i.e. A, P, etc.) for normal, non-
hotkey purposes, you must first close the toolbar.

3. For issues affecting multiple user operation in Auto Scan Mode, see
Multiuser Operation, page 247.

Auto Scanning

The Scan function automatically switches among all the ports that are
accessible to the currently logged on user at regular intervals, so that the user
can monitor their activity automatically. Users can also limit the number of
ports scanned with the Filter function of the Sidebar. See KVM Devices and
Ports — Connections Page, page 114, and Filter, page 109, for further details.

¢ Setting the Scan Interval:
The amount of time Auto Scan dwells on each port is set with the Scan
Duration setting (see Scan Duration, page 54).

¢ Invoking Auto Scan
To start Auto Scanning, with the toolbar showing, tap the A key. The Auto
Scan function cycles through the ports in order — starting from the first
port on the installation. An IEl appears in front of the Port ID Display to
indicate that the port is being accessed under Auto Scan Mode.
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+ Pausing Auto Scan

While you are in Auto Scan Mode, you can pause the scanning in order to
keep the focus on a particular server by pressing P. During the time that
Auto Scanning is paused, the S in front of the Port ID blinks On and Off.

Pausing when you want to keep the focus on a particular server can be
more convenient than exiting Auto Scan Mode because when you Resume
scanning, you start from where you left off. If, on the other hand, you were
to exit and then restart Auto Scan Mode, the scanning would start over
from the very first server on the installation.

To Resume Auto Scanning after a pause, press any key except [Esc] or the
[Spacebar]. Scanning continues from where it left off.

+ Exiting Auto Scan

While Auto Scan Mode is in effect, ordinary keyboard functions are
suspended. You must exit Auto Scan Mode in order to regain normal
control of the keyboard. To exit Auto Scan Mode press [Esc] or the
[Spacebar]. Auto Scanning stops when you exit Auto Scan Mode.

Skip Mode

Skip Mode allows you to switch ports in order to monitor the servers manually.
You can dwell on a particular port for as long or as little as you like - as
opposed to Auto Scanning, which automatically switches after a fixed interval.
The Skip Mode hotkeys are the four Arrow keys. Their operation is explained
in the table below:

Arrow Action
«— Skips from the current port to the first accessible port previous to it.
- Skips from the current port to the first accessible port that comes after it.
0 Skips from the current port to the very first accessible port on the
installation.
1 Skips from the current port to the very last accessible port on the
installation.
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Recalling the Port Access Page

To dismiss the toolbar and bring back the Port Access page, do one of the
following:

+ Tap the GUI Hotkey once.

¢ From the toolbar, click the icon that recalls the Port Access page (see The
Toolbar Icons, page 241).

The toolbar closes, and the Port Access Page appears.

GUI Hotkey Summary Table

The following table presents a summary of the GUI Hotkey actions after you
have accessed a port. See , page 130 to set the GUI Hotkey.

To... Do This...

Open the Toolbar Click the GUI Hotkey twice

Open the Port | The Toolbar is open Click the GUI Hotkey once

Access Page

The Toolbar is not open | Click the GUI Hotkey three times
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Panel Array Mode

Clicking the toolbar’s Panel icon invokes Panel Array Mode. Under this mode,
the screen divides into a grid of up to 64 panels:

B ava Client 1.1.104

TP =52 X

+ Each panel represents one of the switch’s ports beginning with Port 1 at
the upper left, and going from left to right; top to bottom.

¢ The number of panels in the array can be selected by clicking the Show
More Ports, and Show Fewer Ports symbols on the panel array toolbar
(see the following page for an explanation of the panel array toolbar).

* When the Array is first invoked, it scans through each of the ports that
were selected for Auto Scanning with the Filter function (see Filter,
page 109). As it scans, the border of the panel that has the focus becomes
highlighted.

¢ Only ports that are accessible to the user are displayed. For ports that are
not accessible, the panel is blank.

+ [If the server connected to a port is on line, its screen displays in its panel,
otherwise the panel is blank.

* Mousing over a panel displays information about the port (port name,
online status, port access status, and resolution).
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You can access a server connected to a port by moving the mouse pointer over
its panel and clicking. You switch to the server exactly as if you had selected
it from the Port Access page.Panel Array Toolbar

The panel array toolbar provides shortcut navigation and control of the panel
array. The toolbar can be dragged anywhere on the screen. Mousing over an
icon brings up a “tooltip” that provides a short description of the icon’s
function. The icon functions are described in the table below:

Click and drag to move the toolbar.

+ Note: This icon is only available with the Windows Clients. To move the
Java Client toolbars, click on any empty space and drag.

Pause panel scanning, leaving the focus on the panel that currently has it.

Move back four panels.

Move to the previous panel.

Move to the next panel.

Move ahead four panels.

Show More Ports: Increase the number of panels in the array.

Show Fewer Ports: Decrease the number of panels in the array.

&,.-’ Toggle 4/3 aspect ratio.
3

Exit Panel Array mode.

Note: When Panel Array Mode is being used by one of the members of the
bus, independent bus switching does not work. For rules of multiple
user operation and bus usage in Panel Array Mode, see Multiuser
Operation, page 247.
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Multiuser Operation

The KVM over IP switch supports multiuser operation. When multiple users
simultaneously access the switch from client computers, the rules of
precedence that apply are shown in the following table:

Operation

Rule

General

Each bus is independent. For an explanation of the method
by which users are assigned to buses, see the next section,
Users and Buses. Each user can open his own independent
GUI main page.

Auto Scan Mode

If a user has invoked Auto Scan Mode (see page 242), and
then another user logs on and gets assigned to the same
bus, at first the new user sees the GUI main page — but as
soon as he accesses any port, he automatically enters Auto
Scan Mode (since he is sharing the bus with the original
user).

Any user on the bus can halt Auto Scan Mode by recalling
the GUI main page. When this occurs, Auto Scan Mode
stops and all the other users on the bus are switched to the
port that was being accessed when Auto Scan Mode
stopped.

Panel Array Mode

¢ |f a user has invoked Panel Array Mode (see page 245),
and then another user logs on and gets assigned to the
same bus at first user, the new user sees the GUI main
page — but as soon as he accesses any port, he
automatically enters Panel Array Mode (since he is
sharing the bus with the original user).

¢ Panel Array Mode continues until the original user stops it.
(Administrators can override Panel Array Mode, however.)

# Only the user who starts Panel Array Mode can use the
Skip Mode (see page 243), function.

# Only the user who starts Panel Array Mode can switch
ports. Other users automatically switch to the ports that
the original user selects. However, if one of the other
users does not have access rights to the port that the
original user switches to, that user will not be able to view
the port.

¢ Individual users can increase or decrease the number of
panels they wish to view in Panel Array Mode; however,
the picture quality may decrease as the number of panels
increases.
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Us

ers and Buses

*

All KVM over IP switches support independent bus switching. With
independent bus switching, if a user switches to a port that is being utilized
by someone on a different bus, only the user that switched ports goes to the
new port and the new bus — the other users on the original bus remain on
the original port and original bus.

Independent bus switching does not work when Auto Scan Mode or Panel
Array Mode is being used by one of the members of the bus.

We recommend that the user who starts Panel Array Mode set it to display
at least four panels. Otherwise, it is possible that the other users may only
receive part of the picture.
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The Log Server

The Windows-based Log Server is an administrative utility that records all the
events that take place on selected KVM over IP switches and writes them to a

searchable database. This chapter describes how to install and configure the
Log Server.

Installation

1. Log into the KVM over IP switch (see page 41).
2. Click the Download tab and download the Log Server AP program.

3. Go to the location on your hard disk that you downloaded the Log Server
program to, and double click its icon (LogSetup.exe) to bring up the
Windows Client Connection Screen:

Note: Ifthe browser cannot run the file, save it to disk, instead, and run the
file from your disk.

The Log Server installation screen appears:

setop x|

YWelcome to the LogServer Setup

This program will install the LogServer on your computer.
We strongfy recommend that you exit all Windows
programs before nunning this program.

coce_|

4. Click Next. Then follow the on-screen instructions to complete the
installation and have the Log Server program icon placed on your desktop.
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Starting Up

To start the Log Server, either double click the program icon, or key in the full
path to the program on the command line. The first time you run it, a screen
similar to the one below appears:

A\ Log Server = [E=

Configure Events Options Help

D State Address Fort Connection Days | Description

Note: 1. The MAC address of the Log Server computer must be specified in
the ANMS settings.

2. The Log Server requires the Microsoft Jet OLEDB 4.0 driver- if the
program doesn’t start.

The screen is divided into three components:
¢ A Menu Bar at the top
+ A panel that will contain a list of Matrix KVM switches in the middle.

¢ A panel that will contain an Events List at the bottom

Each of the components is explained in the sections that follow.
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The Menu Bar

The Menu bar consists of four items:
¢ Configure

+ Events

+ Options

* Help

These are discussed in the sections that follow.

Note: Ifthe Menu Bar appears to be disabled, click in the List window to
enable it.

Configure

The Configure menu contains three items: Add; Edit; and Delete. They are
used to add new units to the List; edit the information for units already on the
list; or delete units from the list.

¢ To add a unit to the list, click Add.

+ To edit or delete a listed unit, first select the target in the List window, then
open this menu and click Edit or Delete.

When you choose Add or Edit, a dialog box, similar to the one below, appears:

| Add a Server @
Address: Port:  |5001
Description: |Sewer Description
Limit: 100 Days
[ Enable automatic export for every 1 Days

Save to: |

251



KN1108VA / KN1116VA User Manual

A description of the fields is given in the table, below:

Field Explanation

Address This can either be the IP address of the computer the Log Server is
running on, or its DNS name.

Port The port number that was assigned to the Log Server under Device
Management.

Description This field is provided so that you can put in a descriptive reference for
the unit to help identify it.

Limit This specifies the number of days that an event should be kept in the
Log Server's database. Events that exceed the amount of time
specified here can be removed with the Maintenance function.

Enable Check this box and enter the number of Days to pass before the log

automatic server automatically exports a log file. Click Browser to select the

export for directory where you want the log file saved to.

every

Fill in or modify the fields, then click OK to finish.

Events

The Events Menu has two items: Search and Maintenance.

Search:

Search allows you to search for events containing specific words or strings.
When you access this function, a screen, similar to the one below, appears:

(Continues on next page.)
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Search Dialog @
Search Options Server List Priority List:
¥ New search Least
Less
" Search last results Most
™ Search excluding last results
Start date: Start time: End date: End time: Pattem:
2162017 v| | 35846PM = | 2172007 | | 35945PM ]
Result:
Search Print Export Exit

A description of the items is given in the table, below:

Item

Description

New search

This is one of three radio buttons that define the scope of the
search. If it is selected, the search is performed on all the
events in the database for the selected unit.

Search last results

This is a secondary search performed on the events that
resulted from the previous search.

Search excluding last
results

This is a secondary search performed on all the events in the
database for the selected unit excluding the events that
resulted from the previous search.

Server List

Matrix KVM switches are listed according to their IP address.
Select the unit that you want to perform the search on from this
list. You can select more than one unit for the search. If no
units are selected, the search is performed on all of them.

Priority

Sets the level for how detailed the search results display
should be. Least is the most general; Most is the most specific.
Least results appear in black; Less results appear in blue;
Most results appear in red.

Start Date

Select the date that you want the search to start from. The
format follows the YYYY/MM/DD convention, as follows:

2009/11/04

Start Time

Select the time that you want the search to start from. The
format follows the HH:MM:SS convention.
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Item Description

End Date Select the date that you want the search to end at.

End Time Select the time that you want the search to end at.

Pattern Key in the pattern that you are searching for here. The multiple
character wildcard (%) is supported. E.g., h%ds would match
hands and hoods.

Results Lists the events that contained matches for the search.

Search Click this button to start the search.

Print Click this button to print the search results.

Export Click this button to save the search results to file.

Exit Click this button to exit the Log Server.

Maintenance:

This function allows the administrator to perform manual maintenance of the
database, such as erasing specified records before their expiration time is up.
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Options

Network Retry allows you to set the number of seconds that the Log Server
should wait before attempting to connect if its previous attempt to connect
failed. When you click this item, a dialog box similar to the one below, appears:

| Retry =

Irterval: 0 seconds
QK | Cancel |

Key in the number of seconds, then click OK to finish.

Help

From the Help menu, click Contents to access the online Windows Help file.
The help file contains instructions about how to setup, operation and
troubleshoot the Log Server.
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The Log Server Main Screen

Overview

The Log Server main screen is divided into two main panels.

¢ The upper (List) panel lists all of the units that have been selected for the

Log Server to track.

¢ The lower (Event) panel displays the tick information for the currently
selected unit. (If there are more than one unit, the selected unit is the one

that is highlighted).

¢ To select a unit in the list, simply click on it.

[E=H BB 5|

A\ Log Server

Configure Events Options Help

1D State Address Port Connection Days | Description

1 Recarding 10.3.41.103 9001 Waiting 100 Server Description
Oz Paused 10.3.41.158 9001 Waiting 100 Server Description

03/15/2008(12:01:34) : Loading system setting

03/15/2008(12:01:34] : DHCP: Discovering...

03/15/2008(12:01:34) : DHCP: Requesting...

03/15/2008(12:01:34) : DHCP: Requesting...

03/15/2008(12:01:34) : DNS server1:10.0.1.23

03/15/2008(12:01:34) : Accept new [P : 10.0.13.54

03/15/2008(12:07:43] : User from 00-01-23-5C-13-34 10.0.8.150 scanning part = 445,
03/15/2008(12:07:52] : User from 00-01-23-5C-13-34 10.0.8.150 scanning part = 445,
03/15/2008(12:07:53] : User from 00-01-23-5C-13-34 10.0.8.150 scanning part = 445,
03/15/2008(12:15:12) : Log server start - 10.0.13.229

03/15/2008(12:18:28) : User frosty from 00-14-85-03-3F-BE 10.0.13.229 attemping ta lagin
03/15/2008(12:19:06) : Sps: Connected with 10.0.13.229 (00-14-85-03-3F-BE]
03/15/2008012:19:06) : Sys: Access via windows client (P = 10.0.13.229 MAC = 00-14-85-03-3F-BE)
03/15/2008(12:1%07) : User frasty [IP = 10.0.13.223 MAC = 00-14-85-03-3F-BE) attemping ta lagin,
03/15/2008(12:20:35) : Video: Stop.

03/15/2008(12:20:35) : Sys: Disconnected with 10.0.13.229 (00-14-85-03-3F-BE]
03/15/2008(12:20:44) : User from 00-14-85-03-3F-BE 10.0.13.229 logged out
03/15/2008(12:21:20] : User administratar from 00-14-85-03-3F-BE 10.0.13.229 attemping to login
03/15/2008(12:22:37) : Sys: Connected with 10.0.13.229 (00-14-85-03-3F-BE]
03/15/2008(12:22:38] : User administratar (1P = 10.0.13.229) attemping ta lagin.
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The List Panel

The List panel contains six fields:

Field

Explanation

Provides the list of devices which have been added to the log
server. Use the checkbox to select devices for which you want
to view logs.

State

Displays whether the Log Server records the ticks for this unit,
or not. If the ID checkbox is checked, the field displays
Recording, and the ticks are recorded. If the ID checkbox is
not checked, the field displays Paused, and the ticks are not
recorded.

Note: Even though a unit is not currently the one selected, if
its ID checkbox is checked, the Log Server will still record its
ticks.

Address

This is the IP Address or DNS name that was given to the unit
when it was added to the Log Server.

Port

This is the Access Port number assigned to the unit.

Connection

¢ |f the Log Server is connected to the unit, this field displays
Connected.

¢ If the Log Server is not connected, this field displays
Waiting. This means that the Log Server's MAC address
has not been set properly. It needs to be set on the Device
Management Date/Time page.

Days

This field displays the number of days that the unit's log events
are to be kept in the Log Server's database before expiration.

Description

This field displays the descriptive information given for the unit
when it was added to the Log Server.

The Event Panel

The lower panel displays log events for the currently selected unit. Note that if
there are more than one units, even though they aren't currently selected, if their
Recording checkbox is checked, the Log Server records their log events and
keeps them in its database.
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Safety Instructions

*

*

*

General

This product is for indoor use only.
Read all of these instructions. Save them for future reference.
Follow all warnings and instructions marked on the device.

Do not place the device on any unstable surface (cart, stand, table, etc.). If
the device falls, serious damage will result.

Do not use the device near water.
Do not place the device near, or over, radiators or heat registers.

The device cabinet is provided with slots and openings to allow for
adequate ventilation. To ensure reliable operation, and to protect against
overheating, these openings must never be blocked or covered.

The device should never be placed on a soft surface (bed, sofa, rug, etc.) as
this will block its ventilation openings. Likewise, the device should not be
placed in a built in enclosure unless adequate ventilation has been provided.

Never spill liquid of any kind on the device.

Unplug the device from the wall outlet before cleaning. Do not use liquid
or aerosol cleaners. Use a damp cloth for cleaning.

Avoid circuit overloads. Before connecting equipment to a circuit, know
the power supply’s limit and never exceed it. Always review the electrical
specifications of a circuit to ensure that you are not creating a dangerous
condition or that one does not already exist. Circuit overloads can cause a
fire and destroy equipment.

The device should be operated from the type of power source indicated on
the marking label. If you are not sure of the type of power available,
consult your dealer or local power company.

The device is designed for IT power distribution systems with 230V
phase-to-phase voltage.

To prevent damage to your installation it is important that all devices are
properly grounded.

The device is equipped with a 3-wire grounding type plug. This is a safety
feature. If you are unable to insert the plug into the outlet, contact your
electrician to replace your obsolete outlet. Do not attempt to defeat the
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purpose of the grounding-type plug. Always follow your local/national
wiring codes.

Do not allow anything to rest on the power cord or cables. Route the
power cord and cables so that they cannot be stepped on or tripped over.

If an extension cord is used with this device make sure that the total of the
ampere ratings of all products used on this cord does not exceed the
extension cord ampere rating. Make sure that the total of all products
plugged into the wall outlet does not exceed 15 amperes.

To help protect your system from sudden, transient increases and
decreases in electrical power, use a surge suppressor, line conditioner, or
uninterruptible power supply (UPS).

Position system cables and power cables carefully; Be sure that nothing
rests on any cables.

Never push objects of any kind into or through cabinet slots. They may
touch dangerous voltage points or short out parts resulting in a risk of fire
or electrical shock.

Do not attempt to service the device yourself. Refer all servicing to
qualified service personnel.

If the following conditions occur, unplug the device from the wall outlet
and bring it to qualified service personnel for repair.

¢ The power cord or plug has become damaged or frayed.

+ Liquid has been spilled into the device.

+ The device has been exposed to rain or water.

¢ The device has been dropped, or the cabinet has been damaged.

¢ The device exhibits a distinct change in performance, indicating a need
for service.

¢ The device does not operate normally when the operating instructions
are followed.

Only adjust those controls that are covered in the operating instructions.
Improper adjustment of other controls may result in damage that will
require extensive work by a qualified technician to repair.

Do not connect the RJ-11 connector marked “UPGRADE” to a public
telecommunications network.
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*

Rack Mount

Before working on the rack, make sure that the stabilizers are secured to
the rack, extended to the floor, and that the full weight of the rack rests on
the floor. Install front and side stabilizers on a single rack or front
stabilizers for joined multiple racks before working on the rack.

Always load the rack from the bottom up, and load the heaviest item in the
rack first.

Make sure that the rack is level and stable before extending a device from
the rack.

Use caution when pressing the device rail release latches and sliding a
device into or out of a rack; the slide rails can pinch your fingers.

After a device is inserted into the rack, carefully extend the rail into a
locking position, and then slide the device into the rack.

Do not overload the AC supply branch circuit that provides power to the
rack. The total rack load should not exceed 80 percent of the branch circuit
rating.

Make sure that all equipment used on the rack - including power strips and
other electrical connectors - are properly grounded.
Ensure that proper airflow is provided to devices in the rack.

Ensure that the operating ambient temperature of the rack environment
does not exceed the maximum ambient temperature specified for the
equipment by the manufacturer.

Do not step on or stand on any device when servicing other devices in a
rack.
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Technical Support

Technical support is available both by email and online (with a browser over
the web):

International

¢ For online technical support — including troubleshooting, documentation,
and software updates: http://support.aten.com

¢ For telephone support, see Telephone Support, page iv:

North America

Email Support support@aten-usa.com

Online Troubleshooting http://support.aten.com

Technical Documentation

Support Software Updates

Telephone Support 1-888-999-ATEN ext 4988
1-949-428-1111

When you contact us, please have the following information ready beforehand:
¢ Product model number, serial number, and date of purchase.

*  Your computer configuration, including operating system, revision level,
expansion cards, and software.

¢ Any error messages displayed at the time the error occurred.
+ The sequence of operations that led up to the error.

¢ Any other information you feel may be of help.
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Specifications
Function KN1108VA KN1116VA
Computer Direct 8 16
Connections Max. 128 (via Cascade) 256 (via Cascade)
Console Local 1 1
Connections Remote ] ]
Port Selection Pushbuttons, GUI, Hotkey,
Connectors | Computer (KVM) 8 x RJ-45 Female 16 x RJ-45 Female
Ports
Console | Keyboard 1 x 6-pin mini-DIN Female (Purple);
Ports 1 x USB Type-A Female (White)
Video 1 x HDB-15 Female (Blue)
Mouse 1 x 6-pin mini-DIN Female (Green);
1 x USB Type-A Female (White)
LAN 2 x RJ-45 Female
PoN 1 x RJ-45 Female
Serial 2 x RJ-45 Female
Modem 1 x RJ-45 Female
USB 3 x USB Type-A Female (White)
LUC Console 1 x USB mini-B Female
Audio 2 x Audio Jack Female (Pink/Green)
Power 2 x |IEC 60320/C14
Switches Reset 1 x Semi-recessed Pushbutton
Power 2 x Rocker Switch
Port Selection 2 x Pushbutton
LEDs Online 8 (Green) 16 (Green)
Power 2 (Blue)
Link 10 /100/1000 2 (Red/Green/Orange)
Mbps
Emulation Keyboard/Mouse PS/2, USB
Video (Local & Remote) 1920 x 1200 @ 60 Hz
Scan Interval 1-255 sec.

Maximum Input Power Rating

100 - 240V AC;50-60 Hz; 1A
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Function KN1108VA KN1116VA
Power Consumption AC110V:13.6W:100 | AC110V:14W:102 BTU/
BTU/h h
AC220V:14.5W:104 | AC220V:15W:107 BTU/
BTU/h h
Note:

¢ The measurement in Watts indicates the typical
power consumption of the device with no exter-
nal loading.

¢ The measurement in BTU/h indicates the
power consumption of the device when it is

fully loaded.

Environment | Operating Temp 0—-40°C

Storage Temp -20 — 60 °C

Humidity 0-80% RH; Non-condensing
Physical Housing Metal
Properties -

Weight 3.52 kg (7.75 Ib) 3.56 kg (7.84 Ib)

Dimensions 43.84 x 28.78 x 4.40 cm

(Lx W x H) (17.26x11.33x1.73|n)
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IP Address Determination

If you are an administrator logging in for the first time, you need to access the
KN1108VA /KN1116VA in order to give it an IP address that users can
connect to. There are three methods to choose from. In each case, your client
computer must be on the same network segment as the KN1108VA /
KN1116VA. After you have connected and logged in you can give the
KN1108VA /KN1116VA its fixed network address. (See Operating Mode,
page 174.)

The Local Console

The easiest way to assign an IP address is from the local console. Refer to
Network, page 176, for details on the procedure involved.

IP Installer

For client computers running Windows, an [P address can be assigned with the
1P Installer utility. The utility can be obtained from the Download area of our
website. Look under Driver/SW, and the model of your switch. After
downloading the utility to your client computer, do the following:

1. Unzip the contents of /PInstaller.zip to a directory on your hard drive.

2. Go to the directory that you unzipped the IPInstaller program to and run
IPInstaller.exe. A dialog box similar to the one below appears:

P Network Device IP Installer E = @
Device list:
Device Name Model Mame | MAC Address IP Address [ | Exit
KL1T16VN KLITIEVN  00-10-7d-a7-00-52  10.3.41.103 (feB0::210:74Hf fea:52)
About
Protocol: |IPvd Network adapter: |MAC: 00-10-74-57-0052, 1P 10.3.41.103 j
IPv4 settings
Ll Ll
r o
.3 4 180 |'ESD 3BEF.d1ifeFT:f505
255 .2585.255 . 0O o
= I
« «
8 8
w.d .1 .7 [
0.0 .1 .6 [
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Select the KN1108VA / KN1116VA in the Device List.

Note: 1. Ifthe list is empty, or your device doesn't appear, click
Enumerate to refresh the Device List.

2. If there is more than one device in the list, use the MAC address
to pick the one you want.

Select either Obtain an IP address automatically (DHCP), or Use the
following IP address. If you chose the latter, fill the [P Address, Subnet
Mask, and Gateway fields with the information appropriate to your
network.

Click Set IP.

After the IP address shows up in the Device List, click Exit. See /P
Installer, page 177 for more information.

Browser

1.

Set your client computer's IP address to 192.168.0. XXX

Where XXX represents any number or numbers except 60. (192.168.0.60 is
the default address of the KN1108VA / KN1116VA.)

Specify the switch's default IP address (192.168.0.60) in your browser, and
you will be able to connect.

Assign a fixed IP address for the KN1108VA / KN1116VA that is suitable
for the network segment that it resides on.

After you log out, reset your client computer's IP address to its original value.
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IPv6

At present, the KN1108VA / KN1116VA supports three [IPv6 address
protocols: Link Local IPv6 Address, IPv6 Stateless Autoconfiguration, and
Stateful Autoconfiguration (DHCPv6).

Link Local IPv6 Address

At power on, the KN1108VA /KN1116VA is automatically configured with a
Link Local IPv6 Address (for example, fe80::210:74ff:fe61:1ef). To find out

what the Link Local IPv6 Address is, log in with the KN1108VA /KN1116VA
IPv4 address and open the Device Management — Device Information page.

The address is displayed in the General list box (see page 173).

Once you have determined what the IPv6 address is, you can use it when
logging in from a browser or the Win and Java Client AP programs.

For example:

If you are logging in from a browser, you would key in
http://[£fe80::2001:74ff:fe6e:59%5]

for the URL bar.

If you are logging in with the AP program, you would key:
fe80::2001:74ff:feb6e:59%5

for the /P field of the Server panel (see Windows Client AP Login, page 43).

Note: 1. To log in with the Link Local IPv6 Address, the client computer must
be on the same local network segment as the KN1108VA /
KNI1116VA

2. The %S5 is the %interface used by the client computer. To see your
client computer’s IPv6 address: from the command line issue the
following command: ipconfig /all. The % value appears at the
end of the IPv6 address.
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IPv6 Stateless Autoconfiguration

Ifthe KN1108VA /KN1116VA network environment contains a device (such
as a router) that supports the IPv6 Stateless Autoconfiguration function, the
KN1108VA /KN1116VA can obtain its prefix information from that device in
order to generate its IPv6 address. For example, 2001::74ff:fe6e:59.

As above, the address is displayed in the General list box of the Device
Management — Device Information page (see page 173).

Once you have determined what the IPv6 address is, you can use it when
logging in from a browser or the Win and Java Client AP programs.

For example:

If you are logging in from a browser, you would key in
http://[2001::74ff:fe6e:59]

for the URL bar.

If you are logging in with the AP program, you would key:
2001::74ff:fe6e:59

for the IP field of the Server panel (see Windows Client AP Login, page 43).
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Trusted Certificates

Overview

When you try to login to the KN1108VA / KN1116VA from your Web
browser, a Security Alert message appears to inform you that the device’s
certificate is not trusted, and asks if you want to proceed.

x

ri‘l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
* security certificate.

& The security cerificate was issued by a compary you have
not chosen to trust. View the certificate to determine whether
you wart to trust the certifying authority.

o The security cerificate date is valid.

The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes | No I View Cert'rﬁcatel

The certificate can be trusted, but the alert is triggered because the certificate’s
name is not found on Microsoft’s list of Trusted Authorities. You have two
options: 1) you can ignore the warning and click Yes to go on; or 2) you can
install the certificate and have it be recognized as trusted.

+ Ifyou are working on a computer at another location, accept the certificate
for just this session by clicking Yes.

+ If you are working at your own computer, install the certificate on your
computer (see below for details). After the certificate is installed, it will be
recognized as trusted.
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Installing the Certificate

To install the certificate:

1. In the Security Alert dialog box, click View Certificate. The Certificate
dialog box appears.

General | petais | Certification Path |

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Aten

Issued by: Aten

valid from 2003-11-26 to 2013-11-23

Install Certificate. .. | Issuer Skatement |

Note: There is a red and white X logo over the certificate to indicate that it is
not trusted.

2. Click Install Certificate.

3. Follow the Installation Wizard to complete the installation. Unless you
have a specific reason to choose otherwise, accept the default options. The
Wizard presents a caution screen:

Security Warning x|
' You are about to install a certificate from a certification authority (CA) daiming to represent:
)
Aten

Windows cannot validate that the certificate is actually fram “Aten”. You should confirm its origin by contacting “Aten”. The following number will assist
yauin this process:

Thumbprint (sha1): F3866988 A134DD25 1E6FO9BC B95FEDCD B30FEZAF

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprintis a security risk. If you dick "Yes™ you acdmnowledge this risk.

Do you want to install this certificate?

4. Click Yes.
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5. Click Finish to complete the installation.

6. Click OK to close the dialog box.

Certificate Trusted

The certificate is now trusted:

Security Alert =

ri‘l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
* security certificate.

[ o The security cerificate is from a trusted certifying authority. ]

o The security cerificate date is valid.

The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes | No I View Cert'rﬁcatel

When you click View Certificate, you can see that the red and white X logo is
no longer present — further indication that the certificate is trusted.

General | petals | Certification Path |

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Certiﬁca]e Information

Issued to: Aten

Issued by: Aten

Valid from 2003-11-25 to 2013-11-23

Install Certificate... | Tssuer Statement |
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Self-Signed Private Certificates

If you wish to create your own self-signed encryption key and certificate, a free
utility — openssl.exe — is available for download over the web at
www.openssl.org. To create your private key and certificate do the following:

1.
2.

Go to the directory where you downloaded and extracted openssl.exe to.

Run openssl.exe with the following parameters:

openssl req -new —newkey rsa:1024 -days 3653 -nodes -x509
-keyout CA.key -out CA.cer -config openssl.cnf

Note: 1. The command should be entered all on one line (i.e., do not press
[Enter] until all the parameters have been keyed in).

2. Ifthere are spaces in the input, surround the entry in quotes (e.g.,
“ATEN International”).

To avoid having to input information during key generation the following
additional parameters can be used: /C /ST /L /O /OU /CN /emailAddress.

Examples

openssl req -new —newkey rsa:1024 -days 3653 -nodes -x509
-keyout CA.key -out CA.cer -config openssl.cnf -subj
/C=yourcountry/ST=yourstateorprovince/L=yourlocationor
city/O=yourorganiztion/OU=yourorganizationalunit/
CN=yourcommonname/emailAddress=name@yourcompany.com

openssl req -new —newkey rsa:1024 -days 3653 -nodes -x509
-keyout CA.key -out CA.cer -config openssl.cnf -subj
/C=CA/ST=BC/L=Richmond/O="ATEN International"/OU=ATEN
/CN=ATEN/emailAddress=eservicelaten.com.tw

Importing the Files

After the openssl.exe program completes, two files — CA key (the private key)
and CA.cer (the self-signed SSL certificate) — are created in the directory that
you ran the program from. These are the files that you upload in the Private
Certificate panel of the Security page (see page 201).

272



Appendix

Troubleshooting

Administration

Problem

Resolution

After upgrading firmware, the
KN1108VA / KN1116VA still appears
to be using the old firmware version.

Your Internet browser is displaying cached web
pages — not new ones. Clear your browser
cache; delete all temporary Internet files and
cookies, close the Internet browser, and then
open a new instance of the browser.

The default network setting for the
KN1108VA / KN1116VA is DHCP, but
the network uses fixed IP addresses
and doesn’t have a DHCP server.

Use the local console OSD’s F4 function to
give the KN1108VA / KN1116VA a fixed IP
address. See page 176, for details.

General Operation

Problem

Resolution

| am confused about which equipment
the terms Local and Remote refer to.

See Terminology, page xvi.

Erratic Operation

Press and hold the Reset Switch (see page 12)
for longer than three seconds.

Mouse and/or keyboard not
responding due to improper mouse
and/or keyboard reset.

Unplug the cable(s) from the console port(s),
then plug it back in again.

Sudden loss of network connection
due to local reset of KN1108VA /
KN1116VA.

Close your KN1108VA/ KN1116VA connection.
Wait approximately 30 seconds, and log in
again.

Mouse Pointer Confusion

If you find the display of two mouse pointers
(local and remote) to be confusing or
annoying, you can use the Toggle Mouse
Display function to shrink the non-functioning
pointer. See page 77 for details.

Some characters that are keyed in
don’t display on the remote system

This is usually due to the local OS keyboard
language and the remote OS keyboard
language being different. Make sure that the
keyboard language for both systems are the
same.

Keyboard and/or mouse do not work
after computer boots up.

For computers with PS/2 connectors, if you are
using 2L-520xP cables, make sure that all the
connectors (keyboard, video, and mouse) are
plugged into their ports on the computer before
starting the computer. Plugging the cables in
after the computer has booted will not resolve
the problem.
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Problem

Resolution

When | emulate the Sun keyboard, |
can’t go into OK Mode ([Stop] [A]).

To go into OK Mode, use the following key
sequence:

1. Press and release [Ctrl].

2. Press and hold [T].

3. Press and hold [A].

4. Release [T] and [A] together.

There are ghost images on the
external monitor.

The distance between the external console
and the KN1108VA / KN1116VA is too great.
The maximum VGA cable distance should not
exceed 20m and, in some cases, may need to
be shorter. Replace the VGA cable with one of
an appropriately short length.

| have been given an account but | am
unable to log in.

1. Make sure that you have correctly specified
your Username and Password.

2. Make sure that the administrator has given
you the necessary permission to access the
switch.

3. Ask your administrator to see if the switch is
under CC management. If it is, he will have
to resolve the situation either by disabling
CC management on the switch (see
page 186), or by deselecting it on the CC
server (see the CC User Manual for
details).

| can’t access the switch, even though
| have specified the IP address and
port number correctly.

If the switch is behind a router, the router’s Port
Forwarding (also referred to as Virtual Server)
feature must be configured. See Port
Forwarding, page 288, for details.

When logging in from a browser, the
following message appears: 404
Object Not Found.

If a login string has been set, make sure to
include the forward slash and correct login

string when you specify the KVM over IP
switch IP address. (See Login String,
page 197.)

Sudden loss of network connection.

Close your connection to the KVM over IP
switch. Wait approximately 30 seconds, and
log in again.

No remote server video display on the
client computer.

Check that your KVM Adapter’s firmware
version is the same as the version stored in the
switch’s main firmware. See Upgrade
Adapters, page 221 for details

Set the remote server resolution to 1280 x
1024 or less.
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Problem

Resolution

No remote server video display on the
client computer, but mouse
movements appear on the local
console and mouse clicks have no
effect

Press and release the left Alt key, then press
and release the right Alt key

The display on the client computer is
distorted and performing an Autosync
doesn’t resolve the problem.

Switch ports to a port with a different
resolution, then switch back.

If the above didn’t resolve the problem, change
the resolution and refresh rate for the system
running on the port. Afterward, you can either
run at the new resolution, or switch back to the
original resolution.

The Lock Key LEDs on the Control
Panel don’t accurately reflect the
actual locked status of my keyboard
input.

When you first connect, the LED display may
not accurately reflect the LEDs on your
keyboard. To resolve the problem, click the
LEDs on the Control Panel until they match
your keyboard. Afterward, when you change
them from the keyboard they will change on
the Control Panel.

When | log in, the browser generates
a CA Root certificate is not trusted, or
a Certificate Error response.

The certificate’s name is not found on
Microsoft’s list of Trusted Authorities. The
certificate can be trusted. See Trusted
Certificates, page 269, for details.

In multiuser operation | had exclusive
(or occupy) rights on the port | was
viewing. After | recalled the Port
Access page and then came back to
the port | was occupying, it had been
taken over by another user. Why did
this happen?

If you try to return to the port by selecting again
in the tree, the switch acts as if you are
accessing the port for the first time. If another
user was waiting on the port, he takes
precedence and gets the port. The correct way
to return to the port is to click the Close icon at
the top right of the Port Access page.

| have been given an account but | am
unable to log in.

1. Make sure that you have correctly specified
your Username and Password.

2. Make sure that the administrator has given
you the necessary permission to access the
switch.

3. Ask your administrator to see if the switch is
under CC management. If it is, he will have
to resolve the situation either by disabling
CC management on the switch (see
page 186), or by deselecting it on the CC
server (see the CC User Manual for
details).

| can’'t access the switch, even though
| have specified the IP address and
port number correctly.

If the switch is behind a router, the router’s Port
Forwarding (also referred to as Virtual Server)
feature must be configured. See Port
Forwarding, page 288, for details.
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Problem

Resolution

When logging in from a browser, the
following message appears: 404
Object Not Found.

If a login string has been set, make sure to
include the forward slash and correct login

string when you specify the KVM over IP
switch IP address. (See Login String,
page 197.)

My ATEN over IP unit is not listed in
the Device List of IP Installer.

¢ Make sure the Broadcast function is
enabled from your switch or router in order
for the auto-discover to work properly.

¢ Make sure to turn off your firewall and/or
antivirus software temporarily in order for
the auto-discover to work properly.

¢ Make sure the ATEN over IP unit and the
PC are under same network segment.
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Mouse Problems

Problem

Resolution

Mouse and/or Keyboard not
responding.

Check that your KVM Adapter’s firmware version is the
same as the version stored in the switch’s main firmware.
See Upgrade Adapters, page 221 for details

Unplug the cable(s) from the console port(s), then plug it/
them back in.

Mouse movement
extremely slow

There is too much data being transferred for your
connection to keep up with. Lower the video quality (see
Video Settings, page 67) so that less video data is
transmitted.

There are two mouse
pointers after the remote
server is accessed.

You can select another pointer type. See , page 93 for
details

When the mouse pointer is
in Single Pointer mode, |
can’t access the Control
Panel.

Recall the Control Panel and immediately change the
pointer to Dual mode.

Why is there a Dual Pointer
mode?

When you are not in Mouse DynaSync Mode, you need
the two pointers so that you know the remote server
pointer is actually at the location you think it is at.
Otherwise, you might perform a mouse operation and
because of net lag the remote server pointer may not be
at the location that your client computer pointer is at.

Mouse pointer confusion

If you find the display of two mouse pointers (local and
remote) to be confusing or annoying, you can use the
Toggle Mouse Display function to shrink the non-
functioning pointer. See Toggle mouse display, page 77,
and , page 93.

When | log in with my
Windows system, the local
and remote mouse pointers
do not sync.

1. Check the status of the Mouse Sync Mode setting
(see Mouse DynaSync Mode, page 71). If it is set to
Automatic, change the setting to Manual and refer to
the information for Manual Mouse Synchronization
on page 72.

2. If you are in Manual mode, use the AutoSync feature
(see Video Settings, page 67), to sync the local and
remote monitors.

3. If that doesn't resolve the problem, use the Adjust
Mouse feature (see Adjust mouse, page 77) to bring
the pointers back in step.

4. If the above fails to resolve the problem, refer to
Additional Mouse Synchronization Procedures,
page 298, for further steps to take.
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Problem

Resolution

When | log in with my Mac
system, the local and
remote mouse pointers do
not sync.

There are two automatic Mouse DynaSync settings: the
default, and Mac2. If mouse synchronization is not
satisfactory with the default, try the Mac 2 setting. See
the Note on page 72 for details.

When | log in with my Sun
system, the local and
remote mouse pointers do
not sync

Automatic Mouse DynaSync sync only supports USB
mice on Windows and Mac (G4 or higher) systems. You
must sync the pointers manually. See Mouse DynaSync
Mode, page 71, and Manual Mouse Synchronization,
page 72, for further details.

After doing the above, refer to Sun / Linux:, page 299,
under Additional Mouse Synchronization Procedures for
further steps to take.

When | log in with my Linux
system, the local and
remote mouse pointers do
not sync.

Automatic Mouse DynaSync sync only supports USB
mice on Windows and Mac (G4 or higher) systems. You
must sync the pointers manually. See Mouse DynaSync
Mode, page 71, Manual Mouse Synchronization,

page 72, and Mac and Linux Considerations, page 72,
for further details.

After doing the above, refer to Sun / Linux:, page 299,
(under Additional Mouse Synchronization Procedures),
for further steps to take.

When cascading the
CS1308 / CS1316 with
KVM over IP Switches
using KA7170, the online
LED on the KA7170 keeps
flashing and unable to
cascade.

To cascade the CS1308 / CS1316 using KA7170, you
need to set the Mouse DynaSync Mode to manual mode.
Please follow the steps below for a correct cascading
procedure.

1. Remove KA7170 from the CL1308 / CL1316.
2. Connect the KA7170 to any source device (PC).

3. Open the client viewer corresponding to the KVM
port that the KA7170 is connected to.

4. From the client viewer, go to Control Panel and set
the Mouse DynaSync Mode to manual mode. See
Mouse DynaSync Mode, page 71 for further details.

Remove KA7170 from the source device (PC).
Connect the KA7170 back to the CS1308 / CS1316.
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Virtual Media

Problem

Resolution

Virtual Media doesn’t
work.

The remote server’s mainboard does not support USB. If
there is a newer firmware and BIOS version for the remote
server's mainboard — one that supports USB — get it from
the manufacturer and upgrade the server's mainboard
firmware and BIOS.

There is no Virtual Media
icon on my Control
Panel.

1. Virtual Media only supports devices connected with
KA7166, KA7168, KA7169, KA7175, KA7176, KA7177,
KA7188 or KA7189 KVM Adapters with KN-series KVM
over IP switches.

2. You must be have Administrator privileges on your client
computer. (This is a Windows limitation.)

| can’t boot my remote
server from my Virtual
Media drive.

Your remote server’s BIOS doesn’t support booting from a
USB drive. Get the latest firmware and BIOS version for
your mainboard from the manufacturer and upgrade your
mainboard BIOS.

If | connect a USB floppy
drive to a remote server,
it can boot the remote
server. But, if | map it to
the remote server as a
Virtual Media drive, it
cannot boot the remote
server.

USB floppy drives have two types of format: UFI and CBI.
Both can be used for OS level virtual media functions, but
currently only UFI is supported for BIOS level (such as
boot) functions.

| cannot mount a Folder
as a Virtual Media
device.

If the actual Folder is formatted with the FAT16 file system,
it cannot be mounted if its size exceeds 2GB.
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The Windows Client

Problem

Resolution

A “Login Failed” error appears
and Windows Client Viewer
cannot be run.

N

. Make sure your KVM over IP Switch is updated
to the latest firmware version.

2. Make sure the required service ports, such as
80, 443, and 9000, are allowed by your Firewall.
See Service Ports, page 177 for details.

3. Close the viewer and try again.

Remote mouse pointer is out of
sync.

1. Use the AutoSync feature (see Video Settings,
page 67), to sync the local and remote monitors.

2. If that doesn't resolve the problem, use the
Adjust Mouse feature (see Manual Mouse Syn-
chronization, page 72) to bring them back in
sync.

3. If the two methods described above fail to

resolve the problem, use the Toggle Mouse Dis-
play function (see page 77).

My antivirus program reports that
there is a trojan after | access the
KN1108VA / KN1116VA with my
browser and then open the
Windows Client Viewer.

The Windows Client Viewer uses an ActiveX plug-
in (windows.ocx) that some antivirus programs
mistakenly see as a virus or trojan. We have tested
our firmware extensively and found no evidence of
a virus or trojan. You can add the plug-in to your
antivirus program’s White List and use the Viewer
safely. If you are reluctant to use the Windows
Client Viewer, however, you can simply use the
Java Client Viewer, instead.

After upgrading the firmware, the
WinClient ActiveX Viewer or
WinClient AP do not run.

The old version of your .ocx file was not deleted.
You must delete the old file. There are two methods
to delete the file.

1. For the ActiveX Viewer: Open |IE — Tools —
Manage Add-ons. Delete or disable all occur-
rences of WinClient.

2. For the WinClient AP: Open Explorer and
search for WinClient.ocx. Delete all
occurrences.

Part of the remote window is off
my monitor.

N

. Perform an Auto Sync (see WinClient Control
Panel Functions, page 64 for details).

2. If Keep Screen Size is not enabled use the
AutoSync feature (see Video Settings, page 67),
to sync the local and remote monitors.

3. If Keep Screen Size is enabled, you can scroll to
the areas that are off screen.

The remote screen is rotated 90
degrees.

Enable Keep Screen Size (see Customize Control
Panel Configuration, page 95).
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Problem

Resolution

| cannot run Net Meeting when
the WinClient is running.

Enable Keep Screen Size (see Customize Control
Panel Configuration, page 95).

After logging in | can’t open the
WinClient ActiveX viewer.

1. You don’t have the authority to install the WinCli-
ent Control add-on on your client computer.
Have the person with administrator privileges on
your client computer run the program the first
time to get it installed. It will open for you after
that.

2. Under Vista, you must also add the switch’s
URL address to the list of trusted sites: Tools —

Internet Options — Security — Trusted Sites
—> Sites.

Under Vista, after | open the
WinClient ActiveX viewer and try
to mount a driver or removable
disk, | get a “Driver not ready”
message.

This is a result of Vista’'s UAC (User Account
Control). There are two methods to resolve this
problem:

1. If you are your client computer’s administrator,
open your browser by right clicking its icon and
choosing Run as... then choose to run the
browser with the administrator account.

2. If you are not your client computer’s
administrator, you must ask your client
computer’s administrator to disable UAC.

My KN1108VA / KN1116VA units
don’t show up in the Server List
window when [ start the
WinClient AP program.

Only units whose Access Port settings for Program
(see page 177) match the number specified for Port
in the Server area of this dialog box appear in the
Server List window. Make sure that your entry for
Port matches the entry you have specified for
Program on the Device Management Network

page.

The WinClient ActiveX Viewer
and the WinClient AP won't
connect to the KVM over IP
switch.

DirectX 8.0 or higher must be installed on your
client computer.

The Java Client

For connection and operation problems, see the table below:

Problem Resolution
| can't connect to 1. The latest Java version must be installed on your client com-
the KVM over IP puter.
switch. 2. Check if you need to specify the Program port along with the

IP address. See Java Client AP Login, page 47 for details
3. Close Java reopen it, and try again.
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Problem

Resolution

A “Login Failed”
error appears and
Java Client Viewer
cannot be run.

1. Make sure your KVM over IP Switch is updated to the latest
firmware version.

2. Make sure the required service ports, such as 80, 443, and
9000, are allowed by your Firewall. See Service Ports,
page 177 for details.

3. Close the viewer and try again.

| have installed the
latest Java JRE, but
| am having
performance and
stability problems.

There may be issues with the latest version because it is so new.
Try using a Java version that is one or two versions earlier than
the latest one.

After upgrading the
firmware, after
logging in with the
Java Client Viewer
or the Java Client
AP, the switch
appears to still be
using the old
firmware version.

Log out. Delete your Java temporary internet files as follows:
1. Open Control Panel — Java.

2. In the Temporary Internet Files section, click Settings.

3. In the Disk Space section, click Delete Files.

4. In the dialog box that comes up, click OK.

The national
language
characters that |
input do not appear.

Change the keyboard language of your client computer to
English-UK.

Use the KVM over IP switch On-Screen Keyboard and set the
on-screen keyboard to the same language that the other system
is using. (See The On-Screen Keyboard, page 73.)

Java performance
deteriorates.

Exit the program and start again.

Pressing the
Windows Menu key
has no effect.

Java doesn't support the Windows Menu key.

When | try to Add a
folder to be
mounted as a virtual
media drive, | can’t
select the folder. My
only choice is
Desktop.

In the folder selection entry field, enter the root directory of the
folder you want to add. After that, the folders contained under the
root directory will display. You can now navigate to the folder you
want to select.

| can't connect to
the KVM over IP
switch.

1. The latest Java version must be installed on your client com-
puter.

2. Check if you need to specify the Program port along with the
IP address. See Java Client AP Login, page 47 for details

3. Close Java reopen it, and try again.
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IX

Problem

Resolution

| have installed the
latest Java JRE, but
| am having
performance and
stability problems.

There may be issues with the latest version because it is so new.
Try using a Java version that is one or two versions earlier than
the latest one.
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Sun Systems

Problem Resolution

Video display problems with The display resolution should be set to 1024 x 768.
HDB-15 interface systems Under Text Mode:

(e.g. Sun Blade 1000 servers). ) )
1. Go to OK mode and issue the following com-

mands:
setenv output-device screen:r1024x768x60
reset-all

Under XWindow:

1. Open a console and issue the following command:

m64config -res 1024x768x60
2. Log out.
3. Login.

Video display problems with The display resolution should be set to 1024 x 768.
13W3 interface systems (€.9. | ynder Text Mode:

Sun Ultra servers).*
) 1. Go to OK mode and issue the following com-

mands:
setenv output-device screen:r1024x768x60
reset-all

Under XWindow:

1. Open a console and issue the following command:

ffbconfig -res 1024x768x60
2. Log out.
3. Login.

* These solutions work for most common Sun VGA cards. If using them
fails to resolve the problem, consult the Sun VGA card's manual.

Mac Systems

Problem Resolution

When | log in to the KVM Force close Safari, then reopen it. Don’t use the
over IP Switch with my Snapshot feature in the future.

Safari browser, it hangs To use the Snapshot feature with Safari, upgrade to Mac
\hoen | use the Snapshot OS 10.4.11 and Safari 3.0.4.
eature.
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Redhat Systems

Problem

Resolution

With Redhat 9.0 (2.4.20-8) installed as
a server, the keyboard and mouse
aren’t working normally with the
KA7175/KA7176 console modules.

Choose the AS3.0 setting for your mouse
synchronization mode. See Mac and Linux
Considerations, page 72 for details

With Redhat 9.0 (2.4.20-8) installed as
a desktop system, the keyboard and
mouse aren’t working normally with the
KA7175/KA7176 console modules.

First, plug your keyboard and mouse into a
USB 2.0 hub, then plug the hub into the
Redhat 9.0 server.

The Log Server

Problem

Resolution

The Log Server program
does not run.

The Log Server requires the Microsoft Jet OLEDB 4.0
driver in order to access the database.

This driver is automatically installed with Windows ME,
2000 and XP.

For Windows 98 or NT, you will have to go to the
Microsoft download site:

http://www.microsoft.com
and do a search for MDAC to retrieve the driver file:

MDAC 2.7 RTM Refresh (2.70.9001.0)

Since this driver is used in Windows Office Suite, an
alternate method of obtaining it is to install Windows
Office Suite. Once the driver file or Suite has been
installed, the Log Server will run.

Panel Array Mode

Problem

Resolution

Low resolution video — the

screens don't display clearly.

This sometimes occurs due to the screens being scaled
to fit in the panels. Decrease the number of panels that
are displayed.

When multiple remote users
are logged in, some of them
only receive a partial image.

The first user to invoke Panel Array Mode should set it to
display at least four panels.

When | try to move forward
or backward one port, the
display sometimes moves
forward two ports or remains
on the original port.

This occurs occasionally due to a net lag problem. The
array automatically moves through the ports at a pre-
selected time. By the time it gets your input It has already
moved forward a port on its own - but that hasn’t shown
up on your display as yet.

So, when it moves ahead or back due to your input it
appears to have moved two ports (from its own
movement plus your “forward one port” command), or
remains on the original port (from its own forward
movement plus your “back one port” command).
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When I open a viewer, the web page does not display or work correctly, and I
receive an error message that is similar one of the following:

1.

Internet Explorer [ <]

Problems with this ‘W'eb page might prevent it from being displayed properly
:‘ ] E or functioning prapery. In the future, pou can display this message by
double-clicking the waming icon displayed in the status bar.

| Always display this mezzage when a page contains emors.

0K | HideDstaik << |

Line: 165 =
Char 2

Errar: Object doesn't support this property or method
Code:0 hd
| | 3

Brevious | Hext |

Reset the Internet Explorer security settings to enable Active Scripting,
ActiveX controls, and Java applets

By default, Internet Explorer 6 and some versions of Internet Explorer 5.x
use the High security level for the Restricted sites zone and Microsoft
Windows Server 2003 uses the High security level for both the Restricted
sites zone and the Internet zone. To enable Active Scripting, ActiveX
controls, and Java applets, follow these steps:

a) Start Internet Explorer.

b) On the Tools menu, click Internet Options.

¢) In the Internet Options dialog box, click Security.
d) Click Default Level.

e) Click OK.

Verify that Active Scripting, ActiveX, and Java are not blocked

If some client computers work but others do not, verify that Internet
Explorer or another program on your client computer such as an anti-virus
program or a firewall are not configured to block scripts, ActiveX
controls, or Java applets.

Verify that your anti-virus program is not set to scan the Temporary
Internet Files or Downloaded Program Files folders
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4. Delete all the temporary Internet-related files

To remove all the temporary Internet related files from your client
computer, follow these steps:

a) Start Internet Explorer.

b) On the Tools menu, click Internet Options.

¢) Click the General tab.

d) Under Temporary Internet files, click Settings.

e) Click Delete Files.

f) Click OK.

g) Click Delete Cookies.

h) Click OK.

i) Under History, click Clear History, and then click Yes.
j) Click OK.

5. Make sure that you have the latest version of Microsoft DirectX installed
For information about how to install the latest version of Microsoft
DirectX, visit the following Microsoft Web site:

http://www.microsoft.com/windows/directx/default.aspx ?url=/windows/
directx/downloads/default.htm
6. Make sure that you have the latest version of the Java JRE installed.

For information about how to install the latest version of the JRE visit the
Java Web site: www.java.com.
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Port Forwarding

For devices located behind a router, port forwarding allows the router to pass
data coming in over a specific port to a specific device. By setting the port
forwarding parameters, you tell the router which device to send the data that
comes in over a particular port to.

For example, if the KVM over IP Switch connected to a particular router has
an IP address 0f 192.168.1.180, you would log into your router’s setup program
and access the Port Forwarding (sometimes referred to as Virtual Server)
configuration page. You would then specify 192.168.1.180 for the IP address
and the port number you want opened for it (9000 for Internet access, for
example).

Since configuration setup can vary somewhat for each brand of router, refer to
the router’s User Manual for specific information on configuring port
forwarding for it.
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KA7140 Configuration and Operation

The KA7140 Adapter Cable connects a serial device to the KVM over IP
Switch.

Configuration

To configure the KA7140 to interact with the connected device, you need to set
its serial parameters to match the parameters of the device, as follows:

1. In the Port Access page Sidebar, select the port that the KA7140 is
connected to.

2. Select Port Configuration on the menu bar.

The page comes up with the Port Properties tab selected:

Port Property | Associated Link || Power Management

Status
Port Status: Online
Adapter Type: KA7140
Adapter Version: Vi1.1.101
Properties
Bits per second: 9600 -I Data bits: 8 -
Parity: None -I Stop bits: 1 -
Flow control: None vl Access Mode: Share -
Bxit Macro

None j

[ save
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3. Inthe Properties section, drop down each of the lists to select the port
property values that match the ones used by the connected serial console
device. The port property settings that the KA7140 supports are given in
the following table:

Setting

Bits per second

(Baud Rate)

Meaning

This sets the port’s data transfer speed. Choices are from
300—38400 (drop down the list to see them all). Set this to
match the baud rate setting of the serial console device.
Default is 9600 (which is a basic setting for many serial console
devices).

Data Bits

This sets the number of bits used to transmit one character of
data. Choices are: 7 and 8. Set this to match the data bit setting
of the serial console device. Default is 8 (which is the default for
the majority of serial console devices).

Parity

This bit checks the integrity of the transmitted data. Choices
are: None; Odd; Even. Set this to match the parity setting of the
serial console device. Default is Odd.

Stop Bits

This indicates that a character has been transmitted. Set this to
match the stop bit setting of the serial console device. Choices
are: 1 and 2. Default is 1 (which is the default for the majority of
serial console devices).

Flow Control

This allows you to choose how the data flow will be controlled.
Choices are: None, Hardware, and XON/XOFF. Set this to
match the flow control setting of the serial console device.
Default is None.

Note: None is only supported for baud rates of 9600 and lower.
For baud rates greater than 9600, you must choose Hardware
or XON/XOFF.

Access Mode

This allows you to set the serial console device’s access mode.
Choices are: Share, Occupy, and Exclusive. Default is Share.
See Access Mode, page 141 for information regarding this
function.

4. When you have finished making your selections, click Save.

Operation
To operate the device connected to the port, in the Port Access page double
click the port to establish a serial connection to the device.

290



Appendix

KA7140 Pin Assignments

Pin assignments for the KA7140 Adapter are given in the table, below:

Pin

Assignment

-

DCD

RXD

TXD

DTR

GND

DSR

RTS

CTS

|| N|Ooo|a| | wW|DN

N/A

DB% Female

291



KN1108VA / KN1116VA User Manual

Keyboard Emulation

Mac Keyboard

The PC compatible (101/104 key) keyboard can emulate the functions of the
Mac keyboard. The emulation mappings are listed in the table below.

PC Keyboard Mac Keyboard
[Shift] Shift
[Ctr] Ctrl
Ef 23

[Ctrl] [1] ‘

[ctri] [2] )

[Ctrl] [3] mg)

[Ctrl] [4] A
[Alt] Alt
[Print Screen] F13
[Scroll Lock] F14
E§ -
[Enter] Return
[Backspace] Delete
[Insert] Help
[Ctrl] S F15

Note: When using key combinations, press and release the first key (Ctrl),
then press and release the activation key.
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Sun Keyboard

The PC compatible (101/104 key) keyboard can emulate the functions of the
Sun keyboard when the Control key [Ctrl] is used in conjunction with other
keys. The corresponding functions are shown in the table below.

PC Keyboard

Sun Keyboard

[Ctrl] [T] Stop
[Ctrl] [F2] Again
[Ctrl] [F3] Props
[Ctrl] [F4] Undo
[Ctrl] [F5] Front
[Ctrl] [F6] Copy
[Ctrl] [F7] Open
[Ctrl] [F8] Paste
[Ctrl] [F9] Find
[Ctrl] [F10] Cut

[Ctrl] [1] 1 q/

[Ctrl] [2] O -

[Ctrl] [3] O +~))>

[Ctrl] [4] (
[Ctrl] [H] Help

@ Compose
=t .

Note: When using key combinations, press and release the first key (Ctrl),
then press and release the activation key.
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Internal Serial Interface Configuration

The KVM over IP Switch provides a function that lets you configure an
attached device’s serial interface parameters from within any accessed server.
To do so:

1. From the accessed server, open a command line (terminal) session or third
party serial application such as HypterTerminal or PuTTY.

2. Telnet or SSH to the KVM over IP switch IP address.

3. Log in with your usual Username and Password to bring up the access
screen:

oo Telnet 172.17.17.23

KN212Z4v

—[111 Ka7i48

ATEN International Go. Ltd. All rights reserved.

Navigation

The left panel shows the KVM over IP Switch at the top, and all the serial
interface devices connected to it listed below. The right panel shows the
configuration parameters at the top, with the configuration settings in the area
below.

¢ Use the Left and Right Arrow keys ( <— and — ) to move the highlight bar
between the right and left panels, and to select the parameter to configure.

¢ Use the Up and Down Arrow Keys ( Tand ) to select among the switch
and the serial devices in the left panel; use them to select the configuration
items in the right panel.
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Operation

¢ Use the Up and Down Arrow Keys ( Tand ) to highlight a device in the
left panel, then press [Enter] to open a command line (terminal) session on

the accessed device.

¢  When you have finished with your session, press the hotkey (see page 295
and 296) that brings you back to the access page.

¢ To finish with this function, move the highlight bar to Logout in the right
panel of the access page; Press the Down Arrow key to highlight Exit, then

press [Enter].

Switch Level Configuration

The right panel configuration settings that can be made when the KVM over IP
Switch is selected in the left panel are described in the table, below:

Setting

Description

Port Configuration

When Port Configuration is selected, press the Down
Arrow key to highlight the current timeout figure. Key in a
new timeout figure to overwrite the current one.

Note: There is no way to erase the figure you key in. If
you want to change it, use the Up Arrow key to leave the
field, then, use Down Arrow to come back to it. After you
come back, key in the new figure.

When you have finished, use Down Arrow to highlight
Save, then press [Enter].

User Preferences

User Preferences lets you set a hotkey that brings you
back to the access screen from the session you are
working in.

When User Preferences is selected, press the Down
Arrow key to highlight the current hotkey letter. Key in the
new letter to overwrite the current one.

When you have finished, use Down Arrow to highlight
Save, then press [Enter].

Logout

When Logout is selected, press the Down Arrow key to
highlight Exit, then press [Enter].
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Port Level Configuration

When a serial interface device is selected in the left panel, The screen looks
similar to the one below:

Telnet 172.17.17.23 [1=1 %

KNZ2124v -
Port Configuration

Access Mode: [Share
Bite per second:[9608
Data hits:

Parity:

Stop hits:

Flow control:

ATEN International Co. Ltd. All rights reserved.

L/

The configuration settings that can be made when a serial interface device is
selected are described in the table, below:

Setting Description
Port Configuration To configure the serial parameters:
1. Use the Up and Down Arrow keys to highlight the tar-
get item.

2. Press [Enter] to bring up the list of choices.

3. Use the Up and Down Arrow keys to highlight your
choice, then press [Enter].

When you have finished, press the Down Arrow key to
highlight Save, then press [Enter].

User Preferences User Preferences lets you set a hotkey that brings you
back to the access screen from the session you are
working in.

When User Preferences is selected, press the Down
Arrow key to highlight the current hotkey letter. Key in the
new letter to overwrite the current one.

When you have finished, use Down Arrow to highlight
Save, then press [Enter].

Logout When Logout is selected, press the Down Arrow key to
highlight Exit, then press [Enter].
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Additional Video Resolution Procedures

If you are running Windows, and wish to use new refresh rates, do the
following:

1. Open Control Panel — Display — Settings — Advanced — Monitor.

2. In the dialog box that comes up, make sure that the Hide modes that this
monitor cannot display checkbox is unchecked.

Color Management & Lktility Manager
General I Adapter Monitor | Troubleshoot
— Monitor type

.I ViewSonic VAS02-2 SERIES

Properties |

r~ Monitor settings
Screen refresh rate:

|60 Hertz =l

™| Hide modes that this monitar catnat display )

Lleanng this check bax allaws youta select display modes that this
monitor cannot display comectly. This may lead ta an unusable display
andfor damaged hardware,

ok || cancel | appp |

3. Click the arrow at the right of the Screen refresh rate listbox, and select
the refresh rate you want from the list that appears.

Note: Make sure that your monitor supports the refresh rate you choose — if
not, you may seriously damage your monitor.
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Additional Mouse Synchronization Procedures

If the mouse synchronization procedures mentioned in the manual fail to
resolve mouse pointer problems for particular computers, try the following:

Note: 1. These procedures are to be performed on the computers attached to
the KN1108VA / KN1116VA's ports - not on the computer you are
using to access the KN1108VA /KN1116VA.

2. In order for the local and remote mice to synchronize, you must use
the generic mouse driver supplied with the Windows operating
system. If you have a third party driver installed - such as one
supplied by the mouse manufacturer - you must remove it.

Windows:
1. Windows 2000:

a) Open the Mouse Properties dialog box (Control Panel - Mouse —
Mouse Properties)

b) Click the Motion tab
c) Set the mouse speed to the middle position (6 units in from the left)

d) Set the mouse acceleration to None

Mouse Properties 2

Buttons | Painters MUliUﬂlHardware

—Speed

- Adjust how fast pour pointer moves

—Acceleration

3

Adjust how much vour pointer accelerates as
ou move it faster

© Low  Medium " High

—Snap to default

@ [~ Move pointer b the default button in dislog boves

ak. I Cancel Apply
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2. Windows XP / Windows Server 2003:

a) Open the Mouse Properties dialog box (Control Panel - Mouse)

b) Click the Pointer Options tab

¢) Set the mouse speed to the middle position (6 units in from the left)

d) Disable Enhance Pointer Precision

Mouse Properties

Buttens | Pointers | Pointer Options | Wheel | Hardware

Mation

elect a poirter speed:
Slow —J— Fast
Enhance pointer precision

Snap To

A tomatically move pointer to the default button in a

Lo dialog box

Visibilty

% [] Display pointer trails
E:‘ Hide pointer while typing

[] Shaw location of painter when | press the CTRL key

3. Windows ME:

Set the mouse speed to the middle position; disable mouse acceleration
(click Advanced to get the dialog box for this).

4. Windows NT / Windows 98 / Windows 95:

Set the mouse speed to the slowest position.

Sun / Linux:

Open a terminal session and issue the following command:

Sun: xset m 1

Linux: xset m 0
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PPP Modem Operation

Basic Setup
The KN1108VA /KN1116VA can be accessed through its Serial port using a
PPP dial-in connection, as follows:

1. Setup your hardware configuration to match the diagram, below:

iR =m0 -
I;I

Cat 5e Cable Serial Adapter
(DB9-M, DTE- DCH
\ |

Serial Modem Cable g

/ Phone Line Modem

Remote
Operator

Modem
2. From your client computer, use your modem dial-in program to dial into
the KN1108VA / KN1116VA modem.

Note: 1. If you don’t know the KVM over IP Switch modem’s serial
parameters, get them from the administrator.

2. An example of setting up a modem dial-in program under
Windows XP is provided on the next page.

3. Once the connection is established, open your browser, and specify
192.168.192.1 in the URL box.

Note: 1. The default username and password are blank.
2. For the modem session, the KVM over IP Switch has an IP
address of 192.168.192.1; the user side has an IP address of
192.168.192.101.

From here, operation is the same as if you had logged in from a browser or with
the AP programs.
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Connection Setup Example (Windows XP)

To set up a dial-in connection to the KVM over IP Switch under Windows XP,
do the following:

1.

From the Start menu, select Control Panel — Network Connections —
Create a New Connection.

When the Welcome to the New Connection Wizard dialog box appears,
click Next to move on.

In the Network Connection Type dialog box, select Connect to the network
at my workplace, then click Next.

In the Network Connection dialog box, select Dial-up connection, then
click Next.

In the Connection Name dialog box, key in a name for the connection (for
example, TPE-KN8132-01), then click Next.

In the Connection Availability dialog box, you can select either Anyone’s
use or My use only, depending on your preferences, then click Next.

Note: Ifyou are the only user on this client computer, this dialog box won’t
appear.

In the Phone Number to dial dialog box, key in the phone number of the
modem connected to the KVM over IP Switch (be sure to include country
and area codes, if necessary), then click Next.

In the Completing the New Connection Wizard dialog box, check Add a
shortcut to this connection on my desktop, then click Finish.

This completes the connection setup. Double click the desktop shortcut icon to
make a PPP connection to the KVM over IP Switch.
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Serial Adapter Pin Assignments

RJ45-F to DB9-M (Black Connector)

DTE to DCE

KN1108VA /
KN1116VA
(RJ45)

Pins (8)

Modem/Device
(DB9)

RTS
DTR
TXD
CTS
GND
RXD
DCD
DSR

o N o a A O N

N o0 o W » N

9 NC not used
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Supported KVM Switches

The following is a list of fully supported KVM switches that can be used in a
cascaded installation:

KH1508A
KH1516A
CS1308
CS1316

*

*

*

*

Note: 1. Some of the KVM over IP switch’s features may not be supported,
depending on the functionality of the cascaded KVM switch. (For
example, some switches do not support virtual media.)

2. The installation cannot be cascaded beyond the second level.
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Virtual Media Support

WinClient ActiveX Viewer / WinClient AP
+ IDE CDROM/DVD-ROM Drives — Read Only
+ IDE Hard Drives — Read Only

¢+ USB CDROM/DVD-ROM Drives — Read Only
+ USB Hard Drives — Read/Write*

¢ USB Flash Drives — Read/Write*

+ USB Floppy Drives — Read/Write

¢ Smart Card Readers — Read/Write (KA7166, KA7168, KA7169, KA7177,
KA7188 and KA7189 Adapter Cable only)

Note: These drives can be mounted either as a Drive or as a Removable Disk
(see Virtual Media, page 86). Removable disks allow the user to boot
the remote server if the disk contains a bootable OS. In addition, if the
disk contains more than one partition, the remote server can access all
the partitions.

+ [ISO Files — Read Only
+ Folders — Read/Write

Java Client Viewer / Java Client AP
¢ ISO Files — Read Only
+ Folders — Read/Write

WebClient Viewer
+ [ISO Files — Read Only
¢ Folders — Read Only
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Clear Login Information

If you are unable to perform an Administrator login (because the Username and
Password information has become corrupted or you have forgotten it, for
example) you can clear the login information with the following procedure.

Note: Performing this procedure also returns all settings to their defaults.

To clear the login information (and return all settings to their defaults), do the
following:

1. Power off the KVM over IP Switch and remove its housing.

2. Use a jumper cap to short the mainboard jumper labeled J6 or J14.

Note: There are two mainboard versions. Refer to the diagrams below to
see if your mainboard hospitalizes a J6 or a J14 jumper.

P
P
Bah!
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) —— [] (o ©

Ji4

froururrrTrrTy

S v koW

JururrorrrroTy
oooooooog
Noooooood
Foooooood
hoooooood
Foooooood
hoooooood
Foooooood
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Power on the switch.
When the Link and 10/100Mbps LEDs flash, power off the switch.
Remove the jumper cap from J6.

Close the housing and start the KVM over IP Switch.

After powering on the unit, you can use the default Super Administrator
Username and Password (see First-Time Setup, page 35), to log in.
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Factory Default Settings

The default settings are as follows:

Setting Default
Language English
GUI Hotkey [Scroll Lock] [Scroll Lock]
Port ID Display Port Number + Name
Port ID Display Duration 3 Seconds
Scan Duration 5 Seconds
Screen Blanker 0 Minutes (disabled)
Beeper On
Viewer Auto Detect
Welcome Message Hide

Accessible Ports

# Super Administrators — Full for all ports

¢ All other users — None for all ports.
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ATEN Warranty Policy

The warranty policy may vary by product category and region of purchase. For
details, please visit ATEN's official website, select your purchase counties/
regions and then go to the Support Center, or contact your local ATEN sales
representative for further assistance.

© Copyright 2025 ATEN® International Co., Ltd.
Released: 2025-09-03

ATEN and the ATEN logo are registered trademarks of ATEN International Co., Ltd. All rights reserved.
All other brand names and trademarks are the registered property of their respective owners.
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