\‘E:\TEN Tech Note

Serial Tunneling Server and Client modes

for ATEN Secure Device Server

This tech note applies to the following ATEN Secure Device Server models:

Model Product Name

SN3001 1-Port RS-232 Secure Device Server

SN3001P 1-Port RS-232 Secure Device Server with PoE

SN3002 2-Port RS-232 Secure Device Server

SN3002P 2-Port RS-232 Secure Device Server with PoE

SN3401 1-Port RS-232/422/485 Secure Device Server
SN3401P 1-Port RS-232/422/485 Secure Device Server with PoE
SN3402 2-Port RS-232/422/485 Secure Device Server
SN3402P 2-Port RS-232/422/485 Secure Device Server with PoE

Table of Contents

A.  What are Serial Tunneling Server and CHENt MOTES? ...c...ii ittt ettt ettt s e st e s sbee s raee e sabeesbeesaes 1
B. How to configure Serial Tunneling Server and ClIent MOAES?.......ciiiiiiiiiiieie ettt ee e s aeeesaeee e 2
C. How to test Serial Tunneling Server and ClIENt MOGES?....ccuiiiiiiiie ettt ste e s bt sbtessateesabeesbeesbaeeseen 5
D T Y o] o T=T oo | G TSP PPPTRRPRPRI 6

ATEN Secure Device Server Pin ASSISNIMENT ... ittt e e e s e st e e e e e s e nrr et e e e s s esannneneeeeseannn 6

A. What are Serial Tunneling Server and Client modes?

Serial Tunneling Server and Client modes securely connect two SN (Secure Device Servers) over an Ethernet
network for serial-to-serial communication. Serial Tunneling effectively overcomes the distance limitations
in serial communication and realizes many new possibilities for serial-based device control.
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B. How to configure Serial Tunneling Server and Client modes?

The following procedures use two SN3002P as an example:

1. Using a null modem cable, connect the first SN’s serial port 1 to a serial device (e.g. PC’s COM port, CNC
machine, etc.).

2. Using an Ethernet cable, connect the SN’s LAN port to your local network.

3. On a host PC, use IP Installer utility (can be downloaded from SN’s product page) to discover the IP
address of the first SN3002P.

Drevice list:

| Device Name | Model Name | MAC Address | IP Address | - E it |

ShE002F 00-10-74-24-04-21  10.3

I SN300 SN 300z | About

4. Using a web browser, enter the SN3002P’s IP address, and log in.
5. Under Serial Ports, click the EDIT button of Port 1.

’ a @
ATEN snaoozp
Port Name Operating Mode Ethemet Port Baud Rate Online In Use Action
Serial Ports
] [o1] Port 1 Real COM 5200 9600 EDIT| } DUMP BUFFER
Network
o [02] Port2 Real COM 5200 9600 Offline No EDIT| | DUMP BUFFER

System

General Settings

Notification

Security

Update & Restore

User Accounts

Logs

ATEN International Co., Ltd.All rights reserved
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6. Under PROPERTIES, configure the necessary serial communication settings (e.g. baud rate, parity, etc.) to
match with the connected serial device.

PROPERTIES OPERATING MODE PORT BUFFERING

Port number
Port name
Baud rate
Parity

Data bits
Stop bits

Flow control

SAVE & APPLY ALL m CANCEL

7. Under OPERATING MODE, select Serial Tunneling Server from the drop-down list. Optionally enable the
Secure transfer option if you want the data to be encrypted and transmitted securely over a network.

PROPERTIES OPERATING MODE PORT BUFFERING

Mode Serial Tunnel Server

TCP port 5301

[[] secure transfer

All information, documentation and specifications contained in this media are subject to change without prior notice by the manufacturer.
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8. Once configured, the Ethernet port of SN3002P’s port 1 is assigned to 5301, the port number for UDP
communication.

F a @
ATEN sn3o02p
Port Name Operating Mode Ethernet Port Baud Rate Online InUse Action
©3 Serial Ports
= [o1] Port 1 TCP Server 9600 Online No EDIT| |DUMP BUFFER
s Network
=Y [o2] Port2 TCP Client - 9600 Offline No EDIT| |DUMP BUFFER

System

User Accounts

Logs

ATEN International Co., Ltd.All rights reserved.

Note: The Ethernet port is assigned based on base socket settings in System > General Settings > Service
Ports.

9. For the second SN3002P, repeat step 1-8 while selecting Serial Tunneling Client under the OPERATING
MODE tab, instead of Serial Tunneling Server, and enter the IP address of the first SN3002P and its port
number of 5301.

Note: If Secure transfer is enabled / disabled on the first SN3002P, make sure to also enable / disable it
on the second SN3002P.

OPERATING MODE

Mode Serial Tunnel Client

. P
Destination 10.3.66.129

[[] secure transfer

CANCEL
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C. How to test Serial Tunneling Server and Client modes?
Connect PC1’s COM port to the first SN3002P, configured as Serial Tunneling Server, and connect PC2’s COM

port to the second SN3002P, configured as Serial Tunneling Client. Presume the settings of two SN3002P
have been properly configured, as mentioned in the previous section.

RS-232

n

SN3002P SN3002P

Serial COM Serial Tunneling Server Serial Tunneling Client Serial COM

1. On PC1 and PC2, use Putty, a third-party utility, to configure their serial communication settings, as
illustrated below.

PuTTY Cenfigurati
M| Category: |
= Sgssion Basic options for your PuTTY session
T I_.oglging Specify the destination you want to connect to
- Terminal -
.. Keyboard Serial line Speed
- Eell COM1 5600
- Features Connection type:
= Window Raw Telnet Rlegin S5H @ Seral
Appea@nce Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
-~ Colours Default Settings | o |
- Connection —
-Data | Save |
- Prosgy
Telnet | Delete |
- Rlogin
+- 55H
""" Seral Close window on exit:
Always Newver @) Only on clean exit
| About | [ Open ] | Cancel |

as exemplified below.

P COM1 - PuTTY

2. Using the Putty on PC2 (serial device), you can enter any text to test if it can be received by PC1 (host),

Note: Conversely, you can also enter any text on the Putty of PC1 to test if it can be received by PC2.
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D. Appendix

ATEN Secure Device Server Pin Assignment

E\TEN Tech Note

Pin Configuration
RS-232 RS-422/RS-485 (4-wire) RS-485 (2-wire)

1 DCD RxD- (A)
2 RxD RxD+ (B)
3 TxD TxD+ (B) Data+ (B)
4 DTR TxD- (A) Data- (A)
5 GND GND GND
6 DSR -
7 RTS -
8 CTS -
9 - - -
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