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« 24 1B Gigabit RJ-45 18
« 2 {8 10G Multi-Gigabit (16/2.5G/5G/10G) RJ-45 18
« 4 {8 1G SFP/10G SFP+ 15

XGS2220-30F
2418 SFP L3 fZENxc#gs & 6 810G L£17/ 1@

« 24 & Gigabit SFP &
« 2 {8 10G Multi-Gigabit (1G/2.5G/5G/10G) RJ-45 1§
« 418 1G SFP/10G SFP+ 1H1E
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4838 GbE L3 iFENA#gs = 6 810G L1777

« 48 {8 Gigabit RJ-45 1&
« 2 {8 106G Multi-Gigabit (16/2.5G/5G/10G) RJ-45 1&
« 4 {f 1G SFP/10G SFP+ &t

XGS2220-54HP
4818 GbE L3 77X PoE+ 3128 5 6 & 106G
1777 mE (600 W)

« 40 {& Gigabit RJ-45 PoE+ 18

« 8 1 Gigabit RJ-45 PoE++ (60 W) &

« 2 fE 10G Multi-Gigabit (1G/2.5G/5G/10G) RJ-45 PoE++ (60 W) 1B
« 4 1 1G SFP/10G SFP+ &iE

» POE #8{EE : 600 W
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2418 GbE L3 ZHY PoE+ 3X#4288 & 6 1 10G

477 m (400 W)

« 16 & Gigabit RJ-45 PoE+ 18
« 8 & Gigabit RJ-45 PoE++ (60 W) 18

« 2 110G Multi-Gigabit (1G/2.5G/5G/10G) RJ-45 PoE++ (60 W) 18

« 4 & 1G SFP/10G SFP+ 1Hi&
« POE 4BHEE : 400 W
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Standalone Management:
For Hospitality
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XGS2220-30HP
24-port GbE L3 Access PoE+
Switch with 6 10G Uplink (400 W)

Guest 1 T
Rooms
IPTV
Guest
Rooms
WACS500
80211ac Wave 2
Dual-Radio Unified AP
10G Fiber
—— Gigabit Hallways
Gigabit PoE 5 8 5
e 2 5G POE

IP CAM
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XGS2220-54FP
4818 GbE L3 7ZEY PoE+ 3528 5 6 {E 106G
1777 mE (960 W)

« 40 1@ Gigabit RJ-45 PoE+ 1B
« 8 1B Gigabit RJ-45 PoE++ (60 W) 18

« 2 f& 10G Multi-Gigabit (1G/2.5G/5G/10G) RJ-45 PoE++ (60 W) 18

« 4 181G SFP/10G SFP+ 1EiE
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XGS2220-30HP
24-port GbEL3 A
Switch with 6 10G

Lobby

IP CAM

NWA220AX-6E
AXES5400

WiFi 6E
Dual-Radio
Access Point

ccess PoE+
Uplink (400 W)

1960 W

USG FLEX 700
USG FLEX Firewall

XGS2220-30F
24-port GbE L3 Access PoE+
Switch with 6 10G Uplink

XGS2220-54FP
48-port GbE L3 Access PoE+
Switch with 6 10G Uplink (960 W)

Meeting T T T | Guest
Room Rooms
IPTV
EEH Guest
Rooms
VolP Phone
WACS500
mimimim] 802Mac Wave 2
Dual-Radio Unified AP
WAX620D-6E
AXES5400 Hall
WiFi 6E allways
Dual-Radio s s 5 5 3
Access Point
IP CAM



Standalone Management:
For Education
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USG FLEX 700
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NWA220AX-6E .
AXES5400 WiFi 6E
Dual-Radio
Access Point

X$3800-28

USG FLEX Firewall

Ea Servers

L3 Aggregation Switch

XGS2220-30HP
24-port GbE L3 Access
PoE+ Switch with 6 10G
Uplink (400 W)

WAX620D-6E
AXES5400 WiFi 6E
Dual-Radio
Access Point

WAC6303D-S
802.11ac Wave 2
Dual-Radio Unified
Pro Access Point
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10G Eiber Computers
— Gigabit
e Gigabit PoE Office
e D5G POE Teacher Network

The Nebula Ecosystem

The support of Zyxel Nebula allows
your business to experience a unified
cloud network from Switch, AP, Firewall
to 5G/LTE routers anytime with just a
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omputers

Printer

Computer Room
Student Network

XGS2220-54HP
48-port GbE L3 Access
PoE+ Switch with 6 10G
Uplink (600 W)
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WAX610D
802.1ax (WiFi 6)
Dual-optimized
Access Point

WAC6303D-S
802.11ac Wave 2
Dual-Radio Unified
Pro Access Point

00

Digital
Textbooks

‘E
.

Interactive Whiteboards

Classrooms
SSID 1: Teacher Network
SSID 2: Student Network

Branch Office

. . Retail Store/
few simple clicks. Tolaworkor “ K12 Campus
oo o DO |
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*
Cloud ** **

Hosted
Network —
Service
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Browser & Apps-based Management a i i Hybrid AP
1 1
Management ! i NWA220AX-6E
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Rigm XGS2220-30 XGS2220-30HP XGS2220-30F
EREE 2418 GbE L3 F7INAARE & 6 f8 241% GbE L3 7Hl PoE+ SR8 & 2418 SFP L3 f7EVKIAER 2 6 8
106G E47/E 6 1 106G L1777 (400 W) 106G L47/E
RHEREER L3fZEN R HAss L3FEN R A2s L37ZE R HAEs
e
HRIREYL 30 30 30
100/1000 Mbps 24 24 -
100M/1G/2.5G/5G/106 ZA#EE 2 2 2
(RJ-45)
Gigabit SFP - - 24
1G SFP/10G SFP+ 4 4 4
P |
PoE i& - 26 -
HEE (R) - 400 -
IEEE 802.3at (PoE+) - Port1-16 -
IEEE 802.3bt (POE++, 60 W) - 100/1000 Mbps: Port 17 - 24 -
1G/2.5G/5G/10G: Port 25 - 26
B
HiRSEE (Cbps) 168 168 168
RHAEFEE (Mpps) 125 125 125
HEEEE(byte) 2M 2M 2M
MAC{i g & 32K 32K 32K
Jumbo frame (byte) 9K 9K 9K
LaggigE Max. 1K IPv4 entri‘es; Max. 1K IPv4 entri.es; Max. 1K IPv4 entri‘es;
Max. 512 IPv6 entries Max. 512 IPv6 entries Max. 512 IPv6 entries
BRER 64 64 64
IPAE 32 32 32
REJECIERS/RAM 64 MB/1GB 64 MB/1GB 64 MB/1GB
®F
BIREA 100 - 240 V AC, 50/60 Hz 100 - 240 V AC, 50/60 Hz 100 - 240 V AC, 50/60 Hz
REEER) 3762 477 66
3
o R (BxEXS) 441 x 270 x 44 441 x 330 x 44 441 x 270 x 44
B B8 (AF) 34 435 35
R~ (BxiExE) 616 x 355 x 107 580 x 503 x 95 616 x 355 x 107
2% B8 (A 473 577 4383
RREH » Wiz - Wiia i
o HRER TR EERL M o IR EERC M o IR AR M
Ethernet port surge protection 2KV 2 KV 2KV
Power Line-GND 2 KV 2 KV 2 KV
:l:gtpelzt?:;ge Line-Line 1KV 1KV 1KV
Ethernet port ESD protection 8 KV/6 KV 8 KV/6 KV 8 KV/6 KV
(air/contact)
mAgE
e~ BE -20°C ~ 50°C -20°C ~ 50°C -20°C ~ 50°C
RE 10% ~ 95% (FEEE4E) 10% ~ 95% (FEER4E) 10% ~ 95% (FERHAE)
P iz -40°C ~70°C -40°C ~70°C -40°C ~70°C
RE 10% ~ 90% (FEREAS) 10% ~ 90% (FERHAE) 10% ~ 90% (FEAREAE)
MTBF(/\BF) 520,185 268,305 352,923
BOEVTR(BTU//NB) 128.28 1626.57 225.06
25 @ 25°C (R/VERK > dBA) 2719/47.88 30.21/50.21 28.82/48.97
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RSk XGS2220-54 XGS2220-54HP

XGS2220-54FP

4818 GbE L3 FHX 2 & 6 {8 4838 GbE L3 7ZHX PoE+ XXifi2s 48318 GbE L3 fFEY PoE+ XXifgs

EER 106G L7/ vm| & 618106 L17/vE (600W) & 618 10G L1777 E (960 W)
RFER L3TFENAZEs L3TFENAEs L37FENAIES

iR

FbCE 54 54 54

100/1000 Mbps 48 48 48

100M/1G/2.5G/5G/10G ZX#4B3& 2 2 2

(RJ-45)

Gigabit SFP - - _

1G SFP/10G SFP+ 4 4 4
pE
PoE 1§ - 50 50

EHES (R) - 600 960

IEEE 802.3at (PoE+) - Port 1-40 Port 1-40

IEEE 802.3bt (PoE++, 60 W) - 100/1000 Mbps: Port 41 - 48

1G/2.5G/5G/10G: Port 49 - 50

100/1000 Mbps: Port 41 - 48
1G/2.5G/5G/10G: Port 49 - 50

EE

HHRSEE(Gbps) 216 216 216

ZHAFEEZE(Mpps) 161 161 161

HEEFE(byte) 2M 2M 2M

MAC{iI g = 32K 32K 32K

Jumbo frame (byte) 9K 9K 9K

L3k s Max. 1K IPv4 entri.es; Max. 1K IPv4 entri.es; Max. 1K IPv4 entri.es;
Max. 512 IPv6 entries Max. 512 IPv6 entries Max. 512 IPv6 entries

KRAER 64 64 64

[=3y:1} 32 32 32

HREIECIERE/RAM 64 MB/1GB 64 MB/1GB 64 MB/1GB

iR

EEEA 100 - 240 V AC, 50/60 Hz 100 - 240 V AC, 50/60 Hz

100 - 240 V AC, 50/60 Hz

57.31

BEMNEE) 7o4

1161.6

SMRIRIE

o R (BxEXDS) 441 x 270 x 44 441 x 330 x 44 441 % 330 x 44
B B2 (AF) 3.85 5 5
R~ (BxFExE) 616 x 355 x 107 580 x 503 x 95 580 x 503 x 95
2% B2 (2F) 518 6.33 6.33
MEE - i - B - B
o HZRLR AR (4 o IR EER ¢ o WZRLP AR
Ethernet port surge protection 2 KV 2 KV 2 KV
Power Line-GND 2KV 2KV 2KV
:‘:gg:ﬁg;ge Line-Line 1KV 1KV 1KV
Ethernet port ESD protection 8 KV/6 KV 8 KV/6 KV 8 KV/6 KV

(air/contact)

IRIERR
R BES -20°C ~50°C -20°C ~ 50°C -20°C ~50°C
BE 10% ~ 95% (FEEHAE) 10% ~ 95% (FERHAE) 10% ~ 95% (FEEHAE)
BEs -40°C ~70°C -40°C ~70°C -40°C ~70°C
{ETFIBIE — o . e
SBE 10% ~ 90% (FEEE4E) 10% ~ 90% (FEEE4E) 10% ~ 90% (FEEE4E)
MTBF(/)\B) 298,735 214,388 227,352
BEER(BTU/ V) 195.43 2571.52 3961.06
2T @ 25°C (B/)V/&K » dBA) 270/49.95 25.21/50.23 4757/6711

FASCHYEE XGS2220 725 6
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o |IEEE 802.3z 1000BASE-X*

o |IEEE 802.3ab 1000BASE-T Ethernet*

o |IEEE 802.3an 10G BASE-T Ethernet*

» [IEEE 802.3ae 10 Gbit/s Ethernet over
fiber*

o [EEE 802.3af PoE*

o |IEEE 802.3at PoE plus*

o [IEEE 802.3bt (60 W) PoE over 4 pair*

o [IEEE 802.3az EEE

« [EEE 802.3x flow control

o |[EEE 8021AB LLDP/LLDP-MED*

« [EEE 8021Q VLAN tagging

« IEEE 8021p Class of Service (CoS)
prioritization*

o [EEE 802X port authentication*

4R

» [EEE 802.1D Spanning Tree Protocol
(STP)*

o [IEEE 8021w Rapid Spanning Tree
Protocol (RSTP)*

o [IEEE 802.1s Multiple Spanning Tree
Protocol (MSTP)

« Static port trunking*

o |IEEE 802.3ad LACP*

e Loop guard* (with broadcast packet
detection mechanism)

e Root guard*

 BPDU guard*

» ErrDisable recovery

* MRSTP (Zyxel Proprietary)

» Dual configuration files

e Dual images*

e ZULD

e Flex link

« Physical stacking (In the future
firmware release)

e

¢ 802.1Q static VLANs*/dynamic
VLANS: 4 K/4 K

e Port-based VLAN

* VLAN isolation

e Vendor ID based VLAN*

» Protocol-based VLAN

o IP subnet-based VLAN

e MAC-based VLAN

e Private VLAN

» Voice VLAN*

FSZBYEE XGS2220 Z25

« Independent VLAN Learning (IVL)

* VLAN Translation

e VLAN trunking

* VLAN mapping

o [IEEE 802.1AD VLAN stacking (QinQ)

e VLAN ingress filtering

e LACP algorithm of source/
destination IP or MAC*

« GVRP

o L2PT

Z214

e Port security*

e Layer 2 MAC filtering*

 Layer 3 IP filtering

e Layer 4 TCP/UDP socket filtering

 Static MAC forwarding

o Multiple RADIUS servers*

e Multiple TACACS+ servers

» 802.1x VLAN and 8021p assignment
by RADIUS

 Login authentication by RADIUS

 Login authentication by TACACS+

» TACACS+ accounting

* RADIUS accounting

o Authorization on RADIUS

e Compound authentication

e Authorization on TACACS+

e SSH v2*

e SSL

* MAC freeze

« IP source guard (IPv4*/IPv6)

 DHCP snooping

e DHCP Server Guard

o ARP inspection

o ARP freeze

* Anti-ARP scan

« Static IP-MAC-Port binding

 Policy-based security filtering

 Port isolation*

« MAC search*

o Guest VLAN*

« ACL packet filtering* (IPv4/IPv6)

o CPU protection

« Interface related trap enable/disable
(by port)

e MAC-based authentication per VLAN

« BPDU transparency

« PPPOE relay agent/option82

e WolL/WoL Relay

AE#FEmE (QoS)

« No. of hardware queues per port
(Standalone/stacking): 8*/6

» Storm control and event log:
Broadcast, multicast, unknown
unicast (DLF)*

e Port-based rate limiting* (ingress/
egress)

» Rate limiting per IP/TCP/UDP per port

» Policy-based rate limiting

» 802.3x flow control

» 802.1p Class of Service (SPQ, WFQ,
WRR, hybrid-SPQ combination
capable)

« DiffServ (DSCP)

e Storm Control: Broadcast/Unknown
Multicast/Unknown Unicast (DLF)

Layer 2 ZEi{H1%

o L2 multicast*

o IGMP snooping (v1, v2, v3)*

¢ IGMP snooping fast leave*

* IGMP snooping immediate leave*

o Configurable IGMP snooping timer
and priority*

* IGMP snooping statistics™*

* IGMP throttling*

o IGMP filtering*

* IGMP proxy mode & snooping mode
selection*

* Multicast load balance over trunking
port

» Static mulitcast

e MVR support

e MLD snooping (MLD v1/v2)

ERER

» Static route

o I[P port moving

» Assigned DHCP relay with specific
source IP interface

BETAH

e SNMP* v1, v2¢c, v3

e SNMP trap group

«RMON (1,2, 3,9)

¢ ICMP echo/echo reply

* Syslog*

¢ |[EEE 8021AB LLDP*/LLDP-MED*

o Custom default

« Syslog (IPv4/IPv6)

« Display port utilization*

« Support NebulaFlex Pro for Cloud
Management



IPve EIE

¢ IPv6 over Ethernet (RFC 2464)

e IPv6 addressing architecture
(RFC 4291)

« Dual stack (RFC 4213)

¢ ICMPV6 (RFC 4443)

e Path MTU (RFC 1981)

e Minimum path MTU size of 1280
(RFC 5095)

* Encapsulation for maximum PMTU
of 1500

« Neighbor discovery (RFC 4861)

« DHCPV6 snooping

« IPv6 binding- static/dynamic

» Extend Radius server

« DHCPVG relay

o Default DHCP client mode*

R EIE

» Standalone management by Web
interface

e Cloud management by Nebula
Control Center*

* Networked AV mode by Web
Interface

« Intuitive Cloud connection status

o Zyxel iStacking™

» Management through Console,
Telnet, SNMP

e Remote firmware upgrade by FTP/
Web/TFTP

o Configuration saving and retrieving*

» Multiple logins supported

« Configure clone*

o Custom default Configuration

o Multilevel CLI*

« CLI (Cisco-like)

e DHCP server

e DHCP relay per VLAN

e DHCP client IPv4*/IPv6

o DHCP client option 60

e DHCP option 82

FSZBYEE XGS2220 Z5

» Daylight saving*

e DHCP relay MAC proxy

* Auto PD Recovery

e NTP supports IPv4/IPv6

e Port mirroring*

« Policy-based mirroring

e Mirror CPU

e VLAN-based mirroring

e USB-C out-of-band console port
e Scheduled PoE*

e PoE default consumption mode*
e Auto PD Recovery*

o Continuous PoE

o LLDP power via MDI

e sFlow

 Fiber Module Rescue

MIB

» Zyxel new private MIB

e Zyxel common MIB

e Zyxel ES-Common MIB

« RFC 1066 TCP/IP-based MIB

e RFC 1213, 1157 SNMPv2c/v3 MIB

e RFC 1493, 4188 bridge MIB

e RFC 1643 Ethernet MIB

« RFC 1757 RMON group 1,2, 3, 9

« RFC 2011, 2012, 2013 SNMPVv2 MIB

« RFC 2233 SMIv2 MIB

o RFC 2358 Ethernet-like MIB

* RFC 2674 bridge MIB extension

* RFC 2819, 2925 remote management
MIB

* RFC 3621 power Ethernet MIB

e RFC 4022 management information
base for transmission control
protocol

* RFC 4113 management information
base for user datagram protocol

e RFC 4292 IP forwarding table MIB

e RFC 4293 Management Information
Base (MIB) for IP

e Cable diagnostic MIB

i
Safety

e LVD
« BSMI

EMC

e« FCC Part 15 (Class A)
« CE EMC (Class A)

« BSMI EMC

RoHS
o Level A

Zyxel One Network

ZON Utility*
« Discovery of Zyxel switches, APs and
gateways
« Centralized and batch configurations:
= |P configuration
= I[P renew
= Device factory reset
= Device reboot
= Device locating
= Web GUI access
= Password configuration
= One-click quick association with
Zyxel AP Configurator (ZAC)

Smart Connect

» Discover neighboring devices

e One-click remote management
access to the neighboring Zyxel
devices

* Reset neighboring devices remotely
to factory defaults

* Power cycle neighboring powered
devices (PoE switches only)

Warranty

e Limited life-time warranty**

* Cloud and standalone modes supported
features.

** Warranty terms, service availability, and

service response times may vary from country
or region to country or region.
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SFP10G-SR 10-Gigabit SFP+ Duplex LC 850 nm 03 nE Yes
SFP10G-SR-E 10-Gigabit SFP+ Duplex LC 850 nm 03 RE Yes
SFP10G-LR 10-Gigabit SFP+ Duplex LC 1310 nm 10RrE Yes
SFP10G-LR-E 10-Gigabit SFP+ Duplex LC 1310 nm 10RE Yes
SFP-1000T Gigabit RJ-45 - ON/N-=E! -
SFP-SX-D Gigabit Duplex LC 850 nm 055 nE Yes
SFP-SX-D-E Gigabit Duplex LC 850 nm 055 R~E Yes
SFP-LX-10-D Gigabit Duplex LC 1310 nm 10 RnE Yes
SFP-LX-10-D-E Gigabit Duplex LC 1310 nm 10RrE Yes
SFP-LHX1310-40-D Gigabit Duplex LC 1310 nm 40 RE Yes
SFP-ZX-80-D Gigabit Duplex LC 1550 nm 80 nE Yes
SFP-BX1310-10-D Gigabit Single LC 1310 nm (Tx); 1490 nm (Rx) 10 RrE Yes
SFP-BX1310-E Gigabit Single LC 1310 nm (Tx); 1550 nm (Rx) 20 ~nE Yes
SFP-BX1490-10-D  Gigabit Single LC 1490 nm (Tx); 1310 nm (Rx) 10 RrE Yes
SFP-BX1550-E Gigabit Single LC 1550 nm (Tx); 1310 nm (Rx) 20 RE Yes
HIEBLR(ER)

B3R EEAE BERE

DAC10G-1M SFP+ to SFP+ 1AR

DAC10G-3M SFP+ to SFP+ 3R

NEEFBNEREN » FESIEEELN www.zyxel.com
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